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Abstra
t

We present a new proto
ol that allows two players to ex
hange digital signatures over the

Internet in a fair way, so that either ea
h player gets the other's signature, or neither player

does. The obvious appli
ation is where the signatures represent items of value, for example, an

ele
troni
 
he
k or airline ti
ket. The proto
ol 
an also be adapted to ex
hange en
rypted data.

It relies on a trusted third party, but is \optimisti
," in that the third party is only needed

in 
ases where one player 
rashes or attempts to 
heat. A key feature of our proto
ol is that

a player 
an always for
e a timely and fair termination, without the 
ooperation of the other

player, even in a 
ompletely asyn
hronous network. A spe
ialization of our proto
ol 
an be used

for 
ontra
t signing; this spe
ialization is not only more eÆ
ient, but also has the important

property that the third party 
an be held a

ountable for its a
tions: if it ever 
heats, this 
an

be dete
ted and proven.
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. 17, 1997).

y

Nokia Resear
h Center, Kelsinki; work done while at IBM Resear
h, Z�uri
h Resear
h Laboratory

z

IBM Resear
h, Z�uri
h Resear
h Laboratory, CH-8803 R�us
hlikon; e-mail: fsho,wmig�zuri
h.ibm.
om

1



1 Introdu
tion

As more business is 
ondu
ted over the Internet, the fair ex
hange problem assumes in
reasing

importan
e. For example, suppose player A is willing to give an ele
troni
 
he
k to player B in

ex
hange for an ele
troni
 airline ti
ket. The problem is this: how 
an A and B ex
hange these

items so that either ea
h player gets the other's item, or neither player does.

Both ele
troni
 
he
ks and ele
troni
 airline ti
kets are implemented as digital signatures. Pre-

sumably, many other items to be ex
hanged over the Internet will be so implemented. Therefore,

it seems fruitful to fo
us our attention on the fair ex
hange of digital signatures.

Of 
ourse, one 
ould use an on-line trusted third party in every transa
tion to a
t as a mediator:

ea
h player sends his item to the third party, who upon verifying the 
orre
tness of both items,

forwards the item to the other player. This is a rather straightforward solution; variations are

dis
ussed in the papers [CTS95, DGLW96, FR97℄.

In this paper, we present a new proto
ol for fair ex
hange that takes a di�erent approa
h. Our

proto
ol uses a trusted third party, but only in a very limited fashion: the third party is only needed

in 
ases where one player attempts to 
heat or simply 
rashes; therefore, in the vast majority of

transa
tions, the third party will not need to be involved at all. Following [ASW97℄, we 
all our

proto
ol optimisti
; in addition to [ASW97℄, optimisti
 proto
ols for several variants of the fair

ex
hange problem are dis
ussed in [BDM98, BP90, Mi
97℄.

Compared to a proto
ol using an on-line third party, the optimisti
 approa
h greatly redu
es

the load on the third party, whi
h in turn redu
es the 
ost and inse
urity involved in repli
ating

the servi
e in order to maintain availability. It also makes it more feasible to implement the trusted

third party servi
e as a distributed, fault-tolerant system, eliminating the single point of failure.

Our new proto
ol 
an be used to ex
hange 
ommonly used digital signatures, in
luding RSA

[RSA78℄, DSS [Kra93℄, S
hnorr [S
h91℄, Fiat-Shamir [FS87℄, GQ [GQ90℄, and Ong-S
hnorr [OS91℄

signatures, as well as the payment trans
ripts used in Brands' [Bra93℄ o�-line, anonymous 
ash

s
heme. Moreover, the proto
ol 
an also be adapted to ex
hange digital 
ontent, su
h as musi
 or

sto
k quotes, and to the related problem of 
erti�ed e-mail.

Our proto
ol also enjoys the following properties:

(1) It works in an asyn
hronous 
ommuni
ation model: there is no need for syn
hronized 
lo
ks,

and one player 
annot for
e the other to wait for any length of time|a fair and timely

termination 
an always be for
ed by 
onta
ting the third party.

(2) To use it, one need not modify the signature s
heme or message format at all. Thus, it will

inter-operate with existing or proposed s
hemes for ele
troni
 
he
ks, 
oins, ti
kets, re
eipts,

et
., without any modi�
ation to these s
hemes.

(3) The proto
ol does not require the players to \pre-register," or otherwise intera
t in advan
e

with the trusted third party.

(4) It is pra
ti
al. A typi
al ex
hange requires only a few rounds of intera
tion, transmission of

a few KBytes of data, and a 
ouple thousand modular multipli
ations.

(5) The proto
ol 
an be proved se
ure (modulo standard intra
tability assumptions) in the ran-

dom hash fun
tion model [BR93℄, where a hash fun
tion is treated as if it were a \bla
k box"

that 
ontains a random fun
tion.

(6) The two players need not sa
ri�
e their priva
y in making use of the trusted third party.
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We wish to emphasize the importan
e of property (1). Previous optimisti
 proto
ols for fair

ex
hange 
ould easily leave one player \hanging" for a long time, without knowing if the ex
hange

was going to 
omplete, and without being able to do anything about it. Not only 
an this be a great

in
onvenien
e, it 
an also lead to a real loss in the 
ase of time-sensitive data like sto
k quotes. In

our proto
ol, this 
annot happen so long as the third party is available. Clearly identifying this

problem and providing an e�e
tive solution is probably the most important 
ontribution of this

paper.

We stress the pra
ti
al importan
e of property (2): it allows a general-purpose fair ex
hange

servi
e to be deployed without the 
ooperation of the institutions responsible for the items being

ex
hanged (banks, airlines, et
.). Indeed, it seems quite unrealisti
 to expe
t these institutions to

redesign their s
hemes and all of the relevant software to a

ommodate a fair ex
hange proto
ol

if this has not already been designed for. Our proto
ol 
an a

ommodate any 
ommon signature

s
heme without modi�
ation. Previous optimisti
 proto
ols for fair ex
hange do not allow for this:

these proto
ols either require that the item being ex
hanged have a spe
ial stru
ture to fa
ilitate

the ex
hange proto
ol, or they partially sa
ri�
e fairness, with one player ending up with just an

aÆdavit from the third party that the other player owes him something. In our proto
ol, the two

players get the real thing|not a substitute or aÆdavit.

We also point out that in pra
ti
e, the most 
ommon threat to a fair ex
hange is not mali
ious

behavior by a player, but simply the possibility that one player 
rashes in the middle of the

ex
hange. Our proto
ol deals equally well with both types of threats.

In addition to the above general proto
ol for fair ex
hange of digital signatures, we give a

spe
ialized version of this proto
ol for 
ontra
t signing. Here, we allow ourselves the additional


exibility of de�ning the form of a


