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1  Introduction

In reference [Miy98] the function  f(X) = A + X  (mod 2α ) differential probability is
studied. This work presents several unproved theorems. Their use to calculate the
probability is remained to the reader and no algorithm is given.

Lipmaa and Moriai (reference [LM01]) analyzed the function  f(X, Y) = X + Y.
Particular properties of  f(X) = A + X  are not presented.

In the following sections, equations determining the differential probability of  f(X) =
A + X  (mod 2α ) are naturally derived from bit addition formulas. They reveal some
properties not mentioned in the papers above.

2  Preliminaries

Definitions

• Let β be a boolean variable and P(β) the probability of β = 1 (true).

• Let P(β1 | β2) be the probability of β1 = 1 considering β2 = 1.

• Symbols ~, ∧, ∨, ⊕, ↔ represent the boolean operators ‘not’, ‘and’, ‘or’,
‘exclusive−or’, ‘equivalence’.

Some boolean identities:

• β1 ⊕ β2  =  (β1 ∧ ~β2) ∨ (~β1 ∧ β2)  =  (β1 ∧ ~β2) ⊕ (~β1 ∧ β2) (2a)

                                                                
1 The results apply to  f(X) = A + (B ⊕  X)  also, because the exclusive-or maintains input differences.
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• β1 ↔ β2  =  ~(β1 ⊕ β2) (2b)
• β1 ⊕ 0  =  β1 (2c)
• β1 ⊕ 1  =  ~β1 (2d)
• β1 ↔ 0  =  ~β1 (2e)
• β1 ↔ 1  =  β1 (2f)
• β1 ∧ (β2 ⊕ β3)  =  (β1 ∧ β2) ⊕ (β1 ∧ β3) (2g)
• β1 ⊕ (β1 ∧ β2)  =  β1 ∧ ~β2 (2h)

Some probability identities:

• P(~β)  =  1 − P(β) (2i)
• P(~β1 | β2) =  1 − P(β1 | β2) (2j)
• P(β1 ∧ β2) =  P(β1 | β2) ⋅ P(β2) (2k)
• P(β1 ∧ β2) =  P(β1) ⋅ P(β2)  if β1 and β2 are independent  (2l)
• P(β1 ∨ β2) =  P(β1) + P(β2) − P(β1 ∧ β2) (2m)
• P(β1 ⊕ β2) =  P(β1 ∨ β2) − P(β1 ∧ β2) = P(β1) + P(β2) − 2⋅P(β1 ∧ β2) (2n)
• P(β1 ↔ β2) =  P(~(β1 ⊕ β2)) = 1 − P(β1 ⊕ β2) (2o)

3  Differential Probability

Consider the function  f : Z2α →  Z2α

f(X)  =  A + X   (mod 2α)

where A and X are considered α-bit integers.

Consider U and V  two α-bit integers and

Y =  f(X ⊕ U)  =  A + (X ⊕ U) 
Z =  f(X) ⊕ V  =  (A + X) ⊕ V

U and V are called, respectively, input and output differentials.

Consider a random value of X.  If equation “Y = Z” is satisfied by this value with
probability λ, then λ is the differential probability of  f(X) relative to U, V and A. The
goal of this work is to establish and analyze this relation. 

Suppose that equation “Y = Z” is satisfied by N values of X .  Since X can assume 2α

values,  λ ≈ Ν / 2α  is expected.

4  Bit Addition Carries

Using the identifiers (A, X, U, etc.) lowercases to represent their bits, Y and Z bit
addition carries are represented respectively by

pi  =  (ai ∧ wi) ⊕ (ai ∧ pi-1) ⊕ (wi ∧ pi-1) (0 ≤ i ≤ α-1) (4a)
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qi  =  (ai ∧ xi) ⊕ (ai ∧ qi-1) ⊕ (xi ∧ qi-1) (0 ≤ i ≤ α-1) (4b)

where  wi = xi ⊕ ui  and  p-1 = q-1 = 0 .

5  Bit Addition Results

Y and Z bit addition results are represented respectively by

yi  =  ai ⊕ xi ⊕ ui ⊕ pi-1 (0 ≤ i ≤ α-1)
zi  =  ai ⊕ xi ⊕ vi ⊕ qi-1 (0 ≤ i ≤ α-1) 

where  p-1 = q-1 = 0. Combining the equations above with exclusive−or

yi ⊕ zi  =  (ai ⊕ xi ⊕ ui ⊕ pi-1) ⊕ (ai ⊕ xi ⊕ vi ⊕ qi-1)  =  (ui ⊕ vi) ⊕ (pi-1 ⊕ qi-1) ⇒

yi ↔ zi  =  ~(yi ⊕ zi)  =  (ui ⊕ vi) ↔ (pi-1 ⊕ qi-1) (0 ≤ i ≤ α-1) (5a)

6  Conditional Probabilities

In this section, conditional probabilities of  pi ⊕  qi ,  pi ↔  qi  and  pi (equations 6c..6j
and 6m..6t), that will be used to calculate λ , are obtained for each value of  ui .

6.1)  First case: ui  = 0

In this case,  wi  =  xi ⊕ ui  =  xi ⊕ 0  =  xi . Substituting wi in equation 4a

pi  =  (ai ∧ xi) ⊕ (ai ∧ pi-1) ⊕ (xi ∧ pi-1)
=  (ai ∧ xi) ⊕ [(ai ⊕ xi) ∧ pi-1]  =  [xi ∧ (ai ⊕ pi-1)] ⊕ (ai ∧ pi-1)   (6a)

and combining equations 4a and 4b with exclusive-or

pi ⊕ qi =  [(ai ∧ xi) ⊕ (ai ∧ pi-1) ⊕ (xi ∧ pi-1)] ⊕  [(ai ∧ xi) ⊕ (ai ∧ qi-1) ⊕ (xi ∧ qi-1)]
=  (ai ∧ pi-1) ⊕ (xi ∧ pi-1) ⊕ (ai ∧ qi-1) ⊕ (xi ∧ qi-1)
=  [ai ∧ (pi-1 ⊕ qi-1)] ⊕ [xi ∧ (pi-1 ⊕ qi-1)] (from 2g)
=  (pi-1 ⊕ qi-1) ∧ (ai ⊕ xi) (6b)

Based on equation 6b, some conditional probabilities of  pi ⊕  qi  and  pi ↔  qi are
obtained:

pi-1 ⊕ qi-1 = 1 (replacing in 6b ...)  

⇒  pi ⊕ qi  =  1 ∧ (ai ⊕ xi)  =  (ai ⊕ xi) 2

∴  P(pi ⊕ qi | pi-1 ⊕ qi-1)  =  P(ai ⊕ xi) (6c)
⇒ P(pi ↔ qi | pi-1 ⊕ qi-1)  =  1 − P(ai ⊕ xi) (6d)

                                                                
2 This implication shows that the event “pi ⊕ qi | pi-1 ⊕ qi-1” is equivalent to event “ai ⊕ xi”. The same
approach is used to obtain the other conditional probabilities.
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pi-1 ↔ qi-1 = 1  ⇒  pi-1 ⊕ qi-1  =  0  (replacing in 6b ...)
⇒  pi ⊕ qi  =  0 ∧ (ai ⊕ xi)  =  0 
∴  P(pi ⊕ qi | pi-1 ↔ qi-1)  =  0 (6e)
⇒ P(pi ↔ qi | pi-1 ↔ qi-1)  =  1 (6f)

Using equations 6b and 6a, some conditional probabilities of  pi are derived

(pi ⊕ qi) ∧ (pi-1 ⊕ qi-1)  =  1  (replacing in 6b ...)
⇒  1  =  1 ∧ (ai ⊕ xi)  
⇒  xi  =  ~ai (replacing in 6a ...)
⇒  pi  =  (ai ∧ xi) ⊕ [(ai ⊕ xi) ∧ pi-1] 

 =  (ai ∧ ~ai) ⊕ [(ai ⊕ ~ai) ∧ pi-1]  =  pi-1

∴  P(pi | (pi ⊕ qi ) ∧ (pi-1 ⊕ qi-1))  =  P(pi-1) (6g)

(pi ↔ qi) ∧ (pi-1 ⊕ qi-1)  =  1 (replacing in 6b ...)
⇒  0  =  1 ∧ (ai ⊕ xi)  
⇒  xi  =  ai (replacing in 6a ...)
⇒  pi  =  (ai ∧ xi) ⊕ [(ai ⊕ xi) ∧ pi-1] 

 =  (ai ∧ ai) ⊕ [(ai ⊕ ai) ∧ pi-1]  =  ai

∴  P(pi | (pi ↔ qi) ∧ (pi-1 ⊕ qi-1))  =  P(ai) (6h)

(pi ⊕ qi) ∧ (pi-1 ↔ qi-1)  =  1 (replacing in 6b ...)
⇒  1 =  0 ∧ (ai ⊕ xi)
⇒  1 =  0  (contradiction)
∴  P(pi | (pi ⊕ qi) ∧ (pi-1 ↔ qi-1))  =  0 (6i)

(pi ↔ qi) ∧ (pi-1 ↔ qi-1)  =  1  ⇒  pi = qi  and  pi-1 = qi-1 
∴  P(pi | (pi ↔ qi) ∧ (pi-1 ↔ qi-1)) =  P(pi)

=  P([xi ∧ (ai ⊕ pi-1)] ⊕ (ai ∧ pi-1))  (from 6a)
=  P(xi) · P(ai ⊕ pi-1) + P(ai ∧ pi-1)  (6j)

6.2)  Second case:  ui  = 1

In this case,  wi  =  xi ⊕ ui  =  xi ⊕ 1  =  ~xi . Substituting wi in equation 4a

pi =  (ai ∧ ~xi) ⊕ (ai ∧ pi-1) ⊕ (~xi ∧ pi-1)
=  [~xi ∧ (ai ⊕ pi-1)] ⊕ (ai ∧ pi-1)  =  [ai ∧ (~xi ⊕ pi-1)] ⊕ (~xi ∧ pi-1)     (6k)

and combining equations 4a and 4b with exclusive-or

pi ⊕ qi = [(ai ∧ ~xi) ⊕ (ai ∧ pi-1) ⊕ (~xi ∧ pi-1)] ⊕ [(ai ∧ xi) ⊕ (ai ∧ qi-1) ⊕ (xi ∧ qi-1)]
= [ai ∧ (~xi ⊕ pi-1 ⊕ xi ⊕ qi-1)] ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ qi-1) (from 2g)
= [ai ∧ ~(pi-1 ⊕ qi-1)] ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ qi-1)
= [ai ∧ (pi-1 ↔ qi-1)] ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ qi-1) (6l)

Based on equation 6l, some conditional probabilities of  pi ⊕  qi  and  pi ↔  qi are
obtained:

pi-1 ⊕ qi-1 = 1  ⇒  qi-1 = ~pi-1 (replacing in 6l ...)
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⇒  pi ⊕ qi  =  (ai ∧ 0) ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ ~pi-1)  
⇒  pi ⊕ qi  =  xi ⊕ pi-1

∴  P(pi ⊕ qi | pi-1 ⊕ qi-1)  =  P(xi ⊕ pi-1) (6m)
⇒ P(pi ↔ qi | pi-1 ⊕ qi-1)  =  1 − P(xi ⊕ pi-1) (6n)

pi-1 ↔ qi-1 = 1  ⇒  qi-1 = pi-1  (replacing in 6l ...)
⇒  pi ⊕ qi  =  [ai ∧ 1] ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ pi-1)  
⇒  pi ⊕ qi  =  ai ⊕ pi-1 
∴  P(pi ⊕ qi | pi-1 ↔ qi-1)  =  P(ai ⊕ pi-1) (6o)
⇒  P(pi ↔ qi | pi-1 ↔ qi-1)  =  1 − P(ai ⊕ pi-1) (6p)

Using equations 6l and 6k, some conditional probabilities of  pi  are calculated:

(pi ⊕ qi ) ∧ (pi-1 ⊕ qi-1) = 1  ⇒  qi = ~pi  and  qi-1 = ~pi-1 (replacing in 6l ...)
⇒  1 =  (ai ∧ 0) ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ ~pi-1)   
⇒  1 =  xi ⊕ pi-1  ⇒  pi-1 =  ~xi (replacing in 6k ...)
⇒  pi  =  [ai ∧ (pi-1 ⊕ pi-1)] ⊕ (pi-1 ∧ pi-1)  =  pi-1 
∴  P(pi | (pi ⊕ qi) ∧ (pi-1 ⊕ qi-1))  =  P(pi-1) (6q)

(pi ↔ qi) ∧ (pi-1 ⊕ qi-1) = 1  ⇒  qi = pi  and  qi-1 = ~pi-1 (replacing in 6l ...)
⇒  0  =  (ai ∧ 0) ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ ~pi-1) 
⇒  0  =  xi ⊕ pi-1  ⇒  pi-1 =  xi (replacing in 6k ...)
⇒  pi  =  [ai ∧ (~pi-1 ⊕ pi-1)] ⊕ (~pi-1 ∧ pi-1)  =  ai 
∴  P(pi | (pi ↔ qi) ∧ (pi-1 ⊕ qi-1))  =  P(ai)   (6r)

(pi ⊕ qi ) ∧ (pi−1 ↔ qi−1) = 1  ⇒  qi = ~pi  and  qi-1 = pi-1 (replacing in 6l ...)
⇒  1  =  (ai ∧ 1) ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ pi-1) 
⇒  1  =  ai ⊕ pi-1  ⇒  pi-1 =  ~ai (replacing in 6k ...)
⇒  pi  =  [~xi ∧ (ai ⊕ ~ai)] ⊕ (ai ∧ ~ai)  =  ~xi  
∴  P(pi | (pi ⊕ qi) ∧ (pi-1 ↔ qi-1))  =  P(~xi) (6s)

(pi ↔ qi) ∧ (pi−1 ↔ qi-1) = 1  ⇒  qi = pi  and  qi-1 = pi-1 (replacing in 6l ...)
⇒  0  =  (ai ∧ 1) ⊕ (~xi ∧ pi-1) ⊕ (xi ∧ pi-1)
⇒  0  =  ai ⊕ pi-1  ⇒  pi-1 =  ai (replacing in 6k ...)
⇒  pi  =  [~xi ∧ (ai ⊕ ai)] ⊕ (ai ∧ ai)  =  ai 
∴  P(pi | (pi ↔ qi) ∧ (pi-1 ↔ qi-1))  =  P(ai) (6t)

7  Calculating the Differential Probability

The probability that equal bits (yi+1 = zi+1) follows equal bits (yi = zi) is defined by

ϕi =  P(yi+1 ↔ zi+1 | yi ↔ zi) (and using 5a ...)
=  P((ui+1 ⊕ vi+1) ↔ (pi ⊕ qi) | (ui ⊕ vi) ↔ (pi-1 ⊕ qi-1)) (0 ≤ i ≤ α−2)

ϕ-1 =  P(y0 ↔ z0) = P((u0 ⊕ v0) ↔ (p-1 ⊕ q-1)) = P((u0 ⊕ v0) ↔ (0 ⊕ 0))  =  P(u0 ↔ v0)
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Definition: Let  πm,n  be the product  ϕm · ϕm+1 ···.ϕn-1 · ϕn .

The differential probability can be calculated by  λ  =  π -1, α-2 .

The carry  pi  is produced by bit i addition to be an input of bit i+1 addition. So P(pi)
must be calculated under  yi = zi  and  yi+1 = zi+1  conditions :

δ i =  P(pi | (yi+1 ↔ zi+1) ∧ (yi ↔ zi)) (and using 5a ...)
=  P(pi | [(ui+1 ⊕ vi+1) ↔ (pi ⊕ qi)] ∧ [(ui ⊕ vi) ↔ (pi-1 ⊕ qi-1)]) (0 ≤ i ≤ α−2)

δ-1 =  P(p-1)  =  P(0)  =  0

Definition:  Let Si represent the three ordered elements 〈ui , vi , ui+1 ⊕ vi+1〉.

In the following subsections, equations 6b .. 6i and 6k .. 6r are used to calculate ϕ i and
δ i  for each Si combination. Considering X a random input, P(x i) = P(~xi) = 1/2 .

7.1) If  Si = 〈〈 ui , vi  , ui+1  ⊕⊕  vi+1〉〉  =  〈〈0, 0, 0〉〉

ϕi =  P(0 ↔ (pi ⊕ qi) | 0 ↔ (pi-1 ⊕ qi-1))  =  P(pi ↔ qi | pi-1 ↔ qi-1)  =  1 (from  6f)

δ i =  P(pi | [0 ↔ (pi ⊕ qi)] ∧ [0 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ↔ qi) ∧ (pi-1 ↔ qi-1))  =  P(xi) · P(ai ⊕ pi-1) + P(ai ∧ pi-1) (from  6t)
=  P(xi) · [P(ai) + P(pi-1) − 2 · P(ai) · P(pi-1)] + P(ai) · P(pi-1)  (from 2n and 2l)
=  P(xi) · [P(ai) + δ i-1 − 2 · P(ai) · δ i-1] + P(ai) · δ i-1

=  (1/2) · [P(ai) + δ i-1 − 2 · P(ai) · δ i-1] + P(ai) · δ i-1

=  [P(ai) + δ i-1] / 2

7.2) If  Si = 〈〈1, 1, 0〉〉

ϕi =  P(0 ↔ (pi ⊕ qi) | 0 ↔ (pi-1 ⊕ qi-1))
=  P(pi ↔ qi | pi-1 ↔ qi-1)  =  1 − P(ai ⊕ pi-1) (from  6p)
=  1 − [P(ai) + P(pi-1) − 2 · P(ai) · P(pi-1)] (from 2n and 2l)
=  1 − [P(ai) + δ i-1 − 2 · P(ai) · δ i-1]

δ i =  P(pi | [0 ↔ (pi ⊕ qi)] ∧ [0 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ↔ qi) ∧ (pi-1 ↔ qi-1))  =  P(ai) (from  6t)

7.3) If  Si = 〈〈0, 0, 1〉〉

ϕi =  P(1 ↔ (pi ⊕ qi) | 0 ↔ (pi-1 ⊕ qi-1))
=  P(pi ⊕ qi | pi-1 ↔ qi-1)  =  0 (from  6e)

δ i =  P(pi | [1 ↔ (pi ⊕ qi)] ∧ [0 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ⊕ qi) ∧ (pi-1 ↔ qi-1))  =  0 (from  6i)

7.4) If  Si = 〈〈1, 1, 1〉〉
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ϕi =  P(1 ↔ (pi ⊕ qi) | 0 ↔ (pi-1 ⊕ qi-1))
=  P(pi ⊕ qi | (pi-1 ↔ qi-1))  =  P(ai ⊕ pi-1) (from  6o)
=  P(ai) + P(pi-1) − 2 · P(ai) · P(pi-1) (from 2n and 2l)
=  P(ai) + δ i-1 − 2 · P(ai) · δ i-1

δ i =  P(pi | [1 ↔ (pi ⊕ qi)] ∧ [0 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ⊕ qi) ∧ (pi-1 ↔ qi-1))  =  P(~xi)   (from  6s)

 =  1/2

7.5) If  Si = 〈〈0, 1, 0〉〉

ϕi =  P(0 ↔ (pi ⊕ qi) | 1 ↔ (pi-1 ⊕ qi-1))
=  P(pi ↔ qi | pi-1 ⊕ qi-1)  =  1 − P(ai ⊕ xi) (from  6d)
=  1 − [P(ai) + P(xi) − 2 · P(ai) · P(xi)] (from 2n and 2l)
=  1 − [P(ai) + 1/2 − 2 · P(ai) · 1/2]  =  1 − 1/2  =  1/2

δ i =  P(pi | [0 ↔ (pi ⊕ qi)] ∧ [1 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ↔ qi) ∧ (pi-1 ⊕ qi-1))  =  P(ai) (from  6h)

7.6) If  Si = 〈〈1, 0, 0〉〉

ϕi =  P(0 ↔ (pi ⊕ qi) | 1 ↔ (pi-1 ⊕ qi-1))
=  P(pi ↔ qi | pi-1 ⊕ qi-1)  =  1 − P(xi ⊕ pi-1) (from  6n)
=  1 − 1/2  =  1/2

δ i =  P(pi | [0 ↔ (pi ⊕ qi)] ∧ [1 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ↔ qi) ∧ (pi-1 ⊕ qi-1))  =  P(ai) (from  6r)

7.7) If  Si = 〈〈0, 1, 1〉〉

ϕi =  P(1 ↔ (pi ⊕ qi) | 1 ↔ (pi-1 ⊕ qi-1))
=  P(pi ⊕ qi | pi-1 ⊕ qi-1)  =  P(ai ⊕ xi) (from  6c)
=  1/2

δ i =  P(pi | [1 ↔ (pi ⊕ qi)] ∧ [1 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ⊕ qi) ∧ (pi-1 ⊕ qi-1))  =  P(pi-1) (from  6g)
=  δ i-1

7.8) If  Si = 〈〈1, 0, 1〉〉

ϕi =  P(1 ↔ (pi ⊕ qi) | 1 ↔ (pi-1 ⊕ qi-1))
=  P(pi ⊕ qi | pi-1 ⊕ qi-1)  =  P(xi ⊕ pi-1) (from  6m)
=  1/2

δ i =  P(pi | [1 ↔ (pi ⊕ qi)] ∧ [1 ↔ (pi-1 ⊕ qi-1)])
=  P(pi | (pi ⊕ qi) ∧ (pi-1 ⊕ qi-1))  =  P(pi-1) (from  6q)
=  δ i-1
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8  The Algorithm

Applying section 7 equations, the algorithm to compute λ  from U, V, and A is
straightforward

λ := u0 ↔ v0;  δ := 0;

for i := 0 to α−2 do
case 〈ui, vi, ui+1 ⊕ vi+1〉 of

〈0,0,0〉: ϕ := 1;  δ := (ai + δ)/2;
〈0,0,1〉: ϕ := 0;  δ := 0;
〈1,1,0〉: ϕ := 1−(ai + δ − 2·ai·δ);  δ := ai;
〈1,1,1〉: ϕ :=    ai + δ − 2·ai·δ ;  δ := 1/2;
〈0,1,0〉: ϕ := 1/2;  δ := ai;
〈0,1,1〉: ϕ := 1/2;
〈1,0,0〉: ϕ := 1/2;  δ := ai;
〈1,0,1〉: ϕ := 1/2;

end case;

λ := λ · ϕ;
end for;

9  Probability Properties

Equations ϕ i  and δ i (section 7) establish λ  dependence on U, V and A bit configuration.
Some special cases are analyzed here.

9.1) Since  ϕ-1 = P(u0 ↔ v0),   u0 = ~v0  ⇒  λ = 0

9.2) Si = 〈ui , vi , ui+1 ⊕  vi+1〉 = 〈0, 0, 1〉  ⇒  ϕi = 0  ⇒  λ = 0

9.3) Supose  S0  =  〈u0 , v0 , u1 ⊕  v1〉  =  〈1, 1, 0〉 .

ϕ0 = 1 − [P(a0) + δ-1 − 2 · P(a0) · δ-1]  = 1 − [P(a0) + 0 − 2 · P(a0) · 0] = 1 − P(a0)
⇒ (ϕ0 ≠ 0  ⇔  a0 = 0)

Hence,  (λ ≠ 0  ⇒  a0 = 0)  or  (a0 = 1  ⇒  λ = 0) .

If  Si = 〈0, 0, 0〉  (0 < i ≤ α-2)
ϕi = 1 ⇒  (λ ≠ 0  ⇔  a0 = 0)

and we can distinguish a0 based on λ  value.

9.4) Supose  S0  =  〈u0 , v0 , u1 ⊕  v1〉  =  〈1, 1, 1〉 .

ϕ0 = P(a0) + δ-1 − 2 · P(a0) · δ-1  =  P(a0) + 0 − 2 · P(a0) · 0  =  P(a0)
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⇒ (ϕ0 ≠ 0  ⇔  a0 = 1)

Hence,  (λ ≠ 0  ⇒  a0 = 1)  or   (a0 = 0  ⇒  λ = 0) 

9.5) If  ui = ~vi  and β  is any boolean value

Si = 〈ui , ~ui , β〉  ⇒  ϕi = 1/2   (0 ≤ i ≤ α-2)

So, if  h  is  U ⊕  V  Hamming weight, not counting bit α -1 (msb), 1/2h is
an upper bound for λ .

9.6) Let’s see what happens when the differentials present a coincident bit-sequence of
1’s.  Suppose  ui = v i = 1  when  m ≤  i ≤ n  (0 ≤  m <  n ≤ α -2).

a) If  i = m

Sm = 〈um , vm , um+1 ⊕ vm+1〉 = 〈1, 1, 0〉
⇒  ϕm = 1 − [P(am) + δm-1 − 2 · P(am) · δm-1]  and  δm = P(am)

b) If  m <  i <  n

Si = 〈1, 1, 0〉  ⇒  ϕi = 1 − [P(ai) + δ i-1 − 2 · P(ai) · δ i-1]  and  δ i = P(ai)
⇒  ϕi = 1 − [P(ai) + P(ai-1) − 2 · P(ai) · P(ai-1)]
⇒  (ai = ~ai-1 ⇔ ϕi = 0)  and  (ai = ai-1 ⇔ ϕi = 1)

Hence,  ai = am  ⇔  ϕi = 1

c) If  i = n, ϕn will depend on  un+1 ⊕  vn+1  value.

un+1 ⊕  vn+1 = 0  ⇒  Sn = 〈1, 1, 0〉
⇒  ϕn = 1−[P(an) + δn-1 − 2·P(an)·δn-1] = 1−[P(an) + P(am) − 2·P(an)·P(am)]
⇒  (ϕn = 1  ⇔  an = am)  and  (ϕn = 0  ⇔  an = ~am)

un+1 ⊕  vn+1 = 1  ⇒  Sn = 〈1, 1, 1〉
⇒  ϕn = P(an) + δn-1 − 2 · P(an) · δn-1  =  P(an) + P(am) − 2 · P(an) · P(am)
⇒  (ϕn = 1  ⇔  an = ~am)  and  (ϕn = 0  ⇔  an = am)

Hence,  ϕn = 1  ⇔  an = am ⊕ (un+1 ⊕ vn+1)

Summarizing: 
ui = vi = 1 (m ≤ i ≤ n)  and  λ ≠ 0  ⇒ 
ai = am  (m < i < n)  and  an = am ⊕ (un+1 ⊕ vn+1) (9a)

If implication 9a left side is true and the differentials (U, V) are fixed, the
sequence “am ...an” can assume only two configurations (one for each value of
am). If A is random generated and L is the sequence length (n-m+1), these
configurations appear with probability

2 · 2α−L / 2α  =  1 / 2 L−1
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If implication 9a right side holds, πm,n = ϕm  since  ϕ i = 1 (m <  i ≤  n).

9.7) Suppose A is a secret number. To discover an (0 ≤  n ≤ α -2), consider

• ui = vi = 1  (n-1 ≤ i ≤ n)
• ui = vi = 0  (0 ≤ i < n-1  or   n < i ≤ α-1)
• ϕn-1 ≠ 0
• an-1 is known 3

These conditions imply

a) ϕ-1 = P(u0 ↔ v0) = P(u0 ↔ u0) = 1

b) If  0 ≤  i <  n-1  or  n <  i ≤ α -2
Si = 〈0, 0, 0〉  ⇒  ϕi = 1  ⇒  π-1,n-2 = πn+1, α-2 = 1

c) If  n-1 ≤  i ≤  n, sub-section 9.6 gives
λ ≠ 0  ⇒  an = an-1

and
an = an-1 ⇒  πn-1,n = ϕn-1 ⇒ 
⇒ λ = π -1, α-2  = π -1, n-2  · πn-1, n  · πn+1, α-2 = 1 · ϕn-1 · 1 ≠ 0

So,
λ ≠ 0  ⇔  an = an-1

and we can find an based on λ  value.

9.8) For another way to find an (0 ≤  n ≤ α -2), consider

• un = vn = 1
• ui = vi = 0  (0 ≤ i < n  or  n < i ≤ α-1)
• δn-1 is known

The implications are

a) If  n <  i ≤ α -2

Si = 〈ui , vi , ui+1 ⊕  vi+1〉 = 〈0, 0, 0〉  ⇒  ϕi = 1

b) If  0 ≤  i <  n

Si = 〈0, 0, 0〉  ⇒  ϕi = 1  and  δ i = [P(ai) + δ i-1] / 2

c) If  i = n   

Sn = 〈1, 1, 0〉  ⇒  ϕn  = 1 − [P(an) + δn-1 − 2 · P(an) · δn-1]

                                                                
3 Sub-section 9.3 gives a method to find  a0 , which could be the procedure starting point.



11

Then, if  δn-1 ≠ 1/2

an = 0  ⇔  ϕn = 1 − δn-1

an = 1  ⇔  ϕn = δn-1

and since ϕi = 1  (i ≠ n)

an = 0  ⇔  λ = 1 − δn-1

an = 1  ⇔  λ = δn-1

Therefore, if  δn-1 ≠ 1/2, we can distinguish an based on λ  value.
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