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Abstra
t

This note summarizes the results of Babbage's 
ryptanalysis of COS


iphers and shows that in fa
t COS 
iphers are not weak as 
laimed. COS


iphers have been designed a

ording a novel 
on
eption of en
ryption

dire
tly determined by the 
ontext of use. This 
on
ept is here de�ned

more pre
isely.
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1 Introdu
tion

In [1℄, S. Babbage presents a known plaintext 
ryptanalysis of COS 
iphers and

with a rather eye-
at
hing and dramatizing title 
laimed that COS 
iphers are

extremely weak.

If its 
ryptanalysis partly ful�l the 
ryptanalyti
 
hallenge we propose, these


iphers remain however se
ure. COS Ciphers are meant for a new 
ryptographi


en
ryption 
on
ept whi
h 
ould be 
alled "adaptable en
ryption" and Babbage's


laim makes 
lear that the COS design rationale has been misunderstood.

The purpose of this paper is to explain this design rationale. In the other

hand we must pre
ise that the 
hallenge (known plaintext atta
k) was proposed

maong others reasons to promote resear
h in the area of Non Linear Feedba
k
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Shitf Register (NLFSR). i In this sense, it is de
onne
ted from the real-life


ontext of use.

This paper is organized as follows. In se
tion 2 we �rst present the main

results of Babbages's 
ryptanalysis in the 
hallenge 
ontext. Se
tion 3 explains

pre
isely the COS 
iphers design rationale ad why COS 
iphers 
an 
on�dently

be 
onsidered as highly se
ure for 
ommer
ial appli
ations. In this 
ontext we

show that (3; 512) version implemented in IFIC proje
t (see [2, 4℄ for details)

for 
inema on Internet, is very se
ure. Finally Se
tion 4 deals with the 
hallenge

issue.

2 Summary of Babbage's 
ryptanalysis

In [1℄, the COS 
ryptanalysis (parti
ularly for the (2; 128) version) is presented

and we are going here to summarize the main results.

Beforehand we must pre
ise one point. Contrary to what it is written in [1℄,

even the (2; 128) version has two di�erent modes. In mode I the output blo
ks

are 128 bits long and two 32-bits subblo
ks are randomly 
hosen at ea
h step.

Here are the main results of 
ryptanalysis:

� Whatever may be the parameters n and L, (n; 2L) COS 
iphers in mode

I are not broken at all.

� In a known plaintext 
ontext (pre
isely the 
hallenge) and only for mode

II (used for 
ompressed data):

{ With probability of su

ess

1

2

(64 
lo
kings of register) an exhaustive

sear
h on L bits are ne
essary. That is to say 2

256

for the (3; 512)

version.

{ With probability of su

ess

3

4

a 
lever approa
h allows to 
ryptan-

alyze with only 6L bits of known plaintext (
ompressed plaintext)

and negligible amount of work. In fa
t we show in Se
tion 3 that the

work fa
tor 
an be 
onsidered to be equal to 2

6L

.

3 COS Ciphers Design Rationale

The general trend in open 
ryptographi
 
ommunity is to 
onsider that 
om-

mer
ial 
ryptographi
 produ
ts need a strategi
al level of se
urity. The general

spe
ialists'opinion indeed 
onsiders (e.g.) military appli
ations and 
opyright

prote
tion as an equal, in terms of se
urity. In fa
t it 
an turn to be very

dangerous in 
ase of misuse as History frequently tea
hed us.

Moreover this idea is like swating a 
y with a power-hammer. The main

drawba
k is then that quite always the en
ryption speed is too weak for 
om-

mer
ial appli
ations requiring both a very good level of se
urity (to stri
tly

forbid pirates to a

ess the produ
ts that are sold) and a very high en
ryp-

tion speed (e.g. video en
ryption). The COS 
iphers rationale is motivated by
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this need and are parti
ularly well adapted for 
opyright se
urity (among other

possible 
ommer
ial appli
ations).

We will not dis
uss the mode I COS 
iphers se
urity. This latter remains

highly se
ure for very 
riti
al appli
ations, whatever may be the nature of the

plaintext (that is to say redundant or not). Mode I o�ers an ex
ellent en
ryp-

tion speed but slower than that of mode II on whi
h we now fo
us. Mode II

has been spe
i�
ally designed for 
ompressed data en
ryption (or data without

redundan
y). We had a publi
 key approa
h in mind:

� If 


l

, p

l

and s

l

denote l bits of respe
tively 
iphertext, plaintext and 
ipher-

ing bits let us des
ribe the en
ryption by the following bitwise equation




l

= p

l

� s

l

. In an approa
h very similar to fa
toring, we 
laimed that

with only the knowledge of 


l

, for l large enough, it is extremely hard (as

de�ned in 
omplexity theory) to re
over both p

l

and s

l

.

� Sin
e p

l

has a quite random stru
ture (
ompressed data), guessing p

l

is

quite equivalent to guess l random bits. When 
onsidering the di�erent


ompression s
hemes (see [5℄ for details), it is 
lear that guessing l bits

of 
ompressed data is equivalent to know most of the initial text: the

en
ryption be
omes then non sensi
al.

In terms of COS se
urity and for 
iphertext only atta
k, Babbage's 
ryptanalysis

requires a 
omplexity of 2

384

for COS(2; 128) and of 2

3072

for COS(3; 512).

More important is the way a 
ipher system is used. A very highly se
ure

system 
an be
ome very weak when badly used (the best example being the total

or partial reuse of one time pad). On the 
ontrary a good implementation is to

greatly take part in the se
urity 
on
ern. The best example is that of (3; 512)

implemented in IFIC [4℄ proje
t. A �lm is des
ribed as a MPEG-4 
ompressed

sequen
e. The key is 
hanged for every di�erent s
ene. In this 
ase we 
laim

that this 
ipher is more se
ure than ever.

4 Con
lusion

The 
hallenge we proposed was purposedly to promote the resear
h in the area

of Non Linear Feddba
k Shift Registers and was 
ompletely de
onne
ted from

real-life appli
ations. In the 
ontext we de�ned (known plaintext atta
k) the

mode II was likely to be less se
ure than mode I whi
h was our essential aim

for the 
hallenge.

But to be fair, we now a
knowledge that Steve Babbage has broken mode

II Cos Ciphers as asked in the 
hallenge. He will be awarded 500 euros. The

remaining 500 euros will be awarded for mode I 
ryptanalysis.
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