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Abstract: A new family of very fast stream ciphers calle@€ (for “crossing over system”) has been
proposed by Filiol and Fontaine, and seems to Hzeen adopted for at least one commercial
standard. COS(2,128) Mode | and COS(2,128) Modardl particular members of this family for
which the authors proposed a cryptanalysis chadlerithe ciphers accept secret keys of 256, 192 or
128 bits. In this note we cryptanalyse both ofstheiphers, using a small amount of known
keystream — with negligible effort in the case ofdédl, and with effort well below that required for

a single DES key search in the case of Mode I.
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1. The COS(2,128) stream ciphers

The COS family of stream ciphers has been introduced by &ilgblFontaine [1,2]. They are
constructed from nonlinear feedback shift registers. @QRIS(uses registers each of length
2L bits, so in particular COS(2,128) uses 2 regidtgrandL, each of length 128 bits. We
describe the ciphers in this section.

1.1 Key loading

CO0S(2,128) uses a secret key of 256, 192 or 128 bits, and a “messagé B2\its. (The
message key is not assumed to be secret; it is there tothbosame secret key to be used
many times without generating the same keystream. It nbghtn frame counter, for
instance.)

A separate nonlinear feedback shift regisfierof length 256 bits, is used for the key loading.
M is pictured as clocking from left to right. The process is as follows:

+ Place the secret key M. (If the secret key is less than 256 bits long, each remaining byte
is derived from one of the secret key bytes by applying a lodighip — see [1,2] for
details.)

+ XOR the 32-bit message key onto the leftmost 32 bit.of

+ ClockM 256 times.

« Copy the rightmost 128 bits intq.

+ ClockM 128 more times.

« Copy the leftmost 128 bits intg.

M uses a nonlinear feedback function computed on the bits from eleven of its stages.
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1.2 Keystream generation
Once the registerk; andL, have been initialised, the following output generation step is
repeated to generate keystream (wiliternating between 1 and 2):

1. ClockL; 64, 65 or 66 times (the exact number of clocks to be applied is deterimy
the values of some of the register bits).

2. Generate the following blocks of 64 bits each:
left-half (L1) O right-half (L»)
right-half (L;) O left-half (L)

There are two modes of operation: mode Il, in which all 128 of thdseab® used as
keystream each time, and mode |, in which the 128 bits are considefedravords of 32
bits, and only two of the words are used as keystream each(tira@nes selected depending
on the values of some register bits).

Each of the registells; andL, uses a nonlinear feedback function computed on the bits from
nine of its stages (a different 9-bit to 1-bit function for each regiatthough the bit positions
used to provide the 9 inputs are the same for each register).

2. Cryptanalysis of Mode I
The analysis here appeared previously in an earlier note [3] by the present author

2.1 The space of unknowns is trivially reduced to 64 bits

First suppose that the keystream blocks are known for two consecigjpge and that the
number of times the register was clocked between the stepH4vdhis happens with
probability ¥2). Then the contents of the registers look like theraa, (3, vy, o, € are 64-bit
register halves:

Register that

Is clocked a B £ a
Register that

Is not clocked Y 5 Y 5
Keystream ald eld
blocks By aly

It is clear that, if any one af, 3, y, 0 or € is known, then all the others can immediately be
recovered, and so the state of both registers can be determineds déspite the fact that
the secret key used to initialise the registers has length 128, 192 or 256 bits.

But it gets much worse than that.

2.2 The effective key size is roughly one bit

Now suppose that the keystream blocks are known for three consecefrge thtat one
register was clocked 64 times between the first and secondnst¢pad the other register was

! Note: an early draft of [2] stated that, in Modewo 64-bit blocks (rather than two 32-bit word®re used
each time — which implied that, for COS(2,128), thesas no difference between Modes | and Il. Thes the
understanding on which [3] was written. Howevlg published reference code at [1] uses two 32«itls in
Mode [; and private communication with one of tlesigners makes it clear that this is what is ingéeind
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clocked 65 times between the second and third step (this happens withilpyoliax Ya).

Then the contents of the registers look like this, wher@, v, &, €, { are 64-bit register
halves:

First register

to be clocked a B & a & a
Second register -
to be clocked y | o y | o Cly
Keystream ald ed ey’
blocks By aly ald

Herey meansy shifted to the right by one bit, with an unknown bit appearing in thedest
position.

Let us number the bits of the register halves, so that for instgnsehe rightmost bit od.

Now guessy.

+  We knowaly , so we recoveu.
+  We knowply , so we recoveBo.
«  We knowald , so we recovedy.
+  We knoweld , so we recovety.
+  We knowely “, so we recovey.
+  We knowaly , so we recoven;.
+  We knowply , so we recoveB;.

+ etcetc...
+ ... S0 we recover all af, 3,y, d ande. And all we have had to “search” over is the single
bit yo.

So we have an attack that requires three known keystream blocks labd search, and
works with probability 1/8. We have implemented this attack usingdfezence code for
C0OS(2,128) provided at [1], and confirmed that it works as described here.

2.3 Variations of the above attack

The attack described in the previous section requires succeksikeng amounts of 64 and
65. In fact it is easy to see that the attack can be deseer#o work for any two successive
clocking amounts that are not both equal to 64. (You may have to searctwo, three or
four bits instead of one ....) So, given any three consecutive blocks of Kreystream,
with probability % there is an attack that recovers the estaé&e of the registers with
negligible effort.

3. Cryptanalysis of Mode |

3.1 The space of unknowns is trivially reduced to not much more than 64 bits
Suppose that the keystream blocks are known for three consecutivestepigt the number
of times the register was clocked between each of the staps6W (this happens with

probability ¥2x %2). Then the contents of the registers look like this, wherg; thiedb; are
32-bit register quarters:



The COS Stream Ciphers are Extremely Weak 4

First register

to be clocked lalalala] [a|la|ala| [a|a]a]a]

S dregi
o be clockea | [ [ P2 [P o] [ B[ B[ B ] [B]b[bs[b]

Now suppose that the keystream words (considereddasedpairs) that are selected at each
stage are as follows (this happens with probabilityx23 x 2° — see [1,2] for details of
how the words are selected):

Keystream a b a0 b a; [ by
blocks a,0 by a0 b, aU b,

It is clear that, if any one @f;, ag, by, or bz is known, then all the others can immediately be
recovered, and similarly fa, ap, by, andb,. So a 64-bit guess is sufficient to determine the
entire state of both registers. This is despite the facthatecret key used to initialise the
registers has length 128, 192 or 256 bits.

3.2 The space of unknowns is further reduced

The attack just described treats all the waadand b, as independent unknowns. But of
course they are not all independent: for instabgandb, are entirely determined by, by,
andb; andby. By taking advantage of the dependencies we can reduce the citynpiidie
attack significantly.

Suppose that the keystream blocks are known for four consecutive sigpisatithe number
of times the register was clocked between each of the steps6¥ (this happens with
probability ¥2x %2 x %5). Then the contents of the registers look like this, where; #uyedb;
are 32-bit register quarters:

First register

obecoked Laldlala]| [alalala| [a]a|la|a] [a]a]a]as]

S d regist
b clocked |2 [ P2 [0 [ Bo] [Bs [0 [ BB ] [Bs[bi[b[b | [ [b[bs]b]

Suppose also that the keystream words selected at each stage aosvaqttul happens with
probability 2% x 23 x 23 x 27%):

Keystream a0b a, 0by a; 0 by a; 0 by
blocks a0 by a0 b, a b, a0b,

By guessing any one bit in any &f, as, by, bs, or bs, we immediately learn the corresponding
bit in all the others. Similarly foa, a,, bo, b, andb,. But when we know particular sets of
nine bits, we can start to determine others for free, usinggpendencies from the register
clocking. It turns out that guessing only 37 bits is sufficiendetermine the 64 we need.
Number the bits of each word from 0 to 31, with bit O at the right leand by guessing bits
31, 28, 27, 25, 24, 21, 18, 15, 14, 13, 12, 11, 10, 9, 8, 5, 3, 2 ama @md bits 31, 29, 28,
27, 26, 24, 23, 21, 18, 17, 15, 14, 13, 11, 10, 8, 5 anchg o can deduce all @f...az and
bo...bs , i.e. the entire state of both registers. We deduce otherybitspbatedly XORing
known bits with known keystream and applying the nine-bit nonlinear funtigarticular
sets of 9 known bits.

Note: the particular set of 37 bits listed here was found by hamtiawe no guarantee that 37
is optimal. It is quite possible that a smaller set might be foleleloping a method to find
the smallest possible set efficiently may be an interesting résganiolem.
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3.3 Variations of the above attack

The precise attack described in the previous section requirebia &haustive search, and
works on any block of 256 known keystream bits with probability @42 3)* = 2'°. Given
plenty (roughly 3! bits?) of known keystream, this of course translates into an attackhwhic
can be expected to succeed, and whose expected running time is &found 2

We described a scenario in which the registers were clocledlye%4 bits each time. That
was for ease of explanation; a similar attack can be pursueaatier what the number of
clocks at each staje We do need to take account of the additional uncertainty as to how
many clocks were applied — but this only increases the compleiitye attack by one bit

(i.e. by a factor of two), because the bits that determine the clocks eréhallsame positions

in the registers, so that guessing one clock control bit iscerftito deduce them all by
XORing with known keystream. Applying this variation reduces thewkné&eystream
requirement by a factor of Awhile increasing the running time by a factor of 2.

There are also many other sets of keystream words that would st as well, several of
which occur with the same probability as the ones we chosetiors82. This allows us to
reduce the requirement for known keystream by a factor of aroynaiitBout altering the
expected running time for the attckBy considering less likely sets of keystream words, we
can reduce the amount of known keystream required a little furthéne aexpense of a
modest increase in expected running time.

So applying the variations of the two previous paragraphs reduces tihemahkeystream
bits required to around2

Finally, there is scope for further analysis to see if @aiyantage can gained by considering
slightly longer sequences of known keystream with more dependdretiseen the unknown
bits. It seems likely, though, that the additional uncertainty abeutlocking of the registers
and the selection of the keystream words will outweigh any resuct the number of bits
that we need to guess.

2 We need about'2x 64 bits (not & x 256, because the 256-bit blocks we consider carlap).

% The precise analysis of the 37 bits we needediéssyin section 3.2 is no longer appropriate. saplicity,
we have assumed that the number of bits that woedd to be guessed remains at 37; more analydis mede
done here.

4 Let the register state words be:

First register

obecoked Laldlala]| [aflalala| [a]la|a|a] [a]a]a]a

S d regi
o b tlooked [P ] P2 [ B [ b | [0 [ b [y [ By ] [ [ B[ B[] [[Bs bbb

Then any of the following sets of keystream wordé do:

a1D bl, &)D bo, %D bl, &D bo, a;,l] b3, @D b2, a5|:| b3, 34D b2
by, adby, &by, &by, abs, by, abs, &b,
by, adby, aObs, &by, abs, b, abs, ay0b,
by, adby, aObs, &by, abs, by, abs, &b,
by, adby, a0bs, &by, abs, &by, abs, a0b,
a.,Obg, aby, aObs, &by, abs, &by, abs, &b,
a.,Obg, aby, aObs, &by, abs, b, abs, &b,

and within any pair of keystream words we can thlkeewords in either order.
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4. An observation on the key loading

If you use a cipher like this many times with the same sk&eseand a different message key
each time, you would hope that the keystream sequence would bendiféeesy time.
C0OS(2,128) does not, in fact, guarantee this; there is a non-triviahlpliob that two
different message keys will give the same keystream sequence.

Consider two message keys that differ only in the rightmosaiit;consider what happens in
each case as the regisktrs clocked, and the single bit difference moves along thstezgi
Every now and again, this differing bit will feature as one of the eleygris to the nonlinear
feedback function; whether it makes any difference to the outpbtsofunction will depend
on the values of the other ten input bits.

Number the stages & 255 to 0, from left to right. Bits 31 to O of message key ar@®D
into stages 255 to 224. Now one of the inputs to the feedback function comesafyerd@ 1
and the feedback function limear in this particular input. Hence a single bit difference in
any of bits 31 to 3 of the message key will cause many diffiezences in the feedback bits,
and the two parallel instancesMfwill quickly diverge. But if the single bit difference is in
any of bits 2 to 0, then the story is very different; it is gpiesible for this one differing bit
to pass along the register, never making any difference ted¢ldéack, before it falls off the
right hand end. If this happens, then it does so before any of the cafteh#se copied into
L; orLy; the two instances &fl are now exactly the same, and so the conterits afdL, are
identical in each case, and the keystream is too.

An immediate estimation suggests that this should occur with pritpabilighly 2°, since
the difference bit appears as an input to the feedback function 8 lefiere it falls off the
end of the register. Empirical testing suggests that theapililp is closer to 2 for the
registerM as defined in COS(2,128). In other words, in a multi-frame applicathere the
message key is an incrementing frame counter, out of a few titbusasecutive frames, we
can expect some pairs of frames to be encrypted with ex#udlysame keystream
Depending on the nature of the plaintext, this may well be enoughhéomttacker to
reconstruct some or all of the plaintext information, as is well known.

There is a higher probability that a single bit differencehim message key will leave the
resulting contents of judt; unaffected; simplistic estimation suggests that this probability
should be around2 while empirical testing suggests that it is in fact foudl/37. When
this happens, it will be quite easy to identify from the keystrgaarticularly because of a
remarkable property that COS(2,128) possesses: there is acsighiirobability that four
consecutive blocks of keystream XOR to all zeroes. Again wgthifeant probability, this
allows an attacker to determine the XOR of the statés of the two frames, hence the XOR
of the two keystream sequences, and hence the XOR of the twmteplasequences. So this
is almost as bad as if the two keystream sequences had besamtihe— except that a small
amount of known keystream is required to perform the attack.

5. So does that mean that the ciphers have been broken?

In [3], as described here in section 2, the present author showed howIMb@OS(2,128)
could be broken with negligible effort and a few hundred bits of known legystr The
conclusion was that this cipher is extremely weak.

® To put this in context: in GSM mobile telephon®0D frames corresponds to less than 5 secondpbbae
call.
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The COS designers responded in [4], saying in effect that Mbdeas intended for
enciphering compressed plaintext, that therefore guessing laufedred bits of plaintext was
pretty much equivalent to guessing all the plaintext, and thushbassumption of even a
few hundred bits of known keystream was quite unrealistic. So tilegssert that Mode I
is suitable for use.

We suggest that this shows a difference between two perspestivehether or not a cipher
is broken:

« The customer’s perspective: if there is a non-trivial chdhag if | use this cipher, an
eavesdropper could deduce my plaintext, then | should not use this cipheshedld
consider it broken.

« The cryptanalyst’s perspective: unless | cacdid@identof deducing the plaintext from an
intercepted transmission, | am not happy that the cipher has been broken.

Mode Il may not have been broken in the second sense: a cryptaiaayst be confident of
being able to know or guess a few hundred bits of known plaint&xit in the first sense, it
certainly has been broken: even if the plaintext has been congréssestill very possible
that enough of the uncompressed plaintext might be guessed from teatdbat a few
hundred bits of compressed plaintext are known. (If 1 know the firsagpgph of a
document, and | apply WinZip to that document, then | will know the first few hundiedfbit
the resulting file.)

But it is the customer who decides whether or not to use a ciphem the customer’s
perspective, this cipher is not suitable for use.

6. Conclusions

Mode Il of COS(2,128) is extremely weak. The state of the gemarah be recovered with
negligible effort, and high probability of success, from a vemglsamount (a few hundred
bits) of known keystream. The same is true of G(2R{ for anyn andL.

Mode | of COS(2,128) can be broken faster than a single DES keshsepgven a few
thousand bits of known keystream. This is despite its key size ob ®B5& bits (and
minimum of 128 bits).

We have also demonstrated a major flaw in the key loading pragesis can often result in
two frames of plaintext being encrypted with exactly the same keystream.

7. Scope for further research

More work needs to be done to determine the extent to which the Matlack can be
generalised to CO8@L) for n>2.

The attacks described in sections 2 and 3 break the ciphers endethat they recover the
initial state ofL; andL,. Can we then work back through the key loading process to recover
the secret key? Knowing the initial state of eitheor L, gives 128 bits of the state bf at
some point during the key loading, so there a simple 128-bit seavels dlie recovery of the
entire state oM; it is then possible to work back to the initial statevhfand hence to the
secret key (although some states have two possible predecassesch clock oM, the
number of possible branches as we clock backwards does not grdicaidly). But can we

® s it relevant that at least one of the desigwerses from a background more like that of a crypiyst than
like that of a customer? This is idle speculativet has no place in a scientific paper.
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do much better than that — perhaps using the observations of sectiondite ddormation
about the secret key?

The set of 37 bits used as a “basis” for deducing 64 unknowns in s8Q@iavas found by
hand; finding the smallest possible set could be a nice self-contained reseatempr
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