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Abstract

For some classes of Boolean functions we study charecteristics

leil<e,i=T,n

AR(f0,0 = max |2 - Ply=1}]

where y = F(z), & = %—P{x,‘ =1}, i = T,n, = (21,...,2a) €
B", B =4{0,1}, and F() being equal to

Fz) = f(z), F(e) = f(z) D (a,2), F(z) = f(z) [z ©a),

where a = (ai1,... ,an) € B", (a,2) =a121 B ... D anwn.

1 Introduction

It i1s common that in work that concern design and analysis of Boolean functions,
the probability properties of the functions — balance, probability of coinciding
with an affine function, balance of a directional derivative (the propagation
criteria) — are investigated under the assumption that function’s arguments are
independent binary random variables with the uniform probability distribution
(121, 3], 14], [7], [8], [9]). This paper brings attention to the case when the
arguments’ distributions differ from the uniform distribution.

The necessity of such an investigation can be explained by adducing the
task of combining pseudorandom binary sequences. Let x1;, ..., 2,¢ be n binary
pseudorandom sequences generated by one of the simple methods. In order to
construct a pseudorandom sequence that is closer to the sequence of independent
binary random variables with the uniform probability distribution, the parallel
combining of the sequences is used:

Y = f(xlta e axnt)a
where f(x1,...,2y) is a Boolean function. When choosing a suitable function
flz1, ..., x,) the following reasons are taken into account. It is known ([5],

Chapter 6.3) that if the sequences x;; are generated by linear feedback shift



registers (LFSR) the linear complexity of the output sequence y; (the length of
the shortest LFSR that generates this sequence) is equal to

L{y) = [ (L(z1e), .-+, L(znt)),

where L(z;:) is the linear complexity of the sequence z;; and f*(x) is the alge-
braic normal form of the function f(z) evaluated over the reals with respective
replacement of the operations to the real multiplication and addition. The func-
tion f(x1,...,xy) is chosen to maximize L(y;). The good probability properties
of the function are of importance too: f(x) should be balanced and correlation
immune. Let us consider the balance of a Boolean function. It implies that if the
function’s arguments are independent and uniformly distributed binary random
variables then the function’s value is also uniformly distributed. But it seems
reasonable to suppose that the probability distributions of the input sequences
differ from the uniform distribution due to weakness of the modelling. Therefore
it is desirable to know how much the distribution of the output sequence differ
from the uniform distribution in its turn.

We will consider Boolean functions f(z), # = (21,...,2,) € B", B =
{0, 1}, and will suppose that «1,...,2, are independent binary random vari-
ables with probability distributions P{z; = 1} = % —¢, i=1,n.

We assume that we know the value that is not exceeded by the deviations
from the uniform distribution of the probability distributions of the function’s
arguments:

lei] <€, i= 1,n.

Under these conditions we will investigate characteristics of a general form

1
AF(f()aE): max_|——P{y:1}|, (1)
lei|<e,i=1,n 2
where y = F(x). We will study Ap(f(),€) with F() equal to:
L F(z) = f(x),
2. F(z) = f(z) & (a,2),
3. F(x) = f(2) ® fx ® a),
where a = (a1, ... ,an) € B”, (a,2) =a121 B ... D any.
In the following we will denote by Ay (e), A;a)(E), D;fl) (€) the characteristics

Apr(f(),¢) for the choices 1, 2, 3 of F'() respectively.

At first we will study the characteristic A (€) — the maximum deviation from
the uniform distribution of the probability distribution of the function’s value,
when the distributions of the function’s arguments deviate from the uniform
distribution for not more than e. Since Agfl)(e) = Ay(e) and D;fl)(e) = Ay, (6),
where g(z) = f(z) @ (a,2) and df o(2) = f(2) & f(x & a), their properties will
be derived as an application of the properties of Ag(e).

In conclusion we will pay attention to the behaviour of Af(e) when ¢ — %
and will show that it is determined by the minimum sensitivity of f(z).



2 Preliminaries

We will define the algebraic normal form, the Walsh-Hadamard transform, the
classes of balanced and correlation immune Boolean functions, bent functions,
and adduce their well known properties (see e.g. [2], [4], [8], [9]).

The algebraic normal form of a Boolean function f(z) is its representation
as a polynomial modulo 2. The (nonlinearity) order of f(x) is defined as the
degree of this polynomial.

The Walsh-Hadamard transform of a real valued function f(z) is a function

Flw)= Y f@)(-1)""), we B". (2)

rzeB™

Often instead of a Boolean function f(z), the function f(x) = (—1)/@ =
1 — 2f(#) is considered that takes values from {—1,1}. The Walsh-Hadamard

transforms of f(z) and f(x) are related as follows:

1, w=0,

0, w#0. )

F(w) = —2F (w) + 26 (w), §(w) = {

The values of the Walsh Hadamard transform satisfy the wnversion formula:
particularly,

and Parseval’s equation:

> P (w) =2 (5)

weB™

Fz(w) values are called the Walsh-Hadamard spectrum of the function f(z).
From (5) it follows that 0 < F*(w) < 2°".
Let us by F(w), G(w), H(w) denote the Walsh-Hadamard transforms of the

functions f(z), §(), h(x) respectively.
o If g(x) = f(x) ® 1 then

o If y(x) = f(») @ (a,2), a € B", then

G(w) = F(w & a). (7)

o



o If y(x) = f(» ® a), a € B”, then

Gw) = (=)@ F(w). (8)

o If gy(x) = f(#A), where A is a nonsingular matrix, then

G(w) = Flw(A™)T) (9)
(AT denotes the transpose of A).
o If h(x) = f(x) ® g(z) then
H(w) = 2% > F)Gu s w). (10)

vEB™

If f() = la0,(2) = (a,2) B ap, a € B”, ag € B, i.e. f(z) is an affine
function, then

F(w) = {(_1)%2”’ v=w (11)

0, otherwise.

By W (x) we denote the Hamming weight of a Boolean vector # (the number of

ones in the vector), and let W(f) = >_ f(x) for a real valued function f(z).
rzeBn™
Take notice that it follows from (2) and (3) that

F(0)=2" —2W(f) = W(f). (12)
A Boolean function f(x) is called balanced if
W) =2""t (W(f)=0), (13)

i.e. f(x) takes the value 1 for the half of all n-tuples of its arguments. Tt follows
from (12) and (13) that f(z) is balanced if and only if

F(0) = 0. (14)

Balance of a Boolean function provides the uniform probability distribution of
the function’s value if the function’s arguments are independent and uniformly
distributed binary random variables.

A Boolean function f(z) is called k-th order correlation immune, 1 < k <
n—1,if

Flw)=0, 1 <W(w) <k (15)

There are only two functions that are balanced and have the highest (equal
to n — 1) order of correlation immunity, namely:

fle) =1 @ 22D ... Py Bag, ag € B. (16)



If a Boolean function is k-th order correlation immune then there is no sta-
tistical dependency between its value and any of its m, 1 <m < k, arguments.
A Boolean function f(x) is called bent if

|F(w)| = 2%, Yw € B™. (17)

The important property of bent-functions f(z) is that their nonlinearity

N(f) = EBrgineB d(f,la,a,), where d(f, g) = W(f Dyg) is the Hamming distance

between f(z) and g(z), reaches the maximum value (N (f) = 2771 — 23 1),

We define by df .(x) = f(x) & f(x & a) the directional derivative of f(x) in
direction a.

All bent functions f(x) satisfy the propagation criterion of the highest degree
n, which means balance of dy ,(x) for all vectors a € B”, a # 0.

On the other hand, it is clear that bent functions are never balanced or
correlation immune. Bent functions exist only for even n.

Also for a Boolean vector w we will denote by i(w), 1 < ¢ < W(w), the
index of the i-th non-zero component of w.

3 The basic results

Hereafter we will suppose that xy, ..., z, are independent binary random vari-
ables with probability distributions P{z; = 1} = 1 —¢;, P{z; =0} = 3+¢;, i =
1,n.

The results reported in the paper are based on the following theorem that
relates the probability distribution of a Boolean function’s value with the prob-

ability distributions of its arguments.

Theorem 3.1. For an arbitrary Boolean function f(x)

1 R 1 &, .
s=1 weB™ W (w)=s

where y = f(x).



1
;- Ply=1t=5- Y. Ploi=oan,. =)=
a€B™ f(o)=1
1
=5 Z Pley =1} .. . Play, =an} =
a€B™ f(o)=1
1 1 o 1 o
=5- Y (GrENTa) . (GrEDTe) =
a€B™ f(o)=1
11 1 ()
B T oD SELNE SRR
a€B™ f(a)=1s=1 weB™ W (w)=s
11 1 o
=o-gWh -5 2 Y. D e,
s=1 weB™ W(w)=s a€B™, f(a)=1
(19)
where & = (a1, ..., ap). Using (19), (2), (3), and (12) we get (18). O
Corollary 3.1.
1 R
A = gy max | 32 (<) () (267 ). (20)
weB™

Proof. From (18) it follows that % — P{y = 1} depends linearly on every ¢;, i =
1,n. Hence the expression |+ — P{y = 1}| reaches its maximum value on every
¢; at one of the ends of the interval [—¢, €], i.e.

Af(e)= max__

les|=¢€,i=1,n

2

l—P{y= 1}‘,

which implies that if we let ¢; = (=1)%'¢, u; € B, we can reduce maximization
on ¢, ¢ = 1, n, to maximization on a Boolean vector of signs v € B™. Further,

€l(w) - - Es(w) = (—1)(“’“’)65, and thus we have (20). O
The following technical lemma will be helpful in the further reasonings.

Lemma 3.1. For any s, 0 <s <n,

> (=)™ F(w) =0, Yue B,
weB™ W(w)=s

of and only if

Fw) =0, Yw: W(w)=s.



Proof. For s = 0 the statement of the lemma is trivial. Let 1 < s < n. Since
sufficiency is evident we have to prove only the necessity part of the statement.
For [ such that n — 1 4+ 1 > s we define

Sl(,sn) (an, ... om) = Z (_l)all@“@awﬁ(eilpu,is)a

I<i1<...<i,<n

where o; € B, i =1, n, €i,,... i, 18 the vector whose components with indexes
t1,...,%s are equal to 1, and the other are equal to 0.
Since by assumption,

ngf)l(ulﬁ ,Un) :0, Yu, EB, 7 = M,

we have

SE?T)L(O, Uz, ..., Up) + ng(l, Uz, ..., uUp) = 0.
On the other hand,
(s) (s) _ ols)
S n(0yuz, oo un) + 51 (Lug, oo un) = S5 (U2, o0y un),
and consequently we have
ngg(uz, ceostun) = 0.
Continuing this way, we achieve:
Sfls_)s+1yn(un—s+1a o ,Un) — (_1)un—s+1@...@unﬁw(en_s_l_lymyn) — 0’

1.e.

F(en—s+1,...,n) = 0.
For reasons of symmetry, we have
F(w) =0,Yw: W(w) =s.
O

The next important theorem states that the higher is the correlation order
of a Boolean function the better is the function from the viewpoint of order of
smallness of A (e).

Theorem 3.2. Ay(e) = o(e*) if and only if f(x) is a balanced and k-th order
correlation immune function.

Proof. First, we will prove that

Ar()=o(#) e > (=)™ F(w) =0, YueB", s=0,k (21)
weB™ W(w)=s

The sufficiency is evident and follows from (20). We will prove the necessity
part of this statement. Let s be such that F(w) = 0, Yw : W(w) < s, and there



exists wy, W(wg) = s, such that F(wo) # 0. If s > k then the right side of (21)
holds true. Suppose that s < k& and for a certain uy € B”

Y () Ew)|=C >0,

weB™ W(w)=s

then by choosing small enough ¢ we can write for all e: 0 <e<¢€

Ap(0) > Gy (OO + Ao, )
where )
Ao, )| < 5C(26)"
Hence
Ap(€) 2 5m C2e)%,

but this contadicts the assumption that A () = o(¢*), k > s. The contradiction
leads to:

Z (—1)(“’w)ﬁ(w) =0, Vue B" Vs:s<k.
weB™ W (w)=s

And then we obtain from Lemma 3.1:

F(w) =0, Yw: W(w) <k,
which means that f(x) is balanced and k-th order correlation immune. O
Note that a particular case of Theorem 3.2 is the following statement:
A¢(e) = o(l) & f(z) is balanced (22)

Lemma 3.2.

1. 0 < Af(E) S

< , Ve:0<e<

[T
[T

2. f(x) is balanced <  A;(0) =0.
3. Ap(3) = 3.

4. If e1 < ey then Ag(er) < Ag(ez).

5. If Ap(e) =0 then e = 0.



Proof. Statements 1 and 4 follow directly from the definition of A (e).

Statements 2 and 3 follow from (20) by substituting ¢ = 0 and ¢ = % into
(20) and by (14), (4) and (8).

Suppose that there exists ¢y, 0 < ¢y <= %, such that Af(ep) = 0. Hence
from property 4 we have: Af(e) = 0, Ve : 0 < € < ¢y. This means As(e) =
o(¢"), Yk > 0, and hence Theorem 3.1 demands f(z) to be n-th order correlation
immune, which is impossible. Thus we have: A¢(e) = 0 implies € = 0. O

Equality (20) allows us to calculate A (¢) in practice by looking through all
the 2™ values of the vector u. Let us consider some examples.

Example 3.1. An affine function:
fz) = (a,2)® ag, a € B", ap € B.
Using (11) we have

1 u,a ag on a 1 a
Aﬂqzﬁﬁgg(qﬂﬁ@nz(mm>:§mwﬂ. (23)

Example 3.2. The combining function of the Geffe generator ([5], Chapter
6.3):
fler, 22, 23) = 2122 ® 2123 B 3.

Performing the fast Walsh-Hadamard transform (see e.g. [10]) we have
F(0,0,0) = F(0,1,1) = F(1,0,0) = F(1,1,1) = 0;
F(0,0,1) = F(0,1,0) = F(1,0,1) = 4; F(1,1,0) = —4,
Substituting these values of F(w), w € B3 into (20), we have:
Ag(e) =

1

_ - _1\uz2 _1\us _1\u1Bus _ [ 1\u1Du2 2]
= 6 wen 2 (D (=108 + (1) (=1) )16€7]

= €.

Example 3.3. The majority function ([1]):



for s =0, k. It leads to the relation

(G (2k+1)

Af (6) = 22k

€+ 0(62),

and hence

Af()—>M(k)>1, €0,

€
and M (k) increases when k increases.

Let us investigate now the general properties of A (e).
Corollary 3.2.

9% g X 1P(w)l20" ) = L3 > e

weB™ s=0weB" W =s

Proof. Follows directly from (20). O

Inequality (24) provides an upper estimate of A¢(e) for an arbitrary Boolean
function f(x). Hereafter we will derive upper estimates of A¢(e) for Boolean
functions from certain classes of Boolean functions using (24) and known re-
strictions on |F(w)| for these classes of functions.

Consider the behaviour of A¢(e) under some simple transformations of f(x).

Lemma 3.3. Ifg(z) = f(z) ® 1 then Ay(e) = Ag(e).

Proof. Follows from (6). O
Lemma 3.4. Ifg(z) = f(z @ a), a € B", then Ay (e) = Ay (e).

Proof. From (8) we have G(w) = (—1)(®%) F(w). Substituting this into (20) we

have:

! u,w a,w) w
Ag(e) = gogr max | 3 (=1 (=)@ F(w) (20| =
weB™
1 uPa,w) w
= e max | 2~ ) 20V )| =
weB™
1 w,W) I Wiw)| _
= Sagr max u%;n (—1)) F(w) (26)V )| =
= Ag(e)
O
Lemma 3.5. If Aj(e) = o(€*) and g(z) = f(z) & (a,z), a € B", W(a) =r <

k, then Agy(e) = o(e*~T).

10



Proof. Theorem 3.2 implies that f(z) is balanced and k-th order correlation
immune. Hence F(w) = 0, Yw : W(w) < k. From (7) we have G(w) =
F(w®a). Further, W(w®a) < W(w)+ W(a) = W(w)+ r. Hence G(w) = 0 if
W(w) < k—r. This means that g(z) is balanced and (k —r)-th order correlation
immune, which implies that A (e) = o(e* 7). O

Lemma 3.6. If Af(e) = o(c®) and g(z)
(n x n)-matriz, for which W(a}) <r <k
of the matriz A=Y, then Ay(e) = O(El), )

a).
Proof. From (9) we have G’(w) = F(w(A_l)T). We denote

= f(zA) with A bemg a non-singular
, 1= 1,n, where a} is the i-th column

= [%] (Ta] denotes the integer part of

If W(a}) <, i =1,n, then W(v) < W(w)r. And for all w : W(w) <1, we

have W (v) < Ir = [£] r < k. Hence G(w) = F(v) =0, Yw : W(w) < [, which

implies Ag(€) = of€'). O
(

Lemma 3.7. If Af(e) = ( ) and g(x) = f(s(z)), where s() iz € B" =y €
B™ such that y; = &), i = 1,n, and ©() being a permutation on {1,... n},
then Ag(e) = ofe).

—

Proof. This lemma follows from Lemma 3.6 if we notice that for an arbitrary
mapping s(z) that permutes coordinates of #, s(z) = #A with a non-singular

matrix A such that W(a;) = 1, i = 1,n, where a; denotes i-th column of
A, and for the mapping that performs the invert permutation of coordinates
s7H(x) = zA7L. Hence W(a}) = 1, i = 1,n, i.e. under the conditions of
Lemma 3.6 » = 1 and hence [ = &. O

4 Balanced and correlation immune functions

We showed that A¢(e) = o(€*) for balanced and k-th order correlation immune
functions. Let us investigate Ay (e) if € is fixed.

The next lemma provides a common for all balanced and k-th order corre-
lation immune functions of n arguments upper estimate of A (e).

Lemma 4.1. If f(x) is balanced and k-th order correlation immune then

n

so<y > (M)eor (25)

s=k+1

Proof. Follows from (24), (14), and (15). O

11



Lemma 4.2. If f(x) is balanced and k-th order correlation immune then

0<e<é = Ap(e) <o, (26)
where
=1 zn: M) 27
Ef - 2 s . ( )
s=k+1

Proof. Tt follows from (25) that

n

> (M) (28)

s=k+1

Af(e) <

N | —

Solving the inequality
1 <& n
7 2 ()erse
s=k+1
we have
€< Ef.
O

Corollary 4.1. If f(x) is balanced and (n — 1)-th order correlation immune

(i.e. a function of the form (16)), then
1
0<e<s=As0<e

Proof. Follows from (26) and (27), since €; = % ifk=n-—1. O

From (27) we have that when & — the order of correlation immunity — in-
creases (n is fixed), the value of €; also increases. That means expansion of the
set of such e for which it is assured that the property Ay(e) < e is valid. When
k = n —1 this set coincides with the set of all ¢ < % (this follows from Corollary
4.1).

Let us consider now the behaviour of Ay (€) in the case when we step from a
function with a less number of arguments to a function with a greater number
of arguments preserving certain their properties.

Lemma 4.3. Let f(*0)(z), f(rotD)(z), f(o42)(x) ... be a sequence of balanced
and (n — r)-th order correlation immune functions of n = ng,no+ 1, ng+2,. ..
arguments respectivly. Then for any fired v, r <mng—1, and € < %,

Asi(€) =0, n— co.

12



Proof. From (28) we have

r—1

A <33 (") e

l:
n(n—1)...(n =1+ 1) is a polynomial on n of degree [, then

Qr_1(n) = % (nil) is a polynomial on n of degree r — 1. Thus we have

Af(n)(e) < Qr_l(n)(QG)"_H'l — 0, n — co.

5 Bent functions

The following lemma provides a common for all bent functions of n arguments
upper estimate of A (e).

Lemma 5.1. If f(x) is a bent function then
L/142\" 1 & /n .
Moy (HE) - ¥ (Y)eor (29)

Proof. Substituting (17) into (24) we have

n

25 w w
MO | X @W— Y ghel).

wEB",F(w)>0 wEB",F(w)<0

Let a = |w: F(w) > 0], b=|w: F(w) < 0|, then a+ b = 2" and 2% (a — b) =
427 and hence a = 2"~ £ 2%~ b = 27 — a. Let us consider the case when
a=2""14+2571

n_

Since 22 (Z) = Zn: (Z) and 3 (Z) = 2", we have
s=0

which implies



therefore

DNNCS LACR I SN L]

wEB",F(w)>0 wEB",F(w)<0

< > @V N 2oV =

wEB",W(w)S% wEB",W(w)>%

= > @)W -2 3 @29V =

weB™ wEB",W(w)>%

= (1+20)" -2 Zn: (Z)(ze)%

s=%+1

The case when a = 2°~! — 2%~ is treated in a similar way. O
Here we will formulate an analogue to Lemma 4.3 for bent functions.

Lemma 5.2. Let f(?0)(z), f(rot2) (), fPot4) (), ... be a sequence of bent func-
tions of n = ng,ng + 2,n0 + 4, ... arguments respectively (ng is even). Then,

provided that € < \/52_1, we have

Asi(€) =0, n— co.

Proof. Follows from (29). O

6 Second order functions

It is known that any Boolean function of the second order, i.e. a function of the
form

flx) = @ bijxiz; © @bil‘i @ bo, (30)
1<i<j<n i=1

where bj; € B, 1 <i<j<n, b €B, i=0,n, can be reduced by an invertible
affine transformation of coordinates to the form

fz) = s(z) ® (¢, 2) @ co, (31)

where

IA

3] )

t=1,2h.

bl

A
s(x) = @l‘zi_wzi, 1<h
i=1

o

C:(Cla"'acn)a ¢ =Y,

14



It is shown in [8] that

0, otherwise,

. h w; =0, i=2h+1,n
S(w):{ , W Oal +ana

where S’(w) is the Walsh-Hadamard transform of §(#). Hence by (6) and (7) we
obtain for the Walsh-Hadamard transform of f(x) if f() is of the form (31):

(33)

b= {7 o T
That allows us to estimate Ay (e).
Lemma 6.1. If f(x) is of the form (31) then
2h
sy (B o (39
where r = W(c).
Proof. We substitute (33) into (24) and get

R 2%h
210 € g Y-+ ()2,
s=0

and hence (34) follows. O

Since an invertible affine transformation of coordinates keeps constant the
set of the Walsh-Hadamard spectrum values (see (9)), for second order functions
we have

| (w)] = 2"7", 3 |F(w)] # 0, (35)

which allows us to estimate A¢(e) for an arbitrary second order Boolean func-
tion.

Lemma 6.2. If f(x) is a second order function then

n

1 n 1 s
MO < (420" = o5 30 (207,
s=n—h+1

Proof. The lemma can be proved in the way that is similar to the proof of
Lemma 5.1, taking into account (35) and the fact: |w : |F(w)| = 277" =
220 O

Let us obtain for second order functions an analogue of Lemmas 4.3 and 5.2.

15



Lemma 6.3. Let f(”u)(x),f("u‘i'l)(x),f(”u‘l'z)(x), ... be a sequence of second
order functions of n = ng,ng + 1,ng + 2, ... arguments respectively. Let h, be

the value of h evaluated for f(*)(x). If e < @ and 3H : % — h, < H, then

Asi(€) =0, n— co.

Proof.
. & . 1426\
Af(n)(E) S W(l + 26) — QT Z (26) S 2H 1 ( \/§ ) 0,
s=n—h,+1
if e < Y221 O

7 Characteristics A;a)(e) and D;:a)(e)

(a)
7.1 A7)
As we defined earlier,

1
max__ |- — P{f(z) ® (a,z) = 1}].
lei|<ei=Tn 2

(@), \ _
Af (6) T o9n+l

Note that from (22) and (7) we have

Agfl)(O) =0 < g(z) is balanced < F(z ®a) =0,

where g(2) = f(z) ® (a,z), a € B”. Moreover,

a 1 1
A, (0) = ‘5 = 5 laa)

bl

where ag € B. Since (by Lemma 3.3) Agfl)(e) = Agfgao(e) and d(f,lqq,) =
271 + s implies d(f, 14 aos1) = 2"~ — 5, we have

(@) () — 11 -
max &0 = max |5~ gedlaa)| =
1 1 1 1 .
T aeBntseB (5 B Q_Hd(fa l‘“’”)) T 0T O acB B d(f,lasa0) =
1 1
3 om (f),

or conversely:

16



Lemma 7.1.

a 1 u,w) L w
A; )(6) = szrel%xn ;n (—1)( ' )F(wGBa)(Qe)W( ).

Proof. Follows from (7) and (20). O

By Lemma 3.5 we have showed already that if f(z) is a balanced and k-th
order correlation immune function and Wa) = r <k, a € B", then

A (e) = ofeb),

i.e. g(x) is balanced and (k — r)-th order correlation immune, and hence

n

A< Y (M)er

s=k—r+1

For bent functions, since |F(z @ a)| = |F(z)| = 2%, we have for Agfl)(E)
the same upper estimate as for Ay (e):

0=y (52 - 5 (e

s=%+1
. 1 /142"
AP <5 (22 e

for functions of the form (31), where r = > (a; ®¢), and
i=2h+1

Also we have

a 1 n 1 s
Al () < (1 +29" =5 >0 (20)
for second order functions.

7.2 D'(¢)
By definition,

u 1
D= max |5~ Pldya() = 1))
Lemma 7.2.
a 1 u,w) 1y w
D) = gy max | D (=) H (w)(26) ),
weB™



where

() = 2% S~ ()P0 & w) (36)

is the Walsh-Hadamard transform of cifya(x).
Proof. Follows from (20), (8) and (10). O

The auto-correlation function of a Boolean function f(x) is defined ([7]) as

vEB™

which 1s known as the Wiener-Khintchin theorem. Hence

a I
DE0) = gprlis(a)l.

In [7] the extended propagation criterion was defined. A Boolean function
1s said to satisfy the extended propagation criterion of degree m and order k
(EPC(m,k)) if knowledge of k bits of z gives no informationon d¢ 4(), Va : 1 <
Wi(a) < m.

The propagation criterion of degree m 1s a particular case of the above
definition, namely, it is equal to EPC(m,0).

It was shown also in [7] that f(xz) satisfies EPC(m,k) if and only if the
direction derivative df ,(x) is balanced and k-th order correlation immune for

all @ : 1 < W(a) < m. This result leads to the following property of D;fl)(G).

Lemma 7.3. D;fl)(e) =o(c*), Va: 1 < W(a) < m, if and only if f(x) satisfies
EPC(m,k).

In addition, for a function that satisfies EPC(m,k) we have

foralla: 1 <W(a) < m.
Since bent functions satisfy EPC(m,0) for all m = 1, n, then

D (e) = o(1), Ya #0,

for a bent function f(z).
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Let us consider a second order function (30), which can be written in the
form f(z) = 2C2T @ (b, x) & by, where C = {c;;}, ¢;; € B, is an (n x n)-matrix,
b= (b1,...,by) € B" by € B. Since

feda)=(x@a)Clzda)l & (b2 a)D b= flzx)D(c,2) D e,
where ¢ = a(C @ CT), ¢y € B, by (23) we have:

a 1 .
D) = 529",

8 The behaviour of Af(¢) when ¢ — %

Earlier, by Theorem 3.2, we have showed what functions are better from the
viewpoint of order of smallness of Af(¢). Now we concern the case when € — %
This means the situation when the probability distributions of the function’s
arguments can vary almost arbitrarily. We know (Lemma 3.2) that Af(%) = %,
but for different functions the speed with which Ay (€) tends to % can vary. We
will show what it depends on.

We define the sensitivity of a Boolean function ([1]) on a Boolean vector

xr € B" as .
Sp() = dpe.(x).
i=1

Also we define the minimum sensitivity of a Boolean function as

Smin(f) = min Sy ().

Note that
Theorem 8.1.
1 1
Proof.
1 1
5 - Af(§ — a) =
= 1 - L max Z (_1)(uvw)ﬁ’(w)(1 _ QQ)W(w) _
T2 27+l uehn —
weBn
L —1 (u,w) 1
= 5 — gomr max [ > (=D F(w) (1 - 2W (w)a +ofa)) | =
weBn
1 1 R )
= 5 ont1l no_ 1y (u,w) _
= 5 = gagr max |f(u)2" - 2a %;n( )W () F (w) + o(a)| =
= gr i | 0 W () tofe)
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Since it is shown in [1] that

we obtain (37). O

Theorem 8.1 implies that if the minimum sensitivity of f(z) is equal to 0 then
Ay (e) tends to % very fast while ¢ tends to %

Lemma 8.1. If f(x) = l4,4,(2), a € B?, ag € B, then Spin(f) = W(a).
Proof. Since d; e;(®) = a;,

a,a0)

Smin(f) = min a; = W(a).

rEB™ 4
i=1
O
Lemma 8.2. Sp;n(f) = n if and only if f(x) is of the form (16).
Proof. Tf f(x) is of the form (16) then by Lemma 8.1 we have Sy, (f) = n.
If Spin (f) = n then
St(x) =n, Yz € B",
hence .
de,e,(l‘) =n, Ve € B",
i=1
and consequently
die(z)=1 Yz e B, i=1n,
which leads to
flae, o wn) =gi(®, @1, g, &) Dy, i =1,
which implies
fler, ... en) =21 ® ... P x, B ag, ag € B.
O

It i1s worth noting that the best functions from the viewpoint of maximum
of Smin (f) are the best functions from the viewpoint of order of smallness of

Ag(e).

Lemma 8.3. If there s no terms of the first order in the algebraic normal form

of f(x) then Spmin(f) = 0.
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Proof. Under these conditions the algebraic normal form of dy ¢, () has no con-
stant term. Hence d; ., (0) = 0, ¢ = I, n, and

Smin(f) =S¢ (0) = de,e,(o) =0.

O

Lemma 8.4. If f(x) = g(2) ®ls a,(2), a € B”, ap € B, with g(x) such that it
has no terms of the first order in its algebraic normal form, then Spn (f) > 0
of and only if the system

dge,(2) =a;, i=1,n,
has no solutions.

Proof. Note that df ., (z) = dg¢,(2)®a;. Then we have the following reasonings.
Smin (f) = 0 if and only if

there exists zg € B” such that S;(zp) = 0 if and only if

dfe, (o) =0, i = 1,n, if and only if

dg,e,(xO) Ga; =0, i= L_na

which implies the statement of the lemma. O

Let us continue with the examples of f(x) considered above.

Example 8.1. The combining function of the Geffe generator.

1
— : _1\u2 _1)Us _1\41Duz2 _1\u1Dus —
—SuleBﬂglg%mEBK( D%+ (=1)*)4+((-1) +(=1)E)8] =
=1.
Example 8.2. The majority function. Let ug = (1,1,...,1), then
Sy (uo) =
k = 2s\ (2k—2s
1 D ws s (s)( —5 )
= on > > (=1)=r 2(=1) #(zsﬂ) =
s=0weB™ W (w)=2s+1 s
k 2s\ (2k—2s
1 s(s)(k—s) 2k+1
=57 |2 (D) T(QSH) st1)|=
s=0 s
k
1 2k k
= — 2L+ 1 —1)¢ =
2n_1(k)< +1) sZ_%( ) ()‘ 0

Hence Spin(f) = 0.
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9 Conclusion

In this paper we supposed that the probability distributions of a Boolean func-
tion’s arguments deviate from the uniform distribution and these deviations do
not exceed €. Under these conditions we presented new characteristics Ap(f(), €)
of the probability properties of Boolean functions.

The relation between the probability distribution of a Boolean function’s
value and the probability distributions of its arguments was established, and by
use of this the explicit formula for evaluating of Ap(f(), ¢) was obtained.

We presented two approaches to determine what functions are better than
others — for small ¢, and for large e. We paid special attention to the classes of
balanced and correlation immune functions, bent functions, and second order
functions, for which upper estimates of Ap(f(),€) were found and statements
on behaviour of sequences f(™) (z) of functions of n arguments with n — oo were
made.

The main results of this paper were reported in [6].
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