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Abstrat

The author proposes a blok ipher whih is easy to implement

in software on modern 32 bit miroproessors. It has a blok size of

256 bit and key length of 512 bit. The building bloks of the ipher

are from the blok iphers MMB and SAFER. The ipher may be

expanded for use with future 64 bit proessors. Also a new di�usion

layer, developed from the SAFER di�usion layer, is proposed. It has

omplexity O(n log n) and the author onjetures that it is MDS.

Di�usion layers urrently known to be MDS are based on matries

and thus have omplexity O(n

2

).

1 Introdution

State of the art in blok ipher design is a blok size of 128 bit. Ex-

panding that size will give additional seurity, espeially against ode-

book attaks. Today, a typial miroproessor in a PC has a register

length of 32 bit. Future proessors like Intel's Itanium or AMD's

Opteron will have a register size of 64 bit. It seems therefore prudent,

to build ipher systems from building bloks using that size. The

bakdraw of that approah is that suh a ipher is not as universal as

let's say AES, beause it will be hard to implement it on omputers

with limited resoures like smart ards. Nevertheless, this artile is

an attempt to build a blok ipher primarily for PC's whih utilizes

typial instrutions like multipliation, addition, XOR, rotation and
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shifts, whih an be easily programmed in assembler or a language

like C and also give a high performane. Those familiar with blok

ipher design will �nd little new in this artile. The ipher design

is done by \reyling" old ideas, like the use of inompatible arith-

meti operations (IDEA) [5℄, a di�usion layer where the omplexity

is of O(n log n) (SAFER, [6℄) and the use of multipliation modulo

2

32

� 1 [2, 3℄. The ipher itself resembles a Substitution-Permutation-

Network (SPN). The author assumes that the expanded SAFER dif-

fusion layer is MDS (Maximum Distane Separable) whih, if proven,

would be the only new thing in this paper.

2 Notation

A word of 32 bit is the natural unit of alulus in this paper. If not

stated otherwise, all alulations refer to a 32 bit word.n l denotes

o rotation of a word by l positions to the left, + denotes addition

modulo 2

32

,

L

denotes XOR and

N

denotes multipliation modulo

2

32

� 1.

3 Desription of the ipher

Consider a bit string of size 256 whih is divided into substrings of

length 32. These substrings onstitue on array A

0

; : : : ; A

7

. The divi-

sion is done in little endian manner, i.e. the memory mapping is Intel

style.

The ipher onsists of eight primary rounds, a middle transfor-

mation and eight seondary rounds. A primary round onsists of

an XORing the data with the �rst round key, multipliation mod-

ulo 2

32

� 1 with onstants given in [3℄ and XORing the data again

with the seond round key. This followed by a di�usion layer essen-

tially made up of an extended and modi�ed SAFER layer [6℄. Then

the next primary round is used until eight rounds have been taken.

The S-boxes are made up of multipliation modulo 2

32

� 1 by

given onstants. These onstants are taken from [3℄ and are used the

following way: 

0

= 0x025F1CDB is the onstant for the leftmost

S-boxes whih are entered by A

0

; A

1

after XORing, 

1

= 2

N



0

is

the onstant for next two S-boxes whih are entered by A

2

; A

3

after

XORing, 

2

= 2

3

N



0

is used for S-boxes entered by A

4

; A

5

and



3

= 2

7

N



0

is used for the rightmost S-boxes entered by A

6

; A

7

2



after XORing. If the data entering the S-box is equal to 2

32

� 1

no multipliation will take plae. They hoie of the onstants is

aording to [3℄, the ordering was hosen to avoid rotational symmetry.

Note that the S-boxes have a omplementation property, i.e. if one

omplements the input, the output is omplemented too [4℄.

The middle tarnsformation onsists of XORing the data with the

�rst middle round key, multipliation modulo 2

32

� 1 with given on-

stants and XORing the data with the seond middle round key.

The seondary rounds are omprised of an inverse di�usion layer,

XORing the data with the �rst round key, multipliation modulo 2

32

�

1 with given onstants and XORing the data with the seond round

key. This is repeated eight times.

In the di�usion layer and the Pseudo-Hadamard-Transform (PHT)

from [6℄ and its inverse (IT) are used, but extended to 32 bit words

instead of bytes. The PHT an be desribed as follows, if one uses

a

1

; a

2

for inputs and b

1

; b

2

for the outputs:

b

1

= 2 � a

1

+ a

2

b

2

= a

1

+ a

2

(1)

The IT an formulated the following way:

a

1

= b

1

� b

2

a

2

= �b

1

+ 2 � b

2

(2)

Every right output of the PHT in the di�usion layer (the b

2

) is ro-

tated by a spei�ed amount to the left before being fed into the next

PHT. This is done to ensure better di�usion. The amount of the rota-

tion an be seen in the �gures. Note that omplexity of the di�usion

layer is O(n log n) when n denotes the number of bloks. For large

blok numbers this is learly better the the O(n

2

) omplexity whih

is ahieved by matrix multipliation.

For deryption the ipher is used the same way, exept that on-

stants for multipliation have to be replaed by their inverse modulo

2

32

� 1, whih an be done using the extended Eulidian algorithm.

Also the round keys have to be swapped for deryption. This will be

explained in the next setion. Thus the ipher is sel�nverse, if the

hange in the onstants and the round keys is taken into aount.

4 Key Shedule

The user supplies a key of size 512 bits. This key is taken to form

the round key of the �rst primary round, i.e. the �rst 256 bits of
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the key are used for XORing before the multipliation and the seond

256 bits afterwards. Then the user supplied key ist shifted by 101

positions to the left and used in the same manner as before to form

the round key of the seond primary round. This is repeated until all

primary rounds, the middle transformation and the seondary rounds

have reeived their respetive round keys.

For deryption the key expansion is done same way but after that

the last round key of the last seondary round is swapped with the

�rst round key of the �rst primary round. The �rst round key of the

last seondary round is swapped with the last round key of the �rst

primary round and so on. This is repeated until the �rst and the last

round keys of the middle transformation have been swapped.

5 Seurity Considerations

The soure [2℄ gives the probability for the ritial harateristis p



=

2

�9

. If one assumes that the di�ussion layer is MDS, i.e. it has the

maximal branh number of B = 9, then then maximum di�erential

harateristi probalitity (MDCP) is upper bounded [8℄ by

MDCP � p

BT=2



(3)

where T denotes an even number of rounds. If T = 16, B = 9 and p

k

=

2

�9

are given, then the maximum di�erential harateristi probability

is MDCP � 2

�648

, whih means that the proposed ipher should be

immune from ordinary di�erential ryptanalysis.

It should also be immune from the slide attak [1℄ due to its design

and the boomerang attak [9℄ due to its low MDCP.

Cruial to the above estimate is the branh number B. If the

di�usion layer has really the maximal branh number of nine, the

estimate holds. The author has found no indiation to the ontrary,

but this remains an open problem.

6 Intelletual Property

James Massey stated in [7℄: \SAFER K-64 has not been patented and,

to the best of our knowledge, is free for use by anyone...". The inven-

tors of MMB laim no intelletual property, neither does the author

of ABC. Thus the algorithm an be used freely by anyone around the
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world, although it seems prudent to wait with implementation until

some ryptanalysis has been done.

7 Conlusion

The author proposes a blok ipher with 256 bit blok size and 512

bit key length. If the assumption holds that the di�usion layer has

maximal branh number, then the ipher is immune from ordinary

di�erential ryptanalysis. Resistane to linear ryptanalysis was not

investigated, but is strongly enouraged.

A referene implementation in C of ABC is available from the

author on request. It works with the g ompiler under Linux and the

Cygwin B20.1 ompiler under Windows 9x. With minor modi�ations

it should work with other ompilers as well.
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Figure 1: Diagram of one primary round
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Figure 2: Diagram of the di�usion layer. The numbers in the small boxes

indiate by how muh a word is rotated to the left
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Figure 3: Diagram of the middle transformation
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Figure 4: Diagram of one seondary round
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Figure 5: Diagram of the inverse di�usion layer. The numbers in the small

boxes indiates by how muh a word is rotated to the left

9



[6℄ Massey, James L.: SAFER K-64: A Byte Oriented Blok-

Ciphering Algorithm, in Anderson, Ross (Ed.): Fast Software

Enryption, Cambrigde Seurity Workshop Proeedings, Springer

Verlag, Berlin, 1994

[7℄ Massey, James L.: SAFER K-64: One year later, in Preneel, Bart

(Ed.): Fast Software Enryption - Proeedings of Seond Interna-

tional Workshop, Springer Verlag, Berlin, 1995

[8℄ Ohkuma, Kenji; Shimizu, Hideo; Sano, Fumihiko and Shinihi

Kawamura: Seurity assessment of Hierorypt and Rijndael

against Di�erential and Linear Cryptanalysis, available from

http://eprint.iar.org/2001/070.ps

[9℄ Wagner, David: The Boomerang Attak, in Knudsen, Lars R.

(Ed.): Fast Software Enryption - Proeedings of 6th International

Workshop, Springer Verlag, Berlin, 1999

10


