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Abstrat

This paper desribes how any Identity Based Signature shemes an be used to implement a Group

Signature sheme. The performane of the generated Group Signature sheme is similar to the perfor-

mane of the underlying ID-based Signature sheme. This makes our proposal very attrative sine most

of existing group signature shemes that have been proposed so far are grossly ineÆient. In ontrast,

ID-based signature shemes an be very eÆient espeially if they use ellipti urves and pairing.
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1 Introdution

An Identity based rypto-system [1, 2℄ is a system that allows a publily known identi�er (email address, IP

address, name,...) to be used as the publi key omponent of a publi/private key pair in a rypto-system.

The sheme assumes the existene of a Private Key Generator whose sole purpose is to ompute for eah user

the private key assoiated with the identi�er they want to use as Publi Key. The sheme is ideal for losed

groups of users. Several ID-based signature shemes have been proposed in the last 20 years [1, 3, 4, 5℄.

Some of these shemes use Ellipti Curve (EC) algorithms and are therefore partiurly eÆient.

A Group Signature, introdued by Chaum and van Heijst [6℄, allows any member of a group to digitally sign

a doument suh that a veri�er an on�rm that it ame from the group but does not know whih individual

in the group signed the doument. The sheme assumes the existene of a Group Controller whose sole

purpose is to ompute for eah user a private key that the user should use when signing a message on

behalf on the group. A user veri�es a signature with the Group Publi Key that is usually onstant and

unique for the whole group (i.e. independent of the members). Many group signature shemes have been

proposed [6, 7, 8, 9℄. However all of them are muh less eÆient that regular signature shemes (suh as

DSA or RSA). Designing an eÆient group signature sheme is still an open researh problem.

In this paper we outline the similarities that exist between ID-based signature and Group signature shemes.

We also show that any ID-based signature shemes an be used to implement a group signature sheme.

Suh group signature has the same performane than the performane of the ID-based signature sheme

it is derived from. This makes our proposal very attrative sine it is probably the most eÆient group

signature sheme that exists today. The rest of the paper is organized as follows. Setion 2 presents the

formal model of a seure ID-based signature sheme. Setion 3 presents the formal model of a seure group
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signature sheme. Setion 4 desribes how any ID-based signature shemes ould be used to implement a

group signature sheme. This setion also aess the seurity of the new group signature sheme. Finally,

the paper onludes in Setion 5.

2 Identity-Based Signature

An Identity based rypto-system [1, 2℄ is a system that allows a publily known identi�er (email address, IP

address, name,...) to be used as the publi key omponent of a publi/private key pair for the purposes of

digital signature [1, 3, 4, 5℄, enryption [2℄ and key agreement [10℄. The private key omponent is omputed

by the Private Key Generator (PKG) and sends to the orresponding node via a seure and authenti

hannel.

De�nition 1. An Identity based signature sheme is a digital signature sheme spei�ed by the following

four algorithms:

� ID SETUP: An algorithm, exeuted by the PKG, that takes a (random) parameter k as input and

generates from it params (system parameters) and master-key. Params is publily known, while

master-key is only known to the PKG.

� ID EXTRACT: An algorithm, exeuted by the PKG, that takes as input params, master-key and an

arbitrary ID

i

2 f0; 1g

�

, provided by a user, User

i

, and returns a private key d

i

. ID

i

is an arbitrary

string that is used as a publi key and d

i

is the orresponding private key.

� ID SIGN: An algorithm that takes as input params, d

i

and a message, m and returns a signature

Sig de�ned as follows:

Sig = ID SIGN(params; d

i

;m).

� ID VERIFY: An algorithm that takes as input a message m and its signature Sig, the system

params params and a publi key ID

i

and performs

valid = ID V ERIFY (Sig; ID

i

; params;m). Valid is a binary value that is set to 0 if the signature

is invalid and to 1 if the signature is valid.

A seure ID-based signature sheme must at least satisfy the following properties:

� Corretness: Signatures produed by a user using ID SIGN must be aepted by ID V ERIFY

(provided that the orret parameters are used).

� Unforgeability: It is omputationally hard for everyone that do know the seret key d

i

of User

i

to

forge his signatures. As a onsequene, it must be omputationally hard for everyone to retrieve from

params the orresponding master � key.

� Coalition-resistane: A olluding subset of users, that have reeived their private key from the same

PKG and params, annot generate a valid signature that the PKG annot link to one of the olluding

users.

3 Group Signature

A group-signature, introdued by Chaum and van Heijst [6℄, allows any member of a group to digitally sign

a doument suh that a veri�er an on�rm that it ame from the group but does not know whih individual



in the group signed the doument. More formally, a group signature is de�ned as follows [7, 8℄:

De�nition 2. A group-signature sheme is a digital signature sheme omprised of the following �ve

proedures:

� G SETUP: On input a seurity parameter k, the algorithm outputs the initial group publi key,

GroupPK (inluding all system parameters) and the seret, master-key, for the group manager. This

algorithm is exeuted by the group manager upon reation of a new group.

� G JOIN: A protool between the group manager and a user, User

i

that results in the user beoming

a new group member. The user's output is a membership seret, S

i

.

� G SIGN: An algorithm that on input a group publi key, GroupPK, a membership seret, S

i

, and a

message, m, outputs the group signature, GSig, of m.

GSig = G SIGN(GroupPK; S

i

;m)

� G VERIFY: An algorithm for establishing the validity of an alleged group signature of a message

with respet to a group publi key. This algorithm takes as input the group publi key, GroupPK,

the message, m, and its group signature, GSign

m

and output 1 is the signature is valid as follows:

valid = G V ERIFY (GSig;GroupPK;m).

� G OPEN: An algorithm that, given a message, a valid group signature on it, a group publi key and

a group manager's seret key, determines the identity of the signer. Note that only the group manager

is able to perform this operation.

A seure group signature sheme must satisfy the following properties:

� Corretness: Signatures produed by a group member using G SIGNmust be aepted by G VERIFY.

� Unforgeability: Only group members are able to sign messages on behalf of the group.

� Anonymity: Given a valid signature, identifying the atual signer is omputationally hard for everyone

but the group manager.

� Unlinkability: Deiding whether two di�erent valid signatures were omputed by the same group

member is omputationally hard.

� Exulpability: Neither a group member nor the group manager an sign on behalf of other members.

� Traeability: The group manager is always able to open a valid signature and identify the atual

signer.

� Coalition-resistane: A olluding subset of group members annot generate a valid signature that the

group manager annot link to one of the olluding group members.

4 Building a Group Signature from a Identity-Based Signature

If we onsider that, in the ID-based signature sheme, all users that get a private key (from their ID) from

the same params and master � key parameters form a group (identi�ed by the parameter params), the

onepts of ID-based signatures and group signatures are very similar.

The ID SETUP and G SETUP algorithms perform similar operations. In fat, both of them take as input

a random parameter, k, and generate from it:



� a publi parameter, respetively params andGroupPK, that are used by a user to verify the signatures

generated by a member of a group or a ID-based system.

� a private parameter, master � key, used by the PKG or the group ontroller to generated eah

member's private key omponent.

The ID EXTRACT and G JOIN phases are also very similar. They both generate from some input provided

by a user, some ryptographi materials, respetively d

i

and S

i

, that are needed by the users to sign their

messages and prove that they have been authorized by a entral authority (namely the PKG or the Group

Controller). Furthermore, if we set that:

� Params = GroupPK,

� d

i

= S

i

� GSig =< Sig; ID

i

>, i.e. GSig is the onatenation of Sig and ID

i

.

ID SIGN an be rewritten as follows:

� GSig = ID SIGN(GroupPK; S

i

;m)

ID SIGN is then a funtion that takes as input a publily available identi�er of the group, GroupPK, a

seret, S

i

, and a message, m and outputs the group signature, GSig, of m. This new de�nition is atually

the de�nition of a group signature, G SIGN , as de�ned in Setion 3. Therefore any ID SIGN funtion

an be used to implement a G SIGN funtion.

Similarly ID V ERIFY an be rewritten as follows:

� valid = ID V ERIFY (GSig;GroupPK;m)

ID V ERIFY is then a funtion that takes as input the group parameter, GroupPK, the message, m,

and its signature, GSig and outputs 1 is the signature is valid. This is atually the de�nition of a group

signature veri�ation, G V ERIFY , as de�ned in Setion 3. Therefore any ID V ERIFY funtion an be

used to implement a G V ERIFY funtion.

As a result of this omparison, we an onlude that by using params as a group publi key and by de�ning

a group signature as the onatenation of a ID-based signature with the user's publi key, ID

i

, any ID-based

signature sheme an be used to implement a group signature sheme.

4.1 Basi Sheme

In this setion we present, in more details, how a ID-based signature sheme an be used to implement a

group signature sheme. In this desription, the Group Controller is also a PKG. The protool then works

as follows:

� G SETUP: the Group Controller (i.e the PKG) generates from some random k the system param-

eters, params, and the master � key. Params is thereafter used as the group publi key, i.e. as

GroupPK.



� G JOIN: When a user, User

i

, beomes part of the group it ontats the Group Controller and

provides its publi key ID

i

. The Group Controller then generates from it and from params and

master � key the orresponding private key, d

i

(aording to the ID EXTRACT algorithm). This

private key is ommuniated seretly to User

i

.

� G SIGN: User

i

signs a message, m, by using d

i

, and params in the algorithm desribed in Setion 2.

The group signature, GSign, is then the onatenation of the previously generated signature, Sig,

and User

i

's publi key, ID

i

. In other words,

GSig =< Sig; ID

i

>, and G SIG = ID SIGN(params; d

i

;m).

� G VERIFY: A user veri�es that the signature was generated by the group by using the algorithm

spei�ed in Setion 2, i.e.:

valid = ID V ERIFY (Sig; ID i; params;m).

Note that only a host that has reeived its private key, d

i

, from the PKG, i.e. that is an authorized

member of the group, ould have signed the message.

� G OPEN: The group manager knows for eah ID

j

the identity of the user, User

j

, that is assoiated

with it. This binding is established during the G JOIN phase. As a result, it is easy for a group

manager, given a message and a valid group signature < Sig; ID

j

> to determine the identity of the

signer.

m

USER_i

sig_m

Params, d_i

GSig_m = <m, sig_m, ID_i>

Is sig_m valid ?

Params (GroupPK)

USER_j

      ID_SIGN       ID_VERIFY

Figure 1: Group Signature Sheme

4.2 Seurity Analysis

In this setion, we aess the seurity of the group signature sheme de�ned in Setion 4.1 aording to the

seurity properties de�ned in Setion 3.

� Corretness: This property is guaranteed sine any ID-based signature shemes must guaranteed it

too.

� Unforgeability: This property is guaranteed sine any ID-based signature shemes must guaranteed it

too.

� Anonymity: In our sheme, a group signature is the onatenation of the identity based signature

with the user's publi key (i.e. ID). Therefore if the underlying Identity based signature provides

anonymity and if the user's publi key does not reveal any information about the user, anonymity is

guaranteed by the group signature sheme.

� Unlinkability: In our sheme, a group signature is the onatenation of the identity based signature

with the user's publi key (i.e. ID). As a result, all the signatures generated by a user will ontains



his publi key. Therefore unlinkability is not provided. However if the underlying identity-based

signature provides unlinkability and if a user uses a di�erent publi/private key pair for eah signature,

unlinkability is then provided. This solution might not be very pratial if the user has to sign a lot

of messages (beause it needs to get and store a lot of publi/private key pairs) but is aeptable

otherwise.

� Exulpability: In our proposal, a group member an not sign on behalf of other members beause it

does not know the other members' private keys. However the group manager (i.e. the PKG) knows

eah users' private key. It an therefore sign on behalf of any member. Exulpability is therefore not

provided. As desribed in Setion 4.3, the basi protool an be extended to provide this property at

the ost of adding an extra signature.

� Traeability: Sine, in our proposal, the group manager generates eah member private keys from

their publi keys, it an easily identify the atual signer of a valid signature by looking at the publi

key omponent in the group signature. Note that this property is guaranteed even if the exulpability

extension (as desribed in Setion 4.3 is used). Traeability is therefore provided.

� Coalition-resistane: This property is guaranteed sine any ID-based signature shemes must guaran-

teed it too.

4.3 The Exulpability Extension

This setion desribes how to extend the protool presented in Setion 4.1 to provide Exulpability. The

new protool works as follows:

� G SETUP: as in the basi sheme.

� G JOIN: When a user, User

i

, beomes part of the group it ontats the Group Controller and sends

it its publi key ID

i

.

Note that in the basi sheme, ID

i

is an arbitrary string. In the proposed extension, ID

i

is atually

the publi omponent of a (RSA or DSA) signature publi/private key pair generated by the user

itself

1

. This publi/private key pair will be referred as (PK

i

; SK

i

) in the remainder of this paper.

Therefore ID

i

is set to PK

i

. The Group Controller then generates from ID

i

and from params and

master � key the orresponding (group) private key, d

i

(aording to the extrat algorithm). This

private is ommuniated seretly to User

i

.

� G SIGN: User

i

signs a message, m, with its private key, i.e. SK

i

, and the orresponding signature

sheme (i.e. RSA or DSA). This generates Sig0.

Sig0 = RSA SIGN(SK

i

;m).

It then re-sign m with the algorithm desribed in Setion 2 and the ryptographi paramaters d

i

, and

params. This generates Sig.

Sig = ID SIGN(params; d

i

;m).

The group signature, GSign

m

, is then the onatenation of the previously generated signatures, Sig0

and Sig, with the User

i

's publi key, ID

i

. In other words,

GSig =< Sig0; Sig; ID

i

>.

� G VERIFY: A user veri�es that the signature was generated by the group by verifying using the

algorithm spei�ed in Setion 2 that Sig is valid and therefore the User

i

is an authorized member of

the group.

valid = ID V ERIFY (Sig; ID

i

; params;m). A user veri�es that the signature was generated by

User

i

and not by the group manager by verifying using the User

i

's publi key (i.e. ID

i

) and the

orresponding signature sheme (i.e. DSA or RSA) that Sig0 is valid.

1

It might be more onvenient to use a hash of the Publi Key, as in [11℄, instead of the Publi Key itself.



valid = RSA V ERIFY (Sig0; ID

i

). Sine the Group Controller does not know the private key SK

i

it will not be able to generate a valid Sig0. This property provides exulpability.

� G OPEN: as in the basi sheme.

m

Params, d_i

SK_i

sig_m

sig0_m

GSig = <m, sig0_m, sig_m, ID_i>

ID_i

is sig_m valid ?

is sig0_m valid ?

USER_i USER_j

Params (GroupPK)
      ID_SIGN

      RSA_SIGN       RSA_VERIFY

      ID_VERIFY

Figure 2: Group Signature Sheme with Exupability extension

This extension has a performane ost sine it adds one (RSA or DSA) signature. However this extension

is optional and should not be used if exulpability is not needed. Furthermore even with this extra ost,

we believe that our sheme is still more eÆient that any existing group signatures. Note that with this

extension, a user an ulteriorly prove that he signed a message by revealing the RSA private key that

was used. This is an interesting property for some appliations. For example [12℄ explains how a group

signature sheme an be used to submit tenders. In this example, all ompanies submitting a tender form a

group and eah ompany signs its tender anonymously using the group signature. Later when the preferred

tender has been seleted the signer an be identi�er by the trusted authority, whereas the signers of all

other tenders will remain anonymous. This example however requires that all members have a omplete

trust to the trusted authority. In fat, what prevents the trusted authority from revealing the identity of

other members? With our sheme, users an get their signing key anonymously from the trusted authority.

The winner an then prove that he was the signer of the seleted tender by revealing its RSA private key.

5 Conlusion

This paper desribes how any identity based signature an be onverted into a group signature. The gener-

ated group signature an handle large groups sine the group publi key and parameters are onstant and

do not depend on the group members. The seurity of suh a group signature depends on the seurity of

the ID based signature sheme it was derived from. We show that the following properties are provided:

orretness, anonymity, traeability, oalition-resistane, and optionally exulpability. Unlinkability is not

provided, unless a group member uses a di�erent keying material for eah signature. This might be a-

eptable if the member signs few messages. The generated group signature performane is similar to the

performane of the underlying ID based signature sheme. We believe this is a very good result sine most

of existing group signature sheme that have been proposed so far are grossly ineÆient. ID-based signature

shemes an be very eÆient espeially if they use ellipti urves and pairing [5, 3, 13, 4℄.
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