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Abstrat

Wagner and Magyarik outlined a general onstrution for publi

key ryptosystems based on the hardness of the word problem for

�nitely presented groups. At the same time, they gave a spei� ex-

ample of suh a system. We prove that their approah is vulnerable to

so-alled reation attaks, namely, it is possible to retrieve the private

key just by wathing the performane of a legitimate reipient.

1 Introdution

Sine the dawning of publi key ryptography there have been several at-

tempts to use ombinatorial group theory for onstruting ryptographi

tools. In partiular, the evidened hardness of the lassial problems for

�nitely presented groups (the word problem and the onjugay problem) has

inspired many ryptographi onstrutions.

Reently, there have been several suggestions for deriving ryptographi

primitives from the hardness of the onjugay problem in braid groups [1, 2, 3,

5, 10℄. The ryptanalyti results in [7, 9, 11℄ demonstrate that these shemes

still need further exploration before they an represent a realisti potential

alternative to the `lassial' number theoretial ryptosystems. Nevertheless,
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the ryptographi results obtained so far are indeed rather interesting and

ertainly deserve a loser exploration.

Unfortunately, most of the proposals based on the word problem in �nitely

presented groups are merely theoretial ([6, 13, 14℄), though some have drawn

a lot of attention from the ryptographi ommunity (see, for instane, the

publi key shemes proposed by Yamamura [15, 16℄ and broken in [4, 12℄).

In a seminal work [14℄ Wagner and Magyarik outlined a onstrution for

a ryptosystem based on the word problem, and illustrated their proposal

with a onrete suggestion for the hoie of the system parameters.

In this ontribution we present an attak on Wagner and Magyarik's

sheme whih doesn't transgress the hardness of the underlying word prob-

lem. The attak is in the spirit of [8℄ and shows that for any hoie of the

�nitely presented group it is possible to reover the private key by observ-

ing the reation of some legitimate reipient. This observation is modelled

by means of an orale O whih reognizes `properly iphered' texts without

giving further information about the orresponding plaintext. This setting is

far less restritive than that of a hosen iphertext attak, in whih the ad-

versary selets the iphertext and is then given the orresponding plaintext.

In our model, the adversary hooses a ertain bitstring and is only able to

verify whether it atually is a valid iphertext.

2 Wagner and Magyarik's ryptosystem

Let us reall some basi notions on �nitely presented groups whih will be

neessary in the sequel. A group G is alled �nitely presented if it an be

spei�ed by means of �nite sets of generators and relators, that is, if it has a

�nite presentation. Reall that a pair of sets (X;R); where R is a set of �nite

words in X [X

�1

; is a presentation of a group G if G is a quotient of the free

group on X by its normal subgroup generated by the set R: Note that the

set of relators R de�nes an equivalene relation (s) in the set fX [X

�1

g

�

;

whose lasses orrespond with the group elements. The group law an be

seen as juxtaposition of words.

Given a �nitely presented group G, the word problem for G is the deision

problem of determining whether a given word w is equivalent to the empty

word (usually denoted by e), whih represents the identity of the group. The

fat that for several types of groups this problem is undeidable, gives us an

idea of the inredibly omplex objets �nitely presented groups are. In this
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setting, Wagner and Magyarik introdue their general onstrution.

2.1 The general sheme

Let G be a group de�ned by the �nite presentation (X;R); for whih the word

problem is hard to solve. Moreover, suppose S is a set of words in fX[X

�1

g

�

suh that for the quotient group

e

G; spei�ed by the presentation (X;R[S),

there exists a polynomial time algorithm A for solving the word problem.

Let � be a �nite alphabet and W (�) = f w

�

j � 2 � g a subset of

fX[X

�1

g

�

suh that if � 6= � , then w

�

and w

�

are neither equivalent over G

nor over

e

G. For derypting iphertexts one should be able to deide whether

a given word is equivalent in

e

G to a ertain w

�

2 W (�): Thus, for most

quotient groups of G with easy word problem all the words in W (�) should

be equivalent to the empty word.

While the presentation (X;R) and the set W (�) are made publi, the set

S is kept seret. To enrypt an element � 2 � we proeed as follows:

1. Set w := w

�

:

2. Rewrite w using the publi relations spei�ed by R:

3. The word w obtained from this rewriting proess is the iphertext.

To derypt, a reipient runs the algorithm A with inputs ww

�

�1

(� 2 �).

2.2 A onrete proposal

In [14℄, the authors also propose a onrete method of onstruting shemes

based on the aforementioned idea. They suggest the hoie of a group G

given by a �nite set of generators X = fx

1

; : : : ; x

n

g subjet to relations of

three types:

(R1) x

i

x

j

x

k

x

l

= x

l

x

j

x

k

x

i

(x

i

; x

j

; x

k

; x

l

2 X[X

�1

)

(R2) x

i

x

j

x

k

= x

k

x

j

x

i

(x

i

; x

j

; x

k

2 X[X

�1

)

(R3) x

i

x

j

x

k

= x

j

x

k

x

i

(x

i

; x

j

; x

k

2 X[X

�1

)

These relations an all be made trivial imposing a set of relations S of the

types:
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(S1) x = e (x 2 X)

(S2) x

i

= x

j

(x

i

; x

j

2 X [X

�1

)

(S3) x

i

x

j

= x

j

x

i

(x

i

; x

j

2 X)

Namely, by adding that set of relations S, we build a quotient group

e

G

whih has a presentation formed by a subset of X and a set of ommutativity

relations. There is a polynomial time algorithm for solving the word problem

for suh a group, and thus for derypting.

Now, the set of publi words W (�) is onstruted in suh a way that

most sets of relations of the mentioned types whih make the publi relations

trivial, also fore that all words in W (�) beome equivalent to the empty

word. The authors of [14℄ suggest that for that purpose, the designer of

the ryptosystem may selet a (small) set P of non-ommuting pairs, suh

that in eah quotient of G for whih any pair in P ommutes the words in

W (�) vanish to e; while if any other pair of generators ommutes those words

remain inequivalent.

3 The attak

For the sake of simpliity, let us suppose the alphabet � is binary and the

publi set W (�) onsists of two words, w

i

; i = 1; 0 representing the or-

responding bits. As an extra rather irrelevant assumption, we assume that

not only the words w

0

and w

1

are inequivalent in G and

e

G; but also the

strings w

0

w

1

and w

1

w

0

(e. g., this assumption is superuous if the attaker is

allowed to learn for valid hosen iphertexts whether they derypt to w

0

or

w

1

). As explained in the introdution, we also suppose having aess to an

orale O suh that given a word w 2 fX[X

�1

g

�

; O(w) = 1 if w orresponds

to a orret iphertext, (i. e., if w s w

i

for some i 2 f0; 1g;) and O(w) = 0

otherwise.

Another assumption we make (whih in partiular is met by the onrete

proposal of Wagner and Magyarik) is that we have at hand a set of words

A 2 fX[X

�1

g

�

suh that an exhaustive searh over A is feasible. Moreover,

from its subset

�

S = fa 2 A j a s e in

e

Gg

one an derive a set

�

S so that (X;

�

S) is a presentation of

e

G (or either of
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another quotient of G that also provides a valid private key|see [14, Se-

tion 4.2, Attak (b)℄).

Our goal is to �nd

�

S by making use of the orale O: This an be done by

exhaustive searh through A; namely, for eah a 2 A we send � 2 queries to

the orale O (resp. a legitimate reipient) to deide whether a 2

�

S:

i. aw

0

:

� If O(aw

0

) = 0, then obviously a 62

�

S.

� If O(aw

0

) = 1, then a 2

�

S or in

e

G we have aw

0

s w

1

(and hene

a 62

�

S). To distinguish these ases, a seond query an be used:

ii. w

0

a:

� If O(w

0

a) = 0, then obviously a 62

�

S.

� If O(w

0

a) = 1, then a 2

�

S or in

e

G we have w

0

a s w

1

(and hene

a 62

�

S). In the latter ase (a 62

�

S) we onlude that w

0

aw

0

s w

1

w

0

.

But from the previous query we know that the situation a 62

�

S

ours only if aw

0

s w

1

, i. e., w

0

aw

0

s w

0

w

1

|in ontradition to

w

0

w

1

6s w

1

w

0

. In summary, the situation O(w

0

a) = 1 and a 62

�

S

is impossible, and O(w

0

a) = 1 implies a 2

�

S.

Note that for onrete instanes of the general Wagner and Magyarik sheme,

there might be muh more information at hand whih an be used in order

to improve the above explained attak. Let us illustrate how things ould be

done for the example desribed in Setion 2.2:

In orrespondene with the three types of relations (S1), (S2), and (S3)

we apply the above proedure three times. First we look for relations of type

(S1) by searhing through the set

A

1

= X

(of size n). This yields a subset

�

S

1

of A

1

with words (atually generators)

that vanish in

e

G, and we denote by X

2

= X n

�

S

1

the set of remaining `non-

vanishing' generators. Next, we searh through the set

A

2

= fx

i

x

�1

j

j x

i

6= x

j

and x

i

; x

j

2 X

2

[X

�1

2

g

(of size O(n

2

)) to identify relations of type (S2). This yields another set

�

S

2

of words vanishing in

e

G, and when looking for relations of type (S3) we
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an restrit our attention to words in those generators whih have not been

identi�ed as superuous so far; we denote this subset of X

2

by X

3

. Then the

�nal exhaustive searh overs the set

A

3

= fx

i

x

j

x

�1

i

x

�1

j

j x

i

6= x

j

and x

i

; x

j

2 X

3

g

(of size O(n

2

)) and yields a set

�

S

3

of words vanishing in

e

G. Now the desired

set

�

S is given as

�

S =

�

S

1

[

�

S

2

[

�

S

3

. Namely, (X;R [

�

S) is a presentation of

the seret quotient

e

G (where G = (X;R)).

4 Conlusion

We have given evidene of the e�etiveness of reation attaks against the

general Wagner and Magyarik publi key sheme, and thus against any of its

partiular instanes. Although the underlying mathematial problem may

be intratable, the above disussion shows that in the urrent state this

design annot be onsidered as a safe theoretial basis for deriving pratial

ryptosystems.

Reation attaks were �rst presented by Hall, Goldberg, and Shneier [8℄,

who sueeded in respetively derypting iphertexts and reovering the pri-

vate key of the MEliee and Ajtai-Dwork ryptosystems. Our attak on

Wagner and Magyarik's sheme is in a sense more powerful, as we aess fewer

information about the legitimate reipient's ations, i. e., we know nothing

about the plaintext orresponding to orret iphertexts. Nevertheless, the

word problem in �nitely presented groups remains an interesting andidate

for deriving one way funtions.
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