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Abstract. In this paper, we show that all the coordinate functions of
the Advanced Encryption Standard (AES) round function are equivalent
under an affine transformation of the input to the round function. In
other words, let f; and f; be any two distinct output coordinates of the
AES round function, then there exists a nonsingular matrix Aj; over
GF(2) such that fj(Ajiz)+ b = fi(z),b;; € GF(2). We also show that
such linear relations will always exist if the Rijndael s-box is replaced by
any bijective monomial over GF(2%).
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1 Introduction

Rijndael [2], [3] is an iterated block cipher that supports key and block lengths
of 128 to 256 bits in steps of 32 bits. Rijndael versions with a block length of
128 bits, and key lengths of 128,192 and 256 bits have been adopted as the
Advanced Encryption Standard (AES) [4]. The main cryptographic criteria in
the design of Rijndael have been its resistance against differential [1] and linear
cryptanalysis [11]. This motivated the designers to choose an s-box which is
optimized against these two attacks. In particular the designers decided to base
their s-box construction on the inversion mapping [14]

flz) =271 2 c GF(2%).

Because this inverse mapping has a very simple algebraic expression that may
enable some attacks such as the interpolation attacks [8], [9], this mapping was
modified in such a way that doesn’t modify its resistance towards both linear and
differential cryptanalysis while the overall s-box description becomes complex in
G'F(28). This was achieved by adding a bitwise affine transformation after the
inverse mapping. Let a(z) denote the finite field polynomial representation of
the s-box output, then the finite field polynomial representation of the output
of this affine mapping is given by

b(z) = (l‘7—|—l‘6 + 22 +x)+ a(a:)(x7—|—x6 +2 4+t + 1) mod (a:g—i— ). (1)



Like many other block ciphers, the Rijndael s-boxes provide the only source of
nonlinearity to the Rijndael round function, and hence to the overall algorithm.
Weaknesses discovered with these mappings may have some consequences for
the security of the overall cipher. Even before the AES proposal, Gong and
Golomb [7] introduced a new criterion for s-box design. By showing that many
DES-like ciphers can be viewed as a nonlinear feedback shift register with input,
Gong and Golomb proposed that s-boxes should not be approximated by a bi-
jective monomial. The reason is that, for ged(c, 2" — 1) = 1, the trace functions
Tr(¢jx°) and Tr(Az),xz € GF(27), are both m-sequences with the same linear
span.

Several other concerns were raised about the algebraic structure of the AES
[5] [13]. Recently, J. Fuller and W. Millan [6] showed, using a heuristic search
technique, that all the coordinate functions of the Rijndael s-box can be mapped
to each other using an affine transformation of the input variables. In this paper
we extend their result by using the algebraic properties of the Rijndael s-box.
In particular, we show that all the coordinate functions of the Rijndael round
function are equivalent under an affine transformation of the input to the round
function. In other words, let f;(z) and f;(z) be any two distinct outputs of
the Rijndael round function, then there exists a nonsingular matrix A;; over
GF(2) such that f;(A;2) + b;i = fi(x),b;: € GF(2). We also show that such
linear relations will always exist if the Rijndael s-box is replaced by any bijective
monomial over GF(28).

2 Rijdael Round Transformation

In this section we briefly describe a typical round function of the 128-bit version
of Rijdael. The first and last rounds have slightly different form but our analysis
procedure remains the same. The input to the AES round function can be viewed
as a rectangular array of bytes. The AES defines a round in terms of the follow-
ing three transformations: Byte substitution (ByteSub) , Shift row (ShiftRow)
and Mix columns (MixColumns). After performing theses three operations, the
round keys are XORed with the output of the round functions. According to the
AES specifications, the intermediate cipher result is called a state which can be
represented by a rectangular array. The round function operations are defined
on theses states. The ByteSub is obtained by first taking the multiplicative in-
verse in GF(2%) using the irreducible polynomial 28 + % + 23 4+ 2 + 1. Then we
apply the affine transformation defined by equation (1) above. In the ShiftRow
transformation, the rows of the State are cyclically shifted over different offsets
depending on the cipher block length. For the 128 bit version, row i is cyclically
shifted by ¢ bytes, ¢ = 0,1,2,3. In the MixColumn transformation, the columns
of the state are considered as polynomials over GF(2%) and multiplied modulo
%+ 1 with the polynomial ¢(z) = 32® + 22 + 2 + 2. For full details on the round
transformation the reader is referred to [2], [4].



3 Algebraic Preliminaries

In this section we present some algebraic preliminaries required to prove our
result. The reader is referred to [10], [12] for the theory of finite fields.

Let {ag---an_1} be any basis of GF(2") over GF(2) and let {8y -Br_1}
be the corresponding dual basis. Let f(xg, -, 2n—1) = (fo(x), -, fu_1(x)) be
a permutation over GF(2)", then F(X) = E?:_Ol a; fi(xo, -, 2p—1) is also a
bijective mapping over G F(2"). Each output coordinate of f(z) can be expressed
as

filz) =Tr(F(X)6),

where X = > z;a!. We will denote this one-to-one correspondence by f ¢— F.

Ezample 1. Let n = 4 and let GF(2%) be defined by the primitive polynomial
p(x) = 2* + 2+ 1. Let a be a root of p(x). Then{ayg, a1, a2, a3} = {1, a, a?, a3}
is a (polynomial) basis of GF(2%) over GF(2). The dual basis {3, 81, B2, 33} is
given by [12]

3
B = § brjo,
k=0

where B = [b;;] = A™!, A = [a;;] and a;; = T'r(a;e;). Thus we have

0001 1001
_loot1o .1 _looto
A=1oro0l 2= = o100
1001 1000

Hence we have {89,051, 02,03} = {1 + a,a? a,1} = {a'* a? a,1}. Let
F(x) = Tr(z~1). For any X € GF(2%), we write * = zg + z1a + 22a%. Then

Jo(z) = Tr(Box=t) = Tr(attz=1),
fi(z) = Tr(Bre=t) = Tr(a?z™1),
fo(z) = Tr(Bex™) = Tr(az™),
Js(z) = Tr(Bsz=t)y = Tr(z™1)
Lemma 1. Let F(X) = X%, ged(d,2""! = 1), be a bijective monomial over

GF(2™). Let G(X) = L(F(X)) be the function obtained by applying an invert-
wble linear transformation L to the output coordinates of F'. Then the output
coordinates of g +— G can be mapped to each other using an affine transforma-
tion in the form g;(z) = g;(Ajiz).

Proof. Each output coordinate of f(x) can be expressed as
file) = Tr(X %), € GF(2").
Thus every coordinate of g(#) can be expressed as

n—1

gi(z) =D bIr(X%),b; € GF(2).

i=0



From the linearity of the trace function and by noting that Tr(b;z) = b;Tr(x)
for b; € GF(2), then

n—1
=0

where 6 = Z?:_Ol ~ib;. Hence we have
—1/d1/d
ai 0710}/ ) = Tr(0;X%) = g;().
The lemma follows by noting that the transformation X — 0X over GF'(2")
corresponds to a linear transformation over GF'(2)".

Ezample 2. For the function in example 1, to transform f; into fs we use the

2

transform ¢ — a”z, i.e.,

ro + azy + a?rs + arz = o (xg + ary + a’ry + oB23) mod p(r)
= 22+ (22 + 23)or + (20 + l‘3)0[2 + z1a°

Thus the linear transformation we use is given by

| _|0011 x
zh | 1001 |2

4 Equivalence between the AES s-box coordinates

In this section we we demonstrate the affine relation between the coordinate
functions of the Rijndael s-box. We construct the finite field GF(2%) using the
same irreducible polynomial in the AES specifications, namely p(z) = %+ 2% +
34+ x4+ 1. Let 3 = 1+« where a is a root of p(z). Using the same computation
step as in Example (1), the co-ordinate functions of the Rijndael s-box is given

by

Jo(z) = Tr(B%%2=1) +1,
fi(z) =Tr(B3271) + 1,
Ja(z) = Tr(B%2=1),
Js(z) =Tr(pa=1),
fa(z) = Tr(B7271),
fs(z) = Tr(B"%2~1) + 1,
Jo(z) =Tr(fra=) + 1,

Jo(x) =Tr(B*%2=1).
Now suppose that we want to transform f; into f;, we use the transformation
x — p166-53) mod 255, _ #1132, Thus we have

(zo+wia+ -+ 2707) = (v + w1+ 27a”) (1 + o) Pmod p(z) =
(xo + x4+ x5) + (21 + 24 + 26)x + (22 + 25 + 27)a’+
(xo + 23+ 4 + 25 + 26)0® + (xo + 21 + 26 + 27)a+
(x1 + 22+ 27)0® + (22 + 23)a’ + (23 + 24)a”



which corresponds to the linear transformation

o) 100011007 [ao
2 01001010 |
o 00100101 | |as
oy | [10011110] |as
2| T 111000011 | a
ol 01100001 | |as
o 00110000 | e
(24| 100011000] |ar]

5 Equivalence between the AES round function
coordinates

In this section we we demonstrate the affine relation between the coordinate
functions of the Rijndael round function. Here we consider the 128 bit version.
The same technique can be used for the other versions of the cipher. We do
not use the standard AES way of representing the input to the round function
as a rectangular array. Let X; denote the input to the i*" s-box of the round
function, then we simply view the input to the round function as a column
vector. Careful examination of the ShiftRow and MixColumn operations reveals
that every output byte of the round function depends only on 4 input bytes of
the 16 input bytes of the round function. In particular if we let ¥; denote the i'”
output byte of the round function, then we have

Yo, Yl, Yz, Y3 depends only on Xo, X5, Xlo, X15,
Y4, Ys, Ys, Y7 depends only on X3, X4, Xo, Xi4,
Yg, Yg, YlO; Y11 depends only on Xz, X7, Xg, X13,
le, Y13, Y14, Y15 depends only on Xl, X6, Xlla X12~

From the description of the round function, 1t is clear that the byte structure
is respected throughout all three operations of the round function. Combining
these observations with the fact that both the ShiftRow and MixColumns trans-
formations are linear operations, we can easily use the Lagrange interpolation
to evaluate the exact form of dependency of the output of the round function
on its inputs.

Again, let GF(2%) be defined by the the irreducible polynomial defining
pr) = 28 + 2t + 23 + 2+ 1. Let 3 = 1 + a where a is a root of p(z). The
128 output coordinates of the round functions are given in Appendix I. Now we
give an illustrative example for how to find the transformation matrix used to
map one coordinate function to another.

Ezample 3. To transform the coordinate function
Jo=Tr(BX ") + Tr(BYX5 ") + Tr(B*°X ") + Tr(B9 X1 + 1
into

for = Tr(B2X5H) + Tr(B XY + Tr(B7 X)) + Tr(677 X5



we use the transformation

X5 — 6127)(5
(xo+z1a+ - +27a”) =

(214 23 + 25 + 26 + 27)+
(z1 + @2 + 23 + v4 + z5) 0+
(x9 + 23+ 4 + 25 + 26)a’+
(x1 + z4) o+
(x1 + 29 + 23 + 26 + x7)a+
(xo + 9 + 3 + 24 + 27)a®+
(1 + 23 + 24 + v5)a+
(xo + 29+ 24 + 25 + 76)’.

Xig — B X
(xo+zia+ -+ 2707) =
(2o + 23 + 23+ 24 + x7)+
(zo + 22 + 25 + 7)o+
(1 + x5 + z6)a’+
(o + x1 + z4)a®+
(xo+ 3+ ra+ x5 + 27)at+
(xo + 21+ 24+ x5 + 26)a"+
(vo+ 21+ 2o+ w5 + 6 + 27)a’+
(xo+ 21 + 29+ 23 + 26 + 27)”.

Xis — B7X 5
(x0+x1a+~~~—|—x7a7) —
(zo+ 21 + @5 + 27)+
(zo + @2 + x5 + w6 + 7)o+
(xo + o1 + 23 + 26 + x7)a’+
(9 + x4 + 25)a>+
(1 + 22 + 6 + x7)a+
(9 + x4 + 27)0+
(x3 + x5)a’+
(xo + x4 + 26)a”.

The matrix As; o is given in appendix II.

It is clear that replacing the s-box with any other monomial over GF(2%) will
not change the form of dependency of the output of the round function on its
inputs because we still can represent the component functions of the s-box as
Tr(0x). For all these monomials, we will have similar expressions as in appendix
I except that the coefficients inside the trace term will be different. Thus a
similar equivalence relation will still hold between the coordinates of the the
round function.
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Conclusions

We showed that all the output coordinates of the AES round function are in
the same affine equivalence class. Although we were not able to utilize this
observation to attack the AES cipher, this observation may raise some concerns
regarding the highly structured algebraic properties of the AES round function.
The implication of this result on the cryptanalysis on the AES remains an open
problem.
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7 Appendix I Trace Representation of the AES round
function coordinates

JO = Tr(B*X5") + Tr(B0X50) + Tr(B' X5 ) + Tr(8 X5 ) + 1
FL=Tr(B X5 0) + Tr(B'°X ) + Tr(fX ) + Tr(82X ) +1
F2 = Tr(BX5 ") + Tr( X5 0) + Tr(B°X1) + Tr(F°X5) +0
[3 = Tr(BX5Y) + Tr(2°X5 ) + Tr(8 X)) + Tr(B X)) +0
FA = Tr(BYXgY) + Tr(B7X0 ) + Tr(B7 X)) + Tr(B7X5) +0
f5 = Tr(B7X5") + Tr(B X5 ") + Tr(B°X ) + Tr(°X5) +1
F6 = Tr(87°X ") + Tr(F2X5") + Tr(f* X)) + Tr(B%X55) +1
FT=Tr(BX00) + Tr(p7X5") + Tr(B*°X5) + Tr(B*X5) +0
fS :Tr(ﬁ166X0_1) 4+ T (626){—1) +T7°(6154X_1) _|_Tr(ﬁ166X1—51) +1
fo = Tr(B®Xg") + Tr(B4X 1) + Tr(B0X ) + Tr(B X)) + 1
[10=Tr(BX5h) + Tr(p*3X5 ") + Tr(BY X)) + Tr(B*° X5 +0
1= Tr(BR XY + Tr(BY X5 + Tr(B2°X ) + Tr(B X)) +0
12 = Tr(BXg ") + Tr(B¥X5") + Tr(BP7 Xy ) + Tr(B7 X)) +0
A3 =Tr(B°X5Y) + Tr(B7X5") + Tr(B7 X)) + Tr(B7°X5) +1
Sl = Tr(B1 X5 + Tr(B°X5") + Tr(B2X) + Tr( X)) +1
F15.= Tr(B*°Xgh) + Tr(BX5Y) + Tr(B*'X5)) + Tr(B*°X7) +0
F16 = Tr(B°X5 ) + Tr(BX 1) + Tr(B9X") + Tr(BYXE) + 1
F17 = Tr(B3XgY) + Tr(B3X5") + Tr(B54X ) + Tr(B°X ) + 1
JI8 = Tr(B* X" + Tr(°Xs") + Tr(BPX0") + Tr(B* X5 ) + 0
F19= Tr(BR XY + Tr(BXT") + Tr(BY X)) + Tr(B*°X) + 0
f20 = Tr(B7X5Y) + Tr(B7X5") + Tr(B*XE) + Tr(B*7 X5 + 0
F2U="Tr(B7Xg") + Tr(B°X5") + Tr(B7X") + Tr(B' X5 ) + 1
f22=Tr(BXgY) + Tr(B1X5") + Tr(B°X5) + Tr(B X)) +1
f23 = Tr(B*°X5h) 4+ Tr(B*X3Y) + Tr(f°' X)) + Tr(B" X5 +0
£24 = Tr(6166X0—1) + Tr(6166X5—1) + Tr(626X1_01) + Tr(6154X1_51) +1
F25 = Tr(B¥Xg0) + Tr(BPX50) + Tr(B X)) + Tr(B X ) + 1
f26 = Tr(B*Xg") + Tr(B°X5") + Tr(B3X1") + Tr(BX5) + 0
f27 = Tr(BR XY + Tr(BXSY) + Tr(BY X)) + Tr(8%%Xs) + 0
J28 = Tr(B7X5Y) + Tr(B7X5") + Tr(BYXE) + Tr(B%7X1s) + 0
f29 = Tr(B5Xg") + Tr(B7°X5") + Tr(B72X1") + Tr(B8'™Xys) + 1
f30=Tr(B XY + Tr(B' X5 + Tr(BX!) + Tr(f%Xs) +1
f31=Tr(B*Xg") + Tr(B*X5") + Tr(fr X)) + Tr(8°7X15) +0



f32=Tr(B°X3N) + Tr(B*X;") + Tr(B' X5 ") + Tr(B'X') + 1
J33 = Tr(BX5 ") + Tr(B5 X Y) + Tr(8°X5 ) + Tr(B5X7)) + 1
f34 = Tr(B*X5") + Tr(B3X") + Tr(BX5 ) + Tr(B°X) +0
£35 = Tr(BRX5Y) + Tr(BY X" + Tr(B2°X5 ") + Tr(BX7) +0
£36 = Tr(B7X5 ") + Tr(B¥Xy") + Tr(BP7X5 ) + Tr(B7?X,) +0
f37=Tr(B"X5") + Tr(B7X;") + Tr(B7X5 ") + Tr(7° X)) + 1
f38=Tr(B X3Y) + Tr(B7°X] ") + Tr(B°X5Y) + Tr( X5 +1
f39=Tr(B*X5") + Tr(' X" + Tr(B¥" X5 ") + Tr(B*X)) +0
JA =Tr(BXT ) + Tr(B* XY + Tr(B*°Xg ") + Tr(B*™ X ) + 1
JAL=Tr(B3 X5 + Tr(BX") + Tr(BY4X5 ) + Tr(B'°X ) + 1
J42 = Tr(BX5Y) + Tr(B%X7Y) + Tr(B*3X5 ") + Tr(B" X0 + 0
A3 = Tr(B X7 4+ Tr(BY XY + Tr(BY X5 + Tr(B*5X5') + 0
fAd = Tr(B2X7h) 4+ Tr(B7XY) + Tr(B*X5Y) + Tr(B7X5) + 0
45 = Tr(B7° X7 4+ Tr(B"5XTY) + Tr(87X51) + Tr(B X5 + 1
f46 = Tr(Bo X3 + Tr(B7 X" + Tr(B°X5Y) + Tr(B2X5) +1
JAT = Tr(B*X3Y) + Tr(B° XY + Tr(p' X5 + Tr(B7'X1) 40
JAB =Tr(BYAXT ) + Tr(BY9X 1) + Tr(B9X5 ) + Tr(B° X)) +1
F49 = Tr(B°X5 1) + Tr(fX10) + Tr(8%Xg ) + Tr(852X 1) + 1
50 = Tr(BY X5 ) + Tr(B*°X0) + Tr(F%°X5") + Tr(8X5) +0
5L =Tr(#X5 ") + Tr(BXe0) + Tr(BXg ) + Tr(7X) +0
752 = Tr(F7X5 ") + Tr(B7X5Y) + Tr(B7X5 ") + Tr(B*X5) +0
53 =Tr(# X5 0) + Tr(f7°X 0) + Tr(87°Xg ) + Tr(f7Xy) +1
fha = Tr(2X5"Y) + Tr(B2 XY + Tr(B X5 + Tr(B7°X)") + 1
f55 = Tr(B"X3") + Tr(B*°X;Y) 4+ Tr(p*° X5 + Tr(8%X1) +0
f56 = Tr(B%X5") + Tr(BY4XTY) + Tr(B9°X5 ") + Tr(BX ') + 1
SBT=Tr(B' XN + Tr(p°X Y + Tr(B°3X5 ") + Tr(BX)0) + 1
f58 = Tr(B%3X3") + Tr(B XY + Tr(B° X5 + Tr(B%X1) +0
fp9 = Tr(BYX5") + Tr(pX7 Y + Tr(B" X5 + Tr(B X)) +0
f60 = Tr(B*X5") + Tr(B27X7Y) + Tr(87Xg ") + Tr(B7?X1) +0
f61 = Tr(B7X5") + Tr(B2X 1) + Tr(879Xg ") + Tr(B7°X7,)) + 1
f62 = Tr(B"5X5") + Tr(B2X;") + Tr(8 X" + Tr(X7") + 1
f63 = Tr(BrX5") + Tr(BYX;") + Tr(B*Xg ") + Tr(B*X,) +0



f64 = Tr(pH5° X"
65 = Tr(ﬁ53Xz1 )+ Tr(p Xz
_ 2 + 53 ’ )+ Tr(pe Xy
;2? _ T?“(636X2_1; + gigg%xi) + Tr((glsé(;_l) AN
768 = Tr( X ) + T?“(ﬁllXZl) + Tr(F )+ Tr(30X ) + 1
fos = gr(ﬁnxz—l) i Tr(572X7‘1) + Tr(ﬁ47X8_1) F (30X ) 4 0
770 = r(B7X;1) + T?“(576X7_1) - Tr(ﬁ44X_1) + Tr(52°X 5 ) + 0
m- TrHEIXL) + Tr(ﬁszl) + Tr(ﬁhX_l) TR 4 0
=T Tr(ﬁ26X7_1) + Tr(ﬁ76X_1) TR 11
J72 = X7') + Tr<65lx—1) )
f73 _ 27(6154)(—1) + Tr(p19 X! e
f74 = Tr(ﬁl%x—l) + Tr<653§31 A
i - Tr(5204X—1) T Iniess 7_1) + Tr(553X§1 )+ Tr(626X1_31) +1
176 = Tr(ﬁzs@(—l) B TT(511X7_1) + Tr(ﬁs6X8_1> + Tr(FX G ) + 1
fi7 _ Tr(ﬁ STX ) + TT(572X7_1) + Tr(611X8_1) + TP X ) + 0
f18 _ Tr(ﬁlnx—l) + T?“(ﬁ76X7_1) + Tr(ﬁ72X8_1; + Tr(BYX5) +0
779 = (82X, + Tr(ﬁslxll) + Tr(ﬁmxs_l + Tr(f¥ X)) +0
= I+ Tr(ﬁ26X7_1) + T?“(ﬁf’lxg—l) b TG 41
180 = X7+ Tr(ﬁ%xs_l) + Tr(BX ) + 1
81 _ gr(51256x_1) + Tr(6154)(—1 o Tr(ﬁmx_l) .
782 — Tr(ﬁs X5+ Tr(ﬁloonl) HE A
B Tr(ﬁ43X‘1) R T+ Tr(553X§1) TR X + 1
e ; Tr(ﬁ4ZX—1) o 236§7_1) + Tr(ﬁ%xg_l) T Tr(BBX5) + 1
e Tw? o Tr(6237X7_1) + Tr(ﬁnXS_l) + Tr(B¥X) +0
B Tr(672X‘1) o 7+ Tr(ﬁmxg_l) + Tr(BYXG) +0
- ) e X )+ Tr(ﬁ%‘)(g_l +Tr(BTX) 40
= Tr(#XY) + T?“(527X7_1) + Tr(ﬁE’ng_l) AR
88 = X)) + Tr(ﬁ%XS—l) + T Xy ) + 1
789 _ 7;7“(61566)(2‘1) + Tr(p*°Xx;! 5) + Tr(p*X5) +0
790 = Tr(533X;1) + Tr(6154x7_1) + Tr(p4Xg)
791 _ Tr(616X2_1) + Tr(B%3X T )+ Tr(ﬁlooxg—l) +Tr(f X ) + 1
f92 _ r(BU XS 4+ Tr(pY _1) +Tr(ﬁlo4X8_1 TN + 1
93 — E;r(mzxf;l) + T?“(544X_1) + Tr(6236X_1) + Tr(F*° X)) +0
94 = r(B76XTY) + Tr(@?zX_l) + Tr(6237x—1) + Tr(p Xig ) +0
1o = (X)) + Tr(576X_1) + Tr(ﬁlnX_l) T Tr(B2X5) +0
= Tr(B®X;) + Tr(ﬁf’lX_l) + Tr(ﬁ52X—1)+ Tr(B5X5) +1
© ) ! Tr(ﬁWXS—l) + Tr(ﬁE)le—Sl) +1
8 ) + Tr(ﬁ%X_l
13 ) + 0

10



f96 (6154)(1 1) —|—T7°(ﬁ166X )+T7°(6166X1_11) 4 T?“(ﬁ26X1_21) +1
f97 = Tr(pYO0XT )+ Tr3 X ) + Tr(6%X5Y + Tr(B4 X5 + 1
98 = Tr(B4X ) + Tr(B6 X7 ) + Tr(fX0Y) + Tr(B%X5H) +0
99 = r(ﬁ”% D Tr(UXE) 4 Tr(BXT) 4 Tr(8TX G ) 40
100 = Tr(B%37 X, 1) + Tr(B7 X5 ) + Tr(B7 XY + Tr(B*¥*X5H) +0
101 =Tr(B*2 XY + Tr(B7° X, ) + Tr( XY + Tr(F72X5) +1
102 = Tr(3°2X;] ) + Tr(f°r X5 ) + Tr(f XY + Tr(B7 X5 +1
103 = Tr(B¥" XY + Tr(B2°X5Y) + Tr(BX0H) + Tr(BP XS +0
F104 = Tr(B*XTY) + Tr(B X5 + Tr(B'° X)) + Tr(B° X5 + 1
105 = Tr(BY54 XY 4+ Tr(B°X ) + Tr(BX) + Tr(62X5) +1
f106 = Tr(BXTY) + Tr(B* X7 Y + Tr(B% X5 + Tr(B*°X5) +0
f107 = Tr(B XY 4+ Tr(B%° XY + Tr(BY XN + Tr(BY X +0
108 = Tr(BYXT) + Tr(B*7X5Y) + Tr(87 X)) + Tr(B7X5) +0
f109 = Tr(B72XTY) 4+ Tr(B' XY + Tr(87XH) + Tr(875X5) +1
U0 = Tr(B7°XTY) + Tr(B°2X5 ") + Tr(B1 X5 + Tr(B X)) +1
flll = Tr(BXTY 4+ Tr(B2" XY + Tr(BXH) + Tr(8%X5H) +0
U2 =Tr(B9°XTY) + Tr(B25X5 ") + Tr(B4X0N) + Tr(BY% XL +1
f113 = Tr(B3XTY) 4+ Tr(B XY + Tr(3 XN + Tr(62 X5 +1
flld = Tr(5XTY 4+ Tr(B% XY + Tr(3 XN + Tr(%X5) +0
fl15= Tr(BY XY 4+ Tr(B¥ XY + Tr(B*5X N + Tr(BY X5 +0
16 = Tr(B7XTY) + Tr(BX5") + Tr(B2' X)) + Tr(B™X5) +0
fUIT = Tr(f5XTY) 4+ Tr(B7? X5 + Tr(3 XN + Tr(87X5) +1
SU8 = Tr(fXTY) + Tr(B7°X5") + Tr(B*2Xy') + Tr(B°'X5) +1
f119 = Tr(B5XTY 4+ Tr(B XY + Tr(B XN + Tr(B%X5H) +0
120 = Tr(BYSS XY + Tr(B'9 XY 4+ Tr(B5X 1) + Tr(8'4 X, ) +1
f121 = Tr(B3XTY) + Tr(g%3 X5 + Tr(B X0 + Tr(BY° X, )+1
122 = Tr(B%X7Y) + Tr(p3X5h) + Tr(6°3X0Y) + Tr(B X5 40
f123 = Tr(B"XTY) + Tr(BXg") + Tr(BY X' + Tr(p?%5 XL 1) +0
f124 = Tr(B7X7H) + Tr(B2X5h + Tr(8*X0Y) + Tr(B7X5) 40
f125 = Tr(F5XTY) 4+ Tr(B7 X5 + Tr(B7X) + Tr(B' X5 +1
f126 = Tr( XY + Tr(fP X5 + Tr(B7X) + Tr(6°2X5) +1
f127 = Tr(B5X7Y) 4+ Tr(B* XY + Tr(B> XN + Tr(B7 X5 +0
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8 Appendix II The matrix Transformation for Example 3

(70000 0 0000 0 0000 0
0700000000 0 0000 0
0070000000 0 0000 0
0007000000 0 0000 0
00007 00000 0 0000 0
00000450000 0 0000 0
000000 1000 0 0000 0
4. 00000007000 0000 0
307100000 00070 0 0000 0 |
0000000007 0 0000 0
000000 0000A,00000 0
0000000000 0 1000 0
0000000000 0 000 0
0000000000 0 0070 0
0000000000 0 0007 0
10000000000 0 0000 Ays |

where [ denotes an 8 x 8 identity matrix, 0 denotes zero matrices of the same
dimension. As, A1g and A5 are given by

[01010111] (01111001 [11000101]
01111100 11000101 10100111
00111110 01100010 11010011
A= |0T00T000) 111001000| _|00101100
01110011 10011101 |° 01010011
10111001 11001110 00101001
01011100 11100111 00010100
(10101110] (11110011 110001010
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