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Abstract. In this paper, we extend the 2-party key exchange protocol on braid groups
to the group key agreement protocol based on the hardness of Ko-Lee problem. We also

provide authenticity to the group key agreement protocol.
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1. Introduction

In 2000, Ko et al. [13] proposed a new public key cryptosystem on braid groups
based on the hardness of the conjugacy problem. The foundation of this system
is quite different from widely used cryptosystems on number theory, even if there
are some similarities in design. The key exchange scheme on braid groups is
based on the hardness of the Ko-Lee problem which is a Diffie-Hellman version
of the conjugacy problem. There are many group key agreement protocol using
Diffie-Hellman key exchange [2, 3, 7, 14]. The motivation to the common group
shared key is caused by the growing importance of secure group communications
on open network such as distributed simulation, multi-user games, audio/video
conferencing, interactive chat and collaborative applications of all kinds. In this

paper, we propose the group shared key protocol on braid groups based on the
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hardness Ko-Lee problem. We also provide the authenticated group key agreement
protocol and show the security properties of the scheme.

This paper is organized as follows.

In Section 2, we give the background of braid groups and computationally hard
problems regarding the conjugacy. Based on the Ko-Lee assumption, we introduce
the 2-party key agreement protocol. In Section 3, we construct the group key
agreement protocol on braid groups based on the hardness Ko-Lee problem and
improve the protocol by authentication. We also prove that the authenticated

protocol is contributory, perfect forward secret, resistant to known key attacks.
2. Preliminaries

In this section, we give the basic definitions of braid groups and discuss some hard
problems on those groups. For more information of braid groups, word problem

and conjugacy problem, refer to the papers [1, 4, 5, 8, 9, 10].

For each integer n > 2, the n-braid group B, is the group generated by
01,09, -+ ,0n_1 With the relations
(i) oj05 = 0jo; where | i —j |> 2,
(i) 0i044105 = Ti410i0i41.
The integer n is called the braid index and each element of B, is called an
n — braid. An n-braid has the following geometric interpretation: It is a set of
disjoint n-strands all of which are attached to two horizontal bars at the top and
at the bottom such that each strands always heads downward as one walks along
the strand from the top to the bottom. In this geometric interpretation, each
generator o; represents the process of swapping the i-th strand with the next one
(with i-th strand going under the (i + 1)-th one). Two braids are equivalent if one
can be deformed to the other continuously in the set of braids. B, is the set of
all equivalence classes of geometric n-braids with a natural group structure. The
multiplication ab of two braids a and b is the braid obtained by positioning a on
the top of b. The identity e is the braid consisting of n straight vertical strands
and the inverse of a is the reflection of a with respect to a horizontal line. So o~!

can be obtained from ¢ by switching the over-strand and under-strand.
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We describe some mathematically hard problems in braid groups. We say that
x and y are conjugate if there is an element a such that y = axza™'. For m < n, B,,

can be considered as a subgroup of B,, generated by o1,09, - ,0m_1.

1. ConyucAcy DEcisioN PrROBLEM (CDP)
Instance : (z,y) € By, x B, such that y = axa™! for some a € B,,.

Objective : Determine whether x and y are conjugate or not.

2. CONJUGACY SEARCH PROBLEM (CSP)
Instance : (z,y) € B, X By, such that y = axa~! for some a € B,,.
Objective : Find b € B,, such that y = bxb .

3. GENERALIZED CONJUGACY SEARCH PROBLEM (GCSP)

Instance : (x,y) € B, x B, such that y = axa™! for some a € B,,,m < n.
Objective : Find b € B,,, such that y = bxb~ L.

4. CoNJuGACY DECOMPOSITION PROBLEM (CDP)

Instance : (z,y) € B, x B, such that y = axa~! for some a € B,,,m < n.
Objective : Find by, bs € By, such that y = bixbs.

The public key system on braid groups in [13] is based on the generalized con-
jugacy search problem. We consider two subgroups LB; and RB, of By, for some
appropriate pair of integers (I,7). LBj(resp.RB,) is the subgroup of Bjy, consist-
ing of braids made by braiding left [ (resp. right r)-strands among [ + r strands.
LB is generated by o1, ,0;_1 and RB, is generated by oy41, -+ ,074+_1. For
any a € LB; and b € RB,, ab = ba. We choose a sufficiently complicated (I + r)-

braid o € By1,. Then the following is the one-way function.
f : LBy X Bl—H" - BH—T X BH—T: f((l,ﬂ?) = (awailax)'

For a given a pair (a, ), it is easy to compute aza™"! but the all the known attacks

need exponential time to compute a from (axa™*

,x). This one way function is
based on the difficulty of the generalized conjugacy search problem. The key
agreement scheme is based on the following Ko-Lee problem. The Ko-Lee problem

is the Diffie-Hellman type of a generalized conjugacy search problem.

5. Ko-LEE PrOBLEM (KLP)

1

Instance : The triple (z,y1,y2) of elements in By, such that y; = ara™" and

yo = baxb~! for some hidden a € LB; and b € RB,.
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Objective : Find by1b~ (= ayza™! = abra=1b~'). Here, ab = ba for any a € LB,
and b € RB,.

We say that the computational Ko-Lee assumption if no efficient algorithm
can compute the shared key abxb~'a~'. We also say that the decisional Ko-Lee
assumption if it is hard to distinguish the shared key abzb~'a~! from a random
conjugate of x of the form wzw™'. The GCSP and the computational Ko-Lee
problem have no polynomial-time solving algorithm yet. However, it turns out to
be the decisional Ko-Lee assumption is false [12]. Now we introduce the 2-party

key agreement protocol on braid groups [13].

Key Agreement Protocol :

(i) Preparation step : Suppose A and B want to share a common secret key.
An appropriate pair of integers (I,7) and a sufficiently complicated (I + r)-braid
a € By, is selected and published.
(ii) Key agreement scheme :

a) A chooses a random secret braid r; € LB; and sends y; = riar; ! to B.

1

(
(b) B chooses a random secret braid ro € RB, and sends ys = roare 1 to A.
(c) A receives yo and computes the shared key k = riysr; .

(d) B receives y; and computes the shared key k = royra L.

Since r1 € LBy and o € RB,., riro = rori. This implies k = rlygrfl = T’2y17"271.

Therefore A and B obtain the common secret k.

The security of this protocol is based on the hardness of Ko-Lee problem. The
shared secret key k must be derived by applying a suitable key derivation function
to the quantity riroary lrf ! For otherwise, an attacker might be able to get

partial information about common secret keys even if KLP is hard.
3. Authenticated group key agreement on braid groups

Our interest is to design the authenticated key agreement protocol on braid groups.
This protocol requires the following desirable properties.

. Perfect Forward Secrecy (PFS)

. Resistance to Known-Key Attacks

. Key Authentication

. Key Confirmation and Key Integrity
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All of these are necessary to achieve resistance to active adversaries where an
adversary additionally subverts the communications by injecting, deleting, alter-
ing or replaying messages. We give some definitions and terminology regarding

authenticated key agreement protocol.

A key agreement protocol is a key establishment technique whereby a shared
secret key is derived by two(or more) parties as a function of information con-
tributed, or associated with, each of these, such that no party can predetermine
the resulting value. A key agreement protocol is contributory if each party equally
contributes to the key and guarantees its freshness. Let A and B be two honest
parties i.e. legitimate who execute the steps of a protocol correctly. A key agree-
ment protocol is said to provide implicit key authentication(of B to A) if the party
A is assured that no other party aside from a specially identified second party B
can possibly learn the value of a particular secret key. A protocol provides key
confirmation if a party is assured that its peer(or a group thereof) actually has
possession or a particular secret key. A contributory key agreement protocol pro-
vides key integrity if a party is assured that its particular secret key is a function
of only the individual contributions of all protocol parties. In particular, extrane-
ous contribution(s) to the group key cannot be tolerated even if it does not afford
the attacker(s) with any additional knowledge. A key agreement protocol which
provides implicit key authentication to both participating parties is called an au-
thenticated key agreement protocol (A-KA). A protocol is said to have perfect
forward secrecy if compromise of long-term keys does not compromise past session
keys. A protocol is said to be vulnerable to known-key attack if compromise of
past session keys allows either a passive adversary to compromise future session

keys, or an active adversary to impersonate one of the protocol parties.

3.1. Group key agreement protocol

In this subsection we construct the group key agreement(GKA) protocol on braid
groups by extending the 2-party key agreement.

The following notation is used in this section.

n : number of group members

1,7 : index of group members
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M; : i-the group member

B; : I-th braid group

« : sufficiently complicated [-braid

x; : long-term secret key of M; in By,

r; : random secret key of M; in B,

k; ; : long-term common secret key shared by M; and M; for i # j
Sy : group key shared by all n-members

Sn(M;) : M;’s view on a group key

We consider n subgroups By, By,, - , B, of [-braid group B; where [ = [; +
lo+---+1, for some appropriate integers l1, 2, -+ ,l,. Each By, is the subgroup of
B; consisting of braids made by braiding l/;-strands from the left among I-strands

with the order l1,ls,--- ,l,. Thus each By, is generated by

< Iyizhy+ Oxizby+2 7 Int -2 I8l -1 =
where ¢ = 1,2,--- ,n and [y = 0 by convention. For any r,, € B;,, and r, € By,
with m # n, rpra, = rarm. Let a € By be a sufficiently complicated [-braid.
We suppose {M;|i = 1,--- ,n} is the set of members wishing to share a key. We

construct a shared group key by performing the following steps.

GKA Protocol on Braid groups
Round i, (i=1,2,--- ,n—1)
(i) M; selects a random r; € By,.

(ii) M; — M;4q : {ri---fj---rlarfl---f;l---r;l |j=1,2,---,i} and
-1

TiTi—1 rlozrfl .- -r;_llrl- , where fj means that T does not appear.

Round n

(i) M, selects a random 7, € By, .

(ii) M, computes rn~--f'i-~-r1ar1_1---f’i_1---r;l foreachi=1,--- ,n—1.

. . A 1 A~
M, — M;foralli=1,--- ., n—1: 7y ---F---riar] -7 -1 "

Then each participant M; obtains the shared key by computing

3 -1 A—1 —1y,.—1
S’n(M’L) = ri(rn.--ri...rlarl ...7"7; ...rn )ri
-1 -1 _.-1_-1 —1
= TpTie1TiTi—1 " .-7’1047"1 .. 'ri—lri Ti—‘,—l ...rn .



M, also computes the shared key

Sp(My) = rp(rp—1--- rlarl_l . -r,;il)rgl. O

Our protocols are based on distributively computing a subset of {SaS™!|S C

{r1,---rn}}. From 7y, -+ 7 -+ rpary ' -7 o orl ) each member M; can easily

-1
n ¢

computes the shared key S, =y, -- -rlarfl ceer
3.2. Authenticated group key agreement protocol

In this subsection, we construct the authenticated group key agreement(A-GKA)

protocol on braid groups.

A-GKA Protocol on Braid groups

Initialization : Let « be a sufficiently complicated [-braid in B; and My, --- , M,
be n participants wishing to share a key. Each M; chooses a secret x; € B;, and
computes z;ax; *. Let {(z;,z;a2; )i = 1,--- ,n} be the set of long-term secret
and public keys of M/s. Thus (I, - ,ln,a,xlaxl_l, -+ zpar,t) are the public
values of the system.

Round i, (i=1,2,---,n—1)

(i) M; selects a random r; € By,.

.. . ~ 1 A1 1 . .

(i) M; — Migq = {ry--Fjomary o f o [ j=1,2,--- i} and
~1 1,1

Tiri—1 - T1Qry T 4T, .

Round n

1

(i) My, selects a random 7, € B, and M,, computes ki, = xpx;00; "2, 1 for each

i=1,---,n—1.
A1

(ii) M,, — M, foralli =1,--- ;n—1: Ui:kmrn~--f'l--~-7“1ar1_1---r.

—17.-1
i Ty kin :

When each M; receives o;, compute kj, and S, (M;) = rik;Llaikmri_ 1. Therefore
the shared key for all M; is
Sn(M,L) = ’I“i]{?;llo'ikm’r';l
fr'z/,"n/fl/r'larl_lff' ceer

= rn...ri...rlarl_l...r. oo

Also M, computes the shared key

Sn(My) = rp(rp—1--- rlarl_l _ r;il)r,:l. O
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THEOREM 3.1. A-GKA is a contributory authenticated key agreement protocol.

Proof. From the construction of the above protocol, it is evident that the
protocol is contributory. Let C be an active adversary who can modify, delay or
inject messages. The goal of the adversary is to share a key with either M; for
i€ {l,...,n—1} or M,, by masquerading as some M.

Attack on M, : Let S,(M,) be the key computed by M, and S,(M,) =

TnCnQC,, 17”; 1 where ¢, is possibly known to C and c¢,r, = rpc,. Computing

rnenac, vyt requires C' to compute r,ar,t. But the only expression containing

1 1

rpary s 0p = kin (S )raary, 1(%)k;11 Hence it is intractable to compute r,ar,,

i

without the knowledge of k;,, for any ¢ =1, --- ;n — 1.

Attack on M; for some i : Let S, (M;) be the key computed by M; and S, (M;) =
rikijllciaci_lkmri_ I where ¢; is possibly known to C. First, suppose ¢; = k;;,¢; where
¢; is polynomially independent of k;,, and known to C. Then

Sp(M;) = mk;ll(kmc’iac’flk;ll)kmri_l = ric}ac’flri_l.
However computing kmc’iac’flk;ll is intractable without the knowledge of k;,.
Therefore it is difficult to compute S,,(M;). Next, we assume ¢; is polynomially
independent of k;,. Then riki;lciacflkmri_ 1 is still a function of k:i_nl and k;y,

hence computing S, (M;) is intractable by C. O

THEOREM 3.2. A-GKA protocol provides perfect forward security.

Proof. Suppose that all long term keys {ki, | i = 1,...,n—1} are compromised.
Then the adversary is able to compute a subset of {SaS™! | S C {ri,re, -+ ,7}}
where Sa.S~! means r;, - - -rilar;ll - -r;}cl for S = {ry,,---,ri }. However, by the
direct extension of 2-party key exchange scheme, it is intractable to find the group
key for the given set {SaS™!|S C {ri,ra, -+ ,rn}}. O

THEOREM 3.3. A-GKA is resistant to the known key attacks.
Proof. The protocol A-GKA is resistant to passive known-key attacks since the

session keys do not contain any information of long-term keys. Let S, (M;) be the
session key computed by each M;, S, (M;) = rikinciac;lk;llrfl fori=1,---,n—1
and S, (M) = rpepac, 17"; 1 where each ¢; is a quantity possibly known to the
adversary C. C also knows a subset of {SaS~!|S C {ry,---,7,}}. Using these
information, it is difficult to find k:mak;nl or k‘;llozkm. Therefore it is resistant to

the active known-key attacks. (]
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