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Abstract. This paper studies the relation among simulator-based and
comparison-based definitions of semantic security. The definitions are
considered in a more general framework than the ordinal one; namely, an
adversary is assumed to have access to prior information of a plaintext.
If the framework is restricted to the ordinal one, then all the security
notions considered in this paper, including indistinguishability, are shown
to be equivalent. On the other hand, the equivalence is not necessarily
valid in the general framework. In fact, it is shown that no encryption
scheme is secure in the sense of comparison-based semantic security in the
strongest forms. Furthermore, a sufficient condition for the equivalence
between semantic security and indistinguishability is derived.
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1 Introduction

The notion of semantic security is a direct formulation of the intuition of pri-
vacy|[8]. An encryption scheme is called semantically secure if any adversary (a
polynomial-time algorithm attacking an encryption scheme of interest) cannot
extract, from a given ciphertext, any non-negligible information about the cor-
responding plaintext. Hence this notion can be regarded as a computational
version of the perfect secrecy introduced in [11]. In considering provable security
of practical encryption schemes (e.g. [2,4, 12]), however, it is usually convenient
to employ, as the security goal of the systems, another security notion called
indistinguishability, which is rather artificial but equivalent to semantic security
(in the ordinary framework)[6,8, 13].
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To formalize semantic security, two different definitions can be used: namely,
the simulator-based and comparison-based definitions (see [3]). The simulator-
based definition requests that, for any adversary given a ciphertext, there exists a
polynomial-time algorithm, called a simulator, which succeeds in the attack (i.e.
can extract non-negligible information) without the ciphertext essentially as well
as the adversary. The comparison-based definition requests that any adversary
in possession of the ciphertext obtains no advantage over one which performs
only random guesses. Since random guesses can be regarded as a special case
of the simulation, the comparison-based notion may seem stronger than the
simulator-based one. On the other hand, in the simulator-based definition, there
1s no restriction on the computability of partial information which an adversary
wishes to extract[6, 8], while in the comparison-based one, the partial information
has to be efficiently generated and evaluated by a polynomial-time algorithm.
This may seem to show that the former is stronger than the latter.

Regarding the notion of non-malleability[5], it has been shown that the
simulator-based one is equivalent to the comparison-based one[3]. This paper
concerns the case of semantic security in a more general framework where prior
information of a plaintext is available to an adversary. The significance of adopt-
ing this framework stems from the following facts. First, from the practical point
of view, in most applications the plaintext may not be uniformly distributed and
its prior information may be accessible to an adversary (see [6]). Second, from the
theoretical point of view, investigating security notions in the general framework
may reveal more detailed and novel relation among them.

The results of this paper are as follows. If the framework is restricted to
the ordinal one, then all the security notions considered in this paper, including
indistinguishability, are shown to be equivalent. This can be seen as evidence
that our definitions in the general framework are consistent with the ordinary
ones. On the other hand, the equivalence is not necessarily valid in the general
framework. In fact, it is shown that there exists no encryption scheme which is
secure in the sense of comparison-based semantic security in the strongest forms.
However, that in weaker forms i1s shown to be equivalent to indistinguishability,
which gives a sufficient condition for the equivalence between semantic security
and indistinguishability.

2 Semantic security

In this section, we provide several definitions of semantic security; some are
based on simulator, and the others are based on comparison.
We begin with providing some definitions which will be used later.

Definition 1 (Public key encryption scheme). A public key encryption
scheme is a triplet of algorithms, PE = (K,&,D), such that

— the key generation algorithm K s a probabilistic polynomial-time algorithm
which takes a security parameter k € N and outputs a pair (pk, sk) of match-
ing public and secret keys,



— the encryption algorithm & is a probabilistic polynomeal-time algorithm which
takes a public key pk and a plaintext x and outputs a ciphertext y,

— the decryption algorithm D is a deterministic polynomial-time algorithm
which takes a secret key sk and a ciphertext y and outputs either a plaintext
x or a special symbol L to indicate that the ciphertext is invalid,

where Dy (Epp(x)) = x for all x and (pk, sk).

Definition 2 (Negligible function). A function ¢ : N — R, k — €(k), is
called negligible if

Ve > 03ke (k> ke = 0 < e(k) < k°).

Suppose here that we obtain partial information about a plaintext, and con-
sider the posterior distribution of the plaintext. The following definition is a
formalization of the sets of algorithms which sample the plaintext according to
the posterior distribution. As we will see in the next section, the computational
complexity of such sampling algorithms plays an important role in considering
the equivalence between semantic security and indistinguishability.

Definition 3. Let A and M* be algorithms and let ¢ be a function of N into R,
kv e(k) > 0. For k € N, consider

Experiment E(k)
(M,g) « A(k); &1 « M; w + g(x1); w0 & M* (M, g, w);

Then M* s called an e-conditional algorithm for A «f
Z|Pr[E(k) cxp =M =M g=¢ w=1u
—PrE(k) cay =alM =M g=¢ ,w=u]|<e

for any M', ¢' and w'. For given A as above,

M*(As€) = {M™|M~™ is an e-conditional algorithm for A},
M (A) = {M*|Fe(M™ € M*(A;€) A€ is negligible) },
Mu(Ase) = {M*|M* € M™(A;¢) AM* is computable in polynomial-time},
)

Mp(A) = {M*|Fe(M™ € Mp(A;€) A€ is negligible) }.

We now provide several results related to this definition.

Proposition 1. Let A be as in definition 3.

1. If g=¢, then M € M*(A;0).

2. If g 1s a byectwve function such that both g and g~ are computable in
polynomial-time, then M*(M, g, w):=¢g~*(w) € M*(A;0).

3. If#{x|x < M} is finile and g is deterministic, then there exists an algorithm
M* € M%(A;0).
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Proof. The proof is clear from the definition. a

Lemma 1. Let A and ¢ be as in definition 3, and suppose that M* € M*(A;e€).
Then

Z |Pr[E(l<7) cxy =z ANwg =2 = Pr[Ek):x1 =2 Nzg = l‘]| < 2e.

Proof. For given M', ¢’ and w', let p’ and p, denote
pr=PrEk): M=M,g=g w=1u,
po(x) = Pr[E(k) tzp = x|M = M', g = ¢, w =],
respectively. It is straightforward to verify that

Z |Pr[E(l<7) cxy=xAzg =2 = Pr[E(k):x1 =2 Nzg = l‘]|

= > Y VIn@role’) - piapo(e)]

= > > PIpi@)po(x’) — po(x)po(x’) + po(x)po(z’) — p1(z')po(x))|
<Y (Pr[E(k) : o = @']|p1 () — po(x)| + Pr[E(k) : 20 = 2]|p1(2') = po(a’)])

§2€ZP1‘[E(]<7) txo = 2] = 2¢,

where the last inequality follows from that in definition 3. This completes the
proof. a

Proposition 2. Let A be as in definition 3. If there exists a one-way function,
then there exists a polynomial-time algorithm A such that M (A) = 0.

Proof. Let g be a (deterministic) one-way function, and A be an algorithm which
takes k and outputs ({0, 1}f;, g), where Xy denotes the uniform distribution over
the set X. Suppose that M7} (A) is not empty. Let M* be an element of M} (A),
and € be a negligible function such that M* € M%(A;¢). For k € N, consider
Experiment FE(k)

Pr({0, 135, 9) « A(k); 21 {0,135 w & g(@1); 2o = M*({0, 1377, g, w);
Then

Pr[E(k) : o € g~ (w)] = Pr[E(k) : g(xo) = w]
:ZPr[E(k) cxp=ax Axg = 2 |Pr[E(k) : g(2)) = w|zy = 2 Axg = 2]

>Pr[E(k) : g(z1) = w] — 2 =1 — 2¢,

where the inequality follows from lemma 1. This contradicts the one-wayness of
g, so the proposition follows. a



The notion of semantic security was first introduced in [8], and later refined
in [6]. The definitions formalize the intuition of privacy that whatever can be
efficiently computed about a plaintext from its ciphertext can also be computed
without the ciphertext. The following definition is slightly modified from the
original definition[6]. Another version of the definition and related results can
be found in [6]. See also [7] for a more general attacking model.

Definition 4 (Simulator-based semantic security). Let PE = (K,€,D)
be an encryption scheme. Let A be a polynomial-time adversary and A’ be a
polynomial-time algorithm which simulates A (A is called a simulator of A). Let
F be a probabilistic function. For atk € {cpa, ccal,cca2} and k € N, consider

Experiment Exp;,sgs;f%ﬁ(k)
(pk, sk) « K(k); (M, h,sg,s1) < A?l(')(pk’); x — M;
Yy Epn(2); 2 h(2); t + (s0,81,2); v A?Q(')(t,y);
if (F(v 2, M, h,sg) =1 Av#¢€) thend + 1 else d « 0;
return d
Experiment Exp;jgssz?(k)
(M, h,sg,s1) < Al(k); 2 « M; z < h(z); t + (so,s1,2); v < AL(t);
if (F(v 2, M, h,sg) =1 Av#¢€) thend + 1 else d « 0;
return d

Here € is the empty string, |¢| = |2'| for any z, &’ <+ M, and A is assumed to
have access to the oracles O1(-) and Oa(-) as follows:

O1()=e()  and Os()

01() = Dsk() and 02()
01() = Dsk() and 02()

) foratk =cpa
) foratk = ccal
D;i(-) for atk = cca2

(-
(-

where €(+) is the function which, on any input, returns £. In the case of CCAZ,
As 15 prohibited from asking its oracle to decrypt y. Let

AVEEZE (k) = [Pr{BXRE () = 1) = PrlBsoRe S () = 1]

where the probability is taken over the internal coin tosses of all the algorithms
and function. Then P& is said to be secure in the sense of SSS-ATK if

VAIFAVE (Advipg " p(k) is negligible). (1)

We note that the function F' in the above definition is implicit, and so the def-
inition gives a stronger notion than the conventional one. However, as long as
we consider the ordinal framework, these definitions are shown to be equiva-
lent. The following lemma, whose proof is essentially based on the implicitness,
plays an important role in the reduction from simulator-based definitions to
comparison-based ones.



Lemma 2. Let A and A’ be algorithms, and F be a function. For k € N, con-

sider
Experiment E(k)

a— A(k); o « A'(k);

Define Advy a1 and Adv g ar by
Advg arp = |Pr[E(k) : F(a)
Advaar =Y |Pr[E(k) s a=a] - Pr[E(k) : ' = d]

a

I
=
|
-
—
b
—
e
=
"
—
o
—
I
=

respectively. Suppose that for any F', Adva ar r s negligible. Then Advy ar is
also negligible (i.e. the distribution of a is statistically indistinguishable from that
of a').

Proof. Let Ay be
Ay ={a|Pr[E(k) : a=a] > Pr[E(k) : ¢’ = a]}.

From the assumption, it follows that for the function F' defined by

F(a):{l a€ Ay,

0 otherwise,

there exists a negligible function € such that

Advaarr= Y [Pr[E(k):a=a] - Pr[E(k): a' =a]
€Ay

<e.

Similarly, it can be shown that there exists a negligible function ¢’ such that

> |Pr[E(k) a=a]— Pr[E(k):d =a]| < €.
agAy
The lemma readily follows from the above inequalities. a

Next we give a comparison-based definition of semantic security and that of
indistinguishability.

Definition 5 (Comparison-based semantic security). Let P€ = (K,&,D)
be an encryption scheme and let A = (Ay, As) be a polynomial-time adversary.
Let M4 be a plaintext-sampling algorithm. For atk € {epa, ccal, cca2}, b € {0,1}
and k € N, consider

Experiment Exp;s;;a;;_b( )
34Ly A

(pk, sk) « K(k); (M, h,s) « A?l(')(pk’); r1 — M; z + h(x1);

t e (s,2); ¥y Epr(zr); (v, f) « A?Q(')(t,y); Zg MA(M,h,t);
if v = f(xp) then d + 1 else d + 0;

return d



Here |x| = || for any x, 2" < M, and A is assumed to have oracle access as in
definition 4. Let

css—atk css—atk— css—atk—
Avas’ijwA(k) = |Pr[ExpP8’A§WA1(k’) =1]— Pr[ExpPs’A;V[AO(k) =1]|,
where the probability is taken over the internal coin tosses of all the algorithms.
Then PE 1s said to be secure in the sense of CSS-ATK if

YAIM, (Adv;j;;fng(k) is negligible). (2)
Definition 6 (Indistinguishability). Let P& = (K,&,D) be an encryption
scheme and let A = (A1, A2) be a polynomial-time adversary. Let My be a
plaintext-sampling algorithm. For atk € {cpa,ccal,cca2}, b€ {0,1} and k € N,
consider
ind—atk—>b
PEAMA (k)
(pk, sk) « K(k); (xo, 21, h,s) + A?l(')(pk’); a+{0,1}y; 2 < h(zq);
t (s,2); y < Epplaa); 11 A?Q(')(t,y); vy MA(xo,xl,h,t);
if vp = a then d + 1 else d + 0;
return d

Experiment Exp

Here |xzo| = 1], and A is assumed to have oracle access as in definition j. Let

ind—atk _ ind—atk—1 _ _ ind—atk—0 _
AvaE’A’MA(k') = Pr[EXpPE’A’MA (k) =1] Pr[EXpPE’A’MA (k) =1],
where the probability is taken over the internal coin tosses of all the algorithms.
Then PE 1s said to be secure in the sense of IND-ATK f
v ind—atk : -

VYATM 4 (Ade;&AilMA(k) is neglzgzble). (3)
We note that the above definitions are weaker than the conventional ones (see
e.g. [1]), because a plaintext-sampling algorithm is used instead of the random
guessing algorithm (i.e. the algorithm M itself). However, as long as we consider
the ordinal framework, the above definitions turn out to be equivalent to the
conventional ones.

As we will see in the next section, the above comparison-based definition
of semantic security is too strong to be considered in the general framework,
because there exists no encryption scheme secure in that sense. Hence, we provide
several weaker definitions.

Definition 7. Let the security notion GOAL-ATK be defined in the same way
as definition 4. Then

1. P& s called secure in the sense of GOALy-ATK if M s restricted to
{wo, w1} with |wo| = |24,
2. PE is called secure in the sense of GOALg-ATK if formula (1) is replaced
by
VAVFIA (Advipi "0 o (k) is negligible), (4)



3. PE s called secure in the sense of GOALp-ATK f F is restricted to such
that

APV MYA(F (v, 2, M, h,so) = 1 & v = F(z, M, h,s0) A Mp(Ar) # 0),
where Ap s defined by

Algorithm A?l(')’oﬂ')(k’; K, A, F)
(pk, sk) — K(k); (M, h, so,s1) < A7* (pk);
F* F*(x)::ﬁ(x,M,h,so);
return (M, F*

Definition 8. Let the security notion GOAL-ATK be defined in the same way
as definition 5. Then

1. P& s called secure in the sense of GOALy-ATK if M s restricted to

{@o, 21}y with x| = |24],
2. P& is called secure in the sense of GOALg-ATK if Exp;s;_AazS_b is replaced
34Ly A
by

Experiment Exp;sgs ;ajg_b(k')
IRES] A

(pk,sk) « K(k); (M, f, h,s) « A?l(')(pk’); 21— M; 2 + h(x1);
t (s,2); y  Eplzr); v A?Q(')(t,y); Zg MA(M,h,t);

if v = f(xp) then d « 1 else d « 0;

return d

3. P& 1s called secure in the sense of GOALp-ATK if f 1s restricted to such
that M5 (Ay) # 0, where Ay is defined by one of the followings:

Algorithm A?l(')’oﬂ')(k’; K, A)
(pk, sk) = K(k); (M, h,5) « AT (ph); @ = M; = h(z);
t (s,2); y < Eppla); (v, f) « A?Q(')(t, Y);
return (M, f)
Algorithm A?l(')(k'; K, A)
(pk.sk) & K (K); (M, f.h,s) « AT (pk);
return (M, f)

Definition 9. Let the security notion GOAL-ATK be defined in the same way
as above. Then P& is called secure in the sense of GOAL-ATK if h is restricted
to such that M5 (Ap) # 0, where Ay, is defined as

Algorithm Afl(')(k’; K, A)
(P, sk) = K(k); (M, h, s) < AT (pk);
return (M, h)

We note that, if h is empty (i.e. if the framework is ordinary), then M € M3 (A45)
(proposition 1(i)), and so M5 (Ay) # 0.



3 Relation among the definitions

In this section, we investigate the relation among the definitions given in the
previous section. Before we turn to the general framework, we first confirm that
these definitions are proper; for this purpose, we show that all the definitions
given in the previous section are equivalent in the ordinary framework.

Theorem 1. (i) SSS'-ATK = SSS ysp-ATK, (it) SSS pysp-ATK = CSS'-
ATK, (m) CSS"-ATK = CSS ysp-ATK, (w) CSS' ysp-ATK = SSS'-
ATK.

Proof. (i), (iii) The proof is trivial from the definitions.

(ii) Suppose that an encryption scheme P& = (K,&,D) is secure in the
sense of SSS ysp-ATK. Let B = (By, Bs) be a CSS'-ATK adversary. Let
M* be an element of M%(Ap(k; K, B)), and € be a negligible function such that
M* € M3 (An(k; K, B),€). By using B and M*, let us construct the S5 pr 5 -
ATK adversary A = (A1, As) as

Algorithm A?l(') (pk) Algorithm A?Q(')(t, )
(M, h,5)  BY V) (pk); (v, ) & By ((s,2). )
r1 — M; 2« h(z1); if v = f(x1) then d « 1 else d + 0;
g — M* (M, h,z); return d
S1 (Sa Ty, Z)a
return ({zo,21}v,e(), ¢, 51)

css—atk

Note that we can assume without loss of generality that Adv3: 5" (k) > 0. In

fact, for the case when Adv%sgs}”k(k) < 0, we may change the output d to d,
the inversion of d, in the construction of the algorithm A,. Now it is convenient
to denote by E(k) the experiment

Experiment FE(k)
(pk,sk) « K(k); (M, h,s) « B?l(')(pk); r1 — M; 2« h(z1);
t(s,2); 20— M™ (M, h,2); 1 < Epr(21); Yo < Epr(20);

(v, f1) « BVt m); (vo, fo) « BY*V(t,wo);
We will show that the advantage
AdVggs,_Ba,tJ\lj[*(k) = Pr[E(k) s vi = fi(z1)] = Pr[E(k) 1 v1 = fi(zo)]
is negligible. For this purpose, we consider the function F given by
i 1 for M ={xg,z1tv,h=2(),s0 = ¢ and & = 21,

F(z,M,h,50) =< 0 for M ={xo,z1}r,h =¢(-), 50 = ¢ and « = =y,
¢  otherwise.



Then the probability that A succeeds in the attack 1s written as

Pr[Exp;j;;‘fj:(k) =1]

_ l(l(pr[E(k) oy = fi(x)] 4+ (1= Pr[E(k) : v = fi(20)]))

2\2
%(Pr[E(k’) cvg = fi(zo)]+ (1 =Pr[E(k) : v = fo(xl)])))
> L(PE(K) v = o]+ (= PHLER) 01 = filzo)]) — )
= L AR () — e

where the inequality follows from lemma 1. On the other hand, for the above F,
the probability that A’ succeeds in the attack is written as

Pr[Exp;j;;%f’; (k) =1]

= Pr[(M, h, s0,51) < Al (k); 2 < M; v < A5((s0, 51, h(z))) :
v=F(x, M, h, so) Av#e]

< Pr[({zo, z1}u,e(0), e, 81) < AL (k); & + {xo, z1}u; v« AL((g, 51,¢)) :
v=F(x,{xo, 21}v,2()),¢)]

= Pr[({zo, z1}u, (), e, 81) < AL(k); b« {0, 1}p; v AL((e,51,¢)) :
b=1Av=1V({b=0Av=0)]

N | —

1
= §Pr[({x0,x1}U,6,50,51) — Al (k); v AY((g,51,8)) v =1Vv=0] <
Hence, we obtain
sss—atk 1 1 css—atk
Advpe 0 p(k) + 5¢ > §AdV7>£,B,M*(k’) (>0)

for any A’. Since P& is supposed to be secure in the sense of SSS’ ysp-ATK,
the advantage Adviss ' (k) is negligible for some A’, and so Advi: 4. (k)
15 also negligible. This shows that, for any CSS'-ATK adversary B, there exists
Mp(M,h,t) = M*(M, h,z) such that AdV?;;_Ba’tJSB(k) is negligible. Thus the
assertion (ii) follows.

(iv) Suppose that an encryption scheme PE = (K,&,D) is secure in the
sense of CSS ysp-ATK. Let B = (B, Ba) be an SSS'-ATK adversary. Let

M* be an element of M%(Ax(k; K, B)), and € be a negligible function such that
M* € M%(Ap(k; K, B),¢). By using B and M*, let us construct the C'SS" yrsp-



ATK adversary A = (A1, As) as

Algorithm A?l(')(pk) Algorithm A;%(')(t,y)

(M, h, s0,51) < B0 (ph); v BV ((s,2), ) b« {0, 1}u;
r1 — M; 2 + h(z1); Up eB?Q(')((s,z),Spk(l‘b)); B
g — M* (M, h,z); if v/ = v, then v < b else v & b;
5%(50,51,l‘0,l‘1,2); return v

1 forz =z,
Fe f(x)_{ 0 for x = zg;
return ({zo,z1}uv, f,e(-),s)

Furthermore, let M4 be a plaintext-sampling algorithm for A, and, by using B
and M*, let us construct B’ = (B}, B}) as

Algorithm B/ (k) Algorithm B (1)
(pk', sk’) « K(k); = M*(M, h,2); y < Eppi(2);
(M, h,sg,s1) B?l(')(pk’); Ve (s,2); v+ Bg%(')(t’, Y);
sy (s1,pk', sk’, M, h); return v

return (M, h, sp, s})

Note that B’ can answer queries from B because it has the secret key sk’. It is
now convenient to denote by F(k) the experiment
Experiment FE(k)

(pk, sk) « K(k); (M, h,sg,s1) < B?l(')(pk); 21— M; 2 + h(x1);

t < (s0,81,2); xo ¢ M (M, h, 2); y1, 9y  Epr(21); Yo = Epr (20);

v B2 O ) v BY2O (1t 0h); w0+ BV (1, yo);
Here we introduce the random variable R to denote the triplet of the random
variables M, h and ¢ (i.e. R = (M, h,t)). Furthermore, let X and R be the set of

all possible assignments of # and R respectively, and let 2 =X x A x R. Here,
if we define the mapping of 2 into R, p: 2 — R by

p(mo,my, ) = Prleg = mg, 21 = my, R =],

then the triplet P = (§2,2% 1) constitutes a discrete probability space. Let V
be the set of all possible values of v, the output from Bs. For v € V, we define
the random variables on P, X, and Y,, by writing

Xy = p1(v|mo, my, r) — po(v|mo, my, ),

Y, = qi(v|mo, m1, ) — go(v|mo, my, 7),
where

po(vimo, my,r) = Pr[E(k) : vp = v|2g = mo, 21 = my, R=7],
w(v|mo, my, ) = Pr[E(k) : F(v,ze, M, R) = l|zg = mg, 21 = my, R=17].



Then Pr[Exp;sgs;a?S—l(k) = 1] and Adv?jgsjga?, (k) are now expressed, in terms
AM 4 2B

of X, and Yy, as

css—atk— 1 1 1
PrBxpiss 4k = 1] > o 5 30 X2 - 5

PEA M, 9 v
veV
588—a 1
Advps i p(k) < 5 )0 EulX Yl +e,
veV

where E,[-] denotes the expectation with respect to the probability measure g,
and the inequalities follow from lemma 1 as before. The above expressions may
facilitate the comparison between the advantages. In fact 1t is easy to see that

B XAE[Y2) + BBV > 2B,[X, V) EuX, YVa].

Furthermore, since ¢y and ¢; are conditional probabilities, it can be shown that

Yo B2

veVY

On the other hand, since the output from M, is independent of that from A,
we obtain

Pr[Exp;jgxﬁgzo(k) =1]<

as in the proof of (ii). These inequalities give that

css—a sss—a 2

2AdV7)£7A§SA (k) + 2¢ Z (Advpg,B,g’,F(k)) .

Since PE is supposed to be secure in the sense of CSS' pyrsp-ATK, the advan-

tage Adve S~ % (L) is negligible for some My, and so Advss " p(k) is also
s 41, IVEA 1 )

negligible. Hence the theorem follows. a

Corollary 1. All the security notions with prime are equivalent.

Proof. The proof readily follows from the above theorem, together with theorem
2, which shows the equivalence between comparison-based semantic security (in
weaker forms) and indistinguishability. a

Having observed the relation among the definitions in the ordinary frame-
work, we now examine the relation in the general framework. The results are
summarized in figure 1. We first show that comparison-based semantic security
in some weaker forms is equivalent to indistinguishability.

Theorem 2. (i) CSSyp-ATK = CSSysp-ATK. (ii) CSSysp-ATK =
IND-ATK, (m) IND-ATK = CSSyp-ATK.

Proof. (i) The proof is trivial from the definitions.
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iCSSsi CSSy CSSp SSSwm SSSs SSSrF
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Fig. 1. Relations among security notions in the general framework. The arrow from
X toY, X = Y, shows that the security notion X-ATK implies the security notion
Y-ATK . No encryption scheme is secure in the sense of the boxed notions.

(i) Suppose that an encryption scheme PE = (K, &, D) is secure in the sense
of CSSysp-ATK. Let B = (B, B2) be an IND-ATK adversary. By using B,
let us construct the C'SSygp-ATK adversary A = (A1, Aa) as

Algorithm A?l(')(pk) Algorithm A;%(') (t,y)
(zg, 21, h, 5) HB?I(')(pk); v 9352(')((5,,2),3/);
s' (s, 0, 21); return v

|1 for x==m,
f%f(x)_{o for x = xy;

return ({zo, z1}v, f, b, s')

Let MA({l‘o, z1}u, h,t) be a plaintext-sampling algorithm for A. Consider the
plaintext-sampling algorithm for B given by

Mp(2q, 21, h,t):=Ma({zo, z1}u, b, (s, 2)).
It then follows that

1 ,
css—atk _ ind—atk
AdVPE,A,MA(k) = §Adv7>£,B,MB(k)'

Since P& is supposed to be secure in the sense of C'SSyy s p-AT K, the left-hand
side is negligible for some M4, and so the right-hand side is also negligible. Thus
the assertion (ii) follows.

(iii) Suppose that an encryption scheme PE = (K,&,D) is secure in the
sense of IND-ATK. Let B = (B, Ba) be an S5Sy p-ATK adversary. Let M*
be an element of M} (Af(k; K, B)), and € be a negligible function such that
M* € M%(A¢(k; K, B),€). By using B and M™*, let us construct the IND-ATK
adversary A = (A4, Az) as

Algorithm A?l(') (pk) Algorithm A?Q(')(t, )
(o enyo hos) = B O ) | (0f) = BY*U((5,2).):
s' ¢ (s, 0, 21); z & M*({zo, z1}u, f,v);
return ({#o,21}v, h,s) if x = xy then d + 1 else d « 0;

return d



Let My (g, 21, h, 1) be a plaintext-sampling algorithm for A. Consider the plaintext-
sampling algorithm for B given by

Mp ({20, 21}v, h,t):=M4 (2o, 21, h, (s, 2)).

It then follows that

ind—atk css—atk
AdVPE,A,MA(k)+€> Ad 7DEBMB(k’)
Since P& is supposed to be secure in the sense of IN D-AT K, the left-hand side
is negligible for some M4, and so the right-hand side is also negligible. Hence
the theorem follows. a

The following theorem can be shown in the same way as above.

Theorem 3. CSSsp-ATK = CSSp-ATK,

Proof. Suppose that an encryption scheme PE = (K, £, D) is secure in the sense
of CSSgp-ATK. Let B = (By, B2) be a CSSp-ATK adversary. Let M* be an
element of M%(Af(k; K, B)), and € be a negligible function such that M* €
Mp(Ap(k; K, B),€). By using B and M™, let us construct the C'SSgp-ATK
adversary A = (A4, Az) as

Algorithm A?l(')(pk’) Algorithm A 2() (t, )
(M. hys) « BYOk): | (0,0) < B5*U(t,y);
e )= l‘%M*(M f,v),
return (M, f', h,s) return z

Let M4 (M, h,t) be a plaintext-sampling algorithm for A. Consider the plaintext-
sampling algorithm for B given by

Mp (M, h,t):=M4(M, h,t).
It then follows that

css—atk css—atk
AvaE’A’MA(k)—|—€> Ad 7DEBMB(k)
Since P& is supposed to be secure in the sense of C'SSsp-ATK, the left-hand
side is negligible for some M 4, and so the right-hand side is also negligible. This
completes the proof. a

Next we consider the relation between simulator-based and comparison-based
definitions of semantic security.

Theorem 4. (i) SSS-ATK = CSSp-ATK, (ii) SSSy-ATK = CSSpyp-
ATK.



Proof. (i) Suppose that an encryption scheme P& = (K, &, D) is secure in the
sense of SSS-ATK. Let B = (By, Bs) be a CSSp-ATK adversary. Let M*
be an element of M} (Af(k; K, B)), and € be a negligible function such that
M* € M4 (Af(k; K, B),¢€). By using B and M*, let us construct the SSS-ATK
adversary A = (A4, Az) as

Algorithm A?l(') (pk) Algorithm A;%(') (t,y)
(M, hys) = B O (pk)s | (0,0) < B ((s,2), 9);
Sg ¢ 8; 81 « M; z— M*(M, f,v);
return (M, h, sg, s1) return z

Let A" = (A}, AS) be a simulator of A. Consider the plaintext-sampling algorithm
for B given by
Algorithm Mp (M, h,1)

z — AL(t);

return x
Since P& is supposed to be secure in the sense of SSS-ATK, it follows from
lemma 2 that the distribution of the output from A is statistically indistinguish-
able from that from A’. Therefore there exists a negligible function € such that

css—atk
¢ +2¢> Adv %ij (k),

where the inequality in lemma 1 has been used. This shows that Advess—%% (k)
PE,B, Mg
is negligible.
(i) Tt is clear that the above proof is applicable only by replacing M by

{@0, 21}u. Hence the theorem follows. a
Theorem 5. CSSyp-ATK = S5Sysp-ATK,

Proof. Suppose that an encryption scheme P& = (K,&,D) is secure in the
sense of CSSyp-ATK. Let B = (B1,Bs) be an SSSprsp-ATK adversary,
and F be a function such that M}S(Af(k’;lC,B,F)) + 0. Let M* be an ele-
ment of M}B(Af(k;lC,B,F)), and ¢ be a negligible function such that M* €
M}B(Af(k;lC,B,F),e). By using B, I and M*, let us construct the C'SSysp-
ATK adversary A = (A1, As) as

Algorithm A?l(')(pk’) Algorlthm A (t )
({zo, w1}0, by so,s1) « BYOpk); | v BY <;y>
s + (s0,81); fef( V:=F(x,{xo, x1} v, h, s0);
return ({zo,21}v, R, $) return (v, f)

Let MA(l‘o, z1, h,t) be a plaintext-sampling algorithm for A. Consider the sim-
ulator of B given by

Algorithm B/ (k) Algorithm B (1)
(pk', sk') < K(k); l‘%MA({JL‘O,M}U,]%(50,51,2));
({zo,x1}v, s, s1) < BYO k') | v e Fla, {xo, 21}y, b, s0);
sy (s1,pk', sk’ {xo, 21}, h); return v

return ({0, 21}v, b, so, 57)



It then follows that

css—atk _ sss—atk
AdVPE,A,MA(k) - AdVPE,B,B’,F‘(k)'

Since P& is supposed to be secure in the sense of C'SSy p-ATK, the left-hand

side 1s negligible for some M4, and so the right-hand side is also negligible. O

Finally, we show that no encryption scheme is secure in the sense of comparison-
based semantic security in the strongest forms. This shows that there exist (triv-
ial) separations among the security notions considered in this paper.

Theorem 6. No encryption scheme is secure in the sense of CSSg-ATK and
also CSS-ATK.

Proof. The existence of a secure encryption scheme implies that of a trapdoor
one-way function. Thus the theorem follows from the following lemma. a

Lemma 3. If there exists a one-way function, then no encryption scheme secure
wn the sense of CSSg-ATK exists.

Proof. Let g be a (deterministic) one-way function. Consider the C'SSg-ATK
adversary given by

Algorithm A?l(') (pk) Algorithm A;%(') (t,y)
M < M:={0,1}*; v 2
feg, hg, sy, return v
return (M, f, h,s)

Let MA(M, h,t) be a plaintext-sampling algorithm for A. Tt follows from the
above construction that

Pr[Exp;jgs::;;;O(k) =1]= Pr[Exp;jgs::;;;l(k) =1]- AdV;j;;(fz\;A(k)

_ css—atk
=1 - Advis o (k).

Thus, if Advgg;ajé (k) is negligible, then M, outputs z € ¢~ %(z) with non-
1 4Ly A

negligible probability. This contradicts the one-wayness of g, so the lemma fol-

lows. a
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