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Abstract. In this paper, we show that the Nalla-Reddy’s one round ID-
based tripartite authenticated key agreement protocols are still insecure
against the man-in-the-middle attacks. We also break the Nalla’s ID-
based tripartite authenticated key agreement protocol with signatures.
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1 Introduction

Joux [2] proposed an one round tripartite Diffie-Hellman key agreement pro-
tocol based on the Weil paring. Like the basic Diffie-Hellman key agreement
protocol, it also suffers from the man-in-the-middle attacks because it does not
attempt to authenticate the communicating entities. Al-Riyami and Paterson
[5] proposed one round tripartite authenticated key agreement protocols which
are designed to avoid the man-in-the-middle attacks by incorporating certified
public keys. Nalla and Reddy [4] proposed three one-round tripartite ID-based
key agreement protocols, ID-AK-1, ID-AK-2 and ID-AK-3, fusing the ideas of
both ID-based approach and the tripartite key agreement protocol of Joux. In
this paper, we show that the Nalla-Reddy’s ID-based key agreement protocol
are still insecure against the man-in-the-middle attacks. Recently, two ID-based
tripartite authenticated key agreement protocols with signatures were proposed
[4,6]. We break the Nalla’s ID-based tripartite authenticated key agreement pro-
tocol with signatures. We also present a selective forgery on the signature used
in the Nalla’s protocol.

2 Tripartite ID-based key agreement protocols

e Setup : Choose a large prime p such that p = 2 (mod 3) and p = 6¢ — 1 for
some prime ¢. Let E be a supersingular curve defined by y? = 2% + 1 over F,,.
Let H; and H be a collision resistant hash function Hy, H : {0,1}* — F,. Let
ttq be the subgroup of IF;;Q contains all elements of order g. The modified Weil
pairing is defined by

e:Gyx Gy — g, €(P,Q)=e(P,¢(Q))



where ¢(z,y) = (Cz,y), 1 # ( € F, is a solution of 23 —1 =0 (mod p) and
Gq is a group of points with order g. Let P be a generator of Gy. The key
generation center (KGC) chooses a random s € Z; and set Pxgc = s - P. The
KGC publishes the system parameters < p,q, F, P, Pkcc, €, H1, H > and keep
s as a secret master key, which is known only by itself.

¢ Private key extraction : A user submits his identity information 7D to KGC.
KGC computes the user’s public key as Q;p = H(ID) and returns S;p = s-Qrp
to the user as his private key.

2.1 Nalla-Reddy’s ID-based key agreement protocol, ID-AK1

Now, we describe Nalla-Reddy’s ID-based key agreement protocol, ID-AK1. A, B
and C respectively choose random numbers z, y and z and compute Ry = x - P,
Rp =y-P and Rc = z- P and broadcast these values. Once the communication
is over, A, B and C' computes K 4, Kg and K¢ as follows, respectively.

Ky =¢é(Rp,Rc)” - é(Qa, Pxac) - €(@s, Prac) - €(Sa, P),
Kp =¢é(Ra,Rc)Y - é(Qa, Prge) - €(Qc, Prac) - €(Sg, P),
K¢ =é(Ra,Rp)* - é(Qa, Prac) - (@B, Prac) - €(Sc, P).

By bilinearity of the Weil pairing, all entities share the session key K = é(P, P)*¥*.
e(Qa+Qp+Qc,P)*.

2.2 Nalla’s ID-based key agreement protocol with signatures

We describe Nalla’s ID-based key agreement protocol with signatures. The iden-
tities of A, B and C are ID4, IDpg and ID¢, respectively. Their public keys
and private keys are as follows;

A’s public key : Qa4 = Hi(IDj4), private key: Sqa=s-Qa
B’s public key : Qg = Hi(IDp), private key: Sg=s-Qp
C’s public key : Q¢ = H1(ID¢), private key : Sc =s-Qc.

A, B and C respectively choose random numbers a, b and ¢ and compute Uy =
a-P, Up =b-Pand Us = ¢+ P. A, B and C generate their signatures
Vi = ail(H(UA) . SA), Vg = bil(H(UB) . SB) and Vo = Cil(H(Uc) . SC),
respectively and broadcast these values.

n

(1) A: Us=a P, Va=a"'(H(Ua)-
(2) B: Ug=b-P, Vg=b"'(H(Up)-
(3) C: Uo=c P, Vo=c'(H({Uc)-
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A verifies

e(Us,VB)e(Uc, Vo) = é(Prac, H{Up)Qp + H(Uc)Qc).

If the equation holds, then A computes ka = é(Up, Uc)?® = é(P, P).
B verifies

e(Ua,Va)e(Uc, Vo) = é(Prac, HUA)Qa + H(Uc)Qc).

If the equation holds, then B computes kg = é(Ua, Uc)® = é(P, P)**.

C verifies
é(Ua,Va)ée(Up,VB) = é(Pkac, H{Ua)Qa + H(Up)QB).

If the equation holds, then C' computes ko = é(Ua, Ug)® = é(P, P)*c.

3 Cryptanalysis of tripartite ID-based key agreement
protocols

3.1 Man-in-the-middle attacks on the ID-AK-1

An adversary E creates ephemeral private keys z/, ¥’ and z’. And E replaces
Ra, Rp and Re with Ry =2’ - P, Ry =y’ - P and R, = 2’ - P, respectively.
Then A, B and C form session keys K 4, Kp, and K¢ as follows, respectively.

K = (R BL)" - e(Qa. Prcac) - Qs Prccc) - €(Sa. P).

e(P,P)"* -¢(Qa+Qp+ Qc, Prac)

Kp = é(R),,R;)Y - é(/Q,;hPKGC) -é(Qc, Pxagc) - é(SB, P),

e(P,P)"¥* -¢(Qa+Qp + Qc, Prac)

Ke = é(R)),R5)? - é(Qa, Prace) - é(Qp, Pkae) - €(Sc, P)
= é(P,P)"Y*.8(Qa +Qp + Qc, Prao).

Then E who knows the values z’, ¢’ and 2’ is also able to compute these session
keys from known values as follows ;

i

Ka =é(Ra, P)y,z/ - é(Qa+Qp+Qc, Pxco),
Kp = é(RB,P)m/ZI -é(Qa+ QB+ Qc, Praco),
Ko =é(Ro,P)"Y -é(Qa+ QB+ Qc, Prac).

When A subsequently sends a message to B and C encrypted under key K4,
FE deciphers it, re-enciphers under Kg and K¢, and forwards them to B and
C, respectively. Similarly, £ deciphers messages encrypted by B or C under
Kp or K¢, and re-enciphers them under K4. Then A, B and C believe they
communicate securely, while E reads all traffics.



3.2 Impersonation attacks on the Nalla’s protocol with signatures

An adversary E randomly chooses a € Zj and computes
Ua=—a-Qa

VA = a_l(H(UA) . PKgc).

Then E broadcasts these values masquerading A. We denote E 4 the adversary
FE masquerading A.

(1) Ep: Ug=—a-Quau, VAza_l(H(UA)'PKgc)

B Ugp=b-P, Vg=b"'(H(Up)Sp)
(3) C: Uc=c P, Vo=c YH(Uc)" Sc)

On receiving the messages, B verifies
e(Ua,Va)é(Uc, Vo) = é(Prce, H(Ua)Qa + H(Uc)Qc)-
The equation holds, since

é(Ua,Va)é(Uc,Ve) = é(—a-Qa, a " (H(Ua) Pxcc))é(c- P, ¢ H(H(Uc)- Sc))

é(Qa, P)~HWUAse(p,Qc)HUe)s

é(P, Q)T UA)se(P,Qc)H (Ve

= é(Pxac, HUA)Qa + H(Uc)Qc).

Then B computes kg = é(Ua, Uc)® = é(P, P)**.

C verifies é(Ua,Va)é(Up, Vi) = é(Pxac, HUA)Qa+ H(Up)Qp). The verifica-
tion also holds, and then C' computes k¢ = é(Up, Uc)® = é(P, P)abe.

E can calculate the session key k(= kp = ko) by computing é(Up, Ug)®* =
é(P, P)®¢ since a is generate by herself. Finally, E can succeed to impersonate
A to B and C as well as the session key retrieval. Trivially, the protocol is
insecure against the man-in-the-middle attacks. In fact, the weakness of the
protocol against such active attacks is due to the fact that anyone who does not
know each other’s private key (Srp) can generate a valid pair (Ua, V) by using
the bilinearity and alternativity (é(P, Q) = é(Q, P)~!) of the pairing. Thus, the
protocol is totally broken.



3.3 Selective forgery of the signature used to the Nalla’s protocol

The signature scheme used in the Nalla’s protocol is as follows.

e Signing To sign a message m = a - P, the signature of m is computed to be

V= a’l(H(UA) . S]D).

e Verification On receiving a message m and signature V', the verifier accepts
the signature if and only if the following equation holds

é(m,V) = é(Prgc, H(m) - Qip).

Suppose that an adversary F eavesdrops on a communication among A, B
and C. For a known pair (Ua =a- P, V4 =a *(H(Uj4)-Sa)), she can forgery
A’s signature for a class of messages which have the form U/, = o’Us = - aP
for an arbitrary a’ as follows;

Vi = a HUDHUA) WVa = aa  H(UY) - Sa.
Then the verification holds,

é(U,IL\a VA) = é(alaP7 a/_la_1H<U1l4) ’ SA)

= &(P, Qa)TWa) = ¢(Prge, HUY) - Qa).

Thus, anyone who has obtained a valid pair (U4, V) can forgery for the messages
of the form o’ - Uy for an arbitrary a’.

3.4 Modified ID-based tripartite key agreement protocol with
signatures

A, B and C respectively choose random numbers a, b and ¢ and compute
(Ua,Va) (Up,Vg) and (Ug, V) and broadcast these values.
(1) A: Ua=a-P, VAZH(UA)'SA—I-CL-PKGC
(2) B: UB Zb'P, VB :H(UB)'SB+Z)'PKGC
(3) C: Usg=c-P Vc:H(Uc)~Sc+C~PKGC
A verifies
é(V + Ve, P) = é(Prae, H(Up)Qp + H(Uc)Qc + Up + Uc).

If the equation holds, then A computes ky = é(Up, Uc)® = é(P, P)*°.



B verifies
e(Va+ Ve, P) = é(Prco, HUa)Qa + H(Uc)Qc +Ua + Uc).
If the equation holds, then B computes kg = é(Ua, Uc)® = é(P, P)**.

C verifies
é(Va+ Vg, P)=é(Pgco, H(Ua)Qa+ H({Up)Qp +Ua + Up).
If the equation holds, then C' computes ko = é(Ua, Up)® = é(P, P)*.

4 Conclusion

The weakness of the ID-AK-1 against the man-in-the-middle attack is due to
the fact that the protocol still does not provide the implicit key authentication
attribute. In fact, to provide the implicit key authentication attribute, each entity
should be assured that no other entity aside from specifically identified entities
can possibly learn the value of a particular secret key. However, in ID-AK-1,
anyone who knows Pk o can compute é(Qa+Qp+Qc, Pkcc) even though the
value should be calculated by only ones who knows the corresponding private
keys S4, Sp or Sc. Thus, the protocol cannot overcome the flaw of lack of
authentication in the Joux’s protocol. Also, we can easily see that ID-AK-2
and ID-AK-3 are totally broken by only eavesdroppers (in fact, it was showed
by Chen in [1]). So, we need not analyze the security of the protocols against
several active attacks including the man-in-the-middle attacks.

We have broken the Nalla’s ID-based tripartite authenticated key agreement
protocol with signatures and proposed a simple modified version.
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