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Abstra
t. At ICICS 2001, Zou, Ramamurthy, and Magliveras proposed

CRTHACS, a 
hinese remainder theorem based s
heme for se
ure group


ommuni
ation with hierar
hi
al a

ess 
ontrol. The s
heme is designed

in su
h a way that the underlying hierar
hy remains hidden from the

parti
ipating parties/users. This 
ontribution des
ribes several pra
ti
al

atta
ks on CRTHACS whi
h 
an reveal signi�
ant parts of the hierar
hy.
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1 Introdu
tion

In a s
enario where the set of parties/users is divided into subgroups

with di�erent privilege levels, the problem of se
ure group 
ommuni
ation

with hierar
hi
al a

ess 
ontrol arises. The basi
 idea is to enable ea
h

subgroup to re
eive and de
rypt the messages of those subgroups that are

lo
ated at a lower level in the hierar
hy. To 
ope with su
h a setting, in [1℄

Zou, Ramamurthy, and Magliveras propose a s
heme 
alled CRTHACS,

whi
h uses a 
ombination of several 
ryptographi
 primitives to a
hieve

the desired se
urity guarantees. CRTHACS is a so-
alled independent

key s
heme where the en
ryption keys of the individual subgroups 
an

be 
hosen independently, and the s
heme is designed to also hide the

underlying hierar
hy.

After re
alling the basi
 set-up of CRTHACS in the next se
tion, we

show that in the proposed form this s
heme is vulnerable to some annoy-

ingly simple but pra
ti
al atta
ks based on Eu
lid's algorithm. Namely,

it is possible to reveal at least parts of the hierar
hy after eavesdropping

suÆ
iently many transmissions; on
e ea
h subgroup has sent about half

a dozen of messages, the atta
k has already good 
han
es to su

eed.

Hereafter, in Se
tion 4, we show that a 
ollusion of at least two mali
ious

subgroups is able to reveal 
ommon an
estors in the hierar
hy by means



of their lo
al data alone, i. e., without having to eavesdrop transmissions.

Finally, we show how a single subgroup 
an use its lo
al information

for revealing its an
estors in the hierar
hy. Thus, in the proposed form

CRTHACS does not o�er the se
urity level originally aimed at.

2 Des
ription of CRTHACS

Initially, the group of users is split into disjoint subgroups G

1

,. . . ,G

m

.

Moreover, we are given a hierar
hy among the subgroups, whi
h 
an be

spe
i�ed through a dire
ted a
y
li
 graph: A dire
ted path from G

i

to G

j

means that G

i

is lo
ated above G

j

in the hierar
hy.

Inside ea
h subgroup G

i

a distinguished party a
ts as subgroup 
on-

troller. This party is responsible for the key management inside its sub-

group, and for our purposes we 
an identify the subgroup 
ontrollers

with their respe
tive subgroup. Further on, the Chinese Remainder The-

orem Based Hierar
hi
al A

ess Control S
heme (CRTHACS) from [1℄

makes use of a trusted party GC whi
h 
an be lo
ated outside the hi-

erar
hy. GC a
ts as group 
ontroller, i. e., it is in 
harge of adding, in-

serting, and removing subgroups. GC is also involved in the initializa-

tion phase where all subgroups/subgroup 
ontrollers are equipped with

the key material needed for the subsequent se
ure group 
ommuni
ation

with hierar
hi
al a

ess 
ontrol. For details on this initialization phase

we refer to the original paper [1℄. Here it is suÆ
ent to know that af-

ter some initial 
ommuni
ation, ea
h subgroup G

i

possesses a six-tuple

(P

i

; S

i

;K

i

; N

i

; COM CRT

i

;N

i

), su
h that for all i 2 f1; : : : ;mg

{ (P

i

; S

i

) is a (publi
 key, se
ret key) pair generated by the subgroup


ontroller G

i

;

{ K

i

is a key for some symmetri
 
ipher, that is 
hosen and used by the

subgroup G

i

to en
rypt data;

{ N

i

, COM CRT

i

, and N

i

are integer values obtained from the trusted

group 
ontroller GC. They satisfy the following 
onditions:

� N

1

; : : : ; N

m

are pairwise relatively prime,

� N

i

:=

Q

G

j

is an an
estor of G

i

N

j

,

� COM CRT

i

� E

P

j

(K

i

) (mod N

j

) for all an
estors G

j

of G

i

; here

E

P

j

(�) denotes (publi
 key) en
ryption with P

j

. Motivated by the

varying use of se
ret and publi
 keys as arguments for E

(�)

(�) in

[1℄, we assume that E

P

j

(�) is a fun
tion, i. e., that en
ryption is

not probabilisti
.
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Finally, there is another publi
ly known integer, N

0

, whi
h is 
oprime

to N

1

; : : : ; N

m

; this number is needed for transmitting 
iphertexts within

the hierar
hy. Note here that only P

1

; : : : ; P

m

, and N

0

are made publi
,

all other values remain se
ret. In parti
ular, a subgroup is not supposed

to know its an
estors. The hierar
hy is known to the trusted GC, but

supposed to remain hidden from the subgroups G

i

.

On
e the initialization phase of CRTHACS is 
omplete, a member of

a group G

i

with identity ID

j

pro
eeds as follows to send a message M :

1. M is en
rypted with K

i

. Let fMg

K

i

be the resulting 
iphertext.

2. Next, a keyed MAC of fMg

K

i

is 
omputed; as in [1℄ we denote this

value by MAC

K

i

(fMg

K

i

).

3. Finally, a solution CRT

i

of the pair of 
ongruen
es

CRT

i

� COM CRT

i

(mod N

i

)

CRT

i

� E

S

j

(MAC

K

i

(fMg

K

i

)) (mod N

0

)

(1)

is 
omputed.

4. The triple (ID

j

; CRT

i

; fMg

K

i

) is sent via a broad
ast or multi
ast.

The details of how a message is legitimately re
eived and de
rypted are

not relevant for our atta
ks, and we refer to [1℄ for details on this issue.

The basi
 idea is that by 
onstru
tion any an
estor of the subgroup G

i


an re
over K

i

from CRT

i

; the MAC aims at ensuring authenti
ity and

integrity of the message.

3 Eavesdropping messages to learn about the hierar
hy

Let us assume that at least three di�erent messages M

i;1

, M

i;2

, M

i;3

have been sent by (not ne
essarily distin
t) members of a subgroup G

i

.

We denote the 
orresponding solutions of the 
ongruen
e system (1) by

CRT

i;1

, CRT

i;2

, and CRT

i;3

. Then we know that CRT

i;1

� CRT

i;2

�

CRT

i;3

� COM CRT

i

(mod N

i

), and therefore both

CRT

i;1

� CRT

i;2

� 0 (mod N

i

) and

CRT

i;1

� CRT

i;3

� 0 (mod N

i

)

(2)

must hold. To an atta
ker who eavesdrops the three transmitted val-

ues CRT

i;1

, CRT

i;2

, CRT

i;3

, the value N

i

is a priori not known. But

as 
ondition (2) is known to be ful�lled, the atta
ker simply 
omputes

N

0

i

:= g
d(CRT

i;1

� CRT

i;2

; CRT

i;1

� CRT

i;3

), and with some lu
k she

has N

0

i

= N

i

. La
king a 
on
rete spe
i�
ation for 
hoosing the N

i

's, we
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annot give a quantitative estimate here. But it is plausible that with,

say, a dozen of messages sent from within G

i

, the atta
ker's 
han
es of

learning N

i

through simple g
d-
omputations are extremely good.

Applying this observation to ea
h of the subgroups G

1

,. . . ,G

m

, we see

that an atta
ker has good 
han
es to learn all N

i

-values, on
e ea
h sub-

group has submitted a suÆ
ient number of messages (where already three

messages per subgroup 
an suÆ
e). Knowing N

1

; : : : ;N

m

, we 
an derive

ne
essary 
onditions for the existen
e of dire
ted paths in the a
y
li


graph spe
ifying the hierar
hy: For G

i

being an an
estor of G

j

, the 
on-

dition N

i

j N

j

must be ful�lled. In this way, information about the under-

lying hierar
hy 
an be revealed, e. g., from an eavesdropping \outsider".

The next se
tions show that from within the hierar
hy, more powerful

atta
ks are possible.

4 Revealing 
ommon an
estors without eavesdropping:


olluding subgroups

Assume that two subgroups G

a

and G

b

want to identify their 
ommon

an
estors without revealing their private data to ea
h other. To do so,

they 
an pro
eed as follows: First, they �x an arbitrary message M and

use the 
ongruen
es (1) to derive the 
orresponding values CRT

a

, CRT

b

.

Then, by de�nition of COM CRT

a

and COM CRT

b

, we know that for

ea
h 
ommon an
estor G




of G

a

and G

b

, the 
ondition

g
d(CRT

a

�E

P




(K

a

); CRT

b

�E

P




(K

b

)) � 0 (mod N




)

holds. The key P




is publi
, and hen
e 
omputing this greatest 
ommon

divisor provides no diÆ
ulties to the 
ollaborating subgroups G

a

and G

b

.

Further on, by 
onstru
tion of CRTHACS, it is reasonable to assume

that the value N




is quite large, e. g., when using RSA, a bit length of

� 1024 seems plausible. Thus, whenever the greatest 
ommon divisor of

CRT

a

�E

P




(K

a

) and CRT

b

�E

P




(K

b

) has a length of, say, more than a

few hundred bits, then G

a

and G

b

have good reason to believe that G




is

a 
ommon an
estor of them. On the other hand, if this greatest 
ommon

divisor is small, then G





annot be a 
ommon an
estor of G

a

and G

b

.

5 Revealing an
estors from lo
al data alone

The observation that the N

i

-values are quite large, 
an also be exploited

by an individual subgroup: Let G

a

en
rypt an arbitrary message and

4




ompute a 
orresponding value CRT

a

by means of the 
ongruen
es (1).

Then, in analogy to the atta
k in the previous se
tion, for any an
estor

G




of G

a

we have

g
d(CRT

a

�E

P




(K

a

);N

a

) � 0 (mod N




):

Consequently, the bitsize of this greatest 
ommon divisor o�ers G

a

a good


han
e to learn whether G




is one of its an
estors.

6 Con
lusion

The above dis
ussion shows that CRTHACS is vulnerable to some annoy-

ingly simple but pra
ti
al atta
ks based on Eu
lid's algorithm. Thus, in

the proposed form, CRTHACS does not ensure that the hierar
hy remains

hidden, as originally intended.
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