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Abstract— Key pre-distribution (KPD) schemes, are inherently “human controller” at hand, it is not practical for the perso
trade-offs between security and complexity, and are perhap to store the key just in his / her head and supply it to the
well suited for securing large-scale deployments offesource yayice when needed (for each instance of communication)!

constrained nodes without persistent access to a trusted author- Thi lizati ) Iready drivi technol 0 |
ity (TA). However, the need to offset their inherent securiy is realization, is already driving technology to improve

limitations, calls for some degree oftamper-resistance of nodes. tamper-resistance of devices, as is evidenced by a slew of
Obviously, if absolute tamper-resistance is guaranteed, RD tamper-resistant security modules that have been anndunce

schemes are rendered secure. In practice, however, tamper-recently - after all, it has always been necessity that has
resistance will have some limitations which will be explo#d by motivated technology.

attackers. In this paper, we analyze the security of deploymnts of . .
random key pre-distribution schemes based on some assumptions |f tamper-resistance is perfect, KPD schemes are rendered

on the “extent of tamper-resistance.” We argue that a “limited Secure. In practice, any form of tamper-resistance (wieatev
extent of tamper resistance” when used in conjunction with a advances technology may bring about), can perhaps be hroken
mechanism for “periodic key updates,” drastically improves the given a motivated attacker with unlimited time and resosirce
security of (especially random) KPD schemes. Hence, in this paper we examine a significantly weaker model
for tamper resistance. That is, we assume that an attacker is
I. INTRODUCTION able to compromise only a fraction of the secret bits from
_ o . each node. Furthermore, we assume an update mechanism
In many evolving applications, autonomous, highly resSeurtnat periodically refreshes the secret keys within eachenod

c_onstra|r_1ed (_probably battery operated ywreless COMMAHNIG)  der these two assumptions, we perform a detailed analysis
tion devices in sensor networks or mobile ad hoc network§ the security of KPD schemes. For reasons which shall
nodesthare ex;t)_ectedf to bﬁ chiep_loyed tr']n Iarge numbgri. ba' explained in the next section, we restrict ourselves to a
smooth operation of suc evices, there 1S a need 10r dqos of KPD schemes calledindom KPD schemes. For

l(;)w_ complexny(sjecur[[ty |{1r:rast_trutt:ture,hwh|t(k:]h wou:;j perm'tone such scheme, HARPS [1], we show that under reasonable
evices (or_ no .es) @uthenticateeach other, an ensureassumptions, an attacker may have to tamper with nieny
confidentialityof inter-nodal exchanges.

e . L of thousand®f nodes to compromise a security infrastructure.
Limited resources may imply that a security mfrastructun]ehis result implies that perhaps random KPD schemes are an
based on asymmgtnc key cryptograph_y (or E)KI) Wou'!d n%tttractive and practical option for large distributed syss, if
be a suitable option. Lack of a persistent “channel” to

. . , ey are engineered in the right manner.
_central _trusted autho_rlty (.TA) renders_ SOIUt'On.S I|k_e I@ﬁs The rest of this paper is organized as follows. In Section
impractical. In such situations, a possible solution is@sty

infrastructure based on key pre-distribution (KPD). In aD(P.II we provide a very brief overview of KPD schemes and

scheme, some secrets gueloadedin each node by a TA justify limiting our focus to random KPD schemes. We explain

| S ¢ limi X -
prior to deployment. These keys are then used by the nodeg\@/ a combination o |m|te_d tamper resstancg and periodic

. . renewal can dramatically improve the security of random
authenticate each other and communicate securely. KPDs

. . e schemes. Three random KPD schemes, LM (Leighton-
effectivelytrade-offs between security and resource Ut'l'za’t'orﬁ/li al) [2], RPS (Random Preloaded Subsets) [3] and HARPS
and would thus permit even severely resource constrain :

. - . T Ashed RPS) [1] are explored in more detail. As RPS and
devices to participate in the deployment. Their limitation ) -
oo ! " LM are special cases of HARPS, the description focuses on
security is the need ta@ontrol sizes of attacker coalitions - . .
erhans by providing some assurancdashper-resistancef HARPS and points out the relationship between the three
b bS by b 9 b schemes. In Section Il we lay down the assumptions for the

the devices with preloaded secrets - which is the main reason : .
. : . model employed for tamper-resistance. Based on this model,
they have not been given serious attention.

. . we re-evaluate the security provided by the three random KPD
However, the need fautonomou®peration of the devices, .
Lo . ) ) schemes. Conclusions and scope for further work can be found
implies that dependency on tamper resistanasotsoptional

: . [ ion IV.
Deployments based on PKI for instance, would still neela Section

mechanisms to protect the preloaded private keys. After all
every device that is deployed is expected to opevatBout A. Summary of Notations

human interventionEven though many devices may have a « N - network size (total number of nodes in the network).
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« n - total number of nodes that an attacker has comprbis “knowledge”S 4 - the attacker also simultaneously gains

mised the ability to convince nodéthat he is nodg). Some possible

« m - total number of nodes controlled (or owned) by thenotivations (by no means an exhaustive list) then, of an
attacker. attacker, would be to determinf€;; for the following cases

« r - Number of nodes involved in a conference. Unlessa1 a specifici, j;
otherwise specified = 2 (pairwise communications). A2 a specifici, whenj is the TA;

s k - size of key-ring. A3 for all i whenj is the TA.

* ]LD ) u“”_‘ber ofhkei/]sdin tT]e key-pool. There is thus a notion of “extent of damage” that an attacker
o L - Maximum hash depth. can do, indicated by levels Al to A3, depending on the

* P Fr_action of secrets an attacker can expose by tamp&%fpability and the efforts of the attacker to expose seé&rgts
ing with one node.

« p, p(n,r) - Eavesdropping probability (by an attacker
who possesses an “equivalent” of secretsiinodes on A. KPD Schemes

a conference or users). KPD schemes, are trade-offs between security and resource
+ ps(m) - probability of synthesis of a specific node by agonstraints in nodes. In general, more the available ressur
attacker who controls: nodes. in each node, more is the effort needed by an attacker to
« ps,(m) - probability of synthesis ofit leastd nodes out compromise the system. However, different KPD schemes
of m nodes controlled by the attacker. employ differentmechanism®f trade-offs. For instance, for
some KPD schemes (say category |), the effort needed by the
Il. KEY PRE-DISTRIBUTION attacker for accomplishing any of the attacks Al to A3 is

A KPD scheme consists of a trusted authority (TA) whHﬁ|e same. For other KPD schemes (say category l), it may be

choosesP secrets andN nodes, with unique IDs (Saysubstantlally easier to accomplish Al and increasing/fjodilt

ID, --- IDy). We shall represent the collection of secrets witl 2ccomplish attacks A2 and A3, _ _
the TA asR, where| R |= P. Further, the TA chooses two Category I: Category | KPDs that could resist compromises

: ; of up ton nodes, are referred to assecure KPD3& Typically,
functions () andg(). The functionf(), the category | KPD schemes are based on finite field arithmetic
Si = f(R,ID;), (1) techniques [4]-[7]. They need onl§¢ = O(n) preloaded
. . keys in each node in order to besecure. But they suffer
'_S qsed to calculate the s_ecrﬁs_thqt are preloaded in nOdefrom problems of catastrophic onset of failure (as long as
i with 1D ID".' Two nodes,_a andj, with preloaded secrefs; n nodes are compromised the system is completely secure
ands; can discover a unique shared sedi&j as - but when a single additional compromised node ¢n¢ire

Kij = g(Si,ID;) = ¢(S;,1Dy), (2) systems compromised - or all attacks A1, A2 and A3 become
feasible). Moreover, they are also typically computatliyna
without further involvement of the TA. more expensive due to the need for finite-field arithmetic.
Obviously, there are restrictions on functiofi§) andg() ~ Category Il: The concept ofi-secure KPDs, however does

in order to satisfy the requirements in Eqgs (1) and (2). Als@ot readily extend to describing the category Il KPD schemes
the functiong() is public. This makes it possible for two. 3 more accurate representation of category Il KPDs would be
nodes, just by exchanging their IDs, to execute the functigg a(n1,n2,n3)-secure KPD (omy,n,,n3 nodes need to be
9() and discover a unique shared secret. As the shared segtghpromised to engineer attacks A1, A2 and A3 respectively)
is a function of their IDs, their ability to arrive at the skdr Many such KPD schemes [8] - [13] based subset inter-
secret provides mutual assurancesitand j that the other sections(Sl) have been proposed which solve the problems
node possesses the necessary sedtetndS;, respectively, of catastrophic onset of failure and computational coniplex
and can thus be “trusted”. The secrets preloaded in each n@dgociated with category | KPD schemes. In S| schemes, a
is referred to as the nodekey-ring We shall represent by, subsetk of the TAs pool of P keys are distributed in a
the size of the key ring, or the number of preloaded secrefgterministic fashion to each node (each node gets a ditfere
preloaded in each node|S; |= k. subset). The shared secret between any two nodes is a functio

Note that the established trust is based on the assumptigihe keys the nodes share. However, SI schemes introduce a
that no one else, apart from nogléas access to the secréfs new disadvantage - the dependence:afn the network size
Typically, if an attacker manages to “expose” secrets bune N which severely restricts their scalability. For SI scheme
a finite number of nodes - say he manages to expose seci@tcally k = O(n;v/N) tok = O(ny log N), (Wheren, is the
Sa={S1U---US,} - he may be able use this “knowledge’nhumber of nodes that need to be compromised for attack A1).
S 4 to “compromise the system.” While for the efficient SI schemes (with = O(nq log N))

The phrase “compromising a KPD scheme,” may have diécalability is not a problem, they employ complex construc-

ferent meanings, depending on the motivation of the attackgons for the deterministic allocation of subsets. Thideit
An attacker with access to exposed secfeis may be able

to “masquerade” as some node for the purposes of his 2More generally, such KPDs, when extended to conference aonivations
,, - or for the purpose of establishing group keys (with a maxmgroup sizer)

interactions with nOdq- He achieves this by “d'scove”n_g - are referred to as-conferencen-secure or simplyr, n) KPDs. In this paper
the shared secrdk;; between the two nodes (by employinghowever, we shall restrict ourselves to pairwise inteoastj wherer = 2.



renders the functiory() computationally intensive, or callsmay need to tamper with only 50 nodes for accomplishing
for the nodes to exchange long messages consisting of #igck Al but probably 10000 nodes for accomplishing attack
indexes of the keys they possess before they can discover M3 For a category Ill KPD, (with comparable complexity),
shared secret. In addition to introducing significant baidthw an attacker may have to tamper with 120 nodes to accomplish
overheads, the main disadvantage of the latter approabhtis the attack A1l with a probability of0—2°, and probably 500

it does not provide implicit authenticatiaf the node IDs.  nodes to accomplish A1l with a probability 6t5, and say

Category Ill - Random Key Pre-distribution: Yet an- 20,000 nodes to accomplish attack A2 with a probability of
other category of KPD schemes (category Il or randofh5, and perhaps 25,000 nodes to accomplish attack A3 with
KPD schemes) [1]-[3], [14]- [18], provide onlgrobabilistic a probability of0.5.
guarantee®f security - in which case a more appropriate char- Accomplishment of attack A2 (the ability to “fool” the
acterization would bén,, no, n3)-secure with probabilities of TA), implies successful “synthesis” of a node by an attacker
compromise(p, p2, p3) respectively. For example, a randonincreased resistance of KPD schemes to node synthesis (or
KPD scheme may provide an assurance that it could “resistttack A2) can be used advantageouslykyiodic renewal of
attack A1 whem; nodes have been compromised - howevdeys For renewal, each node would authenticate itself to the
with a probability of failure of say; = 10=2°. TA using all its preloaded secrets, and receive a set of new

At fist sight, permitting a finite probability of compromise keys. After key updates, the efforts of an attacker to gather
may seem like a serious disadvantaljepractice, it is not secrets that made it possible for him to perform attack A&, ar
Even category | KPDs which provide deterministic assuranceendered useless. Categories Il and Ill KPD schemes benefit
(say to resistn compromised nodes), the final shared secrBbm such a key renewal infrastructure, which obviously is
is a “key” with a finite number of bitsFor instance, if the not nearly as useful for category | KPD schemes. Thus (for
shared secret is a 64-bit key, there does exist a finite pilitigab category Il and 1ll KPD schemes) a combination of “some
(z5z > 1072°) that an attacker can “pull the secret out of a ha&xtent of tamper resistance” and “periodic renewal” of keys
(without the need to compromise any node). Thus permittifgis the ability to render them a lot more secure. We shall
a probability of compromise is not a disadvantage as long i#lsstrate this in a quantitative and analytical fashiontire
it is comparable to the security offered by the key-length dbllowing sections of this paper.
the final shared key (say;, =~ 10=2° for 64 bit keys).

By utilizing this freedom to permit finite compromise prob-
abilities, random KPD schemes perform significantly betté:r' HARPS, RPS and LM
than other KPD schemes. The scheme proposed by Leightotn this section we briefly review HARPS [1]. A brief de-
and Micali [2] for instance, achieves < O(n}). Two other scription of the analysis of HARPS presented in [1] (withaut
random KPD schemes RPS [3] and HARPS [1] do even bett®pdel for tamper resistance) is also included as it is nacgss
by achievingk = O(n;). RPS and HARPS achieve this byfor further analysis (with “limited” tamper resistance)iad
permitting a small “outage probability.” In other wordsetie outin later sections. HARPS is a simple random KPD scheme,
might exist a finite probability that two nodeannotdiscover the performance of which is dictated by 3 parametefsthe
a shared secret! But as long as the outage probability is k&f#e of the key-poolk the size of the “key-ring” in each node,
small (which we shall see is indeed the case), this is nolyreagnd L the maximum “hash depth.” A HARPS deployment
an issue. consists of a TA who choosd3 secrets. Each node is given
a unique ID. The ID of each node determines the subsét of
keys that the node receives. Each key in the key-ring of every
node is further hashed a variable number of times (uniformly

Deterrence of the attacker from exposing secrets calls fdistributed between 1 andl, the exact values of which are
some assurance of tamper-resistance of devices. Obvjoualgo determined by the ID of the node through a public one-
if tamper-resistance is perfect, KPD schemes are rendewealy function). Two nodes just need to exchange their IDs to
secure. In practice, any form of tamper resistance can perhdetermine the secrets they share.
be broken by a motivated attacker with unlimited time and From their IDs, they can arrive at a unique secret (with
resources. However, it may be be reasonable to expect tampefery high probability) by determining the keys they share,
resistance to provide some limited extent of guarantees Asind the corresponding hash depths of the shared keys. The
model for limited extent of assurances provided by tampatede which has a lower hash depth for a particular shared
resistance, we assume that tamper-resistance can enstirekdty needs to hash forward (that specific key) to reach the
only afraction of the secrets can be exposed by tampering widame hash depth as the other node. Once both nodes, in this
any node. The existence of this guarantee, affects differéashion, have reached a common hash depth for all shared
KPD schemes in different ways. keys, they can hash the shared keys (now with same hash

Consider an-secure category | KPD, where= 20. If the depths) together to calculate the shared secret indeptiyiden
tamper-resistance property guarantees that only 10% of theder proper selection of parameters of the systéhik (L)
keys buried in each node can be compromised, this impliee can ensure that the probability of compromise of shared
that an attacker needs to tamper with more thén = 200 secrets by coalitions ofi nodes (which includes the outage
nodes to engineer a successful attack. On the other handgorbability) is kept to vanishingly small levels. HARPS is a
a category Il KPD, with comparable complexity, the attackeyeneralization of RPS [3] and LM [2]. LM is a special case of

B. Tamper Resistance and Key Renewal



HARPS whenP = k. RPS is a special case of HARPS whenmeliance on tamper-resistance should not even be condidere

L=0. as an option, based on previously reported low complexity
Security Analysis: The probability¢ that an arbitrary node attacks on smart cards [19]. Not withstanding the rebuttal o

is loaded with an arbitrary key from the TAs key pool (oftheir claim [20], the same authors (of [19]) have however

P keys) follows a binomial distribution, wherg = %. The later pointed out [21] that it may indeed be possible, with

probabilityP (¢, n, u), that 2 nodes (the pair trying to establistsimple modifications to smart-cards, to reasonably resisgt-i

a shared secret) “pick” a specific key, thatiso pickedoy ©  sive attacks. However, for deployment afitonomousiodes

out of n nodes in the attacker’s coalition is given by tamper resistance is not optional. The only issue here is the
Y uio B “extent” of protection required. For deployments based on
P(&,n,u) = <u> g -on (3)  PKI, compromise of private keys of one node does not affect

N . other nodes. On the other hand, for systems based on key
In such a situation, the hash depths of the specific key p|ckﬁge distribution this is not true.

by the 2 nodes are say; , a2, which are uniformly distributed . o
betweenl and L. So are the hash depths - - - 3. of the keys In this section we propose and examine a significantly
plcked by theu nodes in the attacker’s coalition. We represeffyeaker model for tamper proofing and analyze the security of

by the three KPD schemes described in the previous sectior unde
O(L,u) = Pr{min(fi - B.) > max(ai,as)} (4) this model. In our model, we first assume that an attacker is
L2t (ﬁ)u 1<u<n able to compromise only a fraction of the secret bits fromheac
- { et e wu=0_ node [21]-[24]. Even though the statement that “only a foact
0 L=0, of bits can be compromised” does not immediately translate

to “a fraction of preloaded keys can be compromised,” there i
conceivably a relationship between the two. The exact ratur
of the relationship would depend on the underlying hardware

An attacker who has compromisednodes, can compromise
the shared secret with a probability given by [1]

p(n) = (1-¢)". (5) and implementation details.
where In the remainder of this section, we present an analysis of
n the security of deployments of random KPD schemes based
e = Z P(&,n,u)Q(L, u). (6) on the following assumptions:

o The nodes are resistant to passive sniffing.
In the equation above, the termcan be interpreted as the « The nodes are tamper-resistant. However, a motivated

“elemental” security offered by each (d?) root-key, from attacker, can compromise a fractipn(and no more) of
which Eq (5) follows. the secrets from any node. By doing so, the partially
For the special cases of RPS and LM respectively, compromised node is destroyed. o
cr=E(1—6" L=0,6£1 @ . ;Ir']r::rvp;rlzqu)aded keys are refreshed periodically (say at
er = Q(L,n) E=1,L#0 :

i _ « For key updates, the nodes authenticate themselves to the
The suffixesiz and L in Eq (7) represent RPS and LM 1A py deriving a session key that is based ahthe &

respectively. _ ) keys they possess.
From Egs (5) - (7), it can be shown that> O(n®) for | The TA maintains a “black-list’ or “revocation-list” of
LM and k£ ~ O(n) for RPS and HARPS. More specifically nodes.

k ~ 128n for RPS andk ~ 75n for HARPS forp(u) < « The TA maintains the current update status of each node.
1072 vu < n and largen). As a numerical example, a
HARPS systems designed to ensure that an attacker who Basy - cker's Goals

managed to compromi) nodes can only eavesdrop on any If the attacker’s (O ; h hall refer t
arbitrary communication with a probability less thag—2°, e attacker's (Oscar - from here on we shall refer to

would needk = 1610 keys (with P = 19390 and L = 64) the attacker thus) motivation is just the abilitytemporarily?
For largern, k increases linearly. Theutage probability or compromise communications between nodes (or attack Al), he

the probability that two nodes cannot discover a sharecesedt®” do so by compromising partial seF:rets frc_)m many nodes.
is equal to the probability(0), which is abouts.5 x 10-59 For example, Oscar could compromise aquivalentof n
for HARPS with P = 19390, k,_ 1610 and L = 64. HARPS nodes by partially compromising nodes. For such a scenario

outperforms the other two random KPD schemes significant e probability of eavesdropping reported in the previous
For instance, for the same requirements £ 10-2° for ection apply. For instance, for a HARPS deployment designe

— 20 — — —
n < 20), RPS need# = 2565 and LM, k = 12659. for p = 107" for n = 20 (or P = 19390, k = 1610, L = 64),
Oscar has to compromise an equivalen22d nodes to ensure
Il. SECURITY ANALYSIS OF RANDOM KPD that he can eavesdrop @any conversation with probability
DEPLOYMENTS greater thar0.5. If p = 0.1, Oscar would have to tamper

with (and destroyR2200 nodes in order to achieve his goal.
However, all his hard work is rendered useless after a round
key updates.

A. Model for Tamper-Resistance and Assumptions

The issue of “tamper-resistant” hardware modules is perh
one of the more controversial issues in cryptographic appli
cations [19]-[25]. Some authors [25] have even indicated th S3until the next round of key updates.



The main motivation of Oscar, would therefore be to “synwhere
thesize” as many nodes as possible. In other words, if Oscar i moo
able to compromisall secrets buried in a node (by tampering €0 = Zf( ; ) (p&)' (1 = p&)™~tQ(L,1,1) 9)
with many nodes), he can synthesize a node that can even 1=0
“fool” the TA (attack A2), and henceremain in sync with In Eq (9) above the terr§ =
future updatesoo. With many such synthesized nodes, Osc?ﬁe node that Oscar is atte
can, at will, compromise the entire system.

First let us assume, that Oscar has managed to colect
nodes. Further, by tampering with nodes, Oscar is able to

£ is the probability with which
mpting to synthesize (or theétarg
node) “picks” each key from the pool. Oscar, (by “picking”
keys from them nodes under his control) has a probability of
only p¢ to pick any arbitrary key from the pool from each of
\(/:vci)tlLeocljt am%?:ﬁl t?:ﬂgllé kgzsébﬁgog g]rerﬁ/rgkatkgiysii’nt:]f krgjg his m nodes. Thus the probability that Oscar is able to pick
(derived fromk uniQU’e root keys). However, any such Setthesgmle: k?% from eﬁactrl?/ 3Ut g;‘mf rt]r? dis |s(l_)|£pg)lé1 t_h
of k keys does not correspond to the keys o¥adid node. fg) - PUTET, The hash depim of the ey picked by e
P PR . X . arget node is uniformly distributed between 1 abdThe!
After all, there are(k) x L* unique ke)_/-rmgs. For example, picks of Oscar for the same key are also uniformly distridute
for P = 19390,k = 1610, L = G4, this translates t0 aboutpoy yeen 1 and.. Let the minimum of thosé picks be .

2.1 x 10°3'> possible key ring¥ If, for instance, the ID of - o
! ’ Now Q. (L,I) is the probability tha . From Eq (5),
each node is represented by 32 bits, only about 4 billion out %(L,1) P ythati > a a0

of 2.1 x 10°3!5 key rings are permissible. o1 /n -4\
Let us further assume that Oscar succeeds in finding a Qs(L,1) = Zz ( 7 ) (10)
particular node ID (any one out @f?) for whichall preloaded =1

secrets can be derived by using the poolpaik secrets he For the special cases of RP% (= 0) and LM ¢ = 1)
has accumulated. However, even though the possible netwoekpectively
size is 4 billion, only a few million of them may actually

be deployed. Thus the particular ID that Oscar arrived at, is eor = &(1 = p&)™ (11)
probably not even in “circulation”. and

In such a scenario, even with the synthesized node, Oscar m
cannot take part in updates (the TA maintains a list of nodes oL, = Z (m) P = p)™ O, (L, 1) (12)
and their update status). Another possibility is that Oscay =0 !

end up with a node which is perhapet under his controlit wever, withm nodes under his control, Oscar only needs

may b_el_ong tq some other user. In this case, Osca_r may be aEB?%ynthesizeany of the m nodes. The probability that Oscar
to participate in one update. However, when the Or'g'nal@wncannotsynthesize a specific node Is— ps. Thus the proba-

of the node a_llso ap_proac_:he_s the TA for an update, the |djty that he can synthesize at least one node is
would recognize a disparity in update status of the node an

thus black-list (or revoke) the node. A black-listed nodd wips, =1 — (1 — ps(m))™ ~ mps(m) for ps(m) << 1. (13)

not be allowed to participate in updates, and thereforeeloos . .

their ability to communicate with other nodes. Obviousfy, iNow the probability that Osc_ar can syn'FheS|ze at leasvdes

the original owner of the node performed the update, befo%ut of them nodes under his control) is

Oscar (with his synthesized node), approached the TA, Oscar " Im ) )

would not be able to participate even in one update. Ps, = < >(Ps(m))’(1 —ps(m))™™" (14)
Thus it is not enough if Oscar manages to compromise a i=d

node withany ID. It is necessary for him to compromise a Figure 1 depicts plots ofog(ps,) vs m for various values

node with aparticular ID - a node which is under his controlof p (for HARPS with P = 19390, k = 1610, L = 64). Note

(he can make sure that that node doesewsr communicate that for the same value gfs,, a reduction inp by a factor

with the TA). Of course with many nodes under his contral increasesn by the same factot, which is intuitive. For

Oscar’s target is to synthesize one or more nodes from tixeample, if p reduces five fold Oscar needs to tamper with

i

pool of m nodes under his control. five times as many nodes (otp is a constant for a fixegs).
From the figure, forp = 0.1 for instance, Oscar has to
C. Probability of “Synthesis” of Nodes compromise ove9, 800 nodes to ensure that he can synthesize

&snode with probability 0f.5. However, subsequent synthesis

access to (and is willing to tamper with and thereby, de3tro)f Nodes become EnUCh s“impler. Oscar has already amassed
m nodes, will be successful in synthesizing a node under fignificantreusable“wealth” by compromising nodes - pro-

control. The probabilitys that he can synthesize specific videq his “wealth” is re-used within the same update period.
node by tampering withn nodes is At this stage Oscar needs only ab@000 more nodes before

b, can synthesize about 100 nodes. So by tampering 12itR00
ps(m)=(1-¢o)", (8) nodes (all within the same update period), Oscar can wreak
4This also gives an indication of the level of scalability cARPS. Taking Sr:gnlflﬁanthdamage to the system (jo= 0.1). If p = 0.05 on
“birthday paradox” into account, HARPS (with = 19390, k = 1610, 7, = (€ other hand, Oscar may need to destroy @%e600 nodes
64) could potentially support.6 x 102657 nodes! to achieve this goal (synthesize 100 nodes).

We can now calculate the probability that Oscar, who h
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Fig. 1.
to L = 1024. The plots are for HARPS wittP? = 19391, £ = 1610.

and the number of nodes in attacker’s control for valuep o&nging from
5% to 25%. The plots are for HARPS with = 19391, k = 1610, L = 64.

! the update key, we assume that Oscar eidimer compromise
! the update keyr a fraction of the key ring (if Oscar chooses
! 1 to compromise the key rings, he destroys the node and cannot
& ] compromise the update keys, and vice-versa).

| Under such a scenario, Oscar has to divide the set of
: ] m nodes he has under his control into two groups. He
! tampers with thefirst group of m; < m nodes, to arrive
| | at his pool of pmk secrets. Using this pool, he would try
| i to synthesize a node belonging to teecondgroup of m
; nodes fn = m; + msy). After having arrived at all keys

-6

log(pg)
5
T

—14}

-16

] belonging to one (or more) of the nodes from the second

group of my nodes, Oscar proceeds to tamper with those

el —— HARPS ]
* | o f&s nodes to expose the update key. Obviously, there is an dptima
| way of choosing the size of the two groups; and m.,

-20

I
1000

I
2000

I
3000

I
4000

I
5000

I
6000

I
7000

m = mj + my, depending on the fractiop that can be

Number of nodes tampered with

compromised. The expressions fay in this case would be
identical to that of equations (9), (11) and (12), except tha
m would be replaced byn; < m. In the expression fopg,
in Eq (13),m would be substituted byn, < m. For instance
for HARPS with P = 19390,k = 1610,L = 64, Oscar,
with m = 6000,8000, 10000, 12000 would choose roughly
Figure 2 is a comparison of security of HARPS, RPS and .\ — 5800,my = 200), (m1 = 7650, ms = 350), (m1 =
) . . 00, m2 = 500), (my = 11250, my = 750) respectively.
LM for p = 0.25 in terms of resistance to synthesis of nodeS. _. ; . ; .
/ Figure 4 is a comparison of the two cases - with and without
In the figure, the parameters for the three schemes have been”". )
ecial update key - depicted as plotd@f(ps,) vs m =

Fig. 2. Plot of the probability of successful synthesis opadific nodepg,
and the number of nodes in attacker’s control foe= 0.1 for HARPS, RP
and LM. For HARPSP = 19391,k = 1610,L = 64, P = 53840,k =
2565 for RPS andk = 12559 for LM.

chosen so that all three methods have the same eavesdropf;’)‘jbrl? ma. Note that the addition of a single update key is able

probability of p = 1072 for n = 20. Specifically,k = 1610 . . Y o
for HARPS, k = 2565 for RPS, and: = 12559 for LM. Thus 'r:‘:r?:rsggr Z;In?r?;);tziig &S;(%Zc);ars ob is rendered 25%
zg:tc etlyofsgzﬁizklr;?&éf;escomnggzgzzntés (;]Litp ef;g ; rI]O;hZAchtEg ,:V\{ o Additionally, the update key also offers improved resist&an

' . : : 0 subsequent synthegi$ nodes. In this case, the probabilit
by a very_large margin. Figure 3 depicts plotslog(ps) vs that Oscgr can )s/ynthesize at ledshodes (from thg pool ofy
m for various values ofl. for p = 0.25. Note a three-fold nodes, by tampering with; nodes) is
increase in the value ofi asL is increases frong4 to 512. "2 e pering !

Effect of Additional Update Key: We shall now assume <2 (ms

that an additional “update” key is shared between the TA and PS: = Z i
i=d

each node (different for each node) - or each node employs
the special update key, additionto all keys in its key ring, to Figure 5 is a plot ofn vs the probabilityps,,, of synthesis
authenticate itself to the TA. For the model for comprongsinof 100 nodes for the cases with and without the update key

)(ps(mn)i(l—ps(ml»mﬂ (15)



R JPtae i proofing technology.
. IncreasingL (at the expense of an increase in computa-
-af - : tional complexity to arrive at shared secrets).
’ « Using a highly protected update key in addition to the
) il key ring for updates.
W ) Practical mechanisms to ensure that it is extremely dif-
* ficult for an attacker to accumulate tens of thousands of
g ’ nodes under his control.
WO 88332 ﬁg We conclude this section with another numerical example.
2 | For p = 0.05 (or if Oscar can only expose 5% of the
l | keys by tampering with any node), for the same values of
P = 19390,k = 1610, but with . = 512, and employing
-16] ] the additional update key, Oscar has to tamper with around
75,000 nodes to have a “reasonable shot” at synthesizing a

7(;00 8(;00 9000 10000 11000 12000 . .. .
Number of nodes tampered with single node. For synthesizing over 100 nodes he might need
to tamper with (and destroy) more thet0, 000 nodes!

Fig. 4. Plot of the probability of successful synthesis deast one nodgs, ,
and the number of nodes in attacker’s control foe= 0.1 with and without
ttheI(?deiiogZI update key. The plots are for HARPS with= 19391,k = IV. CONCLUSIONS AND SCOPE FORFURTHER WORK
In this paper we have addressed the possibility of employing
- random key pre-distribution schemes for securing largéesca
S | il deployments of possibly resource constrained nodes. Tdle an
/ ysis in this paper shows thatcambinatiorof a limited extent
-af / of tamper resistance and periodic renewal of keys draniigtica
/ improves the security of KPD schemes - especially random
i ] KPD schemes.
! The main advantage of a security infrastructure based on
; ] KPDs (as opposed to PKI, which a more common approach),
J is that KPD schemes also permit resource constrained nodes
, 7 to participate in the deployment. Another advantage of KPD
| schemes is that in order to discover the shared key two nodes
o i just need to exchange their IDs. Compare this with the case
: , of a security infrastructure based on public keys. For the
-141 | ——  With Update Key 4 . -
i ---  W/O Update Key latter, nodes have to exchange signed certificates (prpbabl
o0 e p— o o0 Py running up to a few thousand bits) before they can establish
m ~ Numoer ofnodes ampered with a shared secret. Thus for applications where the bandwifdth o

Fig. 5. Plot of the probability of successful synthesis ofeatst 100 nodes the messages exchanged in a session is very small (say 100s
Ps,00. @nd the number of nodes the attacker has to tamper witip f010.1,  Of bits), the use of a PKI introduces a very large overhead. Th
with and without the additional update key. The plots areH&RPS with  most important limitation of resource constrained deviées
P = 19391,k = 1610, L = 64. ) . . .
typically their battery life. Improvements in technologyayn
permit security modules capable of performing asymmetric
key cryptography, to shrink to sizes that may enable theneto b
for p = 0.25 (for any other value ofp we could just scale part of any conceivable device that may need to take an active
the z-axis correspondingly). With the update key, while Oscgjart in any deployment. However, the increased resources
needed to tamper with 25% more nodes for synthesizing ofifbth computation and bandwidth) for PKI based deployments
node (compared to the scenario without update keys), f@anslate to faster draining of battery life. Improvemeints
synthesis of 100 nodes, Oscar needs to tamper with about 484ftery technology, however, have lagged behind those of
more nodes compared to the scenario without update keysimprovements in semiconductor technology significantiyIX
For all the plots in this section, we have used the samghemes would help in conserving this valuable resource.
values of P = 19390 and k£ = 1610 for HARPS. Obviously  The obvious disadvantage of KPD schemes is the increased
the probability of synthesis also depends on the valueF ofeliance on technology to provide tamper-resistance. Bet t
andk. It is easy to see that for the same ratiofof %, ps need for autonomous devices is already driving technology
is exponentially related t&. One can thus always increasgo render tamper-resistance feasible. Another disadgarné
the resistance to node synthesis by increasir( resources KpPpD schemes is that authentication mechanisms based on
permit). For a giverk, the discussions in this section indicatehared keys cannot be used for signature schemes (at least
the following other ways to ensure that it is not worth-whilgyithout involving a trusted third party). However, if signees
for Oscar to attempt node synthesis: are rarely used, this (involving a third party) is not a very
o Ensuring low values ofp by sophisticated tamper-serious disadvantage. Our ongoing work is focused on more




realistic models for the extent of tamper-resistance, linkg

perhaps more realistic assumptions, firmly rooted on actual

hardware design issues.
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