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Abstract. Password-based authenticated key exchange are protobhak are designed to be
secure even when the secret key or password shared betwearséns is drawn from a small
set of values. Due to the low entropy of passwords, such potgcare always subject to on-
line guessing attacks. In these attacks, the adversary utagad with non-negligible probability
by guessing the password shared between two users during-lise attempt to impersonate
one of these users. The main goal of password-based autitedtikey exchange protocols is to
restrict the adversary to this case only. In this paper, wesider password-based authenticated
key exchange in the three-party scenario, in which the usgirgy to establish a secret do not
share a password between themselves but only with a trusteersTowards our goal, we recall
some of the existing security notions for password-baseleaticated key exchange protocols
and introduce new ones that are more suitable to the cas@efigeonstructions. We then present
a natural generic construction of a three-party protocadell on any two-party authenticated key
exchange protocol, and prove its security without making efsthe Random Oracle model. To
the best of our knowledge, the new protocol is the first priyvabcure password-based protocol
in the three-party setting.

Keywords. Password, authenticated key exchange, key distributiattj-party protocols.

1 Introduction

Motivation. A fundamental problem in cryptography is how to communicaeurely over
an insecure channel, which might be controlled by an adwerdas common in this scenario
for two parties to encrypt and authenticate their messagesdier to protect the privacy and
authenticity of these messages. One way of doing so is by ymiblic-key encryption and
signatures, but the cost associated with these primitiveg lme too high for certain applica-
tions. Another way of addressing this problem is by means kdyaexchange protocol, in
which users establish a common key which they can then useiinapplications.

In practice, one finds several flavors of key exchange prégpeach with its own benefits
and drawbacks. Among the most popular ones is3tparty Kerberosauthentication sys-
tem [31]. Another one is thg-party SIGMA protocol [21] used as the basis for the sigrextur
based modes of the Internet Key Exchange (IKE) protocola¥xether flavor of key exchange
protocols which has received significant attention regemtt those based on passwords.

PASSWORD-BASED KEY EXCHANGE. Password-based authenticaded key exchange protocols
assume a more realistic scenario in which secret keys atmifotmly distributed over a large
space, but rather chosen from a small set of possible vatusu(-digit pin, for example).
They also seem more convenient since human-memorable @alssare simpler to use than,

for example, having additional cryptographic devices bépaf storing high-entropy secret
keys. The vast majority of protocols found in practice do aotount, however, for such
scenario and are often subject to so-callisctionary attacks. Dictionary attacks are attacks

in which an adversary tries to break the security of a scheyna brute-force method, in
which it tries all possible combinations of secret keys inveeig small set of values (i.e., the
dictionary). Even though these attacks are not very effedti the case of high-entropy keys,
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they can be very damaging when the secret key is a passwarel tia attacker has a non-
negligible chance of winning. Such attacks are usuallydgigliin two categorie®ff-line and
onlinedictionary attacks.

To address this problem, several protocols have been dambignbe secure even when
the secret key is a password. The goal of these protocolséstact the adversary’s success
to on-line guessing attacks only. In these attacks, theradmemust be present and interact
with the system in order to be able to verify whether its guessrrect. The security in these
systems usually relies on a policy of invalidating or blackihe use of a password if a certain
number of failed attempts has occurred.

3-PARTY PASSWORDBBASED KEY EXCHANGE. Passwords are mostly used because they are
easier to remember by humans than secret keys with highpsntt@nsequently, users prefer
to remember very few passwords but not many. However, insstenwhere a user wants to
communicate with many other users, then the number of padswtioat he or she would need

to remember would be linear in the number of possible pastrierorder to limit the number

of passwords that each user needs to remember, we consitlés jpaper password-based
authenticated key exchange in tBgarty model, where each user only shares a password
with a trusted server. The main advantage of this solutidhas it provides each user with
the capability of communicating securely with other usarghe system while only requiring

it to remember a single password. This seems to be a morstiealtenario in practice than
the one in which users are expected to share multiple padsyone for each party with
which it may communicate privately. Its main drawback id the server is needed during the
establishment of all communication as in the Needham ancb&dbr protocol.

KEY PRIVACY. One potential disadvantage o8#arty model is that the privacy of the com-
munication with respect to the server is not always guaeaht8ince we want to trust as little
as possible the third party, we develop a new notion callgdokieacy which roughly means
that, even though the server’s help is required to establstssion key between two users in
the system, the server should not be able to gain any infasmah the value of that session
key. Here we assume that the server is honest but curioussé’tete that key distribution
schemes usually doot achieve this property.

INSIDER ATTACKS. One of the main differences between fhparty and the-party scenarios
is the existence of insider attacks. To better understamghdlver of these attacks, consider
the protocol in Figure 1, based on the encrypted key exchahBellovin and Merritt[8], in
which the server simply decrypts the message it receivegexadcrypts it under the other
user’s password. In this protocol, it is easy to see that anexount an off-line dictionary by
simply playing the role of one of the involved parties. Netithat bothA and B can obtain
the necessary information to mount an off-line dictionaitgek against each other simply by
eavesdropping on the messages that are sent out by the 8éoverspecifically,A and B can
respectively learn the valuesy = Epy, (Xs) andYy = Epw, (Ys) and mount a dictionary
attack against each other using the fact thigt= X 4 andYs = Y. Insider attacks do not
need be considered explicitly in the case of 2-party prdtodoe to the independence among
the passwords shared between pairs of honest users andgtawed with malicious users.

A NEW SECURITY MODEL In order to analyze the security dfparty password-based au-
thenticated key exchange protocols, we put forward a newrgganodel and define two
notions of security: semantic security of the session kel/lkay privacy with respect to the
server. The first of these notions is the usual one and is @lst@rward generalization of
the equivalent notion in the-party password-based authenticated key exchange mduel. T
second one is new and particular to the new setting, and regptine privacy of the key with
respect to the trusted server to which all passwords are tknow
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Fig. 1. An insecure3-party password-based encrypted key exchange protocol.

A GENERIC CONSTRUCTION In this paper, we consider a generic constructior3-piarty
password-based protocol. Our construction is a natural lmn&ling upon existing2-party
password-based key exchange @aplarty symmetric key distribution schemes, to achieve
provable security in the strongest sense. Moreover, oustaation is also modular in the
sense that it can be broken into two part8;arty password-based key distribution protocol
and2-party authenticated key exchange. The second part is @dgled if key privacy with
respect to the server is required.

THE NEED FOR NEW SECURITY NOTIONS Surprisingly, the proof of security for the new
schemedoes notfollow from the usual security notions for the underlyindiemes as one
would expect and requiresreew and strongernotion of security for the underlying-party
password-based scheme (see Section 2). In fact, this nawitgemotion is not specific to
password-based schemes and is one of the main contribwtighs paper. Fortunately, we
observe that most existirgzparty password-based schemes do in fact satisfy this nep+ pr
erty [10, 13, 19, 25]. More specifically, only a few small chas are required in their proof
in order to achieve security in the new model. The boundsimddain their proof remain
essentially unchanged.

Contributions. In this paper, we consider password-based (implicitlyhanoticated key ex-
change in th&-party model, where each user only shares a password witisted server.

NEW SECURITY MODELS Towards our goal, we put forth a new formal security modat th
is appropriate for th&-party password-based authenticated key exchange scamatigive
precise definitions of what it means for it to be secure. Oudehbuilds upon those of Bel-
lare and Rogaway [6, 7] for key distribution schemes and thaellare, Pointcheval, and
Rogaway [4] for password-based authenticated key exchange

NEW SECURITY NOTIONS We also present a new and stronger model2fparty authen-
ticated key exchange protocols, which we call the Real-@md®m model. Our new model
is provably stronger than the existing model, to which werab as the Find-Then-Guess
model, in the sense that a scheme proven secure in the new imatkod secure in the exist-
ing model. However, the reverse is not necessarily true dwtunavoidable non-constant
factor loss in the reduction. Such losses in the reductiereatremely important in the case
of password-based protocols.
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A GENERIC CONSTRUCTION IN THE STANDARD MODEL We present a generic and natural
framework for constructing &8-party password-based authenticated key exchange ptotoco
from any secure-party password-based one. We do so by combinirggparty key dis-
tribution scheme, an authenticated Diffie-Hellman key exde protocol, and the-party
password-based authenticated key exchange protocol. rooé @f security relies solely on
the security properties of underlying primitives it usesd a@oes not assume the Random Or-
acle model [5]. Hence, when appropriately instantiateid, ¢bnstruction yields a secure pro-
tocol in the standard model.

A SEPARATION BETWEEN KEY DISTRIBUTION AND KEY EXCHANGE In addition to seman-

tic security of the session key, we present a new properigdckey privacy, which is specific

to key exchange protocols. This new notion captures in atatve way the idea that the

session key shared between two instances should be onlynkimothese two instances and
no one else, including the trusted server.

Related Work. Password-based authenticated key exchange has beenivtiestudied
in the last few years [4,9-13, 15-18, 20, 22—-24, 26, 28, 3R8%h a portion of the work
dealing with the subject of group key exchange and the vagirityadealing with different
aspects oR-party key exchange. Only a few of them (e.g., [11, 22, 32})sider password-
based protocols in thg-party setting, but none of their schemes enjoys provaldergg. In
fact, our generic construction seems to be the first provadtyre3-party password-based
authenticated key exchange protocol.

Another related line of research is authenticated key exgdia the 3-party setting The
first work in this area is the protocol of Needham and Schno§id, which inspired the
Kerberosdistributed system. Later, Bellare and Rogaway introdwcémmal security model
in this scenario along with a construction of the first prdyatecure symmetric-key-based
key distribution scheme [7]. In this paper, we consider fiecsl but important case in which
the secret keys are drawn from a small set of values.

Organization. In Section 2, we recall the existing security modelZeparty password-based
authenticated key exchange and introduce a new one. NeSgdtion 3, we introduce new
models for3-party password-based authenticated key exchange. Bdctien presents our
generic construction of Zparty password-based authenticated key exchange ptotaded
GPAKE, along with the security claims and suggestions on how taungte it. Some future
extensions of this work are presented in Section 5. The prafcfecurity folGPAKE are given

in Appendix A. Also in the appendix are the more detailed dpsons of the cryptographic
primitives and assumptions on whi¢fPAKE is based. We conclude by presenting some
results in Appendix C regarding the relation between thstiexj security notions and the
new ones being introduced in this paper.

2 Security models for2-party password-based key exchange

A secure2-party password-based key exchange BPAKE protocol where the parties use
their password in order to derive a common sessiondkeghat will be used to build secure
channels. Loosely speaking, such protocols are said todueesagainstlictionary attacksf
the advantage of an attacker in distinguishing a real sedsy from a random key is less
thanO(n/|D|) + (k) where|D| is the size of the dictionar, n is the number of active
sessions ané(k) is a negligible function depending on the security paramiete

In this section, we recall the security model faparty password-based authenticated key
exchange protocols introduced by Bellare, Pointcheval Rogaway (BPR) [4] and introduce
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a new one. For reasons that will soon become apparent, wetoetbe new model as the
Real-Or-Random (ROR) model and to the BPR model as the Hiea+lGuess (FTG) model,
following the terminology of Bellaret alfor symmetric encryption schemes [3].

2.1 Communication model

PrROTOCOL PARTICIPANTS Each participant in the-party password-based key exchange is
either a clientC € C or a serverS € S. The set of all users or participariisis the union
CUS.

LONG-LIVED KEYS. Each clientC' € C holds a passworgw . Each serveS € S holds a

vectorpw g = (pwg[C])cec With an entry for each client, whegev ¢[C] is the transformed-
password, as defined in [4]. In a symmetric moghets[C] = pw, but they may be different
in some schemegw . andpw g are also called the long-lived keys of clietitand serves.

ProTOCOL EXECUTION The interaction between an adversatyand the protocol partici-
pants occurs only via oracle queries, which model the adwersapabilities in a real attack.
During the execution, the adversary may create severaucmrt instances of a participant.
These queries are as follows, whéfedenotes the instandeof a participant’:

— Executd (', S7): This query models passive attacks in which the attackezselops on
honest executions between a client insta@iéeand a server instancg’. The output of
this query consists of the messages that were exchangewdha honest execution of
the protocol.

— SendU*, m): This query models an active attack, in which the adversaxy imtercept a
message and then either modify it, create a new one, or sifopiyard it to the intended
participant. The output of this query is the message thapainicipant instanc&* would
generate upon receipt of message

2.2 Security definitions

PARTNERING. We use the notion of partnering based on session idenitfisaid), which
says that two instances are partnered if they hold the sam@ulbsid. In practice, thesid is
taken to be the partial transcript of the conversation betwhe client and the server instances
before the acceptance.

FRESHNESS In order to properly formalize security notions for thesses key, one has to be
careful to avoid cases in which adversary can trivially kribee security of the scheme. For
example, an adversary who is trying to distinguish the sessey of an instancé&* from a
random key can trivially do so if it obtains the key for thastance through &evealquery
(see definition below) to instandé’ or its partner. Instead of explicitly defining a notion of
freshness and mandating the adversary to only performaagteshinstances as in previous
work, we opted to embed that notion inside the definition efdhacles.

Semantic security in the Find-Then-Guess model.This is the definition currently being
used in the literature. In order to measure the semanticisead the session key of user
instance, the adversary is given access to two additiorsalles: theRevealoracle, which
models the misuse of session keys by a user, anddlseoracle, which tries to capture the
adversary’s ability (or inability) to tell apart a real sesskey from a random one. Létbe

a bit chosen uniformly at random at the beginning of the @rpamt defining the semantic
security in the Find-Then-Guess model. These oracles direedeas follows.



— RevealU"): If a session key is not defined for instaniéé or if a Testquery was asked
to eitherU’ or to its partner, then return. Otherwise, return the session key held by the
instancel/’.

— Test(U?): If no session key for instanc€” is defined or if aRevealquery was asked
to eitherU’ or to its partner, then return the undefined symbotherwise, return the
session key for instandé’ if b = 1 or a random of key of the same sizéif= 0.

The adversary in this case is allowed to ask multiple quendethe Execute Reveal and
Sendoracles, but it is restricted to ask onl\simglequery to theTestoracle. The goal of the
adversary is to guess the value of the hidderbhised by theTestoracle. The adversary is
considered successful if it guesgesorrectly.

Let Succ denote the event in which the adversary is successful fifrake-advantage
of an adversary4 in violating the semantic security of the protocBlin the Find-Then-
Guess sense and tahdvantage functionof the protocolP, when passwords are drawn from
a dictionaryD, are respectively

Adv5,%(4) = 2 Pr[Succ] - 1; and
Adv ™ (t, R) = max{ Advp " (4) },

where the maximum is over alll with time-complexity at most and using resources at
most R (such as the number of queries to its oracles). The definitidime-complexity that
we use henceforth is the usual one, which includes the mawiwiuall execution times in
the experiments defining the security plus the code sizeNaie that the advantage of an
adversary that simply guesses thethig 0 in the above definition due to the rescaling of the
probabilities.

Semantic security in the Real-Or-Random model. This is a new definition. In the Real-
Or-Random model, we only allow the adversary to &lecute Send and Testqueries. In
other words, th&kevealoracle that exists in the Find-Then-Guess model is no loagatable
to the adversary. Instead, we allow the adversary to ask ay ife@st queries as it wants to
different instances. Allestqueries in this case will be answered using the same valubédor
hidden bitb that was chosen at the beginning . That is, the keys retum#ukelTestoracle are
either all real or all random. However, in the random casestime random key value should
be returned foiTestqueries that are asked to two instances which are partnélesse note
that theTestoracle is the oracle modeling the misuse of keys by a useisrcése. The goal
of the adversary is still the same: to guess the value of ttiéei bitb used to answerest
queries. The adversary is considered successful if it ggésrrectly.

Let Succ denote the event in which the adversary is successfulrdiheke-advantage
Advrpfr,jake(A) of an adversary in violating the semantic security of the protoddiin the

Real-Or-Random sense and tdvantage functionAdvg’gake(t, R) of the protocolP are
then defined as in the previous definition.

Relation between notions.As we prove in Appendix C, the Real-Or-Random (ROR) secu-
rity model is actually stronger than the Find-Then-Gue§¥3Jsecurity model. More specif-
ically, we show that proofs of security in the ROR model careasily translated into proofs
of security in the FTG model with only afactor loss in the reduction (see Lemma 8). The
reverse, however, is not necessarily true since the reguidinot security preserving. There
is a loss of non-constant factor in the reduction (see Lemm&6reover, the loss in the
reduction cannot be avoided as there exist schemes for wigcban prove such a loss in
security exists (see Proposition 10).
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To better understand the gap between the two notions, iragpassword-based scheme
that was proven secure in the FTG model. By definition, theatage of any adversary is at
mostO(n/|D|) +¢(k), wheren is the number of active sessions atiél) is a negligible term.
By applying the reduction, we can show that no adversary odvetter tharO(n?/|D|) +n -
e(k), which is not enough to guarantee the security of the samenselin the ROR model.
Note that such a gap is not as important in the case wherednitgbpy keys are used since
both terms in the expression would be negligible.

As a consequence, we cannot take for granted the securityeadxisting schemes and
new proofs of security need be provided. Fortunately, welgvtike to point out here that
the security proof for several of the existing schemes caedsly modified to meet the
new security goals with essentially the same bounds. Theorefor that is that the security
proofs of most existing password-based schemes in faceomething stronger than what
is required by the security model. More specifically, mosigbs generally show that not
only the session key being tested looks random, but all tys &eat may be involved in a
reveal query also look random to an adversary that does ot kime secret password, thus
satisfying the security requirements of our new model. Inigalar, this is the case for the
KQY protocol [19] and its generalization [13], and some owhemes based on the encrypted
key exchange scheme of Bellovin and Merritt [8] (e.g., [18])2

Since most existing password-based schemes do seem tgeash@irity in the new and
stronger security model and since the latter appears to lve applicable to situations in
which one wishes to use a password-based key exchangegratoa black box, we suggest
the use of our new model when proving the security of new passivased schemes.

3 Security models for3-party password-based key exchange

In this section, we put forward new formal security models3tparty password-authenticated
key exchange and key distribution protocols. Our modelsgareeralizations of the model
of Bellare and Rogaway [7] for 3-party key distribution sefes to the password case and
that of Bellare, Pointcheval, and Rogaway [4] foparty password-based authenticated key
exchange.

3.1 Protocol Syntax

PrROTOCOL PARTICIPANTS Each participant in &-party password-based key exchange is
either aclienlU € U/ or atrusted serve$ € S. The set of client#/ is made up of two disjoint
setsC, the set of honest clients, aédthe set of malicious clients. For simplicity, and without
loss of generality, we assume the sétto contain only a single trusted server.

The inclusion of the malicious sétamong the participants is one the main differences
between the-party and the3-party models. Such inclusion is needed in 3hgarty model in
order to cope with the possibility of insider attacks. Theafenalicious users did not need
to be considered in theparty due to the independence among the passwords shaveztbe
pairs of honest participants and those shared with mabaoisers.

LONG-LIVED KEYS. Each participanU € U holds a passworgw,;. Each servelS € S
holds a vectopwg = (pwg[U])uvey With an entry for each client, wherew 4[U] is the
transformed-password, following the definition in [4]. Insgmmetric modelpw[U]| =
pwyr, but they may be different in some schemes. The set of padswery, whereE € &,
is assumed to be known by the adversary.

! This is so because we are working in the concurrent model ecase all servers in the general case know all
users’ passwords.
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3.2 Communication model

The interaction between an adversatyand the protocol participants occurs only via oracle
gueries, which model the adversary capabilities in a réatkt These queries are as follows:

- Execute{Ufl,Sj, U§2): This query models passive attacks in which the attackeesav
drops on honest executions among the client instabéésand U;* and trusted server
instanceS’. The output of this query consists of the messages that weharged dur-
ing the honest execution of the protocol.

— SendClientU?, m): This query models an active attack, in which the adversaay m
intercept a message and then modify it, create a new onemmiysforward it to the
intended client. The output of this query is the messagediett instancel/* would
generate upon receipt of message

— SendServdiS’, m): This query models an active attack against a server. Itubsitine
message that server instargewould generate upon receipt of message

3.3 Semantic security

The security definitions presented here build upon thoseetib® and Rogaway [6, 7] and
that of Bellare, Pointcheval, and Rogaway [4].

NOTATION. Following [6, 7], an instancé&’® is said to beopenedif a query Revea(U*) has
been made by the adversary. We say an instafids unopenedf it is not opened Similarly,
we say a participant/ is corruptedif a query Corrup{U') has been made by the adversary.
A participantU is said to beuncorruptedif it is not corrupted We say an instanc&” has
acceptedf it goes into an accept mode after receiving the last exgzeptotocol message.

PARTNERING. Our definition of partnering follows that of [4], which usesssion identifica-
tions (sid). More specifically, two instancd$; and Ug are said to be partners if the following
conditions are met: (1) Both’! and Ug accept; (2) BothU} and Ug share the same session
identifications; (3) The partner identification fo¥ is Ug and vice-versa; and (4) No instance
other thanU; and Ug accepts with a partner identification equalltp or Ug. In practice, as
in the 2-party case, theid could be taken to be the partial transcript before the aeoeptof
the conversation among all the parties involved in the malta solution which may require
the forwarding of messages.

FRESHNESS As in the2-party case, we opted to embed the notion of freshness itiséde
definition of the oracles.

Semantic security in Find-Then-Guess modelThis definition we give here is the straight-
forward generalization of that of Bellare, Pointchevald &ogaway [4] for the-party case,
combined with ideas of the model of Bellare and Rogaway [73fparty key distribution. As

in the 2-party case, we also defineRevealoracle to model the misuse of session keys and a
Testoracle to capture the adversary’s ability to distinguislea session key from a random
one. Letb be a bit chosen uniformly at random at the beginning of theegrpent defining
the semantic security in the Find-Then-Guess model. Thestes are defined as follows:

— RevealU"): If a session key is not defined for instaniéé or if a Testquery was asked
to eitherU’ or to its partner, then return. Otherwise, return the session key held by the
instancel/*.

— TestU?): If no session key is defined for instanté or if the intended partner df* is
part of the malicious set or if Revealquery was asked to eithéF or to its partner, then
return the invalid symbol.. Otherwise, return either the session key for instaliicaf
b = 1 or a random of key of the same sizé i 0.
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Consider an execution of the key exchange protdtbly an adversary, in which the latter
is given access to thReveal Execute SendClient SendServerand Testoracles and asks a
single Testquery, and outputs a guess Wit Such an adversary is said to win the experiment
defining the semantic securitylf = b, whereb is the hidden bit used by thBestoracle.

Let Succdenote the event in which the adversary wins this gameftfjFeke-advantage

Advg';gg ake(A) of an adversary in violating the semantic security of the protoddlin the

Find-Then-Guess sense and #uvantage functionAdvﬁE’gg “k(t, R) of the protocolP are

then defined as in previous definitions.

We say a3-party password-based key exchange protdedd semantically secure in the
Find-Then-Guess sense if the advantag@vﬁﬁ,i;ake is only negligibly larger tharkn /|D|,
wheren is number of active sessions akhds a constant. Note that= 1 in the best scenario
since an adversary that simply guesses the password in édhbb active sessions has an
advantage of./|D|.

Semantic security in Real-Or-Random model. This is a new definition. In the Real-Or-
Random modelRevealqueries are no longer allowed and are replacedést queries. In
this case, however, the adversary is allowed to ask as mestyjueries as it wants.

The modifications to th@estoracle are as follows. If destquery is asked to a client
instance that has natcceptedthen return the undefined. If a Testquery is asked to an
instance of an honest client whose intended partner is déedt@r to an instance of a dishonest
client, then return the real session key. Otherwise J@stquery returns either the real session
key if b = 1 and a random one # = 0, whereb is the hidden bit selected at random prior
to the first call. However, wheh = 0, the same random key value should be returned for
Testqueries that are asked to two instances which are partnénedgoal of the adversary is
still the same: to guess the value of the hidden bit used by'éis¢oracle. The adversary is
considered successful if it guesgesorrectly.

Consider an execution of the key exchange protdedly an adversary, in which the
latter is given access to thiexecute SendClient SendServerand Testoracles, and outputs a
guess bit/. Such an adversary is said to win the experiment definingehmastic security in
the ROR sense #f' = b, whereb is the hidden bit used by thEestoracle. Let Sicc denote
the event in which the adversary wins this game. Fijneake-advantageAdv}"Sgake(A) of
an adversaryA in violating the semantic security of the protod@lin the Real-Or-Random
sense and thadvantage function Adv’S%; *(¢, R) of the protocolP are then defined as in
previous definitions. 7

3.4 Key privacy with respect to the server

Differently from previous work, we define the notion of keymaicy to capture, in a quantita-
tive way, the idea that the session key shared between twaniress should only be known to
these two instances and no one else, including the trustedrs&he goal of this new notion
is to limit the amount of trust put into the server. That issethough we rely on the server to
help clients establish session keys between themselvestjliwgant to guarantee the privacy
of these session keys with respect to the server. In fastjglthe main difference between a
key distribution protocol (in which the session key is knaaithe server) and a key exchange
protocol (for which the session key remains unknown to thees

In defining the notion of key privacy, we have in mind a servhiol knows the passwords
for all users, but that behaves in an honest but curious maRoethis reason, we imagine
an adversary who has access to all the passwords as well lzs Exd¢cuteand SendClient
oracles but not to &evealoracle or to aSendServepracle, since the latter can be easily
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simulated using the passwords. To capture the adversdnility 4o tell apart the real session

key shared between any two instances from a random one, wénédgduce a new type of

oracle, calledTestPair defined as follows, wherteis a bit chosen uniformly at random at the
beginning of the experiment defining the notion of key privac

— TestPaitU?,U3): If client instancesU/? andUJ do not share the same key, then return
the undefined symbal.. Otherwise, return the real session key shared betweent clie
instanced/{ andU3 if b = 1 or a random key of the same sizéif= 0.

Consider an execution of the key exchange protdedly an adversary with access to
the Execute SendClient and TestPairoracles and the passwords of all users, andl leg its
output. Such an adversary is said to win the experiment defitie key privacy i’ = b,
whereb is the hidden bit used by théestPairoracle. Let $Icc denote the event in which
the adversary guessésorrectly. We can then define th@-advantage Advllipgake(A) of
A in violating the key privacy of the key exchange proto¢band theadvantége function
Adv'?-*(t, R) of P as in previous definitions.

Fiﬁally, we say an adversawy succeeds in breaking the key privacy of a protoEoif
Advl}%ake(A) is non-negligible.

4 A generic three-party password-based protocol

In this section, we introduce a generic construction ®fmarty password-based key exchange
protocol in the scenario in which we have laonest-but-curiouserver. It combines 2-party
password-based key exchange, a secure key distributidacptand a2-party MAC-based
key exchange and has several attractive features. Fidetes not assume the Random Oracle
(RO) model [5]. That is, if the underlying primitives do notake use of the RO model,
neither does our scheme. Hence, by using schemes such a®©t@rdtocol [19] for the
2-party password-based key exchange andtparty key distribution scheme in [7], one gets
a 3-part password-based protocol whose security is in thelatdrmodel. Second, ¥#-party
password-based key exchange protocols already exist betthe server and its users in a
distributed system, they can be re-used in the construofionr 3-party password-based key
exchange.

Description of the generic solution. Our generic construction can be seen as a form of com-
piler transforming any secuteparty password-based key exchange protdtoito a secure
password-base8-party key exchange protocét’ in the honest-but-curiousecurity model
using a secure key distributidfD, a securedViAC scheme, and generic number-theoretic op-
erations in a groufls for which the DDH assumption holds (see Appendix B).

The compiler, depicted in Figure 2, works as follows. Finst,use the protocaP between
a userA and the servef to establish a secure high-entropy sessiondtey. Second, we use
the protocolP between the serve$ and the usef in order to establish a session keéys.
Third, using a key distributioiKD, we have the servef first select aVIAC key k,,,, using the
key generation of the latter, and then distribute this keyt Bmd B using the session key$ 4
andsk g, respectively, generated in the first two steps. Finallgnd B use aMAC-based key
exchange to establish a session K&H in an authenticated way.

Semantic security in the Real-Or-Random model. As the following theorem states, the
generic schem6PAKE depicted in Figure 2 is a secuseparty password-based key exchange
protocol as long as the Decisional Diffie-Hellman assunmpliolds inG and the underlying
primitives it uses are secure.
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Fig. 2. GPAKE: a generic three-party password-based key exchange

Theorem 1. Let2PAKE be a secur@-party password-based Key Exchang®) be a secure
key distribution, andAC be a secure MAC algorithm. Let,. andg;.s; represent the number
of queries tcExecuteand Testoracles, and let ., ¢ ., qxd, andg.i. represent the number

of queries to theSendClientand SendServepracles with respect to each of the t@BAKE
protocols, thekD protocol, and the finaRKE protocol. Then,

AdVrGOerQlE?D (t, Gexes Gtests Geonds Goonds Qicds dake) <
4 (qexe + qa) - AdViE ™ (£,1,0) + 2 Gaie - AdVER(1,2,0)
+2- AdVE" (t + 8(dexe T dake)Te) + 4+ AVERLED (F, dexes Gexe + Gends Giena)
+4- Advggﬁ?éfp(tv Gexes Goxe + Qland Gand) »

wherer, denotes the exponentiation computational tim&in

Key privacy with respect to the server. As the following theorem states, the generic scheme
GPAKE depicted in Figure 2 has key privacy with respect to the seagdong as the Deci-
sional Diffie-Hellman assumption holds @

Theorem 2. Let GPAKE be the3-party password-based authenticated key exchange scheme
depicted in Figure 2. Then,

kp—ak
AdVGI;A?(;D(ty Gexe test s qs/éndv qfand? qkd, Qake) < 2 AdVg;dh (t,) )

wheret’ =t + 8- (gexe + ¢ake) - Te @nd the other parameters are defined as in Theorem 1.

Instantiations. Several practical schemes can be used in the instantiafidtine®-party
password-based key exchange of our generic constructioang them are the KOY pro-
tocol [19] and its generalization [13], the PAK suite [25)deseveral other schemes based on
the encrypted key exchange scheme of Bellovin and Meriittd8)., [10]).

In the instantiation of the key distribution scheme, oneld¢aise the original proposal
in [7] or any other secure key distribution scheme. In paléi the server could use a chosen-
ciphertext secure symmetric encryption scheme to dig&ithe keys to the users. Indepen-
dently of the choice, one should keep in mind that the sgctejuirements for the key dis-
tribution scheme are very weak. It only needs to provide sigowith respect to one session.

For the instantiation of the MAC, any particular choice thakes the MAC term in
Theorem 1 negligible will do. Possible choices are the HMA{dr the CBC MAC.

It is important to notice that, in order fa§PAKE to be secure, the underlyirgsparty
password-based protoamlustbe secure in the ROR model.24party password-based secure
in the FTG model does not suffice to prove the securitGRAKE.
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5 Concluding remarks

AUTHENTICATION. In order to take (explicit) authentication into accounte@an easily ex-
tend our model using definitions similar to those of Bellatral. [4] for unilateral or mutual
authentication. In their definition, an adversary is saithi@ak authentication if it succeeds
in making any oracle instance terminate the protocol witlzopartner oracle. Likewise, one
could also use their generic transformation to enhance engric construction so that it pro-
vides unilateral or mutual authentication. The drawbacksirfig their generic transformation
is that it requires the random oracle model.

MORE EFFICIENT CONSTRUCTIONSEVven though the generic construction presented in this
paper is quite practical, more efficient solutions are fdssiOne example of such an im-
provement is a generic construction in which the key distidn and the final key exchange
phases are combined into a single phase. One can easilyahdifferent solutions for this
scenario that are more efficient that the one we give. Howéveroverall gain in efficiency
would not be very significant since the most expensive patihede two phases, the Diffie-
Hellman protocol, seems to be necessary if key privacy wadpect to the server is to be
achieved. Perhaps the best way to improve the efficien8ypafrty password-based schemes
is to adapt specific solutions in tieparty model to the3-party model, instead of treating
these schemes as black boxes.

RELATION TO SIMULATION MODELS. In [29], the Find-Then-Guess model of [7] is shown
to be equivalent to simulation models in the sense that arsehieat is proven secure in one
model is also secure in the other model. By closely examitiegr proof, one can easily

see that the equivalence does not apply to the case of pakbased protocols due to the
non-security-preserving reduction. It seems, howevaet, ttieir proof of equivalence can be
adapted to show the equivalence between the simulation Inamdiethe Real-Or-Random

model that we introduce in this paper in the case of passWwasgd protocols. This is also the
subject of ongoing work.
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A Proof of security for GPAKE

Semantic security of GPAKE in the ROR model. Without loss of generality, we assume
the set of honest users contains only usé€m@nd B. The solution can be easily extended to
the more general case with essentially the same bounds.

Let A be an adversary against the semantic securit§RAKE in the Real-Or-Random
sense with time-complexity at mostand asking at most... queries to itSExecuteoracle,
Grest QUeries to itsTestoracIe,q;‘éncl queries toSendClientand SendServepracles with re-
spect to thePAKE protocol betweem and the trusted serve, qs]ind queries with respect to
the 2PAKE protocol betweerB and.S, ¢4 queries with respect to th€D protocol, andy, .
queries with respect to the final authenticated key exchpratecol.

Our proof consists of a sequence of hybrid experimentstirsgawith the real attack
againstGPAKE scheme and ending in an experiment in which the adversatyangage is
0, and for which we can bound the difference in the adversagivantage between any two
consecutive experiments. For each experinkap,,, we define an eventl&c,, correspond-
ing to the case in which the adversary correctly guessesidaei bitb involved in theTest
queries (see Section 3).

Experiment Exp,. This experiment corresponds to the real attack. By dejimitive have

Adviarep(A) =2 Pr[Succy] — 1 1)

Experiment Exp,. We now modify the simulation of the oracles as follows. Welaee the
session keyk 4 used as input to thED protocol by a random session kek/, in all of the
sessions. As the following lemma shows, the difference éetwthe success probability of
the adversaryd between the current and previous experiments is at mospthaeaking the
security of the underlyin@PAKE protocol betweem andsS.

Lemma 3. {Pr[ succ | — Pr[SUCCOH <2. Advg?nr/;fé‘?[)(t, Jexe, Qexe + qs‘ind, qs‘ind) .

Proof. Let.A; be a distinguisher for experimeriip,; andExp,. We can build an adversary
Apake @gainst the semantic security of tBBAKE protocol betweemd and S using .4, as
follows. Ap,ke Starts by choosing a bituniformly at random and selecting the passwords for
all users in the system exceftaccording to the distribution @P. Next, it starts runningd,,
giving it the passwords for all the malicious clients in tlygtem, and answering to its oracle
queries as follows.

— SendClientand SendServequeries. If A, asks aSendClientor SendServequery per-
taining to an instance of tH&PAKE protocol betweerB andS, thenA,,,. can answer it
using the password of clied® that it has picked at the beginning of its execution. If the
SendClientor SendServeqguery pertains to an instance of thieAKE protocol between
A andS, then A, can answer it by asking the corresponding query t&ésdoracle.

If this query forces the given instance of clieAtor S to accept or reject, then we also
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ask aTestquery to that instance (unle3gstquery had already been asked to its partner).
The output of thisTestquery will be used to simulate the key distribution and firey k
exchange phases of the protocol. All the otBendClientand SendServequeries byA,
can be easily answered either using the output ofTéw queries made to instances of
A or S or the session keys computed in the execution oRfEKE protocol betweem
andB.

— Executequeries Ap,. can easily answer these queries using its &xacuteoracle and
the output of theTestqueries.

— Testqueries. A, can easily answer these queries using theé bitat it has previously
selected and the session keys that it has computed.

Lett’ be the output ofd;. If ¥’ = b, thenAp.e oOutputsl. Otherwise, it outputs.

One can easily see that the probability thgt,. outputsl when its Testoracle returns
real keys is exactly the probability thal; returns 1 in experimerixp,. Similarly, the prob-
ability that.4,,. outputsl when itsTestoracle returns random keys is exactly the probability
that 4, returns 1 in experimeriixp,. The lemma follows by noticing thad,.. has at most
time-complexityt and asks at mogt... + q;‘md queries to itsTestoracle, at moSfe,. queries
to its Executeoracle, and at most!_, queries to itsSendoracle.

Experiment Exp,. We modify the previous experiment by replacing the sesk®nsk
used as input to th&D protocol by a random session ke¥/; in all of the sessions. Using
similar arguments, one can prove the following lemma.

Lemma 4. |Pr[ Succ, | — Pr[Succ ]| <2. Advgcggféfp(t, Jexe, Qexe + qind, qind) .

Experiment Exps. In this experiment, we replace th@AC key k,, obtained via the key
distribution protocol with a random key in all of the sessioAccording to the following
lemma, the difference between the success probabilityhtlversaryd between the cur-
rent and previous experiments is at most that of breakingelcarity of the key distribution
scheme<D protocol betweem, B, andsS.

Lemma 5. |Pr[SUCC; ] — Pr[SUCC: ]| < 2 (exe + qia) Advics “(t,1) .

Proof. The proof of this lemma uses standard hybrid arguments fiLdider to replace each
of the key generated by the key distribution scheéfiie We can do so here because the input
of the key distribution scheme are all independents sinperaxentExps.

The hybrids in this case consist of a sequence of randomblesi&;, where0 < i < ¢,
andgs = (gexe + qxa), Such that (1) the random variablg is constructed as follows : in the
first (i — 1) sessions, the session keys are generated according tanespeExp;, (i.e. at
random), and in thég; — i + 1) sessions, they are generated according tdtkp,, (i.e.ac-
cording to the real protocol); (2) extreme hybrids= 0) and(i = ¢s) collide with Exp, and
Exp; respectively; (3) random values of each hybrid can be prediby a probabilistic poly-
nomial time algorithm and the session that we modify is imthelent of the other sessions;
and (4) there are only polynomially many hybrids.

The hybrids allow us to defing, different experiments where we only ask queries to the
Sendoracles of th&KD scheme with respect tosinglesession in each of the hybrids. Indeed,
we start with a distinguisheds ; for experimentd/;_; andV; and we build an adversapyf(d
against thé<D protocol. The adversar,)Af(d will choose at random the MAC keys,, for the
first:—1 sessions as well as the secret kelys andsk g shared between the server and clients
A and B, respectively. Hence, it can perfectly answer to the geeriade by the adversary
Aj i to SendClient SendServerExecute and Testoracles for théi — 1) first sessions. In the
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i-th session of hybrid experimefitxp; ;, AL, will use theKD oracles to answer its queries.
It also makes &estquery with respect to this session to obtain a kgyand uses it in order
to simulate the remainder of ti&PAKE protocol for that session.

If the output of theTestquery is the real key, thed! , is runningA;; as in the hybrid
experimentV;_,. If the session key returned by thst query is a random key, thed,
is running Az ; as in the hybrid experimerit; Note the number of queries asked
to its Sendoracles is at most the maximum number of messages in a sirgtaiton of
the protocol,c, hence the bound given in the lemma. Finally, when answeorite Test
queries made by ;, f(d uses the same random bithosen at random at the beginning
of its execution. Le®’ be the output of adversats ;. If v’ = b, then A}, returns1 or 0,
otherwise. Using classical probability analysis and the fhat. A}, has time-complexity
and asks queries to iBendoracle with respect to singlesession and nRevealqueries, we
can show that the difference between the probabilities,ttﬁgﬁn experimentd/; andV;_ is
at most2 - Adv,:& (¢, 1,0). The lemma follows immediately by noticing that there are at
mostgq, hybrids.

Experiment Exp,. In this experiment, we modify the oracle instances as vilolf the
adversary asks §endClientquery containing a new pair message-MAC not previously gen-
erated by an oracle, then we consider the MAC invalid andefdhe instance in question
(which received a forged message) to terminate withoutcae As the following lemma
shows, the difference between the current and previousriexpets should be negligible if
we use a secure MAC scheme.

Lemma 6. [Pr[Succy] — Pr[SUCC;]| < Gake - AdVIAC™(£,2,0)

Proof. The proof of this lemma also uses hybrid arguments in the sasria the proof of
Lemma 5. The total number of hybrids in this caseyig., since Executequeries do not
need to be taken into account in this case. In hybtidwhere0 < i < qake, queries in the
first i sessions are answered as in experintexp, and all other queries are answered as in
experimentExps;. Let A, ; be a distinguisher for hybrids; andV;_;. Using A4 ;, we can
build an adversary for the MAC scheme as follows.

For the firsti — 1 sessions, the adversa#, . will choose random values for the MAC
key and is therefore able to perfect simulate the oraclesngie .4, ;. In thei-th session,
A? .. makes use of it8AC generation and verification oracles to answer queries flam
If A, generates a pair message-MAC not previously generatedify, then Al .. halts
and outputs that pair as its forgery. If no such pair is geedrave output a failure indication.
For all remaining sessions{’ .. uses the actual MAC keys obtained via the key distribution
scheme as in experimeRitxp; to answer queries from ;.

Let I be the event in which a MAC is considered invalid in hyb¥idout valid in hybrid
V;_1. Notice thatPr[F] is at most the probability that an adversat,,. can forge a MAC
under a chosen-message attack. Sidée. has time-complexity and makes at most two
queries to itSVIAC generation oracle (to answer tisendClientqueries) and no queries to
its verification oracle, we have th&t[F] < Succ$ifi-“™(t,2,0). Moreover, since the two
hybrids proceed identically until’ occurs, we hav@r[Succy, , A—F] = Pr[Succy, A—F].

By Lemma 1 of [30], we havéPr[Succy, ,| — Pr[Succy,|| < Pr[F]. The lemma follows
from the fact that there are at magt. hybrids.

Experiment Exps;. In this experiment, we try to avoid the use of the discretg-of the
elementsX, Y, Z in the Testqueries in order to correctly compute t6®H (X, Y"). We thus
introduce a random DDH triplesX, Y, Z). Then, using the classical random self-reducibility
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of the Diffie-Hellman problem, one can introduce the aboids in all the sessions which
can be tested by the adversary. We do not need to modify tiee s#issions.

The behavior of our simulation in this experiment is as foo ExperimentExp; is
identical to experimenExp,, except that we apply the following special rules when aegli
with Test(U*) and SendClientU?, m) queries for the last two flows @PAKE:

R1: When processing &endClientA?, Start) query, the simulator picks two random values
ap andzg in Zq, computesX, = X g*0 and stores in som&-table (ag, z¢, Xo).
R2: When processing 8endClientB7, (X, mg)) query in the last message of the protocol,

— if the elementX, has been computed by our simulator and thus have been stored
in the X'’-table, then it generates the same way its answer by chobsmgandom
valuesby, yo & 74, it computesYy = Y g% and stores in somg-table (b, o,

Yp). It can now computeZy, = Z%b x y=obo x X o x grovo for the Testqueries.

— if the elementsX has not been previously computed by olssimulation, then it

proceeds as in the experimdikp,,.

R3: When processing @estU*) query, we know that such a query only reveal information
about the hidden bit when asked on an accepting instancegraadcepting instance can
only happen when the simulator knows the correct vay@nd can answer such query
as in the experimeriLxp,.

It is easy to see that in the second case of R2gas in experimenExp,, the adversary will
not been able to forge lMAC tag, and then he will not be able to generate a correct message
for either one of the two last flows. Consequently, the sesgil not be accepted by any
party and so the adversary will not be able to serést query to any instance. Hence, the
simulation will be consistent.

It is then clear that experimenisxp, and Exp; are equivalent, since we have consis-
tently replaced one set of random variables by another seeotically distributed random
variables. In particulafr[Succ,| = Pr[Succs].

Experiment Expg. ExperimentExpy is exactly the same as experim@p;, except thatin
all the rules, we use a random trigl&, Y, Z) coming from a random distributiofy”, ¢¥, ¢*),
instead of a DDH triple. As the following lemma shows, thdeatiénce between the current
and previous experiments should be negligible if DDH is har@.

Lemma 7. [Pr[Succs] — Pr[Succs ]| < AdvE™ (¢t + 8(qexe + ake)Te) -

Proof. Let A be an attacker that breaks the semantic security experiofi€ii?AKE with a
different advantage in ExperimeRixpg than in ExperimenExp;. We can build an adver-
sary Aqqn for the DDH problem inG as follows. Let(X,Y, Z) be the input given todyqp.
Aqan first selects a bik at random and then starts runnidg If A asks aSendClient Execute
or Testquery, thendyyn cOmputes its output exactly as in the previous experimentising
the triple(X, Y, Z) that it had received as input. LEtbe the output ofd. If b’ = b, thenAgqn
returns 1 or O, otherwise.

Let us now analyze the success probability.4f,. Clearly, when the tripld X, Y, 7)
is a true Diffie-Hellman triple,Aq4qn runs.A exactly as in experimerExps and thus the
probability thatA44, outputs 1 is exactlfPr[Succs]. On the other hand, wheiX,Y, Z) is
a random triple,A4qn runs A exactly as in experimerfExpg and thus the probability that
Aqgqn outputs 1 is exactlyPr[Succs]. The lemma follows from the fact thadqqn has time-
complexity at most + 8(gexe + Gake)Te, due to the additional time for the computations of
the random self-reducibility.
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Due to the random self-reducibility property of the Diffieelinan problem, all the ses-
sions keysZ, used to answerestqueries in experimerExpg are randomly and indepen-
dently distributed irz. As a result, no information on the hidden biised by therestoracle
is leaked to the adversary and tHgSuccs] = . This result combined with the previous
lemmas yields the result in Theorem 1.

Key privacy. The proof of key privacy uses arguments similar to those usesperiments
Exp; andExpg in the proof of semantic security GPAKE. LetAkp be an adversary against
the key privacy oflGPAKE with time-complexity at most, and asking at most... queries to
its Executeoracle,q.s; queries to itsTestPairoracle, andy,,. queries taSendClientoracle
with respect to the final MAC-based authenticated key exghamotocol. Using4kp, we can
build an adversarylyqy, for the DDH problem inG as follows.

Let (X,Y, Z) be the input given todqqn. Aqggn first chooses the passwords for all users
in the system according to the distributionof It also chooses a bitat random that is used
to answer queries to thEestPairoracle. It then starts runningkp giving all the password of
all users to it. Sincedqqn knows the password of all users, it can easily answer queTéste
by Akp- However, in order to usgly, to help it solve the DDH problemdyq, will use the
classical random self-reducibility o?the Diffie-Hellmanoplem to introduce its input triple
in the answers t&endClient Execute and TestPairqueries with respect to the last two flows
of GPAKE.

To simulate theExecuteoracle, we simply use the passwords that we have chosen and
SendClientgueries. The simulation of th8endClientand TestPairare as follows:

R1: When processing &endClientA’, Start) query, Aqqn picks two random values, and
xo In Zq, computesXy = X% g*, and stores in som&-table(ag, z¢, Xo).

R2: When processing &endClientB’, (X, mg)) query in the last message of the protocol,

— if the elementX has been computed 44, and thus have been stored in thie
table, thendyqn generates the same way its answer by choosing two randomsvalu
bo, Yo <= Zg. It computesyy = Y% g¥% and stores in somE-table(bg, yo, Y0)- Addn
can now computeZ, = Z%b x yzobo i X0 . gTovo for the TestPairqueries.

— if the elementsX, has not been previously computed Hyq, then Aqqn proceeds
with the simulation as it would in a real attack. '

R3: When processing &estPaifU}, Us) query, Aqqn first checks whethel’; andU; have
both accepted and have the same key. If the check fails, AQgnreturns.L. If the check
passes, thedl4qn, knows the corresponding valug for the secret key and can answer it
based on the hidden Hitit had previously chosen.

Let ¥’ be the output omkp. If & = b, thenAqq, returns 1 and 0, otherwise.

We would like to observe here that the second case of R@das no influence over
TestPairqueries, since the latter can only be asked to pair of orad®mces which share
the same key. This is because even though the instance éavisitheSendClientmay itself
accept, its partner would not be an oracle instance. Hen@es#Pairquery involving this
instance would always return the invalid symhal

In order to analyze the success probability.4fy,, first consider the case in which the
triple (X,Y, Z) is a true Diffie-Hellman triple. Then, in this case, one cae #&t simu-
lation of theAkp oracles is perfect. Hence, the probability théty, outputs 1 is exactly
1+ %Advlé%;ikép(Akp). On the other hand, wheiX, Y, Z) is a random triple, the keys
7y used to answefestPairqueries are all random and independent as a result of the ran-
dom self-reducibility property of the Diffie-Hellman prash. Hence, no information ob
is leaked throughrestPairqueries and the probability thatqq, outputs 1 is exactly% in
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this case. The proof of Theorem 2 follows from the fact tat, has time-complexity at
Mostt + 8(gexe + Gake)Te, due to the additional time for the computations of the ramdo
self-reducibility.

B Building blocks

In this section, we recall the definitions for the cryptodriapprimitives that we use in the
construction of our generig-party password-based authenticated key exchaeigKE.

Decisional Diffie-Hellman assumption: DDH. The DDH assumption states, roughly, that
the distributions(g“, ¢*, ¢"*) and (¢*, g*, g*) are computationally indistinguishable when
u,v,w are drawn at random frofi, ..., |G|}. This can be made more precise by defining
two experimentsExpdieal(4) and Expddh 24 (A). In both experiments, we compute
two valuesU = ¢g* andV = ¢" to be given taA. But in addition to that, we also provide a
third input, which isg™” in ExpgdtTeal(4) andg? for a randomz in Expgdhand(4). The
goal of the adversary is to guess a bit indicating the expantrit thinks it is in. We definad-
vantageof A in violating the DDH assumptiomAdv{®® (A), asPr[ Expdiheal(4) = 1] —

Pr[ Expddhrand(4) = 1]. Theadvantage functionf the group,Advid®(t) is then defined

as the maximum value ok dv&"(A4) over all A with time-complexity at most.

Message authentication codes (MAC).A Message Authentication CoddAC = (Key,
Tag, Ver) is defined by the following three algorithms: (1)MAC key generation algorithm
Key, which on inputl® produces a-bit secret-keysk uniformly distributed in{0, 1}*; (2)
A MAC generation algorithnTag, possibly probabilistic, which given a messageand a
secret keysk € {0,1}*, produces an authenticatar and (3) AMAC verification algorithm
Ver, which given an authenticatgr, a messagen, and a secret keyk, outputsl if p is a
valid authenticator forn undersk and0 otherwise.

Like in signhature schemes, the classical security levehfotAC is to prevent existential
forgeries, even for an adversary which has access to theajemeand verification oracles.
We defineadvantageof A in violating the security of the MACA Vi -""*(A), as

Pr [sk — {0,1}, (m, )  AT8UKDVerlsh) () - Ver(skym, p) = 1],

and theadvantage functionof the MAC, Advﬁ}lllﬁgcma(t,qg, gs), as the maximum value of
Advﬁ}flﬁgcma(A) over all A that asks up t@, andg, queries to the generation and verifica-
tion oracles, respectively, and with time-complexity atstio Note thatA wins the above
experiment only if it outputs aewvalid authenticator.

3-party key distribution. A secure key distribution protoc#{D is a 3-party protocol be-
tween2 parties and a trusted serverwhereS picks a session key at random and securely
sends it to the users. The security model, formally intrediuio [7], is a generalization of that
for 2-party authenticated key exchange protocols, to which agresie was added to repre-
sent the trusted server. Their security is in the Find-TGeiess model, using the terminology
that we introduced for key exchange protocols.

In our generic construction, we only need® secure with respect to a single session
since the symmetric keys used as input to the key distribyiiotocol differ from session to
session. They are the session keys obtained fron24barty password-based authenticated
key exchange protocols between the server and each of theawties. Since in this case,
both the Find-Then-Guess and Real-Or-Random notions aireadent, we opted to use their

definition (i.e. FTG) adapted to our terminology. That is, dféineAdvagD_kd(A) as the
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advantageof adversaryA in violating the semantic security of a key distributi&i in the
FTG sense, anddv,& “(t, s, ) as theadvantage functionof KD, which is the maximum
value ofAdvagD*kd(A) over all A with time-complexity at most, askingSendqueries with

respect to at most sessions and asking at mesRevealqueries.

C Relations between notions

In this section, we prove the relation between the Find-TBerss (FTG) and Real-Or-
Random (ROR) notions of security for authenticated key argle protocols. The relation
is not specific to password-based schemes, but its imgitatare more important in that
scenario. We do not present proofs for the forward-secuse aa these proofs can be easily
derived from the proofs in the non-forward-secure case.

ftg—ak —
Lemma 8. For anyAKE, AdV/_t%Ea e(t7 Gsend Qreveal s Qexe) <2 'AdveréEake(u Gsend s Qreveal
+ 1, Gexe)-

Proof. In order to prove this lemma, we show how to build an adverséry. against the
semantic security of an authenticated key exchaigE protocol in the ROR model given an
adversaryAy, against the semantic security of the same proté¢dt in the FTG model. We
know thatAy,, has time-complexity at mostand that it asks at Mo&tend, ¢reveal, N0 Gexe
queries to itsSend Reveal andExecuteoracles, respectively.

The description of4,., is as follows.A,,, starts by choosing a bituniformly at random
and starts runnings,. If A, asks aSendquery, thenA,,, asks the corresponding query to
its Sendoracle. If Ay, asks aExecutequery, thenA,,, asks the corresponding query to its
Executeoracle. If Ay, asks aRevealquery, thenA,, asks arestquery to itsTestoracle and
uses the answer it receives as the answer t&Réheealquery. If Ay, asks aTestquery, then
A.or asks the corresponding query to fiestoracle. Ifb = 1, thenA,,, uses the answer it
received as the answer to tfiestquery. Otherwise, it returns a random keyA4g,. Letd’ be
the final output ofAy,. If o’ = b, thenA,,, outputsl. Otherwise, it outputs.

Note thatA,., has time-complexity at mostand asks at Mo$tend, Greveal + 1, @NA¢exe
queries to itsSend Test andExecuteoracles, respectively.

In order to analyze the advantageAf,., first consider the case in which if@storacle
returns random keys. It is easy to see that, in this casg, cannot gain any information
about the hidden bit used to answer its singl€st Therefore, the probability thad,, is
exactly%. Now consider the case in which if&storacle returns the actual sessions keys. In
this case, the simulation @&evealis perfect andA,., runs.Ag, exactly as in the experiment
defining the semantic security g, in the FTG model. Therefore, the probability tbdt,, is
exactlys + 3 AdvE " (U, ) and, as aresulAdvi - (As,) < 2- AdVIEE™C(Aror) <
AR (¢, Geend) Greveal + 1, gexe)- The lemma follows easily.

Lemma 9. For anyAKE, AdVrAOéEake(ty Gsend Qtest Qexe) < Gtest Adv,fAtﬁEake (t7 Gsend s Qtest
-1, Qexe)-

Proof. In order to prove this lemma, we show how to build a sequentmjvﬂarsarieszlf;tg
against the semantic security of an authenticated key egenaKE protocol in the FTG
model given an adversaty,., against the semantic security of the same proté¢dt in the
ROR model. We know thatl,,,, has time-complexity at mosgtand that it asks at mogt.,q,
Grest» @Ndgexe queries to itsSend Test and Executeoracles, respectively.

The proof uses a standard hybrid argument, in which we defsegaence Off.s; + 1
hybrid experimentd/;, where0 < i < gist. In €xperimentV;, the firsti — 1 queries to the
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Testoracle are answered using a random key and all remain@sgqueries are answered
using the real key. Please note that the hybrid experimerke a&xtremes correspond to the
real and random experiments in the definition of semantioritgdan the ROR model. Hence,
in order to prove the bound in the lemma, it suffices to proet tie difference in probability
that adversaryA,., returns 1 between any two consecutive experiméntandV;_; is at

most AdvEE ™ (¢, geend; Grest — 1, gexe)- This is achieved by building a sequenceqgf

adversarieSél;tg, as described below.
Let A}tg be a distinguishet;él%tg for experimentsV; and V;_;, wherel < i < gest.

ﬁg starts runningA,., answering to its queries as follows. .., asks aSendor Execute
query, thenAg, answers it using its corresponding oracle. Af,, asks aTestquery, then
Ay answers it with a random key if this query is among the firstl. If this is thei-th Test
then Ay, uses itsTestoracle to answer it. All remainindest queries are answered using
the output of theRevealquery. Ay, finishes its execution by outputting the same guess bit
outputted byA,,.

Note thatA%tg has time-complexity at mostand asks at Mo$tend, Gtest — 1, @Nd Gexe
queries to itsSend Reveal and Executeoracles, respectively.

In order to analyze the advantage Aftg, first notice that wherrest oracle returns a
random key,Af, runs A, exactly as in the experimenf;. Next, notice that wherTest
oracle returns the real ke;Af;tg runs A, exactly as in the experime§. It follows that the
difference in probability that adversas,., returns 1 between experimenritsandV;_; is at
mostAdv%ﬁEake(.Aror) < Adv%ﬁgake(t, Gsend, Gtest — 1; Gexe)- The lemma follows easily.

Even though the reduction in Lemma 9 is not security-presgryi.e., there is a non-
constant factor loss in the reduction), it does not implyt thgap really exists— there might
exist a tight reduction between the two notions that we hate/et found. In order to prove
that the non-constant factor loss in the reduction is indeteithsic, we need to show that there
exist schemes for which the gap does exist.

To achieve this goal, one can use techniques similar to tiesg to prove that a gap exists
between the Left-Or-Right and Find-Then-Guess notionsafisty for symmetric encryption
schemes [3]. In that paper, they show how to construct a newrstric encryption scheme
&’ from a secure encryption scherfiesuch thate’ exhibits the gap&’ was constructed in
such a way that its encryption function works like the entioyp function of € most of the
time, except in a few cases (which are easily identifiableyhiich the ciphertext it generates
contains the plaintext. The probability in which such badesahappen in their construction
is exactlyl/q, wheregq is the non-constant factor in the reduction.

A similar technique can be applied to authenticated key a&xgh protocols. Imagine a
secure authenticated key exchange prot@d§E exists. For simplicity, assumg@es; = 2/,
for some integef. We can construct a new scher&E’ such that the session kéythat it
generates equals the one generated K most of the time except when the fiisbits are
0. In this case, we just make= 0. Using a proof technique similar to that used in [3], one
can prove the the gap in Lemma 9 cannot be avoided and we thitishendetail. But before
stating our proposition, we make a final remark that when tigetying schem@KE is a
password-based key exchange, not every choice of parameiiryield the desired result
claimed in the proposition. However, there are (easy) @soaf parameters for which the gap
does exist and that suffices for the purpose of the proposiiMe are now ready to state our
claim.

Proposition 10. The gap exhibited in Lemma 9 is intrinsic and cannot be awbide



