
Signryption in Hierarhial Identity Based Cryptosystem

?

Sherman S.M. Chow

1??

, Tsz Hon Yuen

2

, Luas C.K. Hui

1

, and S.M. Yiu

1

1

Department of Computer Siene

University of Hong Kong

Pokfulam, Hong Kong

fsmhow, hui, smyiug�s.hku.hk

2

Department of Information Engineering

Chinese University of Hong Kong

Shatin, Hong Kong

thyuen4�ie.uhk.edu.hk

Abstrat. In many situations we want to enjoy on�dentiality, authentiity and non-repudiation

of message simultaneously. One approah to ahieve this objetive is to \sign-then-enrypt" the

message, or we an employ speial ryptographi sheme like signryption. Two open problems

about identity-based (ID-based) signryption were proposed in [16℄. The �rst one is to devise

an eÆient forward-seure signryption sheme with publi veri�ability and publi iphertext

authentiity, whih is promptly losed by [10℄. Another one whih still remains open is to devise

a hierarhial ID-based signryption sheme that allows the user to reeive signrypted messages

from sender who is under another sub-tree of the hierarhy. This paper aims at solving this

problem by proposing two onrete onstrutions of hierarhial ID-based signryption.

Key words: Data seurity, hierarhial identity-based signryption, bilinear pairings

1 Introdution

In traditional publi key infrastruture, erti�ates leak data and are not easily loated.

Strit online requirement removes o�ine apability, and validating poliy is time-onsuming

and diÆult to administer. Moreover, traditional PKI may not provide a good solution in

many senarios. For example, in tetherless omputing arhiteture (TCA) [24℄ where two

mobile hosts wanting to ommuniate might be disonneted from eah other and also from

the Internet. As exhange of publi keys is impossible in this disonneted situation, identity-

based (ID-based) ryptosystem �ts in very well sine the publi key an be derived from the

identity of another party [23℄.

In many situations we want to enjoy on�dentiality, authentiity and non-repudiation of

message simultaneously. A traditional approah to ahieve this objetive is to \sign-then-

enrypt" the message, or we an employ speial ryptographi sheme like signryption whih

an be more eÆient in omputation than running enryption and signature separately. A

reent diretion is to merge the onept of ID-based ryptography [22℄ and signryption [26℄.

Two open problems about ID-based signryption were proposed in [16℄. The �rst one is to

devise an eÆient forward-seure signryption sheme with publi veri�ability and publi

iphertext authentiity, whih is promptly losed by [10℄. Another one whih still remains

open is to devise a hierarhial ID-based signryption sheme that allows the user to reeive

signrypted messages from sender who is under another sub-tree of the hierarhy. This paper

aims at solving this problem.

?

See [11℄ for another version of this paper.
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1.1 Appliations

ID-based ryptography is suitable for the use of ommerial organizations. In their settings,

the inherent key-esrow of property is indeed bene�ial, where the big boss has the power

to monitor his/her employees' Internet ommuniations if neessary. Hierarhial struture

is ommon in nowadays' organizations, single trusted authority for generation of private key

and authentiation of users may be impratial, all these motivated the need of hierarhial

ID-based ryptosystem.

Moreover, hierarhial ID-based ryptosystem is also useful in other senarios, suh as

in TCA, a omputing arhiteture with the onept of \regions", whih an be viewed as a

branh of the hierarhy [15, 23℄.

1.2 Related Work

Malone-Lee gave the �rst ID-based signryption sheme [18℄. This sheme is not semantially

seure as the signrypted text produed is a onatenation of a signature by a variant of Hess's

ID-based signature [14℄ and a iphertext by a simpli�ed version of Boneh and Franklin's ID-

based enryption [4℄. In short, the signature of the message is visible in the signrypted

message.

On the other hand, Nalla and Reddy's ID-based signryption sheme [20℄ annot provide

publi veri�ability as well as publi iphertext authentiity sine the veri�ation an only

be done with the knowledge of reipient's private key. Libert and Quisquater proposed three

ID-based signryption shemes [16℄. None of them an satisfy the requirements for publi

veri�ability and forward seurity at the same time.

Boyen's multipurpose ID-based signryption sheme [5℄ is the �rst sheme that provides

publi veri�ability and forward seurity and is also provably seure. However, this sheme

aims at providing iphertext unlinkability and anonymity. So, a third party annot verify

the origin of the iphertext, thus the sheme does not satisfy the requirement of publi

iphertext authentiity. We remark that Boyen's sheme is very useful in appliations that

require unlinkability and anonymity.

The publi veri�ability of the signrypted message usually an only be heked with some

ephemeral data omputed by the intended reipient of the signrypted message. The notion of

veri�able pairing was introdued in [8℄ to ensure the non-repudiation property of the ID-based

signryption by disallowing the intended reipient to manipulate the ephemeral data.

In 2004, [19℄ laimed that they were the �rst one losing the open problem proposed by

[16℄; however, the open problem was indeed losed by [10℄ in 2003. Reently, a simple but

seure ID-based signryption sheme was proposed in [7℄ and an ID-based signryption sheme

with exat seurity was proposed in [17℄. The �rst blind ID-based signryption sheme was

proposed in [25℄. This sheme o�ers the option to hoose between authentiated enryption

and iphertext unlinkability. The generi group and pairing model was also introdued in

this paper. Notie that none of the previously mentioned shemes works with hierarhial

ID-based ryptosystem.

2 Preliminaries

Before presenting our results, we give the de�nition of a hierarhial ID-based signryption

sheme by extending the framework in previous work (e.g. [10, 25℄). We also review the

de�nitions of groups equipped with a bilinear pairing and the related omplexity assumptions.
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2.1 Framework of Hierarhial ID-based Signryption Shemes

An ID-based signryption (IDSC) sheme onsists of six algorithms: Setup, Extrat, Sign,

Enrypt, Derypt and Verify. Setup and Extrat are exeuted by the private key generators

(PKGs heneforth). Based on the seurity level parameter, Setup is exeuted to generate the

master seret and ommon publi parameters. Extrat is used to generate the private key

for any given identity. The algorithm Sign is used to produe the signature of a signer on

a message, it also outputs some ephemeral data for the use of Enrypt; Enrypt takes the

message, the signature, the ephemeral data produed by Sign and the reipient's identity to

produe a signrypted text. Derypt takes the input of seret key and derypt the signrypted

text to give the message and the orresponding signature, �nally Verify is used by any party

to verify the signature of a message.

In the hierarhial ID-based signryption (HIDSC heneforth), PKGs are arranged in a

tree struture, the identities of users (and PKGs) an be represented as vetors. A vetor

of dimension ` represents an identity at depth `. Eah identity ID of depth ` is represented

as an ID-tuple IDj` = fID

1

; � � � ; ID

`

g. The algorithms of HIDSC have similar funtions to

those of IDSC exept that the Extrat algorithm in HIDSC will generate the private key

for a given identity whih is either a normal user or a lower level PKG. The private key for

identity ID of depth ` is denoted as S

IDj`

(or S

ID

if the depth of ID does not related to the

disussion). The funtions of Setup, Extrat, Sign, Enrypt, Derypt and Verify in HIDSC

are desribed as follows.

{ Setup: Based on the input of a unary string 1

k

where k is a seurity parameter, it outputs

the ommon publi parameters params, whih inlude desriptions of a �nite message

spae, a �nite signature spae and a �nite signrypted text spae. It also outputs the

master seret s, whih is kept seret by the root private key generator (PKG).

{ Extrat: Based on the input of an arbitrary identity ID of depth j, it makes use of the

seret key S

IDjj�1

(if j = 1, the input of the algorithm is s, whih is the master seret of

the root PKGs, instead of S

IDjj�1

) to output the private key S

IDjj

for ID.

{ Sign: Based on the input (M;S

ID

), it outputs a signature � and some ephemeral data r.

{ Enrypt: Based on the input (M;S

A

; ID

B

; �; r), it outputs a signrypted message C.

{ Derypt: Based on the input (C;S

B

; ID

B

), it outputs the message M , the orresponding

signature � and the purported signer ID

A

.

{ Verify: Based on the input (�;M; ID), it outputs > for \true" or ? for \false", depending

on whether � is a valid signature of message M signed by ID or not.

These algorithms must satisfy the standard onsisteny onstraint of hierarhial ID-based

signryption, i.e. if f�; rg = Sign(M;S

A

), C = Enrypt(S

A

; ID

B

;M; �; r) and fM

0

; ID

A

0

; �

0

g

= Derypt(C;S

B

), we must have M =M

0

, ID

A

= ID

A

0

and > = Verify(�

0

;M; ID

A

).

2.2 Bilinear Pairing

Let (G ; �) and (G

1

; �) be two yli groups of prime order q and g be a generator of G . The

bilinear pairing is given as ê : G � G ! G

1

, whih satis�es the following properties:

1. Bilinearity: For all u; v 2 G and a; b 2 Z, ê(u

a

; v

b

) = ê(u; v)

ab

.

2. Non-degeneray: ê(g; g) 6= 1.

3. Computability: There exists an eÆient algorithm to ompute ê(u; v) 8u; v 2 G .



4 Sherman S.M. Chow, Tsz Hon Yuen et al.

2.3 DiÆe-Hellman Problems

De�nition 1. The omputational DiÆe-Hellman problem (CDHP) in G is de�ned as follows:

Given a 3-tuple (g; g

a

; g

b

) 2 G

3

, ompute g

ab

2 G . We say that the (t; �)-CDH assumption

holds in G if no t-time algorithm has advantage at least � in solving the CDHP in G .

De�nition 2. The bilinear DiÆe-Hellman problem (BDHP) in G is de�ned as follows: Given

a 4-tuple (g; g

a

; g

b

; g



) 2 G

4

and a pairing funtion ê(�; �), ompute ê(g; g)

ab

2 G

1

. We say

that the (t; �)-BDH assumption holds in G if no t-time algorithm has advantage at least � in

solving the BDHP in G .

De�nition 3. The deisional bilinear DiÆe-Hellman problem (DBDHP) in G is de�ned as

follows: Given a 5-tuple (g; g

a

; g

b

; g



; T ) 2 G

4

� G

1

and a pairing funtion ê(�; �), deides

whether T = ê(g; g)

ab

. We say that the (t; �)-DBDH assumption holds in G if no t-time

algorithm has advantage at least � in solving the DBDHP in G .

3 Seurity model

We present our seurity model for indistinguishability, existential unforgeability and iphertext

authentiity for HIDSC.

3.1 Indistinguishability

Indistinguishability for HIDSC against adaptive hosen iphertext attak (IND-CCA2) is

de�ned as in the following IND-CCA2 game.

1. The simulator selets the publi parameter and sends the parameter to the adversary.

2. There are three orales exept the random orales (hash orales).

{ Key extration orale KEO: Upon the input of an identity, the key extration orale

outputs the private key orresponding to this identity.

{ Signryption orale SO: Upon the input of the message M , the sender ID

A

, the

reipient ID

B

, the signryption orale produes a valid signryption C.

{ Unsignryption orale UO: Upon the input of the iphertext C, the sender ID

A

and the reipient ID

B

, the unsignryption orale outputs the deryption result and

the veri�ation outome.

The adversary is allowed to perform a polynomial number of orale queries adaptively,

but orale query to KEO with input ID

B

is not allowed.

3. The adversary generates M

0

;M

1

, ID

A

, ID

B

, and sends them to the simulator. The

simulator randomly hooses b 2

R

f0; 1g and delivers the hallenge iphertext C to the

adversary where f�; rg = Sign(M;S

A

) and C = Enrypt(S

A

; ID

B

;M

b

; �; r). M

0

and M

1

should be of equal length, and no orale query have been made and will be made to SO

with input (M

0

, ID

A

, ID

B

) and (M

1

, ID

A

, ID

B

) throughout the game.

4. The adversary an again perform a polynomial number of orale queries adaptively, but

orale query to UO for the hallenge iphertext (de�ned later) from the simulator is not

allowed.

5. The adversary tries to ompute b.

The adversary wins the game if he an guess b orretly. The advantage of the adversary is

the probability, over half, that he an ompute b aurately.
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De�nition 4. (Indistinguishability) A hierarhial ID-based signryption sheme is IND-

CCA2 seure if no PPT adversary has a non-negligible advantage in the IND-CCA2 game.

Our seurity notion above is a strong one. It inorporates previous seurity notions

inluding insider-seurity in [1℄ and indistinguishability in [18℄.

Notie that if we set the adversary to send the reipient identity ID

B

to the simulator

before step 1 (say, in an initialization stage) in the game, the seurity is redued to the

indistinguishability against seletive identity, adaptive hosen iphertext attak (IND-sID-

CCA2).

3.2 Existential unforgeability

Existential unforgeability against adaptive hosen message attak (EU-CMA2) for HIDSC is

de�ned as in the following EU-CMA2 game. The adversary is allowed to query the random

orales, KEO, SO and UO (whih are de�ned above) with the restrition that orale query

to KEO with input ID

A

is not allowed.

The game is de�ned as follows:

1. The simulator selets the publi parameter and sends it to the adversary.

2. The adversary is allowed to perform a polynomial number of orale queries adaptively.

3. The adversary delivers a reipient identity ID

B

and a iphertext C.

The adversary wins the game if he an produe a valid (C; ID

B

) suh that C an be derypted,

under the private key of ID

B

, to a message M , a sender identity ID

A

and a signature �

whih passes the veri�ation test and no SO request that resulted in a iphertext C, whose

deryption under the private key of ID

B

is the laimed forgery (�;M; ID

A

).

De�nition 5. (Existential Unforgeability) A hierarhial ID-based signryption sheme is

EU-CMA2 seure if no PPT adversary has a non-negligible probability in winning the EU-

CMA2 game.

The adversary is allowed to get the private key of the reipient in the adversary's answer.

This gives us an insider-seurity as de�ned in [1℄.

Notie that if we set the adversary to send the sender identity ID

A

to the simulator in

Step 1 in the game, the seurity is redued to the existential unforgeability against seletive

identity, adaptive hosen iphertext attak (EU-sID-CMA2).

3.3 Ciphertext Authentiity

Ciphertext authentiity against adaptive hosen message attak (AUTH-CMA2) for HIDSC

is de�ned as in the following AUTH-CMA2 game. The adversary is allowed to query the

random orales, KEO, SO and UO, whih are de�ned above. The game is de�ned as follows:

1. The simulator selets the publi parameter and sends the parameter to the adversary.

2. The adversary is allowed to perform a polynomial number of orale queries adaptively.

3. The adversary delivers a reipient identity ID

B

and a iphertext C.

The adversary wins the game if he an produe a valid (C; ID

B

) suh that C an be derypted,

under the private key of ID

B

, to a message M , sender identity ID

A

and a signature � whih

passes the veri�ation test.

Orale query to KEO with input ID

A

and ID

B

is not allowed. The adversary's answer

(C; ID

B

) should not be omputed by SO before.
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De�nition 6. (Ciphertext Authentiity) A hierarhial ID-based signryption sheme is AUTH-

CMA2 seure if no PPT adversary has a non-negligible probability in winning the AUTH-

CMA2 game.

Outsider-seurity is onsidered in this model sine the adversary is not allowed to get the

private key of the reipient in the adversary's answer. This model represents the attak where

a signature is re-enrypted by using a publi key with unknown seret key.

4 Sheme 1

4.1 Constrution

Let ` be the number of levels of the hierarhy to be supported. Let H

1

, H

2

and H

3

be

three ryptographi hash funtions where H

1

: f0; 1g

�

! G and H

2

: f0; 1g

�

! G , and

H

3

: G

1

! f0; 1g

k

0

+k

1

+n

where k

0

is the number of bits required to represent an element of

G , k

1

is the maximum number of bits required to represent an identity (of depth `) and n

is the maximum number of bits of a message to be signrypted. Our �rst onstrution of a

hierarhial ID-based signryption sheme is given below. The onstrution is based on the

idea in [13℄.

Setup: On the input of a seurity parameter k 2 N, the root PKG uses the BDH parameter

generator [4℄ to generate G , G

1

, q and ê(�; �), where q is the order of groups G and G

1

. Then

the root PKG exeutes the following steps.

1. Selet an arbitrary generator P

0

from G .

2. Pik a random s

0

from Z

p

, whih is the system's master seret key.

3. Compute Q

0

= P

0

s

0

.

4. The publi system parameters are

params =< G ; G

1

; ê(�; �); q; P

0

; Q

0

;H

1

(�);H

2

(�);H

3

(�) > :

KeyGen: For an entity with IDjk�1 = fID

1

; ID

2

; � � � ; ID

k�1

g of depth k�1 (for root PKG,

its depth is de�ned as 0 and its identity is de�ned as empty string �), it uses its seret key

S

IDjk�1

(or the master seret s

0

of the root PKGs, if k = 1) to generate the seret key for a

user IDjk (where the �rst k � 1 elements of IDjk are those in IDjk � 1) as follows.

1. Compute P

IDjk

= H

1

(ID

1

; ID

2

; � � � ; ID

k�1

; ID

k

).

2. Pik random s

k�1

from Z

p

(this step is not neessary for the root PKG as s

0

is already

de�ned).

3. Set the private key of the user to be S

IDjk

= S

IDjk�1

� P

IDjk

s

k�1

=

Q

k

i=1

P

IDji

s

i�1

, where

S

IDj0

is de�ned as the identity element in G .

4. Send the values of Q

i

= P

0

s

i

for 1 � i � k � 1 as \veri�ation points" to the user.

Sign: For a user Ajk = fA

1

; A

2

; � � � ; A

k

g with seret key S

Ajk

=

Q

k

i=1

P

Aji

s

i�1

and the points

Q

i

= P

0

s

i

for 1 � i � k � 1 to sign on a message M , he/she follows the steps below.

1. Pik a random number r from Z

�

p

.

2. Compute P

M

= H

2

(M).

3. Compute � = S

Ajk

� P

M

r

.
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4. Return f�;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

= P

0

r

g as the signature and return r as the ephemeral

data for Enrypt.

Enrypt: To signrypt the message M to user Bjl, the steps below are used.

1. Compute P

Bjj

= H

1

(B

1

; B

2

; � � � ; B

j

) for 1 � j � l.

2. Pads the identity A with a hain of zero bits if it is not of depth `.

3. Return iphertext C =

fP

Bj2

r

; � � � ; P

Bjl

r

; (M jj�jjA) �H

3

(ĝ

r

); Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g

where ĝ = ê(Q

0

; P

Bj1

) 2 G

1

and � represents the bitwise XOR.

Derypt: For user Bjl with seret key S

Bjl

=

Q

l

i=1

P

Bji

s

0

i�1

and the points Q

0

i

= P

0

s

0

i

for

1 � i � l � 1 to derypt the signrypted message C, the steps below are used.

1. Let C = fU

2

; � � � ; U

l

; V;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g

2. Compute V �H

3

(ê(Q

M

; S

Bjl

)=

Q

l

i=2

ê(Q

0

i�1

; U

i

)) =M jj�jjA.

(for l = 1,

Q

l

i=2

ê(Q

0

i�1

; U

i

) is de�ned as the identity element in G

1

.)

3. Return fM;�;A;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g.

Verify: For A's signature f�;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g, everyone an do the following to verify

its validity.

1. Compute P

M

= H

2

(M).

2. Compute P

Aji

= H

1

(A

1

; A

2

; � � � ; A

i

) for 1 � i � k.

3. Return > if ê(P

0

; �)=

Q

k

i=2

ê(Q

i�1

; P

Aji

) = ê(Q

0

; P

Aj1

)ê(Q

M

; P

M

).

(for k = 1,

Q

k

i=2

ê(Q

i�1

; P

Aji

) is de�ned as the identity element in G

1

.)

4.2 EÆieny Analysis

We �rst onsider the ommuniation eÆieny of the sheme. The signrypted message is

shortened by one G

1

element, as ompared with using the shemes HIDE and HIDS in [13℄

together. Moreover, the size of the signrypted message an be further redued if the sender

and the reeiver have a ommon low-level PKG anestor. The modi�ation inurred inludes

using a �xed s

k�1

instead of a random one for eah invoation of KeyGen. For veri�ation side,

sine the sender and the reeiver share some ommon \veri�ation points", these points an

be omitted from the transmission. For enryption side, the iphertext size an be redued by

using the onept of \Dual-HIDE" in [13℄, whih an be seen as an extension of the onept of

non-interative key sharing in [22℄. The basi idea behind non-interative key sharing is that

a same value an be omputed either from the sender's private key and the reipient's publi

key or from the reipient's private key and the sender's publi key. The sender is required to

get his/her private key before the enryption an be done, but there is no pratial di�erene

in the ase of signryption sine the sender who are going to sign the message must have

his/her private key ready anyway. In our proposed onstrution, the \non-interative agreed

seret key" reated by the sender ID whose the ommon anestor with the reeipt is at level

m is ê(S

IDjm

; P

0

) = ê(P

0

; S

ID

)=

Q

l

i=m+1

ê(Q

i�1

; P

IDji

). To utilizing it, simply replae ĝ with

this agreed seret key.
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For the omputational eÆieny, hosen iphertext seure HIDE requires the transformation

in Setion 3.2 of [13℄, while our sheme does not require suh transformation as the integrity

heking of the iphertext is obtained from the signature. Notie that the above modi�ation

from the onept of \Dual-HIDE" distributes the omputational e�ort of the sender and that

of the reipient in a more even way.

4.3 Seurity analysis

Theorem 1. Suppose that the (t; �)-BDH assumption holds in G , then the above sheme is

(t

0

; q

S

; q

H

; q

E

; q

R

; �)-adaptive hosen iphertext (IND-CCA2) seure for any t

0

< t� o(t).

Proof. Dealer D gives (g; g

a

; g

b

; g



) to Simulator S and wants S to ompute ê(g; g)

ab

. Set

P

0

= g;Q

0

= g

a

. S sends the system parameter to A. S randomly piks � with 1 � � � q

H

.

Phase 1: Query on H

1

for input (A

1

; � � � ; A

k

):

{ If k = 1, the �-th query to H

1

with k = 1 is bak pathed to g

b

. The orresponding

identity is denoted as ID

�

b

. Adds the entry < ID

�

b

; g

b

> to tape L

1

and returns g

b

.

{ Otherwise, randomly piks � 2 Z

p

; add < A

1

; � � � ; A

k

; � > to L

1

and returns g

�

.

When there is a query on H

2

for input M , randomly piks � 2 Z

p

; adds < M;� > to L

2

and

returns (g

a

)

�

. Query on H

3

is handled by produing a random element from the odomain,

and adding both query and answer to tape L

3

.

Key Extration Orale (KEO): For input identity A = fA

1

; � � � ; A

k

g 2 Z

p

k

where k � `.

{ If A

1

= ID

�

b

, then aborts the simulation.

{ Otherwise, look up at the tape L

K

=< ID

1

; � � � ; ID

u

; �

1

; � � � ; �

u�1

> whih stores the

previously extrated keys. Let y be the maximal value suh that fID

1

; � � � ; ID

y

g =

fA

1

; � � � ; A

y

g for some tuple < ID

1

; � � � ; ID

u

; �

1

; � � � ; �

u�1

>2 L

K

. Then:

� For 1 � i � y, get �

i

from the list and set Q

i

= g

�

i

. Get P

i

= H

1

(A

1

; � � � ; A

i

) from

L

1

and also get � from (A

1

; �) 2 L

1

.

� For y < i � k, query the value of P

i

from H

1

. Randomly generate �

i

2 Z

p

.

� Put < I

1

; � � � ; I

k

; �

1

; � � � ; �

k�1

> in L

K

. Set the private key as S

Ajk

=

Q

k

i=1

P

i

s

i�1

=

(g

a

)

�

� P

2

�

1

� � �P

k

�

k�1

. Returns S

Ajk

and Q

i

= g

�

i

for 1 � i � k � 1.

Note that the private key satis�es the required form.

Signryption Orale (SO): For input message M , sender Ajk = fA

1

; � � � ; A

k

g, and reipient

Bjl = fB

1

; � � � ; B

l

g.

{ If A

1

= ID

�

b

, query P

M

from H

2

and obtain �

M

from < M;�

M

>2 L

2

. Query P

Aji

from H

1

and obtain �

i

from < A

1

; � � � ; A

i

; �

i

>2 L

1

, for 1 � i � k. Randomly generate

�

i

2 Z

p

for 1 � i � k. Compute � = (g

a

)

(�

k

�

M

)

Q

k

i=2

g

�

i

�

i�1

; Q

i

= g

�

i

for 1 � i � k � 1,

Q

M

= (g

�

k

)(g

b

)

�1=�

M

. Query P

Bji

from H

1

and obtain get �

Bi

from < B

1

; � � � ; B

i

; �

Bi

>2

L

1

, for 1 � i � l. Compute U

i

= (g

�

k

)(g

b

)

�

�

Bi

�

M

for 2 � i � l, V = (M jj�jjAjk) �

H

3

(ê(g

a

; (g

�

k

)(g

b

)

�

�

B1

�

M

)). Return the iphertext C = fU

2

; � � � ; U

l

; V;Q

1

; � � � ; Q

k�1

; Q

M

g.
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S puts < Ajk;Bjl;M;C > in L

S

. It is easy to see that the signature will pass the

veri�ation test:

ê(P

0

; �)=

k

Y

i=2

ê(Q

i�1

; P

Aji

)

= ê(g; (g

(a�

k

�

M

)

)

k

Y

i=2

g

�

i

�

i�1

)=

k

Y

i=2

ê(g

�

i�1

; g

�

i

)

= ê(g; g

(a�

k

�

M

)

)ê(g;

k

Y

i=2

g

�

i

�

i�1

)=

k

Y

i=2

ê(g; g

�

i

�

i�1

)

= ê(g

�

k

; g

(a�

M

)

)

k

Y

i=2

ê(g; g

�

i

�

i�1

)=

k

Y

i=2

ê(g; g

�

i

�

i�1

)

= ê(g

a

; g

b

)ê(g

�

k

; g

(a�

M

)

)ê(g

a�

M

; (g

b

)

�1=�

M

)

= ê(g

a

; g

b

)ê((g

�

k

)(g

b

)

�1=�

M

; g

a�

M

)

= ê(Q

0

; P

Aj1

)ê(Q

M

; P

M

):

{ Otherwise, S retrieves the private key of Ajk using the same way as KEO and then uses

it to run signryption and gets iphertext C. S puts < Ajk;Bjl;M;C > in L

S

.

Un-signryption Orale (UO): For input senderAjk = fA

1

; � � � ; A

k

g, reipientBjl = fB

1

; � � � ; B

l

g

and iphertext C = fU

2

; � � � ; U

l

; V;Q

1

; � � � ; Q

M

g.

{ For the ase B

1

= ID

�

b

, S �nds if< Ajk;Bjl;M;C > is in L

S

. If so, returnsM . Otherwise,

S searhes for all ombinations < M;� > suh that < M;h

2

>2 L

2

, < g

0

; h

3

>2 L

3

, for

some h

2

; h

3

, under the onstraints that ê(g; �) = ê(g

a

; P

Aj1

)ê(Q

M

; h

2

)

Q

k

i=2

ê(Q

i�1

; P

Aji

)

and h

3

� V = M jj�jjAjk. S simply piks one of the valid message M from the above

and return it as answer. If no suh tuple is found, the orale signals that the iphertext is

invalid.

{ For other ases, S retrieves the private key of Bjl using the same way as KEO and then

uses it to derypt and verify.

Witness Extration: As in the IND-CCA2 game, at some point A hooses plaintext M

0

;M

1

,

and sender Ajk on whih he wishes to be hallenged. S retrieves the private key of Ajk

and Q

1

; � � � ; Q

k�1

; Q

M

using the same way as KEO. S queries P

Bji

from H

1

and obtain get

�

Bi

from < B

1

; � � � ; B

i

; �

Bi

>2 L

1

, for 2 � i � l. S randomly piks V 2 f0; 1g

k

0

+k

1

+n

and responds with hallenge iphertext C = f(g



)

�

B2

; � � � ; (g



)

�

Bl

; V;Q

1

; � � � ; Q

k�1

; g



g. All

further queries by A are proessed adaptively as in the orales above, with no private key

extration of Bjl. Finally, A returns its �nal guess b

0

. S ignores the answer from A, randomly

piks an entry < g

0

; h

3

> in L

3

, and returns g

0

as the solution to the BDH problem.

If the reipient identity is Bjl = fB

1

; � � � ; B

l

g with B

1

= ID

�

b

, to reognize the hallenge

iphertext is inorret, A needs to query random orale H

3

with g

0

= ê(Q

0

; P

Bj1

)



= ê(g; g)

ab

.

It will leave an entry < g

0

; h

3

> on L

3

, from whih S an extrat g

0

= ê(g; g)

ab

. ut

Theorem 2. Suppose that the (t; �)-CDH assumption holds in G , then the above sheme

is (t

0

; q

S

; q

H

; q

E

; q

R

; �)-adaptive hosen message (EU-CMA2) seure for any t

0

< t � o(t),

�

0

> �=e

2

q

S

q

E

.
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Proof. Dealer D gives (g; g

a

; g

b

) to Simulator S and wants S to ompute g

ab

. Set g

1

= g

a

; g

2

=

g

b

. The initialization, setup and the simulation of orales are similar to those in the proof of

Theorem 1. The di�erene is that probabilisti simulations are used in the simulation of two

hash orales: the one for hashing the identity (H

1

(�)) and the one for hashing the message

(H

2

(�)).

Queries on orale H

1

for identity (A

1

; � � � ; A

k

) : If k = 1, S embeds part of the hallenge g

b

in the answer of many H

1

queries [12℄. S piks � 2

R

F

�

q

and repeats the proess until � is not

in the list L

1

. S then ips a oin W

1

2 f0; 1g that yields 0 with probability �

1

and 1 with

probability 1 � �

1

. (�

1

will be determined in the probability analysis shortly afterward.) If

W

1

= 0, then the hash value H

1

(A

1

) is de�ned as g

�

; else returns H

1

(A

1

) = (g

b

)

�

if W

1

= 1.

In either ase, S stores < A

1

; �;W

1

> in the list L

1

.

On the other hand, if k > 1, S performs the simulation as that in the proof of Theorem 1.

Queries on orale H

2

for message M : In this ase, S embeds the remaining part of the

hallenge g

a

in the answer of many H

2

queries. S piks � 2

R

F

�

q

and repeats the proess until

� is not in the list L

2

. S then ips a oin W

2

2 f0; 1g that yields 0 with probability �

2

and 1

with probability 1� �

2

. (�

2

will be determined later.) If W

2

= 0, then the hash value H

2

(M)

is de�ned as (g

a

)

�

; else returns H

2

(M) = g

�

if W

2

= 1. In either ase, S stores < M;�;W

2

>

in the list L

2

.

Witness Extration: After suh probabilisti behaviour is introdued to the simulation, S will

fail for the KEO query of (A

1

; � � � ; A

k

) if W

1

= 1 is found in the orresponding entry of A

1

in L

1

. The SO query for the signryption of message M done by (A

1

; � � � ; A

k

) will fail too

when W

1

= 1 and W

2

= 1 are found in the orresponding entry of A

1

in L

1

and M in L

2

respetively.

At the end of the game, A returns a forgery C = fU

2

; � � � ; U

l

; V;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g

whih is the signryption of message M done by (A

1

; � � � ; A

k

). S annot solve the CDH

problem if the forgery is not related to the problem instane at all, i.e. when W

1

= 0 is found

in the orresponding entry of A

1

in the list L

1

and W

1

= 1 and W

2

= 0 are found in the

orresponding entry of A

1

in L

1

and M in L

2

respetively.

For suessful ases, S gets the forged signature f�;Q

1

; Q

2

; � � � ; Q

k�1

; Q

M

g by the deryption

of the signrypted text. Suppose that �

i

is the orresponding entry of P ji in the list L

1

and � is

the orresponding entry of P

M

in the list L

2

, sine � =

Q

k

i=1

(P

i

s

i�1

)�P

M

r

= g

ab

�

Q

k

i=2

(P

i

s

i�1

)�

P

M

r

, C an ompute the solution of the CDH problem by �=

Q

k

i=2

(Q

i�1

�

i

) �Q

k�1

; Q

M

�

.

Probability Analysis: The probability that S answers to all private key extration queries is

�

1

q

E

. S an answer all signrypt queries for users H

1

(A

1

; � � � ; A

k

) where < A

1

; �; 0 > is in

the list L

1

, so the worst ase for S to answer all signrypt queries orretly happens when all

signrypt requests are for users H

1

(A

1

; � � � ; A

k

) where < A

1

; �; 1 > is in the list L

1

. For these

lass of users, S an still signrypt given the message is M where < M;�; 0 > an be found

in the list L

2

, so the probability for S to suessfully answer all signrypt requests is �

2

q

S

.

Finally, the probability that A makes a forged signature for user H

1

(A

1

; � � � ; A

k

) where

< A

1

; �; 1 > is in the list L

1

is 1 � �

1

and the probability that A makes a forged signature

on message M where (M;�; 1) is in the list L

2

is 1� �

2

. Hene the probability for S to solve

CDH problem suessfully is f

q

E

(�

1

)f

q

S

(�

2

) where f

x

(�) = �

x

(1 � �). Simple di�erentiation

shows that f

x

(�) is maximized when � = 1� (x+ 1)

�1

, and the orresponding probability is
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1

x

(1�

1

x+1

)

x+1

. So the maximum probability for S to solve CDH problem suessfully is

1

q

S

q

E

(1�

1

q

S

+ 1

)

q

S

+1

(1�

1

q

E

+ 1

)

q

E

+1

For large q

S

and q

E

, this probability is approximately equal to 1=e

2

q

S

q

E

.

ut

Theorem 3. Suppose that the (t; �)-CDH assumption holds in G , then the above sheme is

(t

0

; q

S

; q

H

; q

E

; q

R

; �)-adaptive hosen message (AUTH-CMA2) seure for any t

0

< t� o(t).

Proof. Dealer D gives (g; g

a

; g

b

; g



) to Simulator S and wants S to ompute ê(g; g)

ab

. Set

P

0

= g;Q

0

= g



. S sends the system parameter to A. S randomly piks �

a

; �

b

with 1 �

�

a

; �

b

� q

H

.

Phase 1: Query on H

1

for input (A

1

; � � � ; A

k

):

{ If k = 1, the �

a

distint query to H

1

with k = 1 is bak pathed to g

a

. The orresponding

identity is denoted as ID

�

a

. Adds the entry < ID

�

a

; g

a

> to tape L

1

and returns g

a

.

{ If k = 1, the �

b

distint query to H

1

with k = 1 is bak pathed to g

b

. The orresponding

identity is denoted as ID

�

b

. Adds the entry < ID

�

b

; g

b

> to tape L

1

and returns g

b

.

{ Otherwise, randomly piks � 2 Z

p

; add < A

1

; � � � ; A

k

; � > to L

1

and returns g

�

.

When there is a query on H

2

for input (A

1

; � � � ; A

k

;M), randomly piks � 2 Z

p

; add < M;� >

to L

2

and returns (g



)

�

. Query on H

3

is handled by produing a random element from the

odomain, and adding both query and answer as a single tuple to tape L

3

.

Key Extration Orale (KEO): For input identity AjkfA

1

; � � � ; A

k

g 2 Z

p

k

where k � `, if

A

1

= ID

�

a

or A

1

= ID

�

b

, aborts the simulation. Otherwise proeeds as in KEO of the proof

of Theorem 1.

Signryption Orale (SO): For input message M , sender Ajk = fA

1

; � � � ; A

k

g, and reipient

Bjl = fB

1

; � � � ; B

l

g.

{ If A

1

6= ID

�

a

and A

1

6= ID

�

b

, S retrieves the private key of Ajk using the same way as

KEO, then uses it to run signryption and gets iphertext C. S puts < Ajk;Bjl;M;C; r >

in L

S

.

{ If A

1

= ID

�

a

or A

1

= ID

�

b

, proeeds as in SO of the proof of Theorem 1. The only

hange is that S puts < Ajk;Bjl;M;C; �

M

�1

> in L

S

.

Un-signryption Orale (UO): For input senderAjk = fA

1

; � � � ; A

k

g, reipientBjl = fB

1

; � � � ; B

l

g

and iphertext C = fU

2

; � � � ; U

l

; V;Q

1

; � � � ; Q

k�1

; Q

M

g.

{ If B

1

= ID

�

a

or B

1

= ID

�

b

, proeeds as in UO of the proof of Theorem 1.

{ Otherwise, S retrieves the private key of Ajk using the same way as KEO and then uses

it to derypt and verify.

Witness Extration: As in the AUTH-CMA2 game, �nally A returns a reipient identity Bjl

and a iphertext C. S does the followings:



12 Sherman S.M. Chow, Tsz Hon Yuen et al.

{ With probability q

S

=(q

S

+ q

R

) hoose a random element from L

S

and a random element

< g

0

; h

3

> from L

3

. If the element hosen from L

3

has the form of < Ajk;Bjl;M;C; r >,

ompute ê(�; g

b

)=

Q

k

i=2

ê(Q

i�1

�

Ai

; g

b

)ê(g

ar�

M

; g

b

), where< A

1

; � � � ; A

i

; �

Ai

> and< M;�

M

>

is in L

1

and L

2

respetively. If the hosen element has the form of < Bjl; Ajk;M;C; r >,

then ompute as in the above with Bjl substituting Ajk if possible.

{ With probability q

R

=(q

S

+ q

R

) hoose a random element from L

S

and a random element

< g

0

; h

3

> from L

3

. If the element hosen from L

3

has the form of < Ajk;Bjl;M;C; r >,

ompute g

0

��

M

, where < M;�

M

>2 L

2

. On the other hand, if the hosen element has the

form of < Bjl; Ajk;M;C; r >, ompute g

0

��

M

, where < M;�

M

>2 L

2

.

Now we analyze the simulation. Suppose that the SO responds to query (Ajk;Bjl;M) and

aused an entry < Ajk;Bjl;M;C; r > being added to L

S

, if � is a valid signature, then

ê(g; g)

ab

= ê(�; g

b

)=

Q

k

i=2

ê(Q

i�1

�

Ai

; g

b

)ê(g

ar�

M

; g

b

). On the other hand, if the UO an derypt

with H

3

(g

0

) where g

0

= ê(Q

0

; P

Bj1

)

r

= ê(Q

M

; g

b

) = ê(g

�a=�

M

; g

b

), then we an obtain

ê(g; g)

ab

= g

0

��

M

. ut

5 Sheme 2

5.1 Constrution

Let H be a ryptographi hash funtion where H : f0; 1g

�

! Z

p

. We use H(�) to hash the

string representing the identity into an element in Z

p

k

, the same hash funtion will be used

in the signing algorithm too. Similar to [3℄, H is not neessarily a full domain hash funtion.

Notie that the identity string is hashed to Z

p

instead G in sheme 1, so we use I

i

to denote

H(ID

i

) for 1 � i � `, where ` is the number of levels of the hierarhy to be supported. Our

seond onstrution of HIDSC, based on the ideas in [9℄ and [3℄, is given below.

Setup: On the input of a seurity parameter k 2 N, the root PKG uses the BDH parameter

[4℄ to generate G , G

1

, q and ê(�; �), where q is the order of groups G and G

1

. Then the root

PKG exeutes the following steps.

1. Selet � from Z

�

p

, h

1

; h

2

; � � � ; h

`

from G and two generators g, g

2

from G

�

,

2. The publi parameters are: fg; g

1

= g

�

; g

2

; h

1

; h

2

; � � � ; h

`

; ê(g

1

; g

2

)g.

3. The master seret key is d

IDj0

= g

2

�

.

KeyGen: For a user IDjk � 1 = fID

1

; ID

2

; � � � ; ID

k�1

g of depth k � 1, he/she uses his/her

seret key d

IDjk�1

to generate the seret key for a user IDjk (where the �rst k � 1 elements

of IDjk are those in IDjk � 1) as follows.

1. Pik random r

k

from Z

p

.

2. d

IDjk

= fd

0

F

k

(I

k

)

r

k

; d

1

; � � � ; d

k�1

; g

r

k

g, where F

k

(x) is de�ned as g

1

x

h

k

.

Sign: For a user IDjk with seret key fg

2

�

Q

k

j=1

F

j

(I

j

)

r

j

; g

r

1

; � � � ; g

r

k

g to sign on a message

M , he/she follows the steps below.

1. Pik a random number s from Z

�

p

.

2. Compute h = H(M; ê(g

1

; g

2

)

s

).

3. Repeat Steps 1-3 in ase the unlikely event s+ h = 0 ours.

4. For j = f1; 2; � � � ; kg, ompute y

j

= d

j

s+h

.
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5. Compute z = d

0

s+h

.

6. Return fs; y

1

; y

2

; � � � ; y

k

; zg as the signature.

Enrypt: To signrypt a messageM 2 G

1

to user IDjl = fID

1

; ID

2

; � � � ; ID

l

g, the iphertext

to be generated is

fF

1

(I

1

)

s

; F

2

(I

2

)

s

; � � � ; F

l

(I

l

)

s

; ê(g

1

; g

2

)

s

�M; g

s

; y

1

; y

2

; � � � ; y

k

; zg:

Derypt: For a user ID

0

jl with seret key fd

0

0

= g

2

�

Q

l

j=1

F

j

(I

0

j

)

r

0

j

; d

0

1

= g

r

0

1

; � � � ; d

0

l

= g

r

0

l

g

to derypt the signrypted text fu

1

; � � � ; u

l

; v; w; y

1

; y

2

; � � � ; y

k

; zg, he/she follows the steps

below.

1. Compute � = ê(g

1

; g

2

)

s

by ê(w; d

0

0

)=

Q

l

j=1

ê(u

j

; d

0

j

).

2. Obtain the message M by v � �

�1

Verify: For IDjk = fID

1

; ID

2

; � � � ; ID

k

g's signature f�; y

1

; y

2

; � � � ; y

k

; zg, everyone an do

the following to verify its validity.

1. Compute h = H(M;�).

2. Return > if ê(g; z) = � � ê(g

1

; g

2

h

Q

k

j=1

y

I

j

j

)

Q

k

j=1

ê(y

j

; h

j

), ? otherwise.

5.2 EÆieny Analysis

We �rst analyze the omputational eÆieny. For the proposed sheme 1, admissible enoding

sheme [4℄ are required for the hash funtionH

1

andH

2

, whih is omputationally expensive as

suh sheme requires log

2

(q=p)-bit salar multipliation inE(F

q

) where F

q

is the �eld on whih

G is based and p is the size of the group G . Using the example from [21℄, if log

2

p = 512 and the

embedding degree of pairing is 6, then log

2

q should be at least 2560 and hene 2048-bit salar

multipliation is needed. Sheme 2's hash funtion does not rely on suh admissible enoding

sheme. Moreover, hosen iphertext seure HIDE requires the transformation in Setion 4

of [6℄, while our sheme does not require suh transformation as the integrity heking of the

iphertext is obtained from the signature.

For the ommuniation eÆieny of the sheme, the signrypted message is shortened by

one G

1

element, as ompared with using the sheme in [9℄ and [3℄ together.

5.3 Seurity Analysis

Theorem 4. Suppose that the (t; �)-Deision BDH assumption holds in G , then the above

sheme is (t

0

; q

S

; q

H

; q

E

; q

R

; �)-seletive identity, adaptive hosen iphertext (IND-sID-CCA2)

seure for any t

0

< t� o(t).

Proof. Dealer D gives (g; g

a

; g

b

; g



; T ) to Simulator S and wants S to output 1 if T = ê(g; g)

ab

or output 0 otherwise. Set g

1

= g

a

; g

2

= g

b

; g

3

= g



.

Initialization: Adversary A sends an identity ID

�

= fID

1

�

; � � � ; ID

k

�

g 2 Z

k

p

of depth k � `

that it intends to attak to S.

Setup: S randomly piks �

1

; � � � ; �

`

2 Z

p

and de�nes h

j

= g

1

�I

�

j

g

�

j

2 G for j = 1; � � � ; `. S

sends the system parameter (g; g

1

; g

2

; h

1

; � � � ; h

`

; ê(g

1

; g

2

)) to A.
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Phase 1: Query on H for input (M;�):

{ If (M;�; h) 2 L for some h, return h.

{ Otherwise, randomly piks h 2 Z

p

; add (M;�; h) to L and returns h.

Key Extration Orale (KEO): For input identity ID = fID

1

; � � � ; ID

u

g 2 Z

p

u

where u � `.

{ If ID = ID

�

or ID is a pre�x of ID

�

, then aborts the simulation.

{ Otherwise, let j be the smallest index suh that I

j

6= I

�

j

. S �rstly derives a private key

for identity fI

1

; � � � ; I

j

g, from whih it then onstrut a private key for ID. S randomly

piks r

1

; � � � ; r

j

2 Z

p

and sets:

d

0

= g

2

��

j

I

j

�I

�

j

j

Y

v=1

F

v

(I

v

)

r

v

; d

1

= g

r

1

; � � � ; d

j�1

= g

r

j

�1

; d

j

= g

2

�1

I

j

�I

�

j

g

r

j

We now show that (d

0

; d

1

; � � � ; d

j

) is a valid random private key for (I

1

; I

2

; � � � ; I

j

). Let

~r

j

= r

j

� b=(I

j

� I

�

j

), then we have:

g

2

��

j

I

j

�I

�

j

F

j

(I

j

)

r

j

= g

2

��

j

I

j

�I

�

j

(g

1

I

j

�I

�

j

g

�

j

)

r

j

= g

2

a

(g

1

I

j

�I

�

j

g

�

j

)

r

j

�

b

I

j

�I

�

j

= g

2

a

F

j

(I

j

)

~r

j

So the private key satis�es the required form.

Signryption Orale (SO): For input message M , sender ID

Ajk

= fID

A1

; � � � ; ID

Ak

g, and

reipient ID

Bjl

= fID

B1

; � � � ; ID

Bl

g.

{ If ID

Ajk

equals ID

�

or a pre�x of ID

�

, then S randomly hooses h 2 Z

p

, and omputes

� = ê(g

1

; g

2

)

�h

. Then S randomly piks r

1

; � � � ; r

k

2 Z

p

, omputes y

v

= g

2

r

v

for 1 � v � k

and z =

Q

k

v=1

g

2

r

v

�

v

. Then S adds the tuple (M;�; h) to L to fore the random orale

H(M;�) = h. Finally, S returns the iphertext C =

fF

1

(I

B1

)

�h

; F

2

(I

B2

)

�h

; � � � ; F

l

(I

Bl

)

�h

; � �M; g

�h

; y

1

; y

2

; � � � ; y

k

; zg.

S puts < ID

Ajk

; ID

Bjl

;M;C;�h; h > in L

S

.

{ Otherwise, S retrieves the private key of ID

Ajk

using the same way as KEO and then uses

it to run signryption and gets iphertext C. S puts < ID

Ajk

; ID

Bjl

;M;C; s; h > in L

S

.

Un-signryption Orale (UO): For input sender ID

Ajk

= fID

A1

; � � � ; ID

Ak

g, reipient ID

Bjl

=

fID

B1

; � � � ; ID

Bl

g and iphertext C = fu

1

; � � � ; u

l

; v; w; y

1

; � � � ; y

k

; zg.

{ For the ase ID

Bjl

= ID

�

, S �nds if (ID

Ajk

; ID

Bjl

;M;C; s; h) is in L

S

. If so, returns M .

Otherwise, S searhes for a valid M in all entries < M;�; h >2 L, under the onstraints

that � �M = v, � = ê(g; z)=(ê(g

1

; g

2

h

Q

k

j=1

y

ID

Ajj

j

)

Q

k

j=1

ê(y

j

; h

j

)) and ê(w;F

j

(I

Bj

)) =

ê(g; u

j

) for 1 � j � l. S simply piks a message in one of the valid M in the above and

return it as the answer. If no suh tuple is found, the orale signals that the iphertext is

invalid.

{ For other ases, S retrieves the private key of ID

Ajk

using the same way as KEO and then

uses it to derypt and verify.

Witness Extration: As in the IND-sID-CCA2 game, at some point A hooses plaintext

M

0

;M

1

, and sender ID

Ajk

on whih he wishes to be hallenged. S piks a random bit

b 2 f0; 1g and responds with hallenge iphertext C = fg

3

�

1

; � � � ; g

3

�

l

; T �M

b

; g

3

; y

1

; � � � ; y

k

; zg,
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where (y

1

; � � � ; y

k

; z) is a valid signature from ID

Ajk

. All further queries by A are proessed

adaptively as in the orales above. Finally, A returns its �nal guess b

0

. If b = b

0

, then S outputs

1 meaning T = ê(g; g)

ab

. Otherwise it outputs 0 meaning T 6= ê(g; g)

ab

.

If the reipient identity is ID

�

, then the value of ê(g

1

; g

2

)

s

is equal to ê(g

a

; g

b

)



= ê(g; g)

ab

.

If A has the advantage � to guess b orretly, then S has the advantage � to solve the DBDHP.

ut

Theorem 5. Suppose that the (t; �)-CDH assumption holds in G , then the above sheme

is (t

0

; q

S

; q

H

; q

E

; q

R

; �

0

)-seletive identity, adaptive hosen message (EU-sID-CMA) seure for

any t

0

< t� o(t), �

0

> � � (1� q

S

(q

H

+ q

S

)=q).

Proof. (Sketh) Dealer D gives (g; g

a

; g

b

) to Simulator S and wants S to ompute g

ab

. Set g

1

=

g

a

; g

2

= g

b

. The initialization, setup and the simulation of orales are the same as the proof of

Theorem 4. At the end of the game, A returns a forgery C = fu

1

; � � � ; u

l

; v; w; y

1

; � � � ; y

k

; zg

using h from H query. By forking lemma, we rewind A to the time when the H query was

issued and get C

0

= fu

0

1

; � � � ; u

0

l

; v

0

; w

0

; y

0

1

; � � � ; y

0

k

; z

0

g using h

0

from H query. We an get

d

j

= (y

j

=y

0

j

)

(h�h

0

)

�1

for 1 � j � k. Then we an alulate d

0

= (z=z

0

)

(h�h

0

)

�1

. Finally we an

get g

2

�

= d

0

=

Q

k

j=1

d

j

�

j

whih is the solution to the CDH problem. ut

Let us onsider the possibility for SO to fail. The only possibility for introduing an error

is in de�ning H(M;�) whih is already de�ned. Sine � takes its value uniformly at random

in G

1

, the hane for the ourrene of one of these events is at most (q

H

+ q

S

)=q for eah

query. Therefore over the whole simulation, the hane of an error is at most q

S

(q

H

+ q

S

)=q.

Hene S sueeds with probability at least � � (1�

q

S

(q

H

+q

S

)

q

). ut

Theorem 6. Suppose that the (t; �)-CDH assumption holds in G , then the above sheme is

(t

0

; q

S

; q

H

; q

E

; q

R

; �)-seletive identity, adaptive hosen message (AUTH-sID-CMA2) seure

for any t

0

< t� o(t).

Proof. (Sketh) By the onstrution of the game of AUTH-CMA2, we an see that if an

adversary wants to win the game, he either forges a signature from a signer or forges an

enryption using a valid signature.

For the �rst ase, by theorem 5, if an adversary an forge a signature in the above sheme,

then he an solve the CDH problem.

For the seond ase, let the adversary gets a signature fs; y

1

; y

2

; � � � ; y

k

; zg, where y

j

=

d

j

s+h

, for j = f1; 2; � � � ; kg and z = d

0

s+h

, and gets ê(g

1

; g

2

)

s

; g

s

from the orresponding

signryption with reipient identity not ID

Bjl

= fID

B1

; � � � ; ID

Bl

g. Then the adversary needs

to forge an enryption by omputing fF

1

(I

B1

)

s

; F

2

(I

B2

)

s

; � � � ; F

l

(I

Bl

)

s

g from the knowledge

of fF

1

(I

B1

); F

2

(I

B2

); � � � ; F

l

(I

Bl

); ê(g

1

; g

2

); gg. This is the same as the CDH problem.

Therefore, if an adversary wants to win the game, he has to solve the CDH problem. ut

6 Conlusion

Two onrete onstrutions of hierarhial identity based signryption are proposed, whih

losed the open problem proposed by [16℄. Our shemes are provably seure under the random

orale model [2℄. Moreover, our shemes do not require transformation whih is neessary for

the ase of hierarhial identity based enryption as the integrity heking of the iphertext is

obtained from the signature. We believe that hierarhial identity based signryption shemes
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are useful in nowadays ommerial organization and also in new network arhiteture suh as

tetherless omputing arhiteture. Future researh diretions inlude further improvement on

the eÆieny of hierarhial identity based signryption shemes and ahieving other seurity

requirements suh as publi iphertext authentiity ([10, 16℄) or iphertext anonymity ([5℄).
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17. Benô�t Libert and Jean-Jaques Quisquater. The Exat Seurity of an Identity Based Signature and its

Appliations. Cryptology ePrint Arhive, Report 2004/102, 2004. Available at http://eprint.iar.org.

18. John Malone-Lee. Identity Based Signryption. Cryptology ePrint Arhive, Report 2002/098, 2002.

Available at http://eprint.iar.org.

19. Noel MCullagh and Paulo S. L. M. Barreto. EÆient and Forward-Seure Identity-Based Signryption.

Cryptology ePrint Arhive, Report 2004/117, 2004. Available at http://eprint.iar.org.

20. Divya Nalla and K.C. Reddy. Signryption Sheme for Identity-Based Cryptosystems. Cryptology ePrint

Arhive, Report 2003/066, 2003. Available at http://eprint.iar.org.

21. Dong Jin Park, Kihyun Kim, and Pil Joong Lee. Publi Key Enryption with Conjuntive Field Keyword

Searh. In Chae Hoon Lim and Moti Yung, editors, Information Seurity Appliations: 5th International

Workshop, WISA 2004, Jeju Island, Korea, August 23-25, Revised Seleted Papers, volume 3325 of Leture

Notes in Computer Siene, pages 73{86. Springer-Verlag, 2004.

22. Ryuihi Sakai, Kiyoshi Ohgishi, and Masao Kasahara. Cryptosystems based on Pairing over Ellipti Curve.

In Proeedings of Symposium on Cryptography and Information Seurity (SCIS 2000) C-20, 2000.

23. Aaditeshwar Seth. Personal Communiation, September 2004.

24. Aaditeshwar Seth, Patrik Darragh, and Srinivasan Keshav. A Generalized Arhiteture for Tetherless

Computing in Disonneted Networks. Manusript.

25. Tsz Hon Yuen and Vitor K. Wei. Fast and Proven Seure Blind Identity-Based Signryption from Pairings.

In A. J. Menezes, editor, Topis in Cryptology - CT-RSA 2005, The Cryptographers' Trak at the RSA

Conferene 2005, San Franiso, CA, USA, Febrary 14-18, 2005, Proeedings, volume 3376 of Leture

Notes in Computer Siene, San Franiso, CA, USA, February 2005. Springer. To Appear. Also available

at Cryptology ePrint Arhive, Report 2004/121.

26. Yuliang Zheng. Digital Signryption or How to Ahieve Cost (Signature & Enryption)<< Cost(Signature)

+ Cost(Enryption). In Burton S. Kaliski Jr., editor, Advanes in Cryptology: Proeedings of CRYPTO

1997 5th Annual International Cryptology Conferene, Santa Barbara, California, USA, August 17-21,

1997, volume 1294 of Leture Notes in Computer Siene, pages 165{179. Springer-Verlag, 1997.


