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Abstract. This paper studies the security against differential/linear
cryptanalysis and the pseudorandomness for a class of generalized Feis-
tel scheme with SP round function called GF'SP. We consider the mini-
mum number of active s-boxes in some consecutive rounds of GFSP,i.e.,
in four, eight and sixteen consecutive rounds, which provide the up-
per bound of the maximum differential/linear probabilities of 16-round
GFSP scheme, in order to evaluate the strength against differential /linear
cryptanalysis. Furthermore, We investigate the pseudorandomness of
GFSP, point out 7-round GF'SP is not pseudorandom for non-adaptive
adversary, by using some distinguishers, and prove that 8-round GF'SP
is pseudorandom for any adversaries.
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1 Introduction

The well-known approaches to attacking block cipher are differential cryptanal-
ysis, proposed by Biham and Shamir[l], and linear cryptanalysis, introduced
by Matsui[2]. Nyberg[3,4]first formalizes the notion of strength against differ-
ential cryptanalysis. Similarly, Chabaud and Vaudenay[5] formalize the notion
of strength against linear cryptanalysis. With those notions, we can study how
to make a cipher scheme resistant against both attacks. This can be achieved
by usual active s-boxes counting tricks. Nyberg and Knudsen[6] give the upper
bounds of differential /linear characteristic probabilities for Feistel scheme, by us-
ing the minimum numbers of differential/linear active s-boxes. Kanda[7] shows
the minimum numbers of differential/linear active s-boxes for Feistel scheme
with SP round function. Another approach in order to study the security of
block ciphers was introduced by Luby and Rackoff [8]in 1988. They have shown
how to formalize security by pseudorandomness, and how to prove the secu-
rity of Feistel scheme—provided that round functions are totally random. They
showed that three round Feistel scheme is pseudorandomness and four round
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Feistel scheme is super-pseudorandomness. Maurer gave a simpler proof for non-
adaptive adversaries[9]. Since then, many researchers tried to improve the results
and prove the pseudorandomness of other schemes(see, for instance,[10~23]).
Among these papers,[10] and [22] have shown the pseudorandomness of a gener-
alized Feistel scheme called " Type-1 transformation” by Zheng-Matsumoto-Imai
and CAST256-like Feistel scheme by Moriai-Vaudenay. They showed that seven
round CAST256-like Feistel scheme is pseudorandomness. In their research work,
they just suppose round functions are totally random and didn’t consider the
structure of the round function. In this paper, we study the security of CAST256-
like Feistel scheme with SP round function, which is denoted as GF'SP in this
paper, and the linear transformation P in the round function is fixed and s-boxes
are random functions. It is not known whether seven round GF'SP scheme is
pseudorandomness, and how many round GFSP scheme is pseudorandomness.
We solve this problem, and show the minimum number of active s-boxes in some
consecutive rounds of GFSP,i.e.,in four,eight and sixteen consecutive rounds,
which provide the upper bound of the maximum differential/linear probabilities
of 16-round GF S P scheme

This paper is organized as follows: In section 2, we review the GFSP scheme
and definitions. In section 3, we estimate the upper bounds of differential /linear
characteristic probabilities for GF'S P, scheme. Section 4 presents some 7-round
distinguishers for GF'SP scheme. In section 5, the pseudorandomness of GF'SP
scheme is discussed, and Section 6 concludes the paper.

2 Preliminaries

2.1 GFSP Scheme

This paper we consider type-1 Feistel scheme with % (= ml)-bit SP round func-
tion called GFSP (see Fig.1 and Fig.2). Note that we neglect the effect of the
round key hereafter. S-function is a non-linear transformation layer with m par-
allel I-bit s-boxes. That is ,

Si = ({0, 13)™ — ({0,139

T = (251, Tjm) — 25 = Si(x;) = (si1(x51), -5 Sim (Tj.m))-
P-function is a linear transformation layer,which can be defined by a matrix.
P:({0,11)™ — ({0, 1})™
zj = (2,1, 2jm) — Y5 = P(zj) = (Y1, Yjom)-
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where 0;;(1 < i,j < m) are elements in finite field GF(2!).



Finally, the ith round function can be described as follows:
Fi: ({0,13)™ — ({0, 13)™
Tj = (.Z‘jﬁl, [P ,Iij) —Y; = PS,'(JZ]') = P(Z]) = (yj71, . 7yj,m)-
Let (z4i+3, Tait2, Tait1,%4;) denote the input of the (i + 1)th round, the
output of the (i + 1)th round of GFSP scheme is defined as:

Taipa = Fi(24:) © Tait1,
Tai+5 = Tdit2-
T4i+6 = T4i+3,

L4i+7 = T4i41-

X4i+3 | X4i+2 X4i+1 X4i

X4i+6 X4i+5 X4gi+4

Fig. 1. The i-th round transformation

2.2 Definitions

We use the following definitions in this paper.
Definition 1. For any given Az, Az, 'z, 'z € {0,1}!, the differential and
linear probabilities of each s-boxes are defined as:
o e {0,1}s(@) @ s@ & Ax) = Az}
= 5
5, Hz€{0,1}]w 21;96 =s(@)- T2,

The maximum differential and linear probabilities of s-boxes are defined as:

DP*(Ax — Az)

LP*(I'z — I'x) = (

ps =max max DP%i(Ax — Az)
1] Ax#0,Az

gs = max max LP%i(I'z — I'z)
ij Iz, I'z#0
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Fig. 2. The i-th round function F;

This means that ps,¢s are the upper bounds of the maximum differential and
linear probabilities for all s-boxes.

Definition 2. A differential active s-box is defined as an s-box given a non-
zero input difference, while a linear active s-box is defined as an s-box given a
non-zero output mask value.

Definition 3. Let z; = (21,...,2im) € ({0,1}))™, then the Hamming
weight of x; is denoted by

Hy(xi) = [{jlzi; # 0}

This means that the Hamming weight of x; equals the number of non-zero [-bit
characters from {0, 1} of z;.

Definition 4. The branch number P, of linear transformation P : ({0, 1})"™ —
({0,1}1)™ is defined as:

P; = Iglégl(Hw(Z) + HU)(P(Z)))

2.3 Pseudorandomness

Let F,,,, denote the set of functions from {0,1}" to {0,1}", A n-bit r-round
GFSP scheme GFSP(511:512:550m) can be regarded as a random function of
F, , determined by rm random functions s;; € Fy;,i =1,...,r,7 =1,...,m.
We define a perfect random function f* of F,, ,, as a uniformly drawn element of
F, . In other words, f* is associated with the uniform probability distribution
over F,, . In proof of pseudorandomness of scheme, we want to upper bound
the probability of any algorithm to distinguish whether a given fixed function
@ is an instance of a random function f = GFSPG1s12,80m) of F, ., or an
instance of the perfect random function f*,using less than q queries to .



Let A be a computationally unbounded distinguisher with an oracle O.
The oracle chooses randomly a function ¢ from GFSP($11:512:8rm) op Fo .
The aim of the distinguisher A is to distinguish if the oracle O implements
GFSPs11:512,08rm) op F, . . Let py denote the probability that A outputs 1
when O implements F,, ,, and p; denote the probability that A outputs 1 when
O implements GFSP(s11:512:-8mm)  That is py = Pr(A outputs 1 | O — F,, ,,
and p; = Pr(A outputs 1 | O «— GFSP(11:512,5rm)) Then the advantage of
the distinguisher A is defined as

Adva(f, f*) = p1 —po |

Assume that the distinguisher A is restricted to make at most ¢ queries to the
oracle O, where ¢ is some polynomial in n. We say that A is a pseudorandom
distinguisher if it queries z and the oracle answers y = (), where ¢ is randomly
chosen function by O.

Definition 5. A function h : N — R is negligible if for any constant ¢ > 0
and all sufficiently large n € N, h(n) < .

Definition 6. Let B,, be an efficiently computable function ensemble. B,, is
called a pseudorandom function ensemble if Adv,4 is negligible for any pseudo-
random distinguisher A.

In definition 6, a function ensemble is efficiently computable if all functions
in the ensemble can be computed efficiently. The following Theorem 1, which
was first proved in [11], and equivalent versions of which can be found in [23],is
a very useful tool for establishing upper bound on the Advg4.

Theorem 1. Let f be a random function of F, , and f* a perfect random
function of Fy,,. Let q be an integer. Denote by X the ({0,1}™)9 set of all
r = (21,...,%4) g-tuples of pairwise distinct elements. If there exists a Y subset
of ({0,1}™)9 and two positive real numbers 1 and €2 such that

(1) Y] >29(1 — 1)

(2) Vx € X,Vy € Y, Prlx i y] > 271 (1 — gq).
then for any distinguisher A using q queries

Adva(f, f*) <e1+e2

3 Estimating the Security against Differential /Linear
Cryptanalysis

For simplification, let m = 4 in this section, denote as GF'SP;. We suppose all
s-boxes {s11, S12, S13, S14, S21, - - - } are permutations, so the round functions are
also permutations. Let (24,43, T4it2, Tait1, T4i) and (Azgiys, Agiyo, ATgip1, Nxy;)
denote the input and input difference of the (i 4+ 1)th round. Here we don’t con-
sider the difference value, let ”1” denote the non-zero difference. Hence, non-zero
input difference only have fifteen denotations: 1 = (0001),...,15 = (1111).



3.1 Four Round GFSP,

If input difference is ”1”, we have the following 4-round differential characteris-
tics.
_ (1111) =15

1 =(0001) — (1001) — (1101) — {(1110) _ 14
Because the round function is permutation, the output difference is non-zero
if the input difference is non-zero. Hence, the first 3-round differential charac-
teristic is clear. For the fourth round, F'(Az12) is likely to equal Axzy3 when
Axio and Axy3 are non-zero. Hence, the output difference of the fourth round
have two cases. The input difference of four round functions are all non-zero,
which are Axg, Axy, Axg and Axio. We denote the above 4-round differential
characteristic as follows:

4(4
1 —(—)—> 14 Aonx4Ax8Ax12
4(4
L) 15 A$0A$4A$8Al‘12
Similarly,we have
4 4(2
2 V(i)—> 15 AI4ASE8AI12 4 V(—)—> 13 Al’gA.ﬁElQ
4(1 4(2
L) 1 Al‘o (—)> 3 ACL‘()A.’E4
4(4 4(4
3 L 14 A$0ASU4A1’8A£L'12 5 L) 14 A$0A$4ACE8AZE12
4(4 4(4
L 15 ALE()A.Z‘4A1‘8AJL‘12 L 15 ACEOA$4A.T8A1‘12
4(1)
AN 4(1
6 4(3) i B 8 L’ 9 Awpa
— 15 A.’E4A$8A1’12
4(2
( ) 3 A$0Al‘4
4(3 4(3
L 12 A.’IﬁoAl‘gAJ}lg Q) 7 A$QA$4A$3
71 403) 9{ 4(4)
— 13 ALEQA.’EgA(Eg — 14 A$0A$4A$8A$12
A(4) 4(4)
—= 14 A$0A1}4A1‘8A1‘12 — 15 AJCOAI4A178A1‘12
4(4
L 15 A$0A$4A$8A.’E12
4(2 4(1
( ) 6 AZL’4A(E8 Q) 6 A.’Eg
10 4(3) 12 4(2)
15 ASE4AI8AZ‘12 — 13 AIgAIlg
4(2 4(2
( ) 5 A.’IﬁoAl‘g L) 6 A$4A$g
4(3 4(2
13 L 12 A$0A$8A$12 14 Q) 11 A$4A.’E12
4(3) A(3)
13 AI‘()AIgA.TlQ — 15 AI4AI8A1‘12



4(2)

(—> 5 A.T()Al‘s
4(3
L 7 VAN VAN JVANY 7 4(3)
4(3) —5 7 A$0A$4AJJ8
—= 10 VAN VAN, FYAN AT 4(2)
4(3) — 8 AzgAxyg
— 11 AZL'0AI’4AJE12 4(2)

15 4(3) 11 —9 Al’oAfElg
—= 12 A$0A$8A$12 4(4)
4(3) —= 14 AI()A.’E4A$8A.’E12
—= 13 AxgAxrg A2 4(4)
4(4) —= 15 VAN VAN, JUAN: VAN AT
— 14 A$0A$4A$8AZL’12
4(4
L) 15 AI()AJMA.TSAZ‘H

3.2 Eight Round GFSP,

When the input difference is 71”7, the 8-round differential characteristics are the
following:

ﬂG, VAN VAN, FVANY: ZYAN ATVAN: S VAV Y

A, 1} 40) 11, Az AzsArs Ax12 D220 D228
ﬂ 15, AxgAxsAxgAx19 Axog Axos ATog

1 % 5, AxgAxyNxg Ar12A\x16 A T4

—5 7, AxgAxsNxg Ar19 AT 16 AT20 ATy

ﬁ’ 15 ﬂ 10(11), AzgArgANrg Ar12AT16 A T20 A T2y
4(—3)> 12(13), AzgAzyAxg Ax1oAx16 AT24 AT og
i(ﬂ 14(15), AzgAxsArs Ax12 AT16 AT20 Axog Aog

We show the minimum number of differential active s-boxes for 8-round
GFSPy is equal or lager than 2P, + 1, which is denoted as N1(S) > 2P; + 1.

4(4 4(2
We first exemplify 1 L 14 L 6.

When Ay = Ax @ Az, we have Hy,(Ay) < Hy,(Ax) + Hy(Az). Let Ay; =
F(z) ® F(x @ Az;). From the structure of 8-round GFSP;,we have

Ayo = A.’El D A.’I34, Ay4 = AJZQ D A.]?g,
Ayg = AJC:; D Aﬁclg, Aylg = Al‘o D Al‘lﬁ,
Dyr6 = Dxa & Awgg, Dyoo = Dws © Axay,
Ayas = Az12 & Awos.

From the definition of branch number P;, we have

Hy,(Ay;) + Hy(Azy) > Py



Therefore, we have

H,(Axo) + Hy(Azy) + Hy(Azy) > Py,
H,(Axs) + Hy(Azy) + Hy(Dxg) > Py,
Hy,(Ax3) + Hy(Axg) + Hy (A1) > Py,
H,(Azg) + Hy(DAx12) + Hy(Axyg) > Py,
H,(Azy) + Hy(DAx16) + Hy(Awag) > Py,
H,(Axg) + Hy(Axog) + Hy(Axoa) > Py,
Hy,(Ax12) + Hy(Axag) + Hy(Awag) > Py
For 1 ﬂ 14 ﬂ H,(Axy) =

Nl(S) = Hw(ASL'()) + Hw(A.’E4) + Hw(Aifg) + Hw(AfElz) + Hw(AI'Q()) + Hw(A£C24)
= [Hw(Alﬂo) + Hw(AﬁCl) + Hw(Al’4)] + [Hw(Al's) + Hw(AfEQ()) + Hw(ALIE24)] + Hw(Awlg)
>2P;+1

Similarly, we can get Na(S) > 2P;+ 1, N3(S) > 2P;+ 1, N4(S) > 2P; + 1, and
) > 2P; + 1. The other cases are as follows:

4(2 4(1
5 ( > Pd + ]., ) L) 3 Q) ]_7 ACE4ALL‘8A$16
N5(S) > 2P;+ 1, else
N 4 4B),
6 G(S) Z Pd + 2 6 —> 15, A.I4AI20AI24ALE28
Ng(S) > 2P;+ 1, else
4(2 4(1
N7(S) >P;+1, 7 L) 3 L 1, AzxgAzrsAzig
4(3 4(1
7 N7(S) >P;+2, 7 Q) 12 Q) 4, NAxgAzgAx19A\T04
4 4(2
N7( ) Z Pd + 3, 7 V(i)—> 12 v(—)—> 137 A$0AI8AJE12AI24AIEQS
Ng(S) > 2P;+ 1, else
4(3 4(2
9 Ng( ) >P;+3, 9 L> 7 Q) 3, AxgAxyNxg Ax16 A\ x00
Ns(S) > 2P;+ 1, else
4(3
Nlo(S) Z Pd + 3 10 —= ( ) 6 —(‘)—> 15, A$4A$8A1’20A$24A$28
2 4(1
10 NIO( ) P;+1,10 —= ( ) 6 L 2, A$4A$8A1‘20
Ng(S) > 2P;+ 1, else
43) - 4(2)
Nll(s) > Pd + 37 1 —7—= 37 Al‘oA.’)MA.TgAJJlGALEQO
11 42) o 40)
Nll(S) > Pd + ]., 11— 8 —= 97 A(E()AZL'lQA(EQg
Ng(S) > 2P;+ 1, else
4(1 4(3
Q 4 L> 15, A$8A$20A$Q4A$28

12 NlQ(S) > P;+2,12
Ng(S) > 2P;+ 1, else



42) _ 4(2)

N13(S) Z Pd + 2, 13— 5 —= 3, AI0A1‘8A$16A1‘20
4(3 4(1
13 ng(S) Z Pd + 2, 13 Q) 12 L> 4, A$0A$8Ax12A.%‘24
4(2
NIS(S) > P + 3 13 —= ( ) 12 L) ].37 Ax0A$8A$12A1'24A$28
Ni3(S) > 2P; 4+ 1, else
4(2) . 403)
N13(S) >P;+3, 14— 6—>=15, VAN JUAN: ZYAN: DOYAN VWA 20
4(2 4(1
14 N14(S) Z Pd + 1, 14 Q) 6 L> 2, A$4AJJ8ALIZ‘20
4(2 4(2
N14(S) Z Pd + 27 14 Q) 11 Q) 8(9), AZL’4A£L’12A1’16A$28
Ni3(S) > 2P; 4+ 1, else
Ni5(S) > Py +2, ( ) L) 3, AzgAxg Az A2
N15(S) P;+2, 15 ( ) L> 3, YA VAN FYA ZYAN AT YAY 1)
15 N15(S) Pd + 3 15 —= ( ) Q) 8(9), A$0A$4A.’E12A(E16Al’28
N15(S) Z Pd + 2, ( ) L 4, AIOA$8AI12ALE24
N15(S) >P;+3, 15— 46) L) 13, AzxgArgAri19A\x24 \T5g
Ni5(S) > 2P;+ 1, else

From the above discussion, we get the following Lemma.

Lemma 1. If round function are permutation, the minimum number of differ-
ential active s-bozes for 8-round GF PN, scheme is equal or larger than P;+ 1.

3.3 Sixteen Round GFSP,

Theorem 2. If round functions are permutations, the minimum number of dif-
ferential active s-boxes for 16-round GF PNy scheme is equal or larger than
3P;+ 1.

Proof. We first list the 8-round differentials which satisfy N;(S) < 2Pz + 1.

5 A2, 5 A 6 20, 5 16) 45 74(—2)>3ﬂ17
7&12&4, 7@121(213, 9@7@3,
10&6&2, 10@6&15, 11@7&3,
114(—3)>7ﬁ>3, 114(—2)>8ﬂ9, 12&4@15,
13 42, 5 43 o 13@12&4, 13@12&13,
14&6&15, 14&6&2, 14@11@8,
14&11@9, 15@5&3, 15@7@3,
15ﬁ>11ﬁ>8, 15&11ﬂ9, 15&12ﬂ13,
15 43, 1o 20



Since N1(S) > 2P+ 1, No(S) > 2Py +1, N3(S) > 2P;+1, N4(S) > 2Py +1,
and Ng(S) > 2P,, the 16-round differential of GF'SP;, whose number of active
s-boxes is less than 3P; + 1, must include in the following differentials.

[ AR A e o) 15 48), 1 A2 1) )
A2 ) ) A, 4E) ) )
A, A A AR 6 AU, 48) ) )
AN, 4E), LK) AR A, ) ) 10
N LA ) AR ) a0 )
A2 G AB) ) ) L AR) ) AE) )
10 42 6 43 15 43) 11 42) 9, 10 42 6 43 15 43 12 42 13,
0 A2, G AB) ) A, A ) e) )
AL AE) ) ) A ) ) )
12 40 4 13 15 43 11 42) 9, 12 4Q1) 4 13 15 13 12 42 13,
AL, AB) ) A ) ) e) )
AR GAE) ) ) L AR) ) AE) )
14 1) 6 43 15 43 11 42) 9, 14 42) 6 13 15 43 12 42) 13,
AR GAB) ) A A, A e) )
7 13 12 1) 13 13 12 1) 4, 7 1) 12 1) 13 13 12 1) 13,
13 1) 12 1) 13 1) 5 1) 3, 13 1) 12 1) 13 1) 12 1) ,
13 43) 12 42 13 43 12 42 13, 15 43) 12 42) 13 42 ) 42) 3,
15 13 12 12 13 13 12 1) 4, 15 13 12 12 13 13 12 12 13.

From the structure of 16-round GFSP,, we have

Ayo = Al‘l @ A1‘4, Ay4 = A.’EQ @ Al‘g,

Ayg = A3 @ Az1z, Ay1o = Awg @ Awi,
Ay16 = Axy © Axgo, Ayag = Awg © Aoy,
Ayas = Ax12 O Axag, Ayog = Aw16 © Ax3a,
Ay3za = Axa0 © Axse, AYse = Aoy © Ay,
Ayso = Axog © Axaa, AYyss = Ax30 S Axyg,
Aysg = Ax36 O Axse, Aysy = Awgg © Axsa,
Ayse = Axag O Axgo, AYso = Awyg © Axpy.



Form the definition of branch number Py, If Ax; # 0,then

H,(Ay;) + Hy(Ax) > Py

Therefore, we have

If Axg #0, then Hy,(Axg) + Hy(Azy) + Hy(Azy) > Py.
If Axy #0, then Hy(Axo) + Hy(Axy) + Hy(Axsg) > Py.
If Axg #0, then Hy,(Axs) + Hy(Axg) + Hy(Axz12) > Py.
If Axqya #0, then Hy(Axo) + Hy(Ax12) + Hy(Axg) > Py
If Ax16 #0, then Hy(Axy) + Hy(Axig) + Hy(Dzog) > Py.
If Axog #0, then Hy(Axg) + Hy(Axog) + Hy(Axay) > Py.
If Axoy #0, then Hyy(Ax2) + Hy(Axag) + Hy(Dx32) > Py.
If Axog # 0, then Hy(Axyg) + Hy(Axog) + Hy(Dxog) > Py.
If Axsy #0, then Hy(Axag) + Hy(Axse) + Hy(Axsg) > Py.
If Axsg #0, then Hy(Axog) + Hy(Awse) + Hyp(Axzgg) > Py.
If Axygg #0, then Hy(Axag) + Hy(Azao) + Hy(Dxgg) > Py
If Axygy #0, then Hy(Axss) + Hy(Azag) + Hy(Dwyg) > Py.
If Axyg #0, then Hy(Axsg) + Hy(Awmag) + Hy(Awse) > Py.
If Axsy #£0, then Hy(Axgo) + Hy(Awxse) + Hy(Awsg) > Py.
If Axsg #0, then Hy(Axyy) + Hy(Axse) + Hy(Dxeo) > Py
If Axgo # 0, then Hy(Axys) + Hy(Azeo) + Hy(Axeq) > Py.
We exemplify 11 12) 8 1) 9 16) 7 12) 3, whose non-zero inputs

for round functions are AzgAx1o A ATog Ax30 A AT36 AT40 \T48\T52, and Axy =

Axg =
of active boxes is

Ax1g = Aoy = Nxoy = Axyy = Nz = Naxgo = 0. Hence, the number

H,(Azg) + Hy(Ax12) + Hy(Amag) + Hy(Axsa) + Hy(Axse) + Hoy(Azag)

Hw(A(E48) —+ HM(AZE52)

= [Hw(A.TO) + Hw(A$12)] =+ Hw
[Hy (Do) + Hy(Dxs2)] +

>Pi+P;+P;+2=3P;+2

(Aojgs) +

[Hw(Adfgg) + Hw(Axiﬁﬁ)} +

Hw (Al‘4g)

We can prove the other differentials similarly. There is a kind of ”duality”
relation between differential cryptanalysis and linear cryptanalysis. Hence, from
Theorem 2 we have the following theorem.

Theorem 3. Let pg and qs be the mazimum differential/linear probabilities of
s16,4}. If the round functions are permuta-
tions, then, the maxzimum differential/linear characteristic probabilities of 16-
round GFSP; scheme are bounded by (ps)>Fatand (qs)3F4+L, respectively.

all s-boxes{s11, S12, S13, S14, $21, - - - »



4 T7-Round Distinguishers

We discuss the pseudorandomness of n-bit r-round GFSP scheme
GFSPUi:fizeofrm) hereafter, where fij(i=1,...,r,j=1,...,m) are rm inde-
pendent random functions from {0, 1} to {0, 1}!. We first present some 7-round
distinguishers.

Choose
€T3 = (.’E, az 2, aa3,m)7 To = (a2,17 2,2, 7a2,’m)7
€Tl = (a1,17a1,27 e 7041,777,)7 To = (ao,la ap,2, " 7a0,m)-
where x take values in {0,1}!, a; ; are constants in {0,1}. Thus, the input of

the 4th round can be written as follows:

T15 = (015,17015,27 T 76115,m), T14 = (a14,17a14,2, ce 7a14,m)7
r13 = (a13,1,013,2, -+ ,A13,m); T12 = (T B a12,1,a12,2, ** ,C12,m)-

where a; ;(12 <7 < 15,1 < j < m) are entirely determined by a; ;(0 <i < 3,1 <
j < m)and functions f; ;(1 <i<3,1<j<m),s0a;;(12<i<151<j<m)
are constants when f; ;(1 <4 < 3,1 <j <m) are fixed.

In the 4¢th round a transformation on x12 = (z® a12.1, 12,2, ,A12,m) using Fy
is as follows:

F
T1o = (2 ® a19,1,a12,2,  A12,m) — (011Y © 01,011y B ba, ..., 011y © byy)

where y = fa1(x P ai2,1), bj(1 < j < m) are entirely determined by aq2,;(2 <
Jj <m)and f4;(2 < j <m), thus b;j(1 < j < m) are constants when f4;(2 < j <
m) are fixed. Therefore, the input of the 5th round is

T19 = T12,
Z18 = T15,
L17 = T14,

216 = 213 D Fy(w12) = (011y ® b1 © a13,1, .., 011y © by © a13,m).
The one block of output for 7th round is as follows:
Zog =16 = (011y B b1 B az,..., 011y D bm @ a13,m)

So we get T29.1 @ T29,2 = b1 D a13,1 D b2 ® @13, is a constant. Similarly we
have the following lemma:

Lemma 2. Let P = (x3,72,21,%0) and P* = (z§, 25,27, 25) be two plain-
texts of T-round GFSP, C = (31, %30, T29,%28) and C* = (x%,, x5y, x59, T5g)
be corresponding ciphertexts, xo; denote the i — th sub-block of x¢. If xo9 =
T8, 1 = 77,79 = T3, ¥31 # T3, T3 = 3 (2 < j < m), then for any subset
IC{1,2,...,m}, if |I| is even, then

. *
@ T29,j = EB T29,j

Jjel jel



5 Pseudorandomness of GFSP

5.1 7-Round GFSP Is not a Pseudorandom Function

Theorem 4. Let fi1,..., fim, fo1,---, frm be Tm independent random func-
tions from {0,1}! to {0,1}' and f* be the perfect random function on {0,1}"
and f = GFSPUli2ftm) - There exists a non-adaptive distinguisher A with
q queries such that:

n(m—1)

Advg >1—-27" 5

Proof. We consider a distinguisher A as follows.

1. Arandomly chooses two plaintexts P = (z3, 2, 1, %0) and P* = (a3}, x5, x7, )
such that g = x5, 21 = 27,72 = 23, 231 # 231, T35 = 23 ;(2 < j <m).

2. A sends them to the oracle and receives the ciphertexts C' = (231, 230, Z29, Z2g)
and C* = (a3, 2%, x39, T55) from the oracle.

3. Finally, A outputs 1 if and only if for any 1 < j; < js < m,

T29.j; D T2gj, = Tag j, D Tdg
. L. n(m—1)
Suppose that the oracle implements f*, then it is clear that pg =27 = -
Next suppose that the oracle implements f = GFSPU11:/i2f7m)  Using lemma
2, we get p; = 1. Therefore, we obtained that

n(m—1)

Adva(f, f*)>1-2""5

which is non-negligible. Hence, 7-round GF'SP is not a pseudorandom func-
tion.

5.2 8-Round GFSP Is a Pseudorandom Function

Theorem 5. Let fi,..., fim, fo1,---, fén be 8m independent random func-
tions from {0,1} to {0,1} and f* be the perfect random function on {0,1}"
and f = GFSPUifizrfsm)  If the branch number of linear transformation
P:({0,1}H)™ — ({0,1})™ is m + 1, then for any adaptive distinguisher A with
q queries we have

Adva(f, f*) < 13¢°275%

Proof. Let us first introduce some notation. We consider a X =
(X', X2, X9) = (b, 2h, &7, 7)ie)1,....q A-tuple of n-bit f input words. We de-
note the corresponding g-tuple of f output words by Z = (235, 254, T3, T32)ie[1,...,q]-
]

and y,&lwg]. Let (24443, Tait2, Tait1, T4i) be the input of (i + 1)th round and the
output of ith round, and let 2; = (z;1,...,%jm,). Let I7 denotes the subset of
({0,1}™)? consisting of all the g-tuples of pairwise distinct {0, 1}™ values.



We now define X = sz; Y= (Yla e _’Yq) = {(y§7y§’yLy(i))iE[L...,q] | (yL[SINq] €
I?;) A (yQ”q] € I?;) A (y%qu] € I;) A (y([)lwq] € I;)} We want to establish a lower
bound on the size of ) and the Pr[X — Y] for any X g-tuple in X and Y g-tuple
in Y and show that there exists €1 and €5 real numbers satisfying conditions of
theorem 1.

Let us first establish a lower bound on |Y|. We have:

V> 2m(1 = Priwh ™ ¢ 1) v b~ ¢ 1) v i ¢ ) vl ¢ 12))
>V =2mi— > Prih=yl)—— > Pryi=u)

1<i<j<q 1<i<j<q
> |V| > 29"[1 - 2g(g — 1)27 7]

So g1 = 2q(q —1)27%.
Now, given any X g-tuple in X and any Y qg-tuple in ), let us establish a
lower bound on Pr[X — Y.

PT[X - Y] = PT[Yi = (yé,yé,y@yé) = ($é57$§4,$§)3,$é2)7i =1,... 7q]

Yt = (2%, 2%, 245, 255) if and only if

Yo = Ty = why @ Fy(ads),

yi = ahy = @17 @ Fs(ig),

Y5 = why = @ © Fo(hy),

Y = Thy = hs @ Fr(ahy).
Let A’ be the event [Y? = (245, 2%,, 285, 2%,)], A = AL A A% Ao A A9. Let
Big, Bao, Bas and Bag be the event [z € I7], [of™ € I7], [ah" € I7] and
[I[leNq} S I;], respectively. Let B = Byg A Bog A Bog N Bog.

PriX —Y]=Pr[Y’" = (yévyéayivy(i)) = (x§5,x§4,x§3,x§2),i =1,....q
= Pr[A] > Pr[A|B]Pr|B]

Because fs1, f51, - - -, fsm are independent random functions, we have Pr[A|B] =
(2-m)e.

Pr(B] =1— Pr[Bis V Bao V Bax V Bas]
> 1 — [Pr(Big) + Pr(Bag) + Pr(Bas) + Pr(Bas))

>1- [Z Pr(ats = xig) + ZPT(ZJQO = r3) + ZPT($§4 = xy) + Zpr(xés = Thg)]
i#£j i#£j i#] i#j



~ Next,we estimate Pr(zf = @), Przhy = xy), Pr(zh, = x},) and Pr(zh =
98)-
Pr(zys = 17{6)
= Pr(alg = @iglzia # 21p) Pr(ziy # #12) + Pr(zls = iglaety = a1,) Pr(aly = o1,)
< Pr(zig = wiglaly # #15) + Pr(aiy = 21,)
Let us now estimate Pr(z}, = x7,).
case 1 If (2}, 2%, z}) = (z3, 27, x)),then x} # 2, so that Pr(zt, = x7,) = 0.
case 2 If (zh, 2t z}) # (z} 23, )
Pr(a, = al5)
= Pr(aly = o)y # 1) Pr(zg # a3) + Pr(zl, = a3, |vg = 23) Pr(zg = 23)
< Pr(zyy = a1p|ag # 73) + Pr(zg = a3)

From z¢, = 25 ®F3(x}), the SP network of round function and f31, f32, - - -, fam
are random functions, we have

Pr(zhy = alyley #al) < (@7H)m =271

Further, estimate Pr(z} = 27).

case 2.1 If (2%, 2}) = (x{,x%), then x4 # x%, so that Pr(z = xé),: 0
. . . . X . 0 Ii — x]
2.2 If (2, 28 27, x)), then Pr(zi =2)) = n Y 9
case (21, 7) # (w1, p) (z} 1) {2_4 o # @)

Pr(azg = 23)
= Pr(a} = x|z} # o)) Pr(z} # o)) + Pr(zg = af|af = 2}) Pr(z) = 2})
< Pr(ag = o]z} # o)) + Pr(z} = 2})
From z& = i@ Fy(z?),, the SP network of round function and fa1, faa, - - -, fom

are random functions, we have

w3

Pr(sh = oz} # 2]) < ()™ =27
In all cases, Pr(z} = ) <2 x 277, Hence we obtain
Pr(zt,=al,) <3x271
Thus

Pr(xiﬁ = leﬁ)
< Pr(zig = wiglwly # 2ly) + Pr(ziy = x],)
<27T 43x27F =4x27%



Similarly, we have

Przhy =a3,) <271 +4x27% =5x27%
Prizh, =a3,) <27% +5x27% =6x27%
) <2

thus

Hence, we have

Prix Loy = @)1 - 11g(g - 127 )

We can notice that Pr[X <— Y] = (27™)%, so we can apply Theorem 1 with
g1 =2q(q—1)27% and g5 = 11g(q — 1)27%. We have

Adva(f, [*) <e1+e2 <13¢%27 71

This shows that the eight round GFSP is a pseudorandom function for any
adaptive adversaries.

6 Concluding Remarks

Evaluating the security of block cipher mostly includes two aspects, the one is
to evaluate the strength against differential/linear cryptanalysis and other at-
tacks, the other is to study the pseudorandomness of the cipher scheme. In this
paper we study the strength against differential/linear cryptanalysis and pseu-
dorandomness of a generalized Feistel scheme with SP round function called
GFSP. We focused on the minimum number of active s-boxes in some consecu-
tive rounds of GFSPy, i.e., in four, eight and sixteen consecutive rounds, since
we can determine the upper bounds of the maximum differential/linear prob-
abilities using the branch number of linear transformation P. As a result, we
give the upper bounds of the maximum differential/linear probabilities of 16-
round GF'S Py scheme. Furthermore, we study the pseudorandomness of GF'SP.
We first present some distinguishers of 7-round GF'SP, then point out 7-round
GFSP is not pseudorandom for non-adaptive adversary. Finally, we prove 8-
round GF'SP is pseudorandom for any adversaries.
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