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Abstract

The recently proposed two-party ID-based authen-
ticated key agreement protocols (with and without
escrow) and its variant resistant to key-compromise
impersonation by McCullagh & Barreto are revisited.
The protocol carries a proof of security in the Bel-
lare & Rogaway (1993) model. In this paper, it is
demonstrated that the protocols and its variant are
not secure if the adversary is allowed to send a Reveal
query to reveal non-partner players who had accepted
the same session key.

1 Introduction

Cryptographic protocols are the sine qua non of
many diverse secure electronic commerce applications
in today’s globalising electronic commerce landscape.
However, the design of cryptographic protocols is no-
toriously hard and errors were frequently found in pro-
tocols years after they were published [6, 7, 8, 9].

In a recent work, McCullagh & Barreto [5] pro-
pose a new two-party identity-based authenticated key
agreement (2P-IDAKA) protocol with a proof of se-
curity in the Bellare & Rogaway (1993) model (here-
after referred to as the BR93 model) [2]. The BR93
model is one of the widely used proof models in the
computational complexity approach for protocol anal-
ysis [1, 2, 4, 7]. Xie (2004) correctly pointed out a flaw
in the 2P-IDAKA protocol, where a malicious adver-
sary is able to successfully launch a key compromise
attack on the protocol [10]. To address this attack
pointed out by Xie, McCullagh & Barreto propose a
fix resistant to key-compromise impersonation in their
paper [5].

In this paper, it is demonstrated that the 2P-
IDAKA protocols (with and without escrow) and the
fix (variant) are not secure if the adversary is allowed

to reveal non-partner players who had accepted the
same session key. The remainder of this paper is struc-
tured as follows: Section 2 briefly explains the BR93
model. Section 3 describes both the 2P-IDAKA pro-
tocol and the fix, and the attack sequences on both
the protocols. Section 4 presents the conclusions.

2 Overview of the BR93 Model

The BR93 model defines provable security for en-
tity authentication and key distribution goals. The
adversary A in the model, is a probabilistic machine
that controls all the communications that take place
between parties by interacting with a set of l'IiUl’U2
oracles (thU2 is defined to be the i'" instantiation
of a principal U; in a specific protocol run and U, is
the principal with whom U; wishes to establish a se-
cret key). The predefined oracle queries are described
informally as follows.

e The Send(Uy,U,,i,m) query allows A to send
some message m of her choice to either the client
H@hUQ at will. H’i]17U2, upon receiving the query,
will compute what the protocol specification de-
mands and return to A the response message
and/or decision. If HiUhU2 has either accepted
with some session key or terminated, this will be
made known to A.

e The Reveal(Uq, Uy, i) query allows A to expose an
old session key that has been previously accepted.
I}, v,» upon receiving this query and if it has
accepted and holds some session key, will send
this session key back to A.

e The Corrupt(Uys, Kg) query allows A to corrupt
the principal U; at will, and thereby learn the



complete internal state of the corrupted princi-
pal. The corrupt query also gives A the ability
to overwrite the long-lived key of the corrupted
principal with any value of her choice (i.e. Kg).
This query can be used to model the real world
scenarios of an insider cooperating with the ad-
versary or an insider who has been completely
compromised by the adversary.

e The Test(Uy, Us, i) query is the only oracle query
that does not correspond to any of A’s abilities. If
H}'Jl’(b has accepted with some session key and is
being asked a Test(Uq, Uy, i) query, then depend-
ing on a randomly chosen bit b, A is given either
the actual session key or a session key drawn ran-
domly from the session key distribution.

The notion of freshness is used to identify the ses-
sion keys about which A4 ought not to know anything
because A has not revealed any oracles that have ac-
cepted the key and has not corrupted any principals
knowing the key. Oracle Hf47 g is fresh (or it holds a
fresh session key) at the end of execution, if, and only
if, oracle Hf41 g has accepted with or without a partner

oracle Hjé 1, both oracle ITY 5 and its partner oracle

115, , (if such a partner oracle exists) have not been
sent a Reveal query, and the principals A and B of
oracles ITy p and IT%; , (if such a partner exists) have
not been sent a Corrdpt query.

Security is defined using the game G, played be-
tween a malicious adversary A and a collection of
Hli]w,Uy oracles for players U,,U, € {U1,...,Un,} and
instances ¢ € {1,..., Ns}. The adversary A runs the
game simulation G, whose setting is as follows.

e Stage 1: A is able to send any SendClient,
SendServer, Reveal, and Corrupt oracle queries at
will in the game simulation G.

e Stage 2: At some point during G, A will choose
a fresh session on which to be tested and send
a Test query to the fresh oracle associated with
the test session. Note that the test session chosen
must be fresh. Depending on a randomly chosen
bit b, A is given either the actual session key or a
session key drawn randomly from the session key
distribution.

e Stage 3: A continues making any SendClient,
SendServer, Reveal, and Corrupt oracle queries of
its choice.

e Stage 4: Eventually, A terminates the game sim-
ulation and outputs a bit &', which is its guess of
the value of b.

Success of A in G is measured in terms of A’s
advantage in distinguishing whether A receives the
real key or a random value. A wins if, after ask-
ing a Test(Uy, Ua,i) query, where H%I,UQ is fresh and
has accepted, A’s guess bit b’ equals the bit b se-
lected during the Test(Uy, U,,i) query. Let the ad-
vantage function of A be denoted by Adv4(k), where
AdvA(k) =2 x Prlb =b'] — 1.

A protocol is secure in the BR93 model if both the
validity and indistinguishability requirements are sat-
isfied:

1. Validity: When the protocol is run between two
oracles in the absence of a malicious adversary,
the two oracles accept the same key.

2. Indistinguishability: For all probabilistic,
polynomial-time (PPT) adversaries A, Adv(k)
is negligible.

3 McCullagh—Barreto Protocols

In this section, the 2P-IDAKA protocols (with and
without escrow) and its variant due to McCullagh
& Barreto are revisited and executions of the proto-
cols in the presense of a malicious adversary demon-
strated. Using the executions of the protocols, it is
then demonstrated that the protocols are not secure if
the adversary is allowed to send a Reveal oracle query.
3.1 2P-IDAKA Protocols

The 2P-IDAKA protocols and its variant due to
McCullagh & Barreto are shown in Figures 1 and 2
respectively. There are two entities in the protocols,
namely an initiator player A and a responder player
B. The 2P-IDAKA protocols shown in Figure 1 carry
a proof of security in the BR93 model.

Remark 1 [Theorem 1 and Definition 1 in [5]] The
2P-IDAKA protocols shown in Figure 1 are secure au-
thenticated key establishment protocols if all of the fol-
lowing conditions are fulfilled:

1. both partner oracles accept the same session key
in the absence of a malicious adversary,

2. both wuncorrupted partner oracles (i.e., having
matching conversations) accept and hold the same
key, and

3. AdvA(k) is negligible.

Notation used in the protocols is as follows: (s +
a)P denotes the public key of A, A,.; = ((s+a))"'P
denotes the private key of A, (s + b)P denotes the
public key of B, and B,,; = ((s + b))~ P denotes the
private key of B, x, and z;, denote random nonces
where z,,z, €Er 2.



1. A—B: Aga==x.(s+b)P

2. B— A: Bga=uxzp(s+a)P

A computes session key e(Bgra,Apri)®e =
e(P, P)*a®t,

B computes session key e(Aga,Bpi)™t =
e(P, P)*a®v,

Figure 1: McCullagh-Barreto 2P-ID-AKA protocols
with and without escrow

1. A—B: AKA:xa(s+b)P

2. B—A: Bga=uxp(s+a)P

A computes session key e(P, P)"*e(Bxa, Apri) =
e(P, P)®at®s,

B computes session key e(P, P)**e(Ak 4, Bpri) =
e(P, P)%at®s,

Figure 2: Proposed fix to Xie (2004)’s attack

3.2 Attacks on the Protocols

As Blake-Wilson, Johnson, & Menezes (1997) [3]
had correctly pointed out, two-flow authenticated key
establishment protocols that do not contain asymme-
try in the formation of the session key will not meet
the security requirements in the BR93 model. Fig-
ures 3 and 4 illustrate an execution of the protocols in
the presence of a malicious adversary .A.

1. A—B: z.,(s+0bP

The adversary A intercepts and deletes the mes-
sage Axga = z4(s+b)P. A then chooses a random
nonce xp €g Z; and sends message x,(s+b)P-zg
impersonating A.

1. Axr — B:
2. B—A:

Ta(s+b)P-xp
xp(s +a)P

The adversary A intercepts and deletes the mes-
sage Bga = xp(s+ a)P.

2. Ag—A: wmp(s+a)P-zxp

A computes session key e(zy(s+a)P-z g, Apri)™ =
e(P, P)®a®b¥E,

B computes session key e(z4(s+b)P-z g, Bpri)** =
e(P, P)ta®v¥E,

A—B:
B— A:

Reveal
e(P, P)*a®b?E

Figure 3: Attack sequence on the McCullagh—Barreto
2P-ID-AKA protocols

1. A—B: Aga =x4(s+b)P

The adversary A intercepts and deletes the mes-
sage Axa = xq(s+b)P.

1. .AA—>B:
2. B—A:

Agp =24(s+b)P+xg(s+b)P
Bga=2ap(s+a)P

The adversary A intercepts and deletes the mes-
sage Bxa = xp(s+a)P.

2. Ag—A: Bgg=uxy(s+a)P+zr(s+a)P

A computes session key e(P, P)**e(Bxg, Apri) =
e(P, p)za-i-wb-‘rZE_
B computes session key e(P, P)*e(Axg, Bpri) =
e(P, P)Zattote,

A— B: Reveal

B— A: e(P P)%totee

Figure 4: Attack sequence on the proposed fix

In the attack sequences shown in Figures 3 and 4,
both A and B have accepted the same session key.
However, both A and B are non-partners since they do
not have matching conversations. In addition, both A
and B are uncorrupted since they have not been sent
a Corrupt query’.

By sending a Reveal query to either A or B, the
malicious adversary A is able to obtain the session
key of a fresh oracle of a non-partner oracle, as shown
in Figures 3 and 4.

Remark 2 Hence, the 2P-IDAKA protocols and its
variant shown in Figures 1 and 2 are not secure since
the malicious adversary A is able to obtain the session
key of a fresh oracle of a non-partner oracle by reveal-
ing a non-partner oracle holding the same key (i.e.,
violating the key establishment goal).

4 Conclusion

Through a detailed study of the McCullagh—
Barreto 2P-IDAKA protocols and its variant, it is
demonstrated that the protocols and its variant are in-
secure if the adversary is allowed to reveal non-partner
players who share the same session key and obtain a
fresh session key. Trivially this implies the violation
of the key establishment goal.
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