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Abstract. In ICICS 2004, Gonzalez-Deleito, Markowitch and Dall’Olio
proposed an efficient strong key-insulated signature scheme. They claimed
that it is (N —1, N)-key-insulated, i.e., the compromise of the secret keys
for arbitrarily many time periods does not expose the secret keys for any
of the remaining time periods. But in this paper, we demonstrate an at-
tack and show that an adversary armed with the signing keys for any two
time periods can compute the signing keys for the remaining time peri-
ods except for some very special cases. In a second attack, the adversary
can forge signatures for many remaining time periods without comput-
ing the corresponding signing keys. Therefore it is only equivalent to a
(1, N)-key-insulated signature scheme. A variant forward-secure signa-
ture scheme was also presented in ICICS 2004 and claimed more robust
than traditional forward-secure signature schemes. But we find that the
scheme has two similar weaknesses. We try to repair the two schemes in
this paper.

1 Introduction

Many cryptographic techniques today, whether only available in the literature or
actually used in practice, are believed to be quite secure. Several, in fact, can be
proven secure (with appropriate definitions)under very reasonable assumptions.
In a vast majority of solutions, however, security guarantees last only as long as
secrets remain unrevealed. If a secret is revealed (either accidentally or via an
attack), security is often compromised not only for subsequent uses of the secret,
but also for prior ones. For example, if a secret signing key becomes known to
an adversary, one cannot trust any signature produced with that key and the
signer is forced to revoke its public key. Unfortunately, this does not always suf-
fice as even valid signatures having been produced before the revealment become
invalid, unless a time-stamping authority has attested that they were produced
before the corresponding public key was revoked.

Getting rid of the revocation and time-stamping mechanisms in order to
simplify key management is an active research topic. In recent years, some key-
updating approaches are presented to limit the damages arising when secret keys
are exposed.
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An approach to this problem is the forward-secure cryptosystem. In the
forward-secure model [2,3], the lifetime of secret keys is divided into discrete
time periods. At the beginning of each period, users compute a new secret key
by applying a public one-way function to the secret key used during the previous
time period, while public keys remain unchanged. An adversary compromising
the secret signing key at a given time period will be unable to produce signatures
for previous periods, but will still be able to sign messages during the current
and future time periods. Unlike classical schemes, the validity of previously pro-
duced signatures is therefore assured, but public keys have to be revoked. Several
recent investigations in forward-secure signature scheme are given in [1,7,9].

The notion of key-insulated cryptosystems, which was introduced by Dodis
et al. [4], generalises the concept of forward-secure cryptography. In this model,
lifetime of secret keys is also divided into discrete periods and, as in previous
models, signatures are supposed to be generated by relatively insecure devices.
However, the secret associated with a public key is here shared between the user
and a physically secure device. At the beginning of each time period the user
obtains from the device a partial secret key for the current time period. By com-
bining this partial secret key with the secret key for the previous period, the user
derives the secret key for the current time period. Exposure of the secret key at a
given period will not enable an adversary to derive secret keys for the remaining
time periods. More precisely, in a (¢, N)-key-insulated scheme the compromise
of the secret key for up to ¢ time periods does not expose the secret key for any
of the remaining N — ¢ time periods. Therefore, public keys do not need to be
revoked unless ¢ periods have been exposed. Strong key-insulated schemes [5]
guarantee that the physically secure device (or an attacker compromising the
partial secrets held by this device) is unable to derive the secret key for any time
period. This is an extremely important property if the physically secure device
serves several different users.

Itkis and Reyzin [8] introduced the notion of intrusion-resilient signatures,
which strengthens the one of key-insulation by allowing an arbitrary number of
non-simultaneous compromises of both the user and the device, while preserving
security of prior and future time periods.

In ICICS’04, Gonzalez-Deleito, Markowitch and Dall’Olio [6] proposed a new
strong (N — 1, N)-key-insulated signature scheme (GMD scheme, from now on).
The scheme is more efficient than previous proposals and has the property that
becomes forward-secure when all the existing secrets at a given time period are
compromised. They also presented a variant forward-secure signature scheme.

In this paper, we demonstrate two attacks on the two schemes, respectively.
These attacks may have many variations. The two attacks on the key-insulated
signature scheme show that it is only equivalent to a (1, N)-key-insulated signa-
ture scheme. The attacks on the forward-secure signature scheme are similar to
the attacks on the key-insulated signature scheme. It is showed that the scheme
cannot be used as a forward-secure signature scheme. We try to repair the two
schemes.

The remaining of the paper is organized as follows: section 2 briefly describes
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some definitions of key-updating signature schemes. Section 3 reviews and ana-
lyzes the GMD key-insulated signature scheme, section 4 reviews and analyzes
the GMD forward-secure signature scheme, section 5 describes our attempts at
repairing the two schemes, section 6 concludes.

2 Definitions of Key-Updating Signature Schemes

The following definitions of key-insulated signature schemes are based on the
definitions given by Gonzalez-Deleito et al.[6].

A key-insulated signature scheme is a 5-tuple of polynomial time algorithms
(KGen, UpdD, UpdU, Sig, Ver) such that:

— KGen, the key generation algorithm, is a probabilistic algorithm taking as
input one or several security parameters sp and (possibly) the total number
of periods N, and returning a public key PK, a master secret key MSK
and a user’s initial secret key USKj.

— UpdD, the physically secure device key-update algorithm, is a (possibly)
probabilistic algorithm which takes as input the index ¢ of the next time pe-
riod, the master secret key M SK and (possibly) the total number of periods
N, and returns a partial secret key PSK; for the i-th time period.

— UpdU, the user key-update algorithm, is a deterministic algorithm which
takes as input the index i of the next time period, the user’s secret key
USK;_1 for the current time period and the partial secret key PSK;. It
returns the user’s secret key USK; and the secret signing key SK; for the
next time period.

— Sig, the signing algorithm, is a probabilistic algorithm which takes as input
the index 7 of the current time period, a message M and the signing key SK;
for the time period ¢; it returns a pair < i, s > composed of the time period
i and a signature s.

— Ver, the verification algorithm, is a deterministic algorithm which takes as
input a message M, a candidate signature < i, s > on M, the public key PK
and (possibly) the total number of periods N; it returns true if < i,s > is
a valid signature on M for period i, and false otherwise.

The life cycle of keys in a key-insulated scheme can be described as follows. A
user begins by running the KGen algorithm, obtaining a public key PK, as well
as the corresponding master secret key M SK and user’s initial secret key U S K.
The public key PK is certified through a certification authority (CA) and made
publicly available, while M SK is stored on the physically secure device and
USKj is stored by the user himself. For each time period i, 1 < i < N, the
user is now able to obtain a partial secret key PSK; by asking the device to run
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the UpdD algorithm. By executing UpdU, the user transforms, with the help of
USK,_1, the partial secret key received from the device into a signing key SK;
for time period ¢ which may be used to sign messages during this time period.
Furthermore, the user updates USK;_1 to USK; and erases USK;_1 and SK;_1.

We suppose that an adversary may

— ask for signatures on adaptively chosen messages for adaptively chosen time
periods;

— either expose the insecure signing device for up to t adaptively chosen time
periods or expose once the physically secure device;

— compromise the insecure signing device during an update.

If the adversary cannot succeed to forge a valid signature < i, s > on a message
M for which he never requested a signature for time period ¢ and he never ex-
posed the insecure device at this time period, the key-insulated signature scheme
is secure.

The forward-secure signature scheme can be regarded as the simplified ver-
sion of the key-insulated signature scheme. In traditional forward-secure signa-
ture schemes, there are no physically secure devices and UpdD phases and the
only secure time periods is that prior to the compromised time periods.

3 The GMD Key-Insulated Signature Scheme and Its
Security

3.1 Review of the GMD Key-Insulated Signature Scheme

KeyGen(k,l) k and [ are two security parameters. Let n = pq be a k-bit modulus,
where p = 2p’+1 and g = 2¢’ +1 are safe primes numbers such that p’ and ¢’ are
also safe primes. Let v be an (I +1)-bit prime number. And let h be a one-way
hash function h : {0,1} — {0,1}! (in the following we will note by h(a,b) the
result of applying to h the concatenation of a value a with a value b). The user
randomly chooses s,t,u € Z*, such that s? # s2™"" mod n, 12 # 2" mod n
and u? # 42" mod n. The public key PK is composed of PK; = s~¥ mod
n, PKo = t7Y mod n and PK3 = ¥ mod n. The master secret key MSK is
composed of MSK; = s?> mod n and MSK> = t?> mod n, and the user’s initial
secret key is USKy = u? mod n.

UpdD(i,N,MSK) The physically secure device computes the partial secret key
for the i-th time period as follows:

2i+1 t2N+17i

PSK; = (MSK;)? - (MSK5)?" " mod n=s mod n.
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UpdU(i,USK;_1,PSK;) The user computes the user’s secret key for the time
period

USK; = (USK;_1)? mod n = w2 mod n

and the corresponding signing key

9it1 t2N+1—i u2i+1

SK; = PSK,;,-USK; modn=s mod n.

Sigsri(i, M) In order to sign a message M during the time period i, the user
randomly chooses a value x € Z*, computes y = z¥ mod n, d = h(i, M,y) and
D =z - (SK;)% mod n. The signature on M for the time period i is (i,d, D).

Verprg (M, (i,d, D), N) For verifying whether (¢, d, D) is a valid signature on M
for the time period ¢, an entity computes

2N+17i

h(i, M, D" - (PK,)?"" - (PK>) - (PK3)*")% mod n)

and accepts the signature only if the result is equal to d.

In paper[6], the authors claimed that it is a (N —1, N)-key-insulated signature
scheme. It is also be claimed that the scheme can be used for signature delegation.
In this context, a user grants to another user the right to sign messages on
his behalf during a limited amount of time. It is suggested that this kind of
delegation can be simply achieved by giving to this second user a signing key
for the corresponding time period. We demonstrate two attacks on the scheme
assuming that an adversary has derived signing keys SK; and SK; (i < j) for
time periods ¢ and j.

3.2 The First Attack on The Scheme

With the signing keys SK; and SKj, the adversary can carry out the attack to
compute the signing keys for all the remaining time periods as follows:

step 1 Computes
Ko =SK? " SK7' = (su)> "D mod n
K, =SK? . SK; ' = 27T ) mod
step 2 Computes
(su)’ = (PK; - PK3)™! mod n
tV = (PK3)~! mod n
step 8 Computes ag, and a; such that

V-ag, =1 mod 20F1. (2220 1)
v-a; =1mod 2N—IHL. (222 _q)
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step 4 Computes by, and by
bsu == WEL—}{_U

by = Wy_ﬁzﬂ)
step 5 Computes

su= (50" (<L) mod
t=(t*)%(K;*)"! mod n

step 6 For the time period r, the adversary computes the corresponding signing
key

27'+1 t2N+177'

SK, = (su) mod n

It should be noticed that the computation of ag, and a; in step 3 will not
always succeed. The computation will succeed when v is coprime with 2+ .
(227=% 1) and 2V—9+1. (2220 1), Since v is a prime number, the only case
when v is not coprime with the two numbers is that v is a factor of 22772 — 1.
When v > 227720 — 1, v is not a factor of 2272 — 1. Since v is a (I+1)-bit big
prime number, for example [ = 128 (MD5 for h), the case that v exactly divides
227=2 _ 1 is singular.

3.3 The Second Attack on The Scheme

In this attack, we assume that the adversary also has the signing keys SK;
and SK;. The adversary can forge signatures for some other time periods on
an arbitrary message m with non-negligible probability, without computing the
corresponding signing keys. This attack shows another weakness that the power
step in the key-updating phase of the scheme is too small. To forge a signature
for time period r (r # i, j), the adversary carries out as follows:

step 1 Computes
K, = SKJQJH‘ -SK; ! mod n
K;=SK? ' -SK;1 mod n

step 2 Randomly chooses a value x € Z%

»,sets w = 0 and y = 1, computes
T, = 2 mod n .

step 8 Computes w = w + 1 and y = y - x, mod n. If y = 1, turns back to step
2, else computes d = h(i, m,y).

step 4 Checks whether d can be exactly divided by

(222 7). 207 case T <i;
(222 1) case <1 <j;
(%2 _1).2rJ case 1> j;

If not the adversary turns back to step 3, else continues.
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step 4 Computes D as

2 K(d div (2%29721_1).2°7 ") .K(d div (2%9721-1)).297"

su h mod n case T <71
d div (2%2721-1)).277° d div (22772 -1)).29"" . .
v . Kiu w ( ) Kt( w ) mod n case i<r<j;

d div (2¥72%_1)).27 ¢ d div (227721 _1).2779 .
g . g i ) Kt( w ( ) ) mod n case r > J;

The signature on m for the time period r is (r,d, D).
Correctness For simplicity we only demonstrate the validity of the signature in
case r < 1.
h(r,m,D" - (PK1)*"" - (PK5)?" """ (PK3)? )4 mod n)
= h(r,m,D" - (PK; - PK3)?*2""" . (PK5)*2"""" mod n)

— h(?‘ m. % . Kgd div (229720 _1).21" ")y . K(d div (23972 _1)).29 "y
- ) ) N p
~(su)*v'd'2r+1 ped 2V g n)
i1 (52j—2i ) 2j—2i P
= h(?",m,x“’” . (S’u)2 (2 1)(d div (2 1)-207 ")
A2V TR div (2T 1)2 (g ymed 2 ymed 2N g
1 N—rt1 . T el oNdl—r
:h(r,m,mwv,(su)2 dv,t2 dv,(su) v-d-2 ot v-d-2 mOdn)
r,m, va mod n)

= h
=d.

Efficiency of the attack We take the case r < i for example. The efficiency of the
attack mostly depends on finding d that can be divided by (222 —1).2¢=" by
trail and error. Since h is a hash function, its output distribution will be uniform
in [0, 2!]. Hence the success probability of finding a proper d is W with
ltryand 1 —(1— W)" with n tries. The attack is most efficient in
the case j =i+ 1 and r = 7 — 1 while the success probability of finding a proper
d will be more than 99% with 26 tries. The attack will be more inefficient when
1 is more less than j, r more less than ¢ in case r < ¢ and j more less than r
when r > j. But if 4 is not very less than j, we think that there always are many
time periods that can be attacked with non-negligible probability in polynomial
time.

In the GMD key-insulated signature scheme, if an adversary obtains more
singing keys or compromises a user at more time periods, he will carry out some
variant attacks. The above two attacks show that the scheme is only equiva-
lent to a (1, N)-key-insulated signature scheme and vulnerable in the signature
delegation scenario.

4 The GMD Forward-Secure Signature Scheme and Its
Security

4.1 Review of The GMD Forward-Secure Signature Scheme

KeyGen(k,l) n,v and h are selected as same as that in the key-insulated scheme.The

user randomly chooses t,u € Z, such that u? # w2 mod n and ¢2 #+ 27

no
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mod n. The public key PK is composed of PK; =t7" mod n and PKy =u™"
mod n. The master secret key is M SK = t2 mod n and the user’s initial secret
key is USKq = u? mod n.

UpdD(i,N,MSK) The physically secure device computes the partial secret key
PSK; = (MSK)?" " modn=1t>""mod n.
UpdU(i,USK;_1,PSK;) The user computes the user’s secret key for the time

period
USK; = (USK;_1)? mod n = w2 mod n
and the corresponding signing key

N+1—1 i+1
2 w2

SK; = PSK; - USK; modn=t mod n.

Sigsri(i, M) In order to sign a message M during the time period i, the user
randomly chooses a value x € Z*, computes y = z¥ mod n, d = h(i, M,y) and
D =z - (SK;)% mod n. The signature on M for the time period i is (i,d, D).

Verpx (M, (i,d, D), N) For verifying whether (¢, d, D) is a valid signature on M
for the time period 4, an entity computes
h(i, M, D" - (PK)2" """ - (PK3)* )4 mod n)

and accepts the signature only if the result is equal to d.

4.2 The First Attack on The Scheme

We demonstrate an attack quite similar to the first attack on the key-insulated
scheme, on the assumption that an adversary compromises a user at one time
period ¢ and gets SK; and USK;, that are stored by the user himself in the
relatively insecure device. The adversary can compute the signing key for any
time period r while r < 1.

step 1 Computes PSK; = SK; - USK; ' = 2577 mod n.

step 2 Computes
t' = PK; ' mod n
u’ = PK, " mod n
step 8 Computes a; and a, such that

v-a; =1mod 2Ntl-t
V-G, =1mod 21

Since v is coprime with 2V +1=% and 2/*! the adversary will succeed to compute
a; and a,,.
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step 4 Computes by and b,

_ wvap—1
bt - 2Ni1—i

_ vAy—1
bu - 21‘11

step 5 Computes

t = (t")*(PSK!)~" mod n

u = (u?)*(USK!)~! mod n

step 6 For the time period r, the adversary computes the corresponding signing
key

N+1—7 r+1
2 w2

SK, =t

mod n

4.3 The Second Attack on The Scheme

This attack is quite similar to the second attack on the key-insulated signature
scheme. The adversary with SK; and USK; can forge a signature for some time
period r (r < i) on an arbitrary message m, with a probability that is not
negligible. The adversary carries out as follows:

step 1 Computes PSK; = SK; - USKZ-_1 mod n.

step 2 Randomly chooses a value 2 € Z7, sets w = 0 and y = 1, computes
T, = 2 mod n .

step 8 Computes w = w + 1 and y = y - x, mod n. If y = 1, turns back to step
2, else computes d = h(i,m, y).

step 4 Checks whether d can be exactly divided by 2¢~". If not the adversary
turns back to step 3, else continues.

step & Computes D = ww'(PSKEFT)d' (USK;)\ div 2" mod n. The signature
on m for the time period r is (r,d, D).

Efficiency of the Attack The efficiency of the attack mostly depends on finding
d that can be divided by 2°=". The success probability of finding a proper d is
27,% with 1 try and 1 — (1 — 21%)” with n tries. The attack on time period
i — 1 is most efficient while the success probability of finding a proper d will be
more than 99% with 7 tries. The attack will be more inefficient when r is more
less than 4, but obviously many time periods less than ¢ can be attacked with

non-negligible probability in polynomial time.

With the above two attacks, an adversary with secret keys for one time period
can compute signing keys or forge signatures for some previous time periods.
Therefore the scheme is not a forward-secure signature scheme.
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5 Attempt to Repair The two Schemes

We only try to repair the key-insulated signature scheme. The forward-secure
signature scheme can be repaired in a similar way.

For the first attack, the natural countermeasure is to select the scheme pa-
rameter v such that the adversary can not succeed in step 3. A natural idea to
resist the second attack, since the efficiency of our attack depends on finding
d that can be divided by some certain values, is to remove these values in the
scheme. A direct way is to make these values large enough so that an adversary
is unable to find a proper d. In our improved schemes, we will update secret keys
with the power step 2! or 27! rather than 2 or 271,

KeyGen(k,l) In this phase, all parameters are generated as same as that in the
original scheme except that v = 2v’, while v’ is a (I + 1)-bit prime number,
MSK, = 52" mod n, MSKy = 2" mod n and USKy = u? mod n. Notice
that ¢, s and u should be chosen such that every possible secret key that will be
updated takes a large number of values before cycling.

UpdD(i,N,MSK) The physically secure device computes the partial secret key
for the i-th time period as follows:

PSKI _ (MSKl)Ql.i ) (MSKQ)QHN?”

521-(i+1) ) t2l-(N+1—1,)

mod n = mod n.

UpdU(i,USK;_1, PSK;) The user computes the user’s secret key for the time
period i

USK,; = (USKi—1)QL mod n = u2" """ mod n
and the corresponding signing key

SK; =PSK,;-USK; mod n =

1-(i41) 1 (N+1—14) 1-(i41)
52 -2 cu? mod n.

Sigski(i, M) In order to sign a message M during the time period ¢, the user
randomly chooses a value z € Z*, computes y = 2¥ mod n, d = h(i, M,y). The
user computes D = x - (SKi)d mod n. The signature on M for the time period
iis (i,d, D).
Verpx (M, (i,d, D), N) For verifying whether (¢, d, D) is a valid signature on M
for the time period 4, an entity computes

h(i, M, D" - (PF,)* """ - (PK)  (PE3)* ") mod n)

and accepts the signature only if the result is equal to d.

ol (N+1-1)

The parameter v in the improved scheme is not coprime with 2i1.(22/-2¢ 1)
and 2V—7+1.(22/-20 _1). An adversary cannot derive any useful numbers in our
first attack and its variations that are coprime with v, even armed with the seret
keys for NV—1 time periods. Since d is the output of the hash function h and a [-bit
integer, it cannot be exactly divided by the values, such as (2l'(2j_2i) -1) b (=)
and 2"~ that may be conscribed by the adversary in our second attack and
its variations.
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6 Conlusions

In this paper, we presented security analysis of Gonzalez-Deleito et al.’s key-
insulated signature scheme and forward-secure scheme proposed in [6]. By suc-
cessfully identifying four attacks, we demonstrated that their schemes are inse-
cure. We tried to repair the two schemes. In fact, how to design a secure and
efficient key-insulated signature scheme is still a hot topic.
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