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Abstract. Although many watermarking schemes consider the case of
universal verifiability, it is undesirable in some applications. Designated
verification is a possible solution for this problem. Watermarking scheme
with (non-interactive) designated verification through non-invertible
schemes was proposed by Lee et al [11] in 2003, to resolve multiple wa-
termarking problem. Yoo et al [14] proposed a very similar watermarking
scheme. In this paper, we propose a cryptanalytic attack on both of these
schemes that allows a dishonest watermarker to send illegal watermarked
images and to convince the designated verifier or customer that received
watermarked images are valid. We modify the above schemes to overcome
the attack. Further, we also propose a new robust watermarking scheme
with (non-interactive) designated verification through non-invertible wa-
termarks. Interestingly, our scheme can be extended for joint copyright
protection (security of ownership rights for images to be owned by more
than one entity).
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1 Introduction

The rapid (r)evolution of the Internet and the electronic representation have
made the transmission of multimedia content such as text, images, audio, and
video easier. Digital media can be easily accessed or distributed via internet. Due
to this, to obtain an illegal copy has become simple with no loss of fidelity, that
is, the copy of a digital media object is identical to the original one. Any num-
ber of identical copies of digital media objects can be illegally produced. This
has increased the potential for possible misuse and theft of such information
and significantly increases the problems associated with enforcing copyrights on
multimedia information. A straightforward way to protect against above attacks
is to completely encrypt the data and thereby require the end user to have the



decryption key for the decoding. However, this process helps only during the
transit of object. So after decryption, this process no longer stops illegal distrib-
ution. Another way is to protect this data is by applying a digital watermarking
methods.

Digital watermarking [2] is the process by which an image is coded with an
owner’s watermark and this can be done using one of two general approaches.
One approach is to transform the host image into its frequency domain rep-
resentation and embed the watermark data therein. In the other method, the
watermark is embedded in the host image directly in the spatial domain. Al-
though, all the schemes in this paper can be applied to all media objects such as
text, video, audio, images etc., we have restricted our discussion to images alone
for the sake of brevity.

Regardless of the embedding method, there are several requirements that the
watermarking system must satisfy. First, the watermarked image should retain,
as closely as possible, the quality of the original image. This means the presence
of watermark should not visually appeared. Second, once the watermark has been
recovered from the image, there should be a very high level of certainty whether
extracted one is a true watermark or not. Also this method of determination
should be simple and accurate. Third, the watermark should be robust to various
types of image processing techniques, like compression, which may be applied
with the intent to destroy the watermark in the image.

The concept of Undeniable Signature, introduced by Chaum [1], is a kind of
digital signature which cannot be verified without interacting with the signer.
In some applications, it is important for the signer to decide not only when but
also by whom his signatures can be verified due to the blackmailing [6] [8] and
mafia [5] attacks. Consider the case: voting center presents a proof to convince
a certain voter that his vote was counted while without letting him to convince
others (e.g., a coercer) of his vote, which is important to design a receipt-free
electronic voting scheme preventing vote buying and coercion. This is the mo-
tivation to the concept of “designated verifier proofs” [9]. Designated verifier
proofs address trade-off between confidentiality and authenticity. These allow
a signer to construct a proof that will convince only a designated verifier. The
designated verifier cannot present the proof to convince any third party because
he is fully capable of generating the same proof by himself.

A protocol is ‘oblivious’ when it does not leak any information whether given
valid or invalid inputs i.e., in our case, behavior of the prover is identical in both
the cases of valid or invalid inputs. Oblivious decision proof is oblivious and
computationally minimum-knowledge meta-proof for deciding valid exponentia-
tion. A meta-proof as described in [10], consists of two portions: (1) a “blinded”
proof that the “exponentiation is correctly performed” and (2) a proof that first
proof is correctly performed. Moreover, oblivious decision proof given in [10] is
provably secure.

Many watermarking schemes consider the case of universal verifiability. How-
ever, it is undesirable in some applications such as watermark based commer-
cial digital contents distribution system. Multiple watermarking problem (the



attacker watermarks an already watermarked image and later claims of own-
ership) was proposed by Craver et al [4]. In 2003, Lee et al [11], for the first
time, proposed a watermarking scheme with designated verification through non-
invertible schemes to resolve multiple watermarking problem. Yoo et al. [14]
proposed a very similar scheme. These watermarking schemes are based on des-
ignated verifier signature schemes [9].

Our Contribution: In this paper, we propose an cryptanalytic attack that al-
lows a dishonest watermarker to send illegal watermarked images and to convince
the designated verifier or customer that received watermarked images are valid.
Our attack is applicable on both Lee et al [11] and Yoo et al [14] watermark-
ing schemes. We also show how to modify these schemes to overcome the attack.
Then, we propose a new watermarking scheme with (non-interactive) designated
verification through non-invertible schemes to resolve the multiple watermarking
problem. Our scheme is based on oblivious decision proof [10] mentioned above.
We consider the following scenario. An image selling vendor might embed unde-
niable signature into his images and only allow the paying customers to verify
the authentication of the images. If the vendor watermarked a image, he must
provide some proofs to convince the customer of the fact. Also, these proofs
must be non-transferable, i.e., once a verifier (customer) is convinced that the
vendor watermarked the image, then he cannot transfer these proofs to convince
any third party. Moreover, as our proposed scheme is based on oblivious deci-
sion proofs, joint ownership rights problem (image to be owned more than one
person) can be solved by using oblivious multi-party decision proofs.

In the next section, we briefly explain designated verification in watermarking
schemes through noninvertible watermarks. In section 3, we briefly describe Yoo
et al scheme. In section 4, we propose an attack and modification to overcome the
proposed attack. In section 5, we propose a new watermarking scheme based on
oblivious decision proofs. In section 6, some concluding remarks are presented.

2 Designatedly verified (non-interactive) watermarking
schemes

We consider the watermarking systems in an open environment where contents
can be easily distributed, for instance, through WWW servers.

Formally, a Watermarking System consists of three probabilistic polynomial
time algorithms (GENkgy, E, D). GENk gy is the key generation algorithm on
input 1™ (where n,, is a security parameter), outputs the key k. Let I be the
image and W € {0,1}" be the watermark. The encoding algorithm E receives
(I,W,k) as input and produces an output of watermarked image I’. And this
marked image I’ should be perceptually similar to the original image I. On input
(I', I, W, k, Auz), the decoding algorithm D, extracts the watermark W', checks
whether W = W’ and outputs TRUE or FALSE (Auz could be a cryptographic
key). And we require that D(E(I, W, k),I, W, k, Auz) = TRUE for all images
I, watermarks W and keys k.



Multiple Watermarking: We consider the attacker’s scenario as the attacker
watermarks an already watermarked image and later claims ownership. Given
a watermarked image, Alice (true watermarker) can extract his mark and like-
wise Oscar(the attacker). Then, how can we decide who owns the image? Craver
et al [4] suggested a solution to this problem by defining Non-invertible Wa-
termarks. But he did not suggest the protocol in concrete and there are some
unsolved problems [11]. Yoo et al [14] considered that undeniable verification
can be a possible solution.

Designated verification: Many Digital watermarks are verified as authentic
by anyone using the verification process. However, this self-dissemination prop-
erty is unsuitable for many applications such as watermark based commercial
digital contents distribution system. The validity or invalidity of an undeniable
watermark can be ascertained by verifier (Bob) in cooperation with original wa-
termarker (Alice). If a confirmation process is needed, Alice gives exponentially-
high certainty to the verifier that the watermark does correspond to the legal
one. We can use undeniable scheme in the watermarking process.

Verification Mechanism: Multimedia contents company could embed the wa-
termark which was signed using an undeniable scheme. Only someone who had
directly purchased the contents from that company could verify the watermark
and be certain that the contents were right. Undeniable watermark verification
could also be useful in any situation in which an individual wishes to sign a data
anonymously.

The original watermarker can embed his own secret (true watermark) in
cover data and generate watermarked data. And it is distributed to the buyer
by using network protocol. And then the authorized user can buy or get this
data. However, the attacker can also add his own fabricated watermark to the
distributed image. In this case, illegal image can be generated by the attacker.
So, if this image will be used by the unauthorized user, we must verify and
prove illegality of the image. In our scheme, buyers and the registration center
can be designated verifiers. In real-life electronic market places, buyers want
to directly ensure that they are purchasing digital items from the real copyright
holder. Therefore, we explain the following protocols for proof of ownership where
participation of the registration center is required as another designated verifier.

3 Yoo et al Scheme [14]

Let (GENkpy,GENw,E, D) is a designated verifier proof protocol between
prover Alice and verifier Bob. Yoo et al consider non-interactive designated ver-
ifier proof. Such a scheme can diminish the difference between public watermark
and undeniable watermark so that it limits one who can verify it without the
provers help, but it does not necessitate interaction.

1. Generating and preprocessing the Keys/Data.

— Public parameters g, p, g are chosen similar to digital signature standard [7].
— Generate prover Alice’s secret/public key pair : 24 and y4 = ¢4 (mod p).



— Generate verifier Bob’s secret/public key pair : x5 and yg = ¢*2 (mod p).
(In this step, we use key generation function GENkgy ).

— Using hash function h(-), generate m = h(I) on cover data I.

— Alice selects w,r,t € Z,.

2. Generating and embedding Watermark.

— The verifier sends the hashed value m to the prover.

— The prover generates watermark W using his own secret key x4 :
W = m®4(modp). (In this step, we use watermark generation function
GENyw and we can tell the prover as a watermarker or a signer).

— The prover embeds this watermark W into cover data I. Then the water-
marked data Iy will be generated. (In this step, we use embedding function

3. Constructing a Proof.

— The prover calculates ¢ = g“y;(mod p), G = ¢g*(mod p), M = m!'(mod p),
and d =t+ (z4 - w)(mod q).
— And the prover sends commitment (w,r, G, M,d) to the verifier.

4. Verifying the Proof.

— The verifier extracts the embedded pseudo-watermark W' from the I (In
this step, we use detection function D).

— Using the commitment, the verifier calculates ¢ = gy (mod p) and
G- y4 = g¢ (mod p).

— On the extracted pseudo-watermark, the (designated) verifier calculates
M -W* = m%(mod p).

Proof of Ownership: When the ownership is challenged, Alice and Oscar are
asked to participate in the proof. Then if anyone refuses to participate or unable
to prove, he/she cannot claim for copyright. If Alice and Oscar both could prove
their proofs then who registers the image prior is the true watermarker.
Practicality of Scheme: Yoo et al [14] have showed that their scheme is prac-
tical. It is based on Cox et al [3].

4 Proposed attack and a modification

To cheat a designated verifier Bob, Alice (dishonest watermarker) selects four
random numbers w,r,d €g Z, and W €r Z,, and then computes the proof
P = (w,r,G, M,d) for an invalid watermark W for the hashed image m simul-
taneously as follows:



After that, Alice embeds W into image and sends the watermarked image to
Bob, and stores the proof P = (w,r, G, M, d) securely. When Bob needs to check
the validity of watermark W, Alice sends the proof P to Bob. It is easy to see
that Bob will believe that proof P for the watermark W is Alice’s valid proof
for watermarked object 1 /, since the proof satisfies verification equations, that
is, G- y4% = g¢ (mod p) and M - W* = m%(mod p). However, in later disputes,
Alice can convince a third party (e.g. a judge) that W is indeed invalid by using
a denial protocol (Chaum’s zero-knowledge protocol [1]). Attack on Lee et al
scheme [11] is very similar to the above and so we omit the details here.

The above attack “seems to be” rectified by using a hash function h = (¢, M, G)
in the proof while computing d, i.e., d = t+xa(w + h)(mod g). Correspondingly,
the verification equatlons change to G-y A+h = g9 (mod p) and

M - W«th = md(mod p).

But there is still an attack, on this modified scheme, which is similar to the
Wang’s attack [13]. Dishonest watermarker selects four random numbers
w,r,t,t €g Zg, and then computes the proof P = (w,r, G, M,d) for an invalid
watermark W for hashed image m simultaneously as follows:

c=g yB(mod D)

G=yg g'(mod p)
M = m!(mod p)
d=t+za(h+ w)(mod q)

W = ma . (=00t ™ (mod p)

It is clear that P = (w,r,G,M,d) is a valid proof for the invalid watermark
W. However, this new attack can be rectified by letting the prover to prove
logm M = log,G using equality of discrete logarithms protocol given in Jakobsson
et al [10] in addition to modified verification equations.

Analysis of Lee et al scheme [11] is similar to the above.

5 Proposed Scheme

Here we propose a new scheme which is based on oblivious decision proof given
in [10]. We follow the similar notation of the above scheme. We call the prover
as a watermarker or a signer.

1. Generating the Keys (Key generation algorithm : GENk gy )

— Let p and ¢ be two primes where ¢|p—1 and g is a generator of the subgroup
G, of Z; of order g.

— Prover Alice generates secret key x4 €r Z,; and her public key is
ya = g4 (mod p).

— Verifier Bob generates secret key g €r Z, and his public key is
Y = g*? (mod p).

— Using perceptual hash function [12] A(-), generate m = h(I) on cover data
1.

2. Generating and embedding watermark (Watermark embedding algorithm F)



— The prover generates watermark W using his secret key x 4 :
W = m*4( mod p).

— The prover embeds this watermark W into cover data I. Then the water-
marked data Iy will be generated.

3. Constructing the Proof.

— Setup: The prover selects t €r Z, .

— First-order Proof: The prover generates and computes what corresponds to
a first order proof, i.e., the triple (W,7,m) = (W*, m!®*4, m!). And he sends
it to the verifier.

— Second-order proof: The prover proves that log,,m = logw W and logma =
loggy,. The proofs of equality of discrete logs are based on non-interactive
oblivious decision proofs [10].

4. Validating the Proof (Watermark extraction algorithm D)

— The verifier extracts the embedded pseudo-watermark W' from the I'. While
participating in the equality of discrete log proofs, he considers the extracted
watermark.

— A verifier accepts the proof iff W = @ and if he is convinced with the second
order proof.

Multiple Ownership: Clearly the above protocol can also extended in the case
of multiple ownership problem [4], that is, the case of image to be owned by
more than one entity. The proof is very similar to the case of oblivious multi-
party protocol given in [10]. Note that in the literature, multiple ownership is
also known as joint copyright protection.

Security of the scheme: Our scheme is based on oblivious decision proofs,
which are provably secure under random oracle model as showed in [10].
Practicality aspects: Since the watermark embedding and extraction proce-
dure is similar to Yoo et al [14], so their implementation also work here too.

6 Conclusion

The importance of (non-interactive) designatedly verifiable non-invertible water-
marking schemes is inevitable. Firstly, they solve Craver et al’s [4] multiple wa-
termarking problem and secondly they restrict, by whom verification to be done.
In this paper, we first proposed cryptanalytic attack on Yoo et al scheme [14]
(and on Lee et al scheme [11] is similar). Then a modification for the resistance
against the attack and we also proposed a new scheme which is robust (as our
proof for validity of watermark is based on a provable oblivious decision proof).
Importantly, our scheme can be used for solving “joint copyright protection”.
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