
Browser Model for Security Analysis of Browser-Based
Protocols

Thomas Groß

IBM Zurich Research Lab
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Abstract

Currently, many industrial initiatives focus on web-based applications. In this context an impor-
tant requirement is that the user should only rely on a standard web browser. Hence the underlying
security services also rely solely on a browser for interaction with the user. Browser-based identity
federation is a prominent example of such a protocol. Unfortunately, very little is still known about
the security of browser-based protocols, and they seem at least as error-prone as standard security
protocols. In particular, standard web browsers have limited cryptographic capabilities and thus new
protocols are used. Furthermore, these protocols require certain care by the user in person, which
must be modeled. In addition, browsers, unlike normal protocol principals, cannot be assumed to do
nothing but execute the given security protocol.

In this paper, we lay the theoretical basis for the rigorous analysis and security proofs of browser-
based security protocols. We formally model web browsers, secure browser channels, and the
security-relevant browsing behavior of a user as automata. As a first rigorous security proof of a
browser-based protocol we prove the security of password-based user authentication in our model.
This is not only the most common stand-alone type of browser authentication, but also a fundamental
building block for more complex protocols like identity federation.

1 Introduction
Web-based services have received increasing attention in the last years. The idea is simple: users should
be able to send their requests for desired services using a browser, which offers a set of basic function-
alities, and receive and view the results at the browser. This allows easy deployment of applications at
low cost and without specific user education. Services can be offered by one service provider or several
affiliated enterprises. The requirement on such services not to need any special client software is also
called zero-footprint. The underlying security services must also be zero-footprint, i.e., only a browser
is used for user authentication, and, if desired, for retaining a secure channel with the user, requesting
additional security relevant attributes about the users, and potential confirmation by third parties of the
authentication of the authentication or attribute information.

The typical approach in other security protocols is to perform a key exchange, based on local mas-
ter keys, master keys shared with a third party, or public-key certificates, and to subsequently use the
exchanged key to secure the communication. A large body of literature on such protocols exist. A
seminal paper was [29], although a vulnerability in one of the original protocols was later found in [22].
Tool-supported proofs were initiated in [26, 18, 25], based on abstractions of cryptographic primitives
introduced in [8]. Recent tool-supported proofs concentrated on using existing general-purpose model
checkers, first in [23, 27, 6], and theorem provers, first in [9, 30]. Cryptographic proofs of key-exchange
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and authentication protocols were initiated in [1]. Cryptography also added interesting additional prop-
erties to pure authentication, e.g., see [20]. Modeling secure channels by a comparison to ideal se-
cure channels, a technique that we will use for the underlying secure channels below, was introduced
in [40, 34, 3]. Analyses specifically for SSL and TLS, and thus close to an underlying mechanism used
in browsers, were made in [42, 28, 31, 21].

However, standard browsers simply do not execute most of these protocols. The only exception
that would include user authentication would be to use SSL or TLS channels with client certificates
for 2-party authentication. However, this is not considered truly zero-footprint because the users would
have to obtain the certificates, and because it would not allow a user to easily use different browsers at
different times. Thus it is very rarely used, and not used at all as a basis in larger browser-based security
protocols. Hence browser-based protocols are different from all protocols for which prior security proofs
exist.

A prominent example of browser-based security protocols is identity federation, which aims at link-
ing a user’s (otherwise) distinct identities at several locations. The advantage of such systems is that
the involved organizations can reduce user management costs, such as the cost of password helpdesks
and user registration and deletion. In particular in this area, concrete and complex browser-based secu-
rity protocols were proposed, e.g., Microsoft’s Passport [5], the Security Assertion Markup Language
(SAML) standardized by OASIS [41], the Shibboleth project for university identity federation [4], the
Liberty Alliance project [38], and WS-Federation [16, 17]. Several papers discussed vulnerabilities of
such protocols, in particular for Passport [19], the Liberty enabled-client protocol [37], and a SAML
profile [13]. Others discussed privacy design principles and details [36, 32, 33]. Basic browser-based
authentication without federated identity management is discussed in [11]. As far as the vulnerabilities
found were removable security problems (in contrast to fundamental limitations of the browser-based
protocol class or matters of taste like privacy), they were removed in the next version of the proto-
cols. However, past experience in protocol design has shown that incorporating countermeasures against
known attacks does not guarantee to eliminate all vulnerabilities. Hence it is desirable to devise security
proofs.

It is not trivial to apply previous security proof techniques, both cryptographic techniques and
formal-methods techniques, to browser-based protocols. The primary reason is that a browser repre-
sents a new party with its own, predefined behavior that has impact on the security of the protocols
executed across it. In usual security protocols, principals are assumed to execute precisely the security
protocol under consideration (unless they are corrupted). A browser, in contrast, reacts on a number of
predefined messages, adds information to responses automatically, and stores certain information such
as histories in places which cannot always be assumed secure, e.g., in an Internet kiosk. For instance,
one of the SAML problems found in [13] is based on the HTTP Referer tag, i.e., a browser feature that
is not mentioned at all on the level of the SAML protocol. Another usual issue is that browser-based
protocols use a multitude of names for a principal, while other protocols typically assume a one-to-one
mapping; for instance, there are URL addresses, identities used in SSL certificates, and identities used
in higher protocols, and it is easy to forget some name comparisons in protocols and thus to enable
man-in-the-middle attacks. All this means that a detailed and rigorous browser model is a prerequisite
for convincing security proofs of browser-based protocols, and no such model exists so far. For the
resulting model, one has to assume that a real browser does not perform additional actions, because it
seems that for most security protocols arbitrary additional actions could destroy the security. Hence it
is not enough to make a minimal model covering the few messages and parameters explicitly used by
security protocols, but one has to get as close as possible to real browsers.

Another aspect is that due to the limited capabilities of browsers, the user at the browser is an active
participant and certain assumptions must be made about the user as well, e.g., that the user verifies that
a secure channel to a trusted server is used before entering an important password.

In this paper, we lay the theoretical basis for research in this area by modeling the major build-
ing blocks for browser-based protocols. We present a rigorous and abstract model for a standard web
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browser as a principal for browser-based protocols. While our model is still extensible – in particular
we do not model cookies and scripting but assume a browser with these features turned off – we be-
lieve that we have captured the major explicit and implicit browser features that play a role in typical
browser-based protocols. In addition, we model the security-relevant browsing behavior of a user, i.e.,
a machine that implements the explicit constraints on a user that are needed for protocol proofs, but still
allows arbitrary behavior apart from that. Furthermore, we model browser channels in order to capture,
in particular, the naming issues across multiple protocol layers.

As a first security lemma for a browser-based protocol in our model, we focus on the security of the
initial authentication of the user behind a browser by a password. Initial user authentication is an integral
part of all browser-based protocols, and passwords are the standard technique used in the zero-footprint
scenario.

A first step in the direction of proofs of browser-based protocols was taken in [14]. There, however,
we only modeled exactly those parts of the user and browser behavior that we concretely needed for the
protocol, and made assumptions that other things would not happen, where the assumptions were made
top-down for the needs of the protocol rather than bottom-up from a browser and user model. In this
paper, we lay the bottom-up groundwork for such assumptions.

Another related area is the analysis of web services security protocols [12, 2], because in standard-
ization web-based protocols and web services protocols are closely related, e.g., in WS-Federation or in
the use of SAML tokens for web services protocols. The techniques developed there are very useful for
security proofs for real standards. However, so far, they do not consider browser-based protocols, and
hence do not affect the novelty of our browser and user models and of proofs based on them.

2 Notation
General Notation. We use a straight font for ����������	
����� , including ����������	
���
������� and ����� ��� , ��� ������������� ,
and ��� ������� 	������ , where ����� ��� are predefined constant sets. We use italics for !�"�#%$&"
'�(*)%+ and variable, )�-.+ . Let / be an alphabet without the symbols 0 “ 1 ” , “ 2 ”, “ 3 ”, “ 4 ” , “ 5 ”, “ 6 ”, “ 787 ” 9 ; then /;: is the
set of strings over / where 1 denotes the empty string and /=< > /?:A@B0�1�9 . For a set

,
, C D ,FE denotes

the powerset of
,

and
, : the set of finite sequences over

,
. We define

,
. 	��
� ( G ) as

, H > , I 0�GJ9
and

,
. � ��KB��L�� ( G ) as

, H > , @M0 NO9 . Assignment by possibly probabilistic functions is written as P .
Assignment of a value to a tuple of variables means making correspondingly many projections; if one of
these fails the entire assignment fails. We denote the set of URL host names, including protocol names
such as “https”, by QSRUT�V ����� , and the set of URL host and path names by QSRUT�V ������WX	��%Y . We write an
address "[Z�# \ QSRUT�V ������WX	��%Y as a pair D&]X^8_ `%acbed
`�] E of a host name ]X^8_ `=\ QSRUT�V ����� and a path. The
type f Y ����� � H > 0 �g��� �
� � a �h���g��� �
� � 9 contains the channel types available.

Automata. We represent our machines such as the browser model as I/O automata, in other words
finite-state machines with additional variables. This is a very usual basis for specifying participants in
distributed protocols; the first specific use for security is in [24]. Specifically we use the automata model
proposed in [35], which has a well-defined realization by probabilistic interactive Turing machines and is
therefore linked to more detailed cryptographic considerations where those become necessary in multi-
layer proofs. In the following we give a brief overview of this machine model (see also Figure 2).
Machines may have multiple fixed connections to other machines organized by means of ports. We
define a simple port for message transmission as b > D.ijagk E \ /l< m 0[2*a%3�9 where i indicates the port
name and k the port direction. Ports are uni-directional, where k > 2 denotes output and k > 3 input.
The machine model connects simple ports � 3 and � 2 of same name i and opposite direction k ; these are
called complement ports. We call ports without such a complement free ports. We define a clock port
b > D.ijan4Uagk E \ /?< m 0 4�9om 0[2*a%3�9 as a port that schedules the connection between simple ports � 3 and� 2 with same name i , or is free itself if this connection does not exist.

A machine p is defined as a tuple p > D�qe"�r )�sta%utv�#�-.+[sta�wX"�#�+
s?a , -x"8-y)%+
sta�z�sta%{�qX$%sta%|F$.q}s E
of a

name qe"�r )~s \ /?< , a finite sequence utv�#�-.+~s of ports, a finite sequence wX"�#�+�s of local variables a
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of

Section
3.2

w
hile

Section
3.4

considers
the

im
perfections

ofthe
brow

sers.
Section

3.5
describes

the
behavior

m
odelofY

consisting
ofthe

state
sets ,-x"8-y)%+��,{�qX$0�,and|F$.q��

as
w

ellas
the

transition
functionz��.

3.1
Interface

ofB
row

ser
M

achine�
W

e
refine

the
interface

ofY
depicted

in
Figure

2
by

defining
the

exactm
essages

types
transferred

over
the

ports
ofY.

W
e

listthem
allin

Table
5

ofA
ppendix

Section
B

.
H

ere
w

e
only

explain
them

as
far

as
itis

usefulto
understand

the
upcom

ing
state

diagram
.

T
he

ports��� ���b��3
and��� �� b �2m

odelthe
brow

ser’s
user

interface
and

connectY
to

a
user

m
achine

5



Q
.

T
he

m
essages �������� 	��
�� �����, �� ���� �� 	��
�� �����

and ���� K���� �� K
issue

a
request

for
an

address
toY.

T
he �������� 	��
�� �����

m
essage

represents
an

inputin
the

brow
ser’s

address
field,w

hereas �� ���� �� 	��
�� �����
m

odels
clicking

a
link.

T
he

m
essage ���� K���� �� K

defines
the

subm
ission

of
H

T
M

L
form

s.
T

he
m

es-
sages ������	��� ����Y����

and ��x� ��inform
the

userofthe
channelstatus.T

he
m

essage ��Y�	
�
���� ��Y�	
�� �
notifies

the
user

of
a

change
of

the
security

level
of

the
transport

channel.
T

he
rem

aining
m

essages
organize

a
certificate

verification
dialog

w
ith

the
user.

T
he

brow
ser

uses� ���� ������ 	� �%Y
and 	� �%Y���������� 	����

in
the

passw
ord-based

user
authentication

dialog.
T

he
security

of
brow

ser-based
protocols

builds
upon

the
brow

ser
m

achine
reliably

presenting
secure

channels
and

the
server

identity
to

their
users.

T
hus,if

an
H

T
T

P
transaction

uses
a

secure
channel,Y

includes
the

channel’s
server

identity
in

each
m

essage
toQ

.
T

he
userm

achineQ
confirm

s
the

serveridentity
in

each
m

essage
toY

explicitly. 1

T
he

inputand
outputports ��Y�	
�
���� �h���3

and ��Y�	
�
���� �� ���2connectthe
brow

ser
to

the
underlying

channelabstraction �g������Y�	
�.
W

e
introduce

the
ports �g��û�!��2and �g��û����3

to
reduce

com
plexity

of
the

state
diagram

s.
B

y
m

eans
of

these
ports,w

e
allow

the
brow

ser
to

delegate �� ���� �� 	��
�� �����
and ���� K���� �� K

com
m

ands
to

itself
on

the
sam

e
com

m
and

path
as

the
user

inputs.
T

he
ports �h���3

and �� ��e2m
odel

inform
ation

flow
to

the
O

S
and

m
ay

be
connected

to
a

higher
protocol

layer
or

the
adversary.

W
e

discuss
in

Section
3.4

howY
explicitly

leaks
inform

ation
about

its
state.

L
oosely

speaking,
upon

an
input �
�� � 	��

on �h���3
the

brow
seroutputs

its
fullpersistentstate

to �� ��e2.
3.2

Specific
A

bstractB
row

ser
M

essages
C

orrect
brow

sers
only

send
m

essages
w

ell-form
ed

according
to

H
T

T
P

and
only

accept
m

essages
parsable

according
to

H
T

T
P.W

e
m

odel
this

property
by

refining
the

m
essages

the
brow

sers
com

m
u-

nicate
atthe

interface
to

the
channelm

achine �g������Y�	
�.
T

he
abstract

m
essage� ���BD�"[Z�# HQSRUT�V �����a}¡�"8-£¢ HQSRUT WX	��%Ya¥¤���)�#x¦ H/;:�a�(»v&§8$.q H/?:�a�$.q%¨�v(*)g"(© H

Dx/?:m/?: E: E
m

odels
an

H
T

T
P

G
E

T
request.

T
he

param
eters"[Z�#

and¡�"8-£¢
contain

the
address

to
be

retrieved.
T

he¤���)�#x¦
is

encoded
in

the
query

string
of

the
U

R
L

.
T

he
param

eter(»v&§8$.q
contains

the
credentials

of
a

passw
ord-based

user
authentication,

including
the

account
nam

e.
T

he
param

eter
$.q%¨�v(*)g"(©

is
a

list
of

nam
e-value

pairs.
It

m
odels

that
w

eb
brow

sers
include

additional
data

into
the

requestand
generate

an
inform

ation
flow

to
the

server,e.g.,the
preceding

address
in

the
H

T
T

P
R

eferer
tag.

W
e

discuss
inform

ation
a

brow
ser

m
ay

leak
to

other
parties

through
this

param
eter

in
Section

3.4.
W

e
define W«ªt��D�"[Z�# HQSRUT�V �����a}¡�"8-£¢ HQSRUT WX	��%Ya¥¤���)�#x¦ H/:�a�(»v&§8$.q H/?:�a�$.q%¨�v (*)g"(© HDx/?:Mm/?: E: E

forH
T

T
P

PO
ST

requests
analogously.

W
e

also
define

abstract
m

essages
to

m
odel

H
T

T
P

responses
a

brow
ser

receives
including

au-
thentication

queries,
redirects

and
form

s
for

scripted
PO

ST
s.

T
he

abstract
m

essages WX	� �D�r
H

/?:�a¥��(»v�+ )
HY ����¤a�qev%��"��¬¢�)

HY ���� E
and�e�x� ��gD�r

H/:�a¥��(»v�+ )
HY ���� E

m
odel

H
T

T
P

200
O

K
re-

sponses
and

H
T

T
P

40x
error

responses,
both

containing
a

pager
as

payload
and

a
flag��(»v�+ )

that
directs

the
brow

ser
to

close
the

underlying
channel

or
keep

it
alive

for
further

H
T

T
P

transactions.
T

his
param

eter
m

odels
thef ���
�������������

header
of

H
T

T
P1.1

[10]
and

its
token �� ���g�.T

he
param

eter
qev%��"��¬¢�)

of� 	� �
m

odels
the

cache-response
directive ���������� �

of
H

T
T

P1.1,
w

hich
forces

a
brow

ser
not

to
store

any
part

of
either

this
response

or
the

request
that

elicited
it.

T
he

abstract
m

essage
R ������ �����D�"[Z�# HQSRUT�V �����a}¡�"8-£¢ HQSRUT WX	��%Ya¥¤���)�#x¦ H/?:�a¥��(»v�+ ) HY ���� E

m
odels

a
redirect

(H
T

T
P

302
or

303)
to"[Z�#
7�¡�"8-£¢J3�¤���)�#x¦�+�-c#%$.q�§eaw

here¤���)�#x¦�+�-c#%$.q�§
is

an
encoding

of
the

abstract¤���)�#x¦.
Sim

ilarly,
W«ªt���­ �� KD�"[Z�#

HQSRUT�V �����a}¡�"8-£¢
HQSRUT WX	��%Ya¥¤���)�#x¦

H/: a¥��(»v�+ ) HY ����¤a�qev%��"��¬¢�) HY ���� E
m

odels
a

form
containing

a
script

that
w

ill
PO

ST
a

m
essage

w
hose

body
encodes

the
abstract¤���)�#x¦

to
the

address"[Z�#
7�¡�"8-£¢
2.

T
he

param
eters��(»v�+ )

andqev%��"��¬¢�)
m

odelthe
connection

and
cache-response

di-
rectives

ofH
T

T
P1.1.In

consequence
ofboth

m
essages

the
brow

serestablishes
a

channelto
the

address

1W
e

only
m

odelthatthe
usersees

the
serveridentity,nota

channelidentifier,because
he

orshe
w

illnotnotice
ifa

channel
is

interrupted.U
sually,how

ever,a
usercan

distinguish
differentchannels

w
ith

one
partnerby

differentw
indow

s.
2A

bstract
m

essage®�¯[°(±[²0³�´Pµ
(“https://w

w
w

.som
edom

ain.org”,
“/login/user”,

“login=nobody,nobody
pw

d”,²}¶[·x°�¸,
±[¹»º~¸)

describes
a

PO
ST

to
address

“https://w
w

w
.som

edom
ain.org/login/user”

over
a

secure
channel

w
hich

transfers
the

query
“login=nobody,nobody

pw
d”.T

he
com

m
and

directs
the

brow
serto

keep
the

channelalive
and

notto
store

the
m

essage
in

the
brow

sercache.
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N
am

e
D

om
ain

D
escription

Init.
¼r½}¾&¿½<À�Á

ÂÄÃ�Å�Æ(Ç%ÈÊÉËÍÌ~Î�Ï~Ð¥Ñ?Ò&Ó�ÔxÒ<ÃÕÉÖØ×
D

ata
ofpreceding

H
T

T
P

transaction
Ù(Ú�Û È&Ü

Ý«Þàß
ÖØ×

Identifierofthe
brow

serw
indow

Ù(Ú�Û È&Ü
áãâ�äÁ�Ár¾&å�æ

ÂÄÃ�ÔÚ(Ú È%ç ×
Setofallchannels

the
brow

serholds
è

élêÀ�ë â
ÖØ×�ÉÖØ× ÉËÍÌ~Î�Ï~Ð¥Ñ?Ò

Setoflogin
data

stored
byì

è
íÞ�æ<ë3î�½<ï

ËÍÌ~Î�Ï~Ð¥Ñ?Ò&Ó�ÔxÒ<Ã ×
H

istory
ofaddresses

successfully
retrieved

è
á[ä¥ðFâ¾

ñ?ËÍÌ~Î�Ï~Ð¥Ñ?Ò&Ó�ÔxÒ<ÃÊÉÖØ×0ò}×
C

ache
ofallpages

retrieved
è

Table
1:Persistentlocalvariables

ofthe
brow

serm
achineY.

"[Z�#
and

then
sends¡�"8-£¢

and¤���)�#x¦
overthatchannel.

T
he

channeltype
is

im
plied

by
the

H
T

T
P

proto-
colnam

e
“http”

or
“https”

in"[Z�#.
T

he
abstractm

essageó?� �%Y���������� 	����D E
queries

the
brow

ser
for

a
user

authentication
and

triggers
the

brow
serforthis

purpose.

3.3
Static

M
odelofB

row
ser

M
achine�

W
e

now
define

the
brow

ser’s
localvariableswX"�#�+ô�.T

he
variable

space
is

notonly
a

m
ajorprerequisite

ofthe
definition

ofthe
transition

function,itis
also

the
source

ofallinform
ation

flow
ofY.

W
e

distinguish
volatile

and
persistent

variables.
Persistent

variables
hold

the
brow

ser’s
long-term

state
and

are
only

deleted
by

the� �� �(õ
com

m
and,w

hereas
volatile

variables
are

deleted
in

every
final

state
of

an
H

T
T

P
transition.

W
e

startby
describing

the
volatile

variables,w
hich

w
e

also
sum

m
arize

in
Table

6
ofA

ppendix
Section

B
.

A
tthe

beginning
ofan

H
T

T
P

transaction
a

brow
seris

directed
to

retrieve
an

address,either
through

a
user

input
or

derived
from

the
previous

H
T

T
P

transaction.
T

he
variable"[Z�#

contains
the

address
to

be
retrieved

and
im

plies
the

value
of¢�v�+�-

and�¬¢-^¦0¡X).
T

he
value

of�¬¢-^¦0¡X)
specifies

the
type

of
the

channel
the

brow
ser

establishes
to

the
server

w
ith

hostnam
e¢�v�+�-.

T
he

variables+�v+��#<�%)��#%$
and

r)�-£¢�v Z
specify

the
properties

of
the

H
T

T
P

request,w
here

the+�v+��#<�%)��#%$
states

thatthe
entity

issuing
the

request
for"[Z�#

has
a

U
R

I
on

its
ow

n.
T

his
variable

im
plies

w
hether

a
R

eferer
Tag

is
included

in
the

request
and

therefore
im

plies
an

inform
ation

flow
to

the
server.

T
he

variabler)�-£¢�v Z
contains

the
H

T
T

P
m

ethod
to

be
used

in
this

H
T

T
P

transition.
T

he
variable¨�v�#%r

$.q
contains

additional
input

provided
by

the
user.

T
he

variable�¬¢
\

f Y�	
�
����contains
the

brow
ser’s

local
representation

of
a

channelestablished
to

a
server,i.e.,the

data
the

brow
ser

has
acquired

aboutthe
channel.A

n
elem

entof
f Y�	
�
����is

a
tupleD<��$&Za¬¢�v�+�-�a�+%$&Za -^¦0¡X)
a3¨%#g)�) Efrom

the
dom

ainö
mQSRUT�V �����m/:Bmf Y����� �mY ����.

T
he

variables¢�v�+�-
and+%$&Z

describe
the

server
to

w
hich

the
brow

ser
channelis

connected,w
here¢�v�+�-

contains
the

hostnam
e

of
the

server
w

hereas+%$&Z
nam

es
the

server’s
identity

in
a

secure
channel,

and
is1

in
an

insecure
channel.

T
he

variable-^¦0¡X)
represents

the
channel

type
(secure

or
insecure).

T
he

variable¨%#g)�)
is

used
to

organize
the

reuse
ofexisting

channels
and

flags
thatthe

channelis
currently

not
associated

to
a

H
T

T
P

transaction.
T

he
variabler

contains
the

payload
of

an
H

T
T

P
response,w

hereas
variable+�-xv�#g)

flags
the

user’s
decision

w
hether

to
store

login
data

in
the

brow
ser’s

state.
W

e
describe

the
persistentvariables

in
Table

1.
W

e
firstconsider

variables
thatare

associated
w

ith
every

single
w

indow
.

Firstly,the
variable÷j$&Z

nam
es

the
identifier

of
the

brow
ser

w
indow

.
Secondly,

the
tuple¡e#g)�!#x��q

contains
data

about
the

preceding
H

T
T

P
transaction

in
this

w
indow

.
Its

elem
ent

�¬¢-^¦0¡X)
contains

the
channeltype,w

hereas"[Z�#
contains

the
address

retrieved
in

the
preceding

H
T

T
P

transaction.T
he

elem
ent¨�v�#%r

contains
the

structure
ofan

H
T

M
L

form
togetherw

ith
hidden

value
fields

already
included

in
the

form
.T

he
otherpersistentvariables

are
globalforY.T

he
setøa¢�"�qXq)�(¤+

contains
representations

of
typef Y�	
�
����for

allchannels
the

brow
ser

has
established.

T
he

follow
ing

variables
are

im
portantfor

the
inform

ation
flow

analysis
of

brow
ser-based

protocols.
T

he
setù[����-£¢

contains
a

user’s
login

inform
ation

the
userdecided

to
store

in
the

brow
ser’s

state.T
he

persistentvariableú$�+�-xv�#x¦
is

a
finite

sequence
of

addresses
successfully

retrieved
by

the
brow

ser.
T

he
variableøj"��¬¢�)

m
odels

the
localbrow

ser
cache.

Itis
a

finite
sequence

of
pairs

of
addresses

and
page

contents
retrieved

from
these

addresses.
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3.4
Im

perfections
E

ven
correct

brow
sers

produce
inform

ation
flow

to
(i)

com
m

unication
partners

and
(ii)

the
underly-

ing
operating

system
.

A
s

this
inform

ation
flow

m
ay

im
pose

vulnerabilities
to

brow
ser-based

security
protocols,w

e
m

odelitas
explicitim

perfection
in

the
brow

serm
odel.

A
w

eb
brow

serleaks
inform

ation
aboutprevious

transactions
and

its
userto

com
m

unication
partners

in
H

T
T

P
transactions.A

realbrow
serincludes

such
inform

ation
into

H
T

T
P

headertags
such

asR �� �� ��,
­�� ��K

oró ������ �T 	
���� 	� �.
W

e
m

odelthis
behavior

by
having

the
brow

ser
m

achine
include

such
data

in
the$.q%¨�v(*)g"(©

param
eter

of
the

abstract
H

T
T

P
request

m
essages

defined
in

Section
3.2.

T
hus,

the
brow

ser
leaks

this
data

into
the

com
m

unication
w

ith
each� ���

or W«ªt��
request.

W
e

generate
the

list
of

data
thatflow

to
a

server
by

m
eans

of
the

function� � 	��%û��g�� L����D E.
T

his
function

takes
the

brow
ser’s

currentvariable
assignm

ent z
as

argum
entand

com
putes

a
listof

nam
e

and
value

pairs
of

inform
ation

to
be

disclosed.
Inform

ation
aboutthe

user
m

ay
flow

to
the

server
by,e.g.,the

tagsó ������ �T 	
���� 	� �
and­�� ��K

,how
everthe

persistentstate
ofourbrow

ser
m

odeldoes
notcontain

data
thatflow

s
into

these
tags.T

herefore,the
defaultim

plem
entation

of� � 	��%û��g�� L���only
includes

theR �� �� ��tag
into

the
request

and
therefore

generates
an

inform
ation

flow
of

the
preceding

address
to

the
server

if
the

request
w

as
issued

by
an

entity
w

ith
U

R
I:� � 	��%û��g�� L���gD z E>

D�R �� �� ���a�wýüB¡e#g)�!#x��qþü�"[Z�# Eifwýü¹+�v+��#<�%)��#%$,else1.
R

ealw
eb

brow
sers

also
store

inform
ation

on
a

user’s
m

achine.
M

ostprom
inent

exam
ples

are
the

local
brow

ser
cache,

the
brow

sing
history

and
the

cookie
storage.

T
his

behavior
of

a
standard

w
eb

brow
serintroduces

security
and

privacy
risksespecially

in
kiosk

scenarios.W
e

explicitly
m

odelthe
local

cache
as

a
persistent

variable øj"��¬¢�)
and

the
history

as
a

variableú$�+�-xv�#x¦.
W

e
do

notm
odelcookies.

W
e

m
odelthe

inform
ation

flow
introduced

by
the

brow
ser’s

behavior
w

ith
the

output� � 	��D�$.q%¨�v E
atthe

brow
ser’s

port �� ���2and
the

input �
�� � 	��
atport �h���3.

T
hese

ports
are

free
by

default,
such

that
the

adversary
can

connect
to

them
or

they
m

ay
be

a
specified

ports
of

the
interface

to
a

higher
protocol.

T
his

allow
s

for
flexibility

in
the

inform
ation

flow
policy.

U
pon

the �
�� � 	��
com

m
and

on
port �h���3,the

brow
seroutputs

allits
persistentstate,involvingú$�+�-xv�#x¦,localøj"��¬¢�),data

aboutthe
channels

opened
øa¢�"�qXq)�(¤+

and
the

userauthentication
data

storedù[����-£¢.B
row

serY
generates

a� � 	��
m

essage
w

ith
the

string
representation

ofthis
inform

ation
as

argum
entand

sends
itat �� ��e2.

3.5
B

ehavior
M

odel
For

form
alsecurity

proofs
of

brow
ser-based

protocols,
one

needs
a

precise
definition

of
the

brow
ser’s

state
transition

functionz+�.
W

e
choose

state
diagram

s
as

concise
and

efficient
definition

m
ethod

for
z¥�.

T
his

m
ethod

allow
s

for
graph

analysis
of

com
m

and
and

inform
ation

flow
ofY

w
hich

eases
secu-

rity
proofs.

A
brow

ser
handles

several
classes

of
user

actions
asynchronously,

such
as �������� 	��
�� �����,

�� ���� �� 	��
�� �����
or� �� �(õ

.
U

pon �������� 	��
�� �����, �� ���� �� 	��
�� �����
or ���� K���� �� K

the
w

indow
w

ith
the

corresponding
w

indow
identifier÷j$&Z

starts
a

new
H

T
T

P
transaction.

If
there

exists
an

ongoing
H

T
T

P
transaction,thatone’s

state
flow

is
exited.U

pon
a� �� �(õ

com
m

and
atport��� �à�b��3,the

brow
serY

exits
allstate

diagram
s

of
H

T
T

P
transactions

and
starts

a
log-off

flow
,w

hich
closes

allchannels
and

deletes
the

brow
ser

state.
Figures

3
and

4
depictthe

state
diagram

of
a

single
H

T
T

P
transaction,i.e.,an

H
T

T
P

request-response
pair.

T
he

startstate
typically

corresponds
to

the
inactive

state
of

the
brow

ser
w

indow
w

here
the

user
view

s
a

page;
the

transaction
is

then
triggered

by
the

user
selecting

a
link

or
directly

inputting
a

new
U

R
L

.T
he

startstate
can

also
correspond

to
a

user
filling

a
form

or
to

the
m

iddle
of

a
redirect.

W
e

firstdescribe
tw

o
phases

thatcom
plem

entthe
channelestablishm

entofY.
T

he
brow

ser
begins

w
ith

a
localnegotiation

w
here

the
brow

ser
notifies

its
userQ

aboutthe
establishm

entof
a

new
channel

if
it

is
of

a
different

type
than

the
previous

one,
e.g.,insecure

H
T

T
P

after
secure

H
T

T
PS.If

the
user

consents
to

the
channel

change
in

Statef Y�	
�
���� ���� ���Y�	
�� ���,the
brow

ser
procures

a
suitable

chan-
nel.

W
e

allow
the

brow
ser

to
reuse

free
channels,i.e.,opened

yetnotassociated
to

an
ongoing

H
T

T
P

transaction,w
ith

the
correcthostand

security
level(channelreuse).

W
e

depict
the

channel
establishm

ent
in

Figure
3.

T
he

channel
establishm

ent
distinguishes

the
������
� ���Y�	
�
����andÿ ���g����
� ���Y�	
�
����.E

stablishing
an

insecure
channelis

straightforw
ard.E

stablishing

8



�������������	��
	����
�����
����������

�������������������� �������!

"#�������� �������$� �%�!�&�������'

"#���)(�����*)������$,+,- ����$��.����$���'
+0/#��1.&2�435��'6������$#�����

+��� �������$� �%�!2&�������'

7#��8 ���� �������!�����9,��&�����'

:������<;�=)��>�?@�������@���
��
	����
�����
�����������A)���<�<�@B

+��� �������!@����$� �%�!2&�������'

",���������5���� �������!

C�D4EGFIHKJ.L@M0N0O	P	Q�R@S�P	T	U�UQ�V�W�X@X	P@Y Z\[�R�]_^a`2b2X�Pdcfe.E�gdhdH2eO	P�ikj<l�W�X�[�X0O	P	Q�R�S�Pdm�n.Q�V�W�X@X	P@Y Z\[�R�] ^ `2b2m

C�D4EGFIHKJ.L@M0N�j<X�O	P	Q	R�S�P	T	o�oQ�V�W�X�X�P@Y Z\[�R	] ^ `�b�X�Pdcfe.E�gdhdH2ej<X�O	P	Q�R�S2P	m�n.Q�V�W�X�X�P@Y Z\[�R	] ^ `2b2m

Q�V�W�X�X�P@Y ZIj<X ^qp b2Q	[@XrZ\P@S�S2[�S2m�o�os R�j ^4tKu `2b2P@S)S�[�S�edv�w<x�e.Q	[�X�m�ns R@jy^4tKu `2b�m

s R@j u4tK^zp b2O	P@S�{�P@S|Z\Q	P@S2]�edv�w�x�}KeS2P�~�P	Q	])�dh.w<xdm�C2h.w<x@}�N0h.w<xdT

Q�V�W�X�X�P@Y ZIj<X ^qp b2Q	W�Z�R�X�]�S�R�O	]�P	��e.hdw<xdm	o�os R@jy^4tKuz`2b�{�P@S)jK����Z\O	P@S�{�P@S|Z\Q	P@S2]�edv�w�xd�E�gdhdH<�	h.w<xdm�n s R�j ^�tKu `2b�m

Q�V	W�X@X�P@Y ZIj<X ^zp b�j<X	{�W@Y Z\Q	P@S2]�e.h.w<xdm�o�os R@j ^4tKu `2b2P@S)S�[�S)edv�w�x	�dQ	[@X�m�n s R�j ^4tKu `2b2m

L���M���F\�)�d�	�2D4EGFIHKJ.L@M� Nfj<X�O	P	Q�R�S2P
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s R�j u�tK^zp b2O	P@S2{	P@S|Z\Q	P@S2]�edv�w�x@}�e.W	Q	Q	P��	]�e.h.w<x@} mC2h.w<x@}�N0h.w<xdT�o�oQ�V�W�X@X	P@Y Z\[�R�] ^ `2b2WdQ	Q	P���]|Z\O	P@S�{�P@S|Z\Q	P@S2]�eh.w<xdm�n.Q�V�W�X�X�P@Y Z\[�R	]�^ `2b�m
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L��)M��_F��)�d�	�2D4EGFIHKJ.L@M � N0OdP	Q�R�S�P

Q�V�W�X@X	P@Y ZIj<X�^ p b2W	Q	Q	P���]2P	��eD4w<x�e.E�gdhdH�� ���2m@C2E�gdhdH�} E�gdhdH<T

:����<��;�=)��>r��=)�����
����
	�

s R�j u4tK^qp b2O	P@S�{�P@S|Z\QdP@S�]�ev�w<x@}�e4���dh.w�xdm@C2h.w<x@} h.w<xdT

Q�V�W�X@X�P�Y ZIj<X ^zp b2Q	[�XrZ�P@S�S�[�S�m�o�os R@j ^4tKu `�b2P@S�S2[�S)edv�w<x�e.Q	[@X�m�n s R@j ^4tKu `�b2m

Figure 3: Channel establishment phase of an HTTP transaction. Y establishes a new insecure channel
in State ÿ ���g��� �
� � ��Y�	
�
��� � , a secure channel in State ����� �
� � ��Y�	
�
��� � , or reuses a free channel in State
R � � ��	 ��� � ��Y�	
�
��� � ����������� .
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a
secure

channelinvolves
a

certificate
check

and
potentialuser

interaction
if

the
brow

ser
is

in
doubtof

a
certificate.

Figure
4

starts
at

the
statef Y�	
�
���� ������	��� ����Y����

from
the

Figure
3

and
handles

H
T

T
P

requests
and

responses.
In

the
R

equest
sending,Y

issues
an

H
T

T
P

request
as

a� ���
or W«ªt��

according
to

ther)�-£¢�v Z
of

the
initial

user
input

and
enters

the
stateó � 	[���� ���� �����g�

expecting
a

H
T

T
P

re-
sponse

from
the

server.
N

extY
enters

the
R

esponse
handling

of
different

abstract
response

types:
a

norm
al

answ
er WX	� �,

an�e�x� ��,
aR ������ �����,

scripted
PO

ST­ �� KW«ªt��
,

or
an

authentication
request

ó?� �%Y���������� 	����.
A

nó?� �%Y���������� 	����
response

leads
to

a
user

interaction
over

ports��� �P�b��3
and��� �� b �2in

Stateó?� �%Y���������� 	��������R ���� �����and
finally

to
a

resending
ofthe

H
T

T
P

requestw
ith

the
login

inform
ation

from
the

user.
T

he
response

typesR ������ �����
and­ �� KW«ªt��

specify
an

address
the

brow
ser

w
illsend

an
H

T
T

P
requestto

in
the

follow
ing

H
T

T
P

transaction.
T

his
nextH

T
T

P
requestis

treated
by

the
next

iteration
ofthe

entire
state-transition

diagram
,butto

setup
foritthe

brow
sersends

a
m

essage
to

its
ow

n
port �g��û����3,w

ith
the

form
ataccepted

in
the

startstate.

4
IdealU

ser
B

row
sing

B
ehavior

¡

In
brow

ser-based
protocols,

the
brow

ser’s
user

has
an

im
portant

role.
A

s
w

e
have

seen,
the

brow
ser

is
a

state-less
device

thatonly
provides

a
rudim

ental
trustm

anagem
ent.

H
ow

ever,in
higher

protocols
one

needs
to

store
inform

ation
beyond

a
single

transaction
and

have
a

stronger
trustm

odel.
A

lso,the
usercontrols

m
ostofthe

brow
serbehavior

and
has

the
finalsay

aboutthe
brow

ser’s
actions.T

herefore,
w

ithout
a

user
fulfilling

certain
tasks

and
properties

all
brow

ser-based
protocols

m
ust

fail.
T

hus,
w

e
consider

a
user

as
active

protocolparticipantand
m

odelitby
an

in
generaltransparentm

achine,w
hich,

how
ever,

enforces
the

requirem
ents

for
brow

ser-based
protocols.

Firstly,
the

user
stores

data
of

the
protocols

itis
involved

in.
Such

data
m

ay
be

addresses
of

trusted
servers

or
identity

inform
ation.

T
he

user
know

s
its

trustrelationship
to

other
parties

in
the

brow
ser-based

protocols.
T

he
m

achineQ
stores

this
data

in
its

state.
A

s
the

w
eb

brow
ser

is
not

aw
are

of
any

higher-level
protocol,

the
user

acts
as

a
supervisor

of
the

protocol
flow

the
brow

ser
is

involved
in.

Itchecks
certificates,

observes
the

status
of

secure
channels

and
logs

off
from

the
brow

ser
in

error
cases.

A
lso,

the
user

engages
in

the
user

authentication
w

ith
a

server
and

perform
s

the
crucialverification

of
the

server’s
identity.

T
he

m
achine

acts
autonom

ically
upon

brow
serdialogs

concerning
these

tasks.
A

s
depicted

in
Figure

2,the
m

achineQ
w

orks
as

proxy
betw

een
brow

ser
m

achine
and

the
protocol

interface.
It

forw
ards

com
m

unication
from

the
protocol

interface
toY

and
the

brow
ser’s

pages
back.

W
ith

the
m

essage ����K��� ��K���g���
itindicates

thatthe
brow

ser
behaved

contrary
to

the
expectations

ofQ
and

thatQ
aborted

the
interaction

w
ith

it.T
he

userm
achine

is
connected

to
the

brow
serthrough

the
user

interface
ports��� ���b�e2and��� �� b �3,w

hich
w

e
described

in
Section

3.1
in

detail.
T

he
userm

achine
contains

confidentialm
etadata

in
itsstate.T

herefore,wX"�#�+ �
isan

im
portantinitial

pointfor
inform

ation
flow

analysis.
A

s
in

Section
3.3,w

e
distinguish

persistentand
volatile

variables.
W

e
use

sim
ilarnam

es
as

in
the

brow
ser

m
achine

forthe
volatile

variables:
the

address"[Z�#
and

channel
type�¬¢-^¦0¡X)

refer
to

the
address

the
brow

ser
established

a
channel

to.
For

secure
channels

the
server

identity+%$&Z
additionally

contains
the

identity
according

to
the

server’s
certificate.T

he
variableu

refers
to

instances
of

the
type ���� L���,

e.g.
to

serversQ
trusts.

A
���� L���

is
a

tupleDH¢�v�+�-�a�+%$&ZJa�(»v&§8$.qUa�+ )&� E
of

dom
ainQSRUT�V �����m/:m/?:mCDyf Y����� � Ew

here¢�v�+�-contains
the

server’s
hostnam

e,+%$&Z
its

identity
in

a
secure

channeland(»v&§8$.q
the

login
inform

ation
for

userQ
.

T
he

set+ )&�
contains

the
channeltypes

allow
ed

for
a

user
authentication

w
ith

that
server.

In
Table

2,w
e

introduce
the

persistent
variables

of
user

m
achineQ

,w
hich

w
e

use
to

m
odelthe

trustrelationships
ofQ

.
T

he
set¢ �

contains
allinstances

of
type ���� L���

to
w

hich
m

achineQ
has

a
trust

relationship.
T

he
pairsDH¢�v�+�-�a�+%$&Z E

w
ithin

this
table

m
ustbe

unique.
T

he
set�X"+��-£¢+ )&�

m
odels

the
generalpolicy

ofQ
for

allow
ed

channeltypes
for

user
authentication

and
contains

the
channeltypes

thatare
acceptable.

W
e

define
the

state
transition

functionz �
by

the
state

diagram
in

Figure
5.

T
he ����	� �

state
of

this
m

achine
m

odels
a

user
being

idle,
w

aiting
for

an
input

from
the

higher
protocol

layer
w

hich
address

10



£,¤@¥@¦@¤�§a¨�§�¤@©@ª@«<©@¬
­#®@¯@©@©�¤@°d±�°<²�§�¤
«´³¶µ)¤�¥@¦@«<µ)¤@ª

£,¤�§�·@²�©�§�¤k®@¯@©@ª@°<«<©@¬

¸�¹�¹�º¼»�½@¾�¿�À)½@Á@Â

ÃÅÄ�Â�Æ@½�Ç�Â�¿�Á@È@Â�¿�É�Ç5»�½@Ê�Ä�½@Ë@Â

ÃÌÁ�Â�¿ÎÍÏ½�Ð@É�À�Ñ�º�Ò0Ó�¹

¹�À)È�Ç�Ë@È�Á@Â�¿�É�ÇÕÔ�¿2Ç�¿�Ë�Æ�½@¾

Ö�¯@«<°<¦@µ)¤�×�ª@¯Ø¨�¯
µ)¤Ø¨�µ)«<¤ØÙ�¯@°z³�¯@«<°<¤�ª

Ú�µ)²�±�¤@¤@ª�×
¨�µ)¯@©�§�¯�±a¨�«<²@©
§�¦�±	±�¤�§	§a³�¦@°

Û#Æ�È�Ç�Ç@½�Ü�½@Ë@Â)È�Ý�Ü2¿�Ë�Æ�½@¾

Ã#ÞÅÈ�¿�Â�À)½@Ë�ß@É�Ç�Ë@½

à�á,âdã<ä.ådæ,ç#è�é�êaë	ì�ìrí	îdï	ð	ðdñ	òóõô�öd÷ùø�ú2û�ü.ñ	ðdý�þ
ÿ ä��ÿ �Kæ	þ4è�é�ê�û��	ï.÷�î	û��dæ��
	þ���ö	ñ�
��	û��.æ��
	þþ
ò<ñ.ï����.üdñ�
��ñ�
)û��ø 	�	�	��4ídî	ïdð�ðdñ	òóõô�öd÷ø ú2û�	

ídî	ïdð�ðdñdò´ó���ðø�� û�
2ñdídñ����ñ�þÿ �Kæ �þ4ïdö	÷�îdñ	ðd÷��Kídï.÷2ñ	û�	�	
àÿ ��æ �)çÿ ä�!ÿ �Kæzë	ì<ì#"$�&%.ãKå��
')(Kïdý	ý@û*�dæ��
	�+

, ö��ø.-/ ú2û�
2ñ���ödñdüd÷Îóõödï	öd÷�î@þ.01��æ�2ÿ ä��Kä.å�%.ã�þÿ ä��3%.��æ�2
ÿ ä�!2ã�'.4â5	�+, ö��ø�-&/ ú2û�	

ídî	ïdð�ðdñdò´ó���ðø�� û�
2ñdí.ñ����ñ�þÿ �Kæ �þ
6�798@ê�:dô�
<;0û����.æ��)þ��
4#�	ãKä�þ���=�>4â��
'þÿ.? å�%4â�2

@ åÿ �ÿ ä.âA	�	�àÿ �Kæ��)çÿ ä�!ÿ �Kæqë�ì<ì�4)�2â�BDC���>@ !*�dæ�� EKç
�dæ��<+F4#�2â�B�CG��>@ �3H<å��2áIE�çJ��=�>.â��
'#+����KEKç#û����dæ���þ
�
4#�	ãKäA	�+���>.ã<åFCG�2â�=KE�ç#÷�
�ö	ñ�+."1�3%.ãKå��
')(Kïdý	ý�û��dæ��
	�+

ü.ñ	ò3Lø ú2û�ü	ö�M�;J�K÷Îó�L2ô�
<;fþ.01��æ�þ þ����A	à@ åÿ �ÿ ädâqë

í	îdï	ð	ðdñ	òóG�<ðøN� û�ídô�ðqóõñ�
<
�ô�
�þÿ �Kæ �	�àÿ �Kæ �
çÿ ä�!ÿ �Kæzë	ì<ìGO�ä��@�@ â? %.!�
2ñ�;,ôP�rñ	ûÿ ä5	�+
, ö��ø�-&/ ú2û�ñ�
�
�ô�
�þ.01�Kæ	þ4ídô�ðA	�+, ö��ø.-/ ú2û�	ídî	ïdð�ðdñdò´ó���ðø�� û�
2ñdídñ����ñ�þÿ �Kæ �þ

Q�ñ.ý���
2ñdíd÷�û����.æ��)þ��
4#�	ãKä�þ���=�>4â��
'þÿ.? å�%4â5	�	
àÿ �Kæ �)çÿ ä�!ÿ �Kæzë	ì<ì#"1�3%.ãKå��
')(Kïdý	ý�û��dæ��
	�+

í	îdï	ð	ð	ñdò´ó��<ðø�� û�
�ñdí.ñ����ñ�þÿ �Kæ���þ�6�ï, ñ	û�á0þ
ÿ.? å�%4â�2@ åÿ �ÿ ädâA	�	�àÿ ��æ �)çÿ ä�!ÿ ��æzë	ì<ì

4)�2â�BDCG��>@ !*�dæ��1E�çJ�.æ��<+R4)�2â�BDCG��>@ �&H<å��2áIEKç
L2ïdò<ü.ñ�+.��>dãKåRC��2â�=KE�çJL2ï	òKüdñ�+."$�&%.ãKå��
'#��ïdý	ý�û��dæ��
	�+

í	îdïdð�ðdñ	òóG�<ðøN� û�
2ñdídñ��S�rñ�þÿ ��æ �þ.é 
<
2ô 
�û�á0þÿ.? å�%4âA	�	�àÿ ��æ �
çÿ ä�!ÿ ��æzë	ì�ì�4#�2â�B�CG��>@ !��.æ�� EKçT�dæ��<+F4#�2â�BDCG��>@ �3H<å��2áUE�ç

L2ïdò<ü.ñ�+.��>dãKåRC��2â�=KE�çJL2ï	òKüdñ�+."1�3%.ãKå��
')(Kïdý	ý�û��dæ��
	�+
, ö��ø�-&/ ú2û�ü	îdôWV�óG�dï, ñ�þ�0 �Kæ	þ4á0þÿ ä��3%��KæA	

í	îdï	ð	ðdñ	òóG�<ðøN� û�
�ñ.ídñ����ñ	þÿ ��æ ��þ�áX	
àÿ �Kæ��)çÿ ä�!ÿ �Kæ

�	ï�
�ü.ï�M	ò<ñdû�áX	2ë	ì�ì
, ö��Îø�-&/Gú2û�ñ�
�
�ô�
�þ.01�Kæ�Y�
�ñ.üA	�+, ö��ø.-/ ú2û�	

àÿ.? å�%4âqë	ì�ìÿ �KæTZ�[ÿ ä�!ÿ �Kæ�\
O@ä��@�@ â? %��*
2ñ�;#ôW�rñ	ûÿ äA	�+

ídîdï	ð	ð	ñdò´óô@öd÷ø ú2û�í	òKô	üdñ�þÿ �Kæ5	

àÿ.? å�%4âzë	ì<ì
ÿ ä��&H*�2âdâKE�ç¼÷�
)ödñ

ì�ì�4#�2â�BDC���>@ !��.æ�� EKçT�dæ���\54#�2â�B�CG��>@ �3H<å��2áIE�ç
L2ï	òKüdñ�\����KE�ç0û����.æ��)þ.�
4)�	ãKä�þ���=�>.â��
'.	�+.��>dãKåRCG�2â�=
E�ç#÷�
)ödñ�+�üdñ	ò3Lø ú2û�÷�
<�,�, ñ�
óõï.ý	ý 
2ñdüdü	þ�01��æ�þ����A	

à�á,â	ãKädå.æ,çK6�7]8@êØë	ì<ì
ídî	ïdð	ð	ñdò´óô@öd÷ø ú2û�üdñdð	ý@þÿ ä��ÿ �Kæ�þ
6�7]8@ê�û��	ï.÷�î	û��dæ��
	þ�H�å��2á0þ þ

ò<ñ.ï����.üdñ�

�ñ�
)û��ø 	�	�	�+4í	îdïdð�ðdñ	òóõô�öd÷ø ú2û�	

à�á,â	ãKädå.æ,ç#è�é�êØë	ì<ìídî	ïdð�ðdñdò´óô@öd÷ø ú2û�üdñ	ðdý@þ
ÿ ä��ÿ ��æ�þ4è�é�ê�û��dïd÷�î	û��dæ��
	þ.��ö	ñ�
��dû��dæ��
	^2? å�_��@ þ
òKñdï����dü.ñ�
��rñ�
)û��ø 	�	�	�+�í	îdï	ð	ðdñ	òóõô�ö	÷ø ú2û�	

à�á,âdã<ä.ådæ,çK6�798@êaë	ì�ì
í	îdï	ð	ðdñ	òóõô�öd÷ø ú2û�ü.ñ	ðdý@þÿ ä��ÿ �Kæ	þ

6�7]8@ê@û��dïd÷�î	û��.æ��
	þ.��ödñ�
��	û��dæ��
	^2? å�_��@ þ
òKñdï����dü.ñ�
��rñ�
)û��ø 	�	�	�+�í	îdï	ð	ðdñ	òóõô�ö	÷ø ú2û�	

à�%.ãKå��2âqë�ì<ì
`bac>dãKä���ïdý	ý�d�ûÿ ä�!*%.�Kæ	þ? å�_��@ 	�	

à%.ã<å��2âzë

à���>.ã<åFCG�2â�=që	ì�ì
ü.ñ	ò3Lø ú2û�	

, ö��/�-�ø�� û�eöd÷�î	ñdðd÷��<í.ïd÷2ñ�þ.01��æ�2
? å�_��@ þ�%.�Kæ �þ.%.ãKå��2â5	Ïà�%.��æ �)çÿ ä�!�%.��æzë

, ö��/.-øN� û�ï	öd÷�îdñ	ðd÷��Kídïd÷�ñ�þ�0 �Kæ�2? å�_��@ þ
%��Kæ �þ�f
	�à�%.��æ �ÿ ä�!�%.��æ? å�_��@ çë

Ö�¯@«<°<¦@µ<g�×Ahµ)²@©�¬ih«<©@ª@²Wh«<ªPj
¯@¦Ø¨�® g@©Ø¨�«K±�¯Ø¨�«<²�©�±�¯@©�±�g@°*g@ª

à@ åÿ �ÿ ädâqë�ì<ì�O �ÿ ä.â�(Kïdý	ý�û��dæ��)þ�áX	�+
, ö��ø.-/ ú2û�ü	îdôPV�ó��	ï, ñ	þ�01��æ�þ�á0þÿ ä��&%.��æA	
à@ åÿ �ÿ ä.âzë	ì�ì, ö��ø�-&/ ú2û�ü	îdôWV�ó��	ï, ñ	þ

0 �Kæ�þ�á0þÿ ä��3%.��æA	

à@ åÿ �ÿ ädâzë	ì<ì
O��ÿ ä.â�(Kïdý	ý@û*�dæ��)þ�áX	

à��>dãKåRC��2â�=zë
ì<ì, ö��ø.-/ ú2û�	

Figure
4:

R
equest

handling
phase

of
an

H
T

T
P

transaction.
Y

issues
a

H
T

T
P

request
in

State
kml$npoporq� qtsvuvn���xw s lrq y

and
handles

the
server’s

response
in

Stateó � nw uz{qts |]}~o1s�q.
R

esponses� q yw z{q �tu
and� ª��T�­ }]z��

haveY
requestanother

address
in

the
follow

ing
execution

ofthe
state

diagram
.

N
am

e
D

om
ain

D
escription

Init.
�~�

�È����¬È�� ×
Setofallservers

trusted
by Ë

.
�

���
Identifiers

ofw
indow

s
opened

by Ë
�

À äÀ�ë âæ0¾ ð
ÂÄÃ�Å�Æ(Ç%È

C
hanneltypes

generally
allow

ed
forÙ ÔÙ Ò<Ã

�xÑHÈ��Ù ��È��
Table

2:Persistentlocalvariables
ofthe

userm
achine�

.

11



�]�$�
to

retrieve
or

for
brow

ser
events.

A
fter

having
issued

an
address

request
to

the
brow

ser,
the

m
a-

chine
observes

the
brow

ser’s
behavior

and
reacts

to
events

generated
byY.

T
he

state
m

achine
m

odels
Transparent

B
ehavior

on
the

left
side

(around
State� }~orqtsvu�1s�q$zq��$q$o1u),w

here
itonly

forw
ards

m
es-

sages
betw

een
protocolinterface

and
brow

ser.T
histransparentparthandles

the
m

essages q$o1u�q$znrypy�z{qtsvs,
u�zwB��� q$znrypy�z{qtsvs, s �� �w u�.}]z��

,and s lr}� |$n� q.T
he

usertracks
channelstatus

changes
and

channels
es-

tablished
in

the
States kml$npoporq� svuvn1u��1s�$l$npo� q y

and kml$npoporq� qtsvuvn���xw s lrq y,verifies
certificatesY

doubts
in

State k�q$z�u�$q$zw �� z{q� �rqtsvu�q y,and
forw

ards
errors

and
pages

to
the

protocol
interface.

T
he

user
also

handles
the

userauthentication
process

in
Stateó �1u�lrq$o1uw ��n1uw }~oz{q� �rqtsvu.

5
C

hannelM
achine¡]¢J£J£¥¤§¦©¨

O
urbrow

serm
odelcom

es
w

ith
a

channelabstraction s�q � �$l$npo
forsecure

and
insecure

brow
serchannels.

Forspace
reasons,w

e
describe

this
m

achine
only

partially
here.

A
s

show
n

in
Figure

2,
each

m
achinep

w
ith

netw
ork

access
has

tw
o

ports �$l$npoporq� }~�1us�ªand
�$l$npoporq�w os¬«

to
connect

to s�q � �$l$npo.
T

he
channel

m
achine

connects
to

the
adversary

by
tw

o
m

eans.
T

he
ports orqtu}~�1us�ªand orqtuw os¬«

are
for

insecure
channels

and
not

needed
here.

For
m

odeling
the

im
perfections

ofsecure
channels,w

e
connectthe

ports �$l$npoporq� }~�1u�­ªand �$l$npoporq�w o®­«
to

the
adversary.

T
he

adversary
also

controls
the

netw
ork

scheduling
and

decides
w

hich
m

essages
are

delivered.
T

he
m

achine s�q � �$l$npo
chooses

channelidentifiers
uniquely

and
keeps

track
of

channels.
To

m
odel

insecure
D

N
S,itqueries

the
adversary

forports
corresponding

to
hostnam

es.T
he

m
achine s�q � �$l$npo

has
a

tableø[�
oftuples¯t°.q �°.q�§±²�³µ´r¶$·�¸º¹%syk�¸º»�´¼¹�·�½¬¾¿ÁÀÂ¿ÄÃ©Â�¬�mÅ~� }$svulinking

a
certified

identityÆ�° �
and

the
base

hostnam
e¢~ÇrÆtÈofthe

corresponding
security

dom
ain

to
the

portindex
ofa

com
m

unication
partner

of s�q � �$l$npo.
T

he
setup

of
this

table
enforces

thatthe
identitiesÆ�° �

are
unique.

For
handling

a
concrete

channelinstance, s�q � �$l$npo
dispatches

the
com

m
unication

to
a

sub-m
achine.

Such
an

instance
contains

the
channelidentifier� ° �,the

portindices
of

the°�É�°ÊÈÊ° �È�Ç �
and ��ËÆ?¡TÇ$É �pËt�,the

server’s
actual

address¢~ÇrÆtÈ,the
server’s

identity �° �
and

the
security

level,here s�q �$�pz{q.W
e

depictthe
m

ostim
portant

steps
of

a
secure

channelinstance
in

Figure
6

and
discuss

the
establishm

ent
of

a
secure

channelin
the

follow
ing.

C
lients

initiate
secure

channels
to

an
address¢~ÇrÆtÈ

by
the

com
m

and orq�
w

ith
the

param
eter

�¬¢È^¦0¡ Ë± s�q �$�pz{q.
T

hen s�q � �$l$npo
queries

the
adversary

for
the

recipient
port

index�
corresponding

to¢~ÇrÆtÈ,
chooses

a
unique

channel
identifier� ° �,

and
dispatches

to
a

sub-m
achine

for
a

secure
chan-

nel(Figure
6)

w
ith�,¢~ÇrÆtÈ,and� ° �

as
param

eters.
T

his
sub-m

achine
handles

further
com

m
unication.

Firstitnotifies
the

server
w

ith
the

channelidentifier� ° �.
T

he
server

m
ay

acceptthe
channeland

iden-
tify

itself
under

an
identity �° �¾�¬�mÅ~� }$svu

T
he

secure
channel

instance
verifies

the
server

identity
in

State nr� � q$|1uz{q� �rqtsvu:
Ittests

w
hether

ithas
a

tuple² �¸ �° �¸¬¢~ÇrÆtÈ&�{½Ì¾ø[�
such

thatthe
currentaddress

¢~ÇrÆtÈ
lies

under
the

base
address¢~ÇrÆtÈ<�,

denoted
by

“¾”.
If

yes,
it

notifies
the

client
that

the
channel

w
as

accepted.
From

now
on,

the
port

indices
of

client
and

server
are

non-am
biguously

bound
to

the
unique

channel
identifier� ° �.

T
hus

client
and

server
are

the
fixed

channel
partners

of
this

channel.
B

oth
partners

m
ay

send
m

essages
referring

to� ° �.

6
Security

ofU
ser

A
uthentication

In
this

section,
w

e
present

the
first

protocol
proof

based
on

a
detailed

brow
ser

m
odel:

W
e

show
the

security
of

typical
passw

ord-based
user

authentication
by

one
server.

Such
user

authentication
is

an
im

portantbuilding
block

form
ostothersecurity

protocols
based

on
brow

sers,e.g.,in
federated

identity
m

anagem
ent.

6.1
A

uthentication
Server

T
he

overallsystem
is

a
specialcase

ofthe
architecture

show
n

in
Figure

2.W
e

consider
the

definition
of

one
server �;of

course
there

can
be

severalsuch
servers

and
also

servers
of

differenttypes
interacting

w
ith

the
sam

e
brow

sers
and

users.
W

e
only

renam
e

the
free

ports
of

this
server

fromw o~Í«
and }~�1uWÍª
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Figure
5:T

he
idealuserbrow

sing
behavior

new
 request

new
 delivered

accept request
established

net_in
I ?(accept, cid, rid) 

[∃∃∃ ∃ (R
, rid, host’) ∈∈∈ ∈

 C
A

 | host’ ∈
 host] // 

P
artner := {I, R

}; 
channel_in

I !(accepted
, cid, host, rid)

channel_outP ?(send
, cid, m

)
[P

 ∈
 P

artner] //
Q

 ∈
 P

artner \ {P
}; B

uffer[++i] := (m
, Q

); 
channel_in

A !(sent, cid, P
, Q

, i, length
(m

))

S
tart

channel_outI ?(new
, cid, host, 

R
) // net_outR !(new

, cid, host, 
secure)

net_in
R ?(new

, cid, host, 
secure) // channel_in

R !(new
, 

cid, secure)

channel_outA ?(deliver, cid, j) 
[(m

’, Q
) := B

uffer[j]) ≠ (ε, ε)] // 
channel_in

Q !(receive, cid, m
’)

Failure: 
certificate 
verification 

failed
E

LS
E

channel_outR ?(accept, cid, 
rid) //net_outI !(accept, cid, rid)

Figure
6:State

diagram
ofa

single
instance

ofa
secure

channel
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Port
Type

Param
eters

D
escription

Ù ÔÙ Ò�~�Ú*���
Inputto

authentication
server �

������ �
ð������Y���

Startauthentication
ofchannel� ���

� �� �~��� ����
O

utputofauthentication
server �

������
� �����Y���, ���*���Y���

A
uthentication

forchannel� ���
finished

w
ith

identity ���*�,w
here�

m
eans

failure.

Table
3:Protocolin-and

outputs
ofthe

authentication
server �

N
am

e
D

om
ain

D
escription

Init.
��������

� �¢¡�£ � ���
H

ostnam
e

ofthis
server

See
setup

� ����
���

Identity
ofthis

serverforsecure
channels

See
setup

¤¥ �,¦¨§�
©«ª � ¬­���¯®

Pairs
ofknow

n
useridentities

and
login

inform
ation.

�
Table

4:Persistentlocalvariables
ofthe

authentication
server �

into �$np�1u�lw ocÍ«
and �$np�1u�l}~�1uWÍªto

indicate
that

it
offers

a
user

authentication
service.

Further,
w

e
specialize

the
architecture

by
allow

ing
the

adversary
fullaccess

to
the

brow
ser’s

cache
and

history,i.e.,
w

e
show

thatuser
authentication

(in
contrastto

som
e

other
protocols)

is
notvulnerable

to
such

attacks.
T

his
m

eans
thatthe

adversary
connects

to
allfree

ports
in

Figure
2

thatare
notdefined

to
belong

to
the

protocolinterface.
T

he
inputs

at
the

ports
that �

does
not

share
w

ith
a

prior
m

achine
and

its
persistent

variables
are

show
n

in
Tables

3
and

4.
W

e
refer

to
the

tw
o

parts
of

an
entry Ë

in
the

user
m

etadata
table° ËÈ �²± Í

as
Ë�³° �

and Ë�³µ´Ç�¶¼°�É.
W

e
require

that
both° �

and ´Ç�¶¼°�É
are

unique
w

ithin
the

table° ËÈ �²± Í
of

a
correct

server �
atalltim

es.
T

he
state

m
achine

for
one

authentication
protocolrun

of
server �

is
show

n
in

Figure
7.

T
he

server
user

(typically
a

higher
protocol)

starts
authentication

for
som

e
channel

w
ith

identity· ° �.
T

he
server

sends
an

authentication
request

over
the

channel· ° �.
U

pon
receipt

of
an

authentication
m

essage,
it

looks
up

w
hether

the
included

login
inform

ation
is

present
in

its
user

m
etadata.

If
yes,

it
outputs

the
corresponding

identity
as

the
m

ain
partofthe

authentication
result,else¸.

6.2
Setup

A
ssum

ptions
A

s
set-up

for
a

particular
user

m
achine¹

and
authentication

server �,
they

exchange
login

infor-
m

ation ´Ç�¶¼°�É»ºv¼ Í½±
¸

such
that¹

and �
are

the
only

parties
that

obtain
inform

ation
about

it.
Fur-

ther,¹
m

ust
know

a
valid

certificate
identity

of �
so

that
it

can
verify

later
that

it
has

a
secure

channel
to �.

Form
ally,

the
result

of
the

set-up
is

this:
T

he
set¢ º

of¹
’s

trusted
servers

con-
tains

an
entryÆ Ët��¾¼Ët� Í±

²�¿~ÇrÆtÈ Í¸tÆ�° � Í¸ ´Ç�¶¼°�É ºv¼ Í¸�À s�q �$�pz{qÂÁ½
w

ith
the

sam
e

variables¿~ÇrÆtÈ Í
andÆ�° � Í

as
in �.

T
he

server’s
set° ËÈ �²± Í

contains
a

pair²° �º¸ ´Ç�¶¼°�É ºv¼ Í½,
w

here
the

user’s
identity° �º

is
freely

chosen
by �.

T
he

binding
tableÃÅÄ

of
the

secure
channel

abstraction s�q � �$l$npo
contains

a
triple

¯t°�É �°�Év¶ Í±
² �¸tÆ�° � Í¸�¿~ÇrÆtÈ Í½

w
here¿~ÇrÆtÈ Í

defines
a

security
dom

ain
of �.

N
o

other
variables

contain

ÆMÇ7ÈÊÉ�Ë�Ì7ÈnÍÎ�ÏÐÈnÍÑ�Ì�Ò�Ë`Ó�Ç`Ë�ÔÐÈ
Ò�Ë�Î`Ë�ÍÕ�Ë`Ö×ÆMÇ7ÈnÉ`Ë,ÌÐÈnÍ/Î`ÏÐÈnÍ/Ñ,Ì

Ø�Ù`Ú�ØÜÛ/Û
Ç`Ï,ÇÐÈnÉÞÝIÑ,Ç7ÈÊßlà&á�Ö,Ñ,Ì�Ë�âyãyäå,â
æCç`Ç�Ï�Ç7ÈnÉÞÝbÑ�ÇÐÈÊßà&á�æ

Î�É�Ï�Ì,Ì`Ë�èÝIÍ&Ì`ßlé�áCêCË`Î`Ë�ÍÕ�Ë�â`ãlä/å�â
ë,ì�Ú,í,á�î`åÐï�ð`ñbî�ò/óÐð�ô�õyö7ï�÷lðbøù`ú`ä/û�â

øö�î`üyæ�æ
ývþ�ÿ�ÿ��������

� þ��
	������
�&ÿ� �
��


�� ����þ������
�������������������

�� ����þ������
ÿ���������ÿ��
���������������

Ç`Ï�Ç7ÈnÉÞÝ=Í/Ì�ßKé���ÔÐÈÊÏ�ê�Ènâ`ãyäå`æpÛ/Û
Î�É�Ï�Ì�Ì�Ë�èÝbÑ�ÇÐÈÊßyà&á&Ô�Ë�Ì`Ö�â
ãyäå,âyÏ�Ç7ÈÊÉ�Ë�Ì7ÈnÍÎ�ÏÐÈÊË`á�æ�æCç
Î�É�Ï�Ì�Ì�Ë�èÝbÑ�ÇÐÈÊß à&á�æ

Î�É`Ï�Ì,Ì�Ë�èÝ=Í/Ì�ßKé,á�Î`Ñ�ÌÞÝbË,êCê�Ñ�ê��`ãyäå`æpÛ&Û
Ç�Ï�ÇÐÈnÉÐÝbÑ�ÇÐÈÊßyà&á&Ë,êCê�Ñ�êCâyÎ`Ñ�Ì���ãyäå`æCç

Ç`Ï�Ç7ÈnÉÞÝIÑ,Ç7ÈÊß à&á�æ
Î�É`Ï,Ì�Ì�Ë�èÝ=Í/Ì�ßKé,á�Î�è/Ñ�Ô`Ë�Ö��`ãyä/å`æ7Û&Û
Ç�Ï�Ç7ÈÊÉÐÝbÑ�ÇÐÈÊßyà&á�Ë�êCê�Ñ�êCâyÎ�Ñ,Ì��`ãyäå`æCç

Ç`Ï,ÇÐÈnÉÐÝbÑ,Ç7ÈÊßà/á�æ
Î,É`Ï�Ì,Ì`Ë,èÝ=Í/Ì�ßKé,áCê�Ë`Î`Ë,ÍÕ�Ë,âyãyäå�â
�*Ø,í�á�î`å7ï�ð`ñ�î�ò/ó�âyô,õyöÐï�÷yð�øù�ú`äû�â

ø/ö`î`üyæ�æ

�ö�*ö�ò/î� �ß�!lö�"ø/ù`ú`äû�#�øù`ú`ä/û%$�Û&Û
Ç`Ï�Ç7ÈnÉÞÝIÑ,Ç7ÈÊßlà&á�Ö�Ñ�Ì�Ë�âyãyäå�â`ö�&/ä/å`æCç`Ç�Ï�ÇÐÈnÉÐÝbÑ�ÇÐÈÊß à&á�æ

Figure
7:State

m
achine

ofthe
userauthentication

server �.
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inform
ation

about ´Ç�¶¼°�Éºv¼ Í.

6.3
Security

ofU
ser

A
uthentication

W
e

now
show

thatuserauthentication,as
defined

by
the

generaluserm
achine¹

and
the

specific
authen-

tication
server �,is

secure.N
ote

thatw
e

are
m

aking
a

relatively
strong

statem
ent:

W
e

have
notrequired

that �
only

m
akes

its
requests

on
secure

channels,
nor

thatthe
user

correctly
logs

outof
brow

ser
ses-

sions
or

otherw
ise

protects
caches

and
histories.

E
xtended

protocols,e.g.,the
continued

secure
use

of
the

channelforw
hich

the
authentication

is
m

ade,m
ay

need
additionalassum

ptions.

L
em

m
a

6.1
(U

ser
Authentication)

Leta
correctuser

m
achine¹

and
authentication

server �
be

given
thathave

perform
ed

setup
according

to
Section

6.2
atsom

e
tim

e
w

ith
the

user
identity° �º,and

letthe
user’s

brow
ser'

be
correct.Then �

only
outputs² yp}~orq¸�· ° �¸ ° �º½ at �$np�1u�l}~�1u�Íªif· ° �

is
the

identity
of

a
secure

channel,and
the

partner
m

achine
atthis

channelis
the

brow
ser'

ofthe
given

user¹
,unless

an
adversary

can
guess ´Ç�¶¼°�Éºv¼ Í

based
on

a
prioriknow

ledge
ofits

distribution,its
length,and

the
results

ofprevious
guessing

attem
pts,w

hich
each

exclude
one

potentialvalue.
(

7
C

onclusion
In

priorart,brow
ser-based

protocols
only

cam
e

w
ith

vulnerability
analyses

and
inform

alsecurity
consid-

erations.
H

ow
ever,those

m
ethods

do
notguarantee

the
protocols’

security
and

do
notm

eetthe
require-

m
ents

ofindustry
em

bracing
brow

ser-based
protocols

in
com

plex
scenarios.W

e
designed

the
firstm

odel
forthe

rigorous
security

analysis
ofbrow

ser-based
protocols.O

urm
odelencom

passes
generic

m
achines

for
brow

sers,
user

brow
sing

behavior
and

channel
abstraction

that
allow

precise
protocol

proofs.
W

e
have

also
proven

the
security

ofthe
initialpassw

ord-based
userauthentication,a

very
com

m
on

protocol
on

its
ow

n
and

a
key

ingredient
of

brow
ser-based

protocols.
In

future
w

ork,w
e

w
illuse

this
m

odelto
analyze

and
prove

the
security

of
PO

ST-
and

artifact-based
protocols

in
the

prom
inentarea

of
identity

federation.
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A
ProofofU

ser
A

uthentication
W

e
now

prove
L

em
m

a
6.1.

P
roof.

T
he

proof
begins

w
ith

an
inform

ation-flow
analysis

about
the

login
inform

ation ´Ç�¶¼°�Éºv¼ Í
that

¹
and �

shared
in

the
setup.

T
his

analysis
show

s
that

no
parties

except¹
, �,the

brow
ser'

and
the

channelabstraction s�q � �$l$npo
learn

the
login

inform
ation,and

thatthe
login

inform
ation

neverflow
s

into
other

persistentvariables
than

the
originalentries

in* º
and° ËÈ �²± Í.

T
he

analysis
further

show
s

that
the

login
inform

ation
only

passes
volatile

variables
and

interface
m

essages
as

one
w

ould
expectby

the
intended

login
protocol.

Finally,w
e

use
this

know
ledge

to
show

that �
only

outputs
the

authentication
acceptance

m
essage² yp}~orq¸�· ° �¸ ° �º½under

the
conditions

claim
ed

in
the

lem
m

a.
W

e
now

carry
outthis

proof
in

detail.E
ven

m
ore

rigorously,w
hatw

e
show

in
the

inform
ation-flow

analysis
are

invariants
about

the
variables

that
can

hold
login

inform
ation

and
the

m
essages

that
the

participants
send

w
ith

this
login

inform
ation.

Inform
ation

flow
in

the
user

m
achine¹.

Initially,
the

only
persistent

variable
in¹

that
contains

inform
ation

about ´Ç�¶¼°�Éºv¼ Í
is

the
entryÆ Ët��¾¼Ët� Í±²�¿~ÇrÆtÈ Í¸tÆ�° � Í¸ ´Ç�¶¼°�É ºv¼ Í¸�À s�q �$�pz{qÂÁ½

in* º.
In

the
state
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diagram
,the

login
inform

ation
therefore

occurs
only

as
a

variable+ ³µ´Ç�¶¼°�É
w

here+
is

a
servervariable.

T
he

only
read

access
to

this
variable

is
in

State, �1u�lrq$o1uw ��n1uw }~o� q�-��rqtsvu.
Forourcase+±Æ Ët��¾¼Ët� Í,the

verification+ ³µ´Ç�¶¼°�É ½±¸m
ade

in
this

state
is

alw
ays

successful.T
hus

itdoes
notcause

any
indirectinform

ation
flow

.
D

irectinform
ation

flow
in

this
state

occurs
ifallchecks

w
ere

successfuland
the

userenters ´Ç�¶¼°�Éºv¼ Í
into

the
brow

ser
as

a
m

essage.±² np�1u�lrq$o1uw ��n1u�q¸�/©° �¸ ´Ç�¶¼°�É�ºv¼ Í¸�0 ³Æ�° �¸ ��n21s�q½at3 �w54 ¼Kºª.T
he

user
m

a-
chine¹

reached
thisstate

upon
receiving

a
login

request.6±² z{q�-��rqtsvu�$np�1u�l¸�/©° �¸�¿~ÇrÆtÈ ¸tÆ�° �¸�·�¿È87:9 Ë½
at3 �w54 ¼Kº«

w
ith¿~ÇrÆtÈ±

0 ³¿~ÇrÆtÈ
andÆ�° �±

0 ³Æ�° �.
T

he
tests

before
entering ´Ç�¶¼°�Éºv¼ Í

ensure
that

·�¿È87:9 Ë± s�q �$�pz{q,because
w

e
have+ ³Æ Ë·Ì±À s�q �$�pz{qYÁ

for+±Æ Ët��¾¼Ët� Í.
A

fterthese
actions,¹

enters
a

finalstate
ofthe

protocolrun
defining

the
volatile

variables.H
ence

it
sets

the
volatile

variable ´Ç�¶¼°�É
to¸

and
further

inform
ation

flow
is

prevented.
Inform

ation
flow

in
the

brow
ser'.T

his
inform

ation
flow

is
based

on
the

login
input.

from
the

user
¹

.
A

m
essage

of
the

form
of.

is
only

accepted
in

the
brow

ser
state, �1u�lrq$o1uw ��n1uw }~o� q�-��rqtsvu

(bottom
of

Figure
4).

T
he

brow
ser

does
not

add
an

entry
(w

hich
w

ould
contain

the
login

inform
ation)

to
the

persistentvariable ±Ä<;TÈ�¿
because

forourspecific
m

essage.
,w

e
haveÆtÈ�Ç ��Ë± ��n21s�q.

T
he

value ´Ç�¶¼°�É»ºv¼ Í
from

the
input

is
assigned

to
the

local
volatile

variable ´Ç�¶¼°�É.
T

he
only

in-
form

ation
flow

from
this

variable
in

this
protocol

run
is

that
the

brow
ser

sends
it

to
the

server
in

a
m

essage.=±² s�q$ory¸�·�¿ ³· ° �¸?>A@ �² �]�$�v³9 �È�¿¥¸ �]�$�v³CB; Ët�7K¸ ´Ç�¶¼°�Ém¸ 1�q�n2DFErs�q$z�$q$z²HGI4�½v½v½at �$l$npoporqJ1}~�1u4Jª.It
only

doesthis
afterverifying

thatthe
currently

used
channel·�¿

fulfills·�¿ ³Æ�° �±0 ³Æ�° �,i.e.,the
recipient

ofthis
channelhas

the
identity

desired
in

the
userinput.

.T
his

im
plies·�¿ ³Æ�° �±Æ�° � Í.

T
he

volatile
variable ´Ç�¶¼°�É

is
set

to¸
in

the
final

states
of

this
protocol

run,
so

that
no

further
inform

ation
flow

from
itis

possible.
Inform

ation
flow

in s�q � �$l$npo.
U

pon
receiving

the
m

essage.=
(accepted

only
in

state qtsvuvn2K21w s lrq y),
and

because
the

channel
w

ith
identity·�¿ ³· ° �

is s�q �$�pz{q,
the

channel
m

achine s�q � �$l$npo
only

outputs
.L± �$l$npoporqJ1ª{² s�q$o1u¸�·�¿ ³· ° �¸M'm¸ �¸ 1�q$o3 u�l²�.=t½v½to

the
adversary.

If
the

adversary
schedules

the
m

essage,
then

the
m

essage
.N

±
² z{q � qw �$q¸�·�¿ ³· ° �¸?>A@ �² �]�$�v³9 �È�¿ò¸ �]�$�v³CB; Ët�7K¸ ´Ç�¶¼°�Ém¸ 1�q�n2DFErs�q$z�$q$z²HGI4T½v½v½

is
delivered

to
the

channel
partner

of·�¿ ³· ° �.
W

e
know

that'
verified·�¿ ³Æ�° �±

Æ�° � Í
and

that s�q � �$l$npo
verified

during
the

establishm
ent

of
the

channel
w

ith
identity·�¿ ³· ° �

thatthere
exists

a
binding

betw
eenÆ�° � Í

and
port �.

A
s s�q � �$l$npo

enforces
thatserveridentities

are
unique,only

ourserver �
controls

the
serveridentityÆ�° � Í.

T
hus, �

is
indeed

the
channelpartner

of·�¿ ³· ° �
and

unique
recipientof.N.

Inform
ation

flow
in �.T

he
server �

contains ´Ç�¶¼°�É ºv¼ Í
in

a
persistentvariable

and
further

receives
itin

a
m

essage.N
via

a
secure

channel.
U

pon
receiving ´Ç�¶¼°�Éºv¼ Í

in
a

m
essage.N

from
the

m
achine s�q � �$l$npo

as
described

above,
it

looks
it

up
in

the
user

m
etadata° ËÈ �²± Í.

B
y

our
setup

assum
ption,

the
resulting

output
is

alw
ays

² yp}~orq¸�· ° �¸ ° �º½,w
hich

is
no

inform
ation

flow
about ´Ç�¶¼°�Éºv¼ Í.

T
he

instance
of ´Ç�¶¼°�Éºv¼ Í

in
the

persistent
table° ËÈ �²± Í

is
used

w
henever �

receives
a

supposed
login

m
essage,i.e.,a

m
essage

of
the

form.ON ±² z{q � qw �$q¸�· ° �¸?>A@ �²�9 �È�¿¥¸ B; Ët�7J¸ ´Ç�¶¼°�Ém¸ ´�Ë��QP½v½,or
the

sam
e

w
ith�SR �T�

.
T

he
resulting

outputdesignates
w

hether
the

input ´Ç�¶¼°�É
is

presentin° ËÈ �²± Í
and,

if
yes,contains

the
corresponding

interface
user

identity° �.
T

his
is

the
typicalinform

ation
flow

of
an

online
dictionary

attack,w
hich

is
perm

itted
by

the
lem

m
a.

(R
ecallthat ´Ç�¶¼°�É

is
assum

ed
to

contain
the

accountnam
e,so

w
e

do
notallow

cross-accountqueries
forpassw

ords
here.)

Proofofthe
lem

m
a.

W
e

now
prove

the
statem

entof
the

lem
m

a
based

on
the

inform
ation

flow
invari-

ants
established

so
far.

T
he

server �
only

outputs² yp}~orq¸�· ° �¸ ° �º½
in

State� q � qw �$q y, �1u�lrq$o1uw ��n1uw }~o,
and

only
if

it
received

a
m

essage.ON ±
² z{q � qw �$q¸�· ° �¸?>A@ �UT�SR �T�²�9 �È�¿§¸ B; Ët�7J¸ ´Ç�¶¼°�É©¸ ´�Ë��QP½v½

at
port

�$l$npoporqJ1w orÍ«
w

ith ´Ç�¶¼°�É± ´Ç�¶¼°�É ºv¼ Í
(by

the
uniqueness

of° �º
in° ËÈ �²± Í).

It
only

receives.ON
if

the
channel

partner
k

of
· ° �

has
sent

a
m

essage
.N

±
² z{q � qw �$q¸�· ° �¸?>A@ �UT�SR �T�²�9 �È�¿§¸ B; Ët�7J¸ ´Ç�¶¼°�Ém¸ ´�Ë��QP½v½.From

the
inform

ation
flow

analysis
w

e
know

that
such

a
m

essage
w

ith
the

value ´Ç�¶¼°�É± ´Ç�¶¼°�É�ºv¼ Í
only

occurs
if

this
channelpartner k

is
the

brow
ser'

ofuser¹
.T

his
finishes

the
proof.
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B
D

etailsofB
row

serV
Table

6
denotes

the
volatile

variables
of

m
achine',w

hereas
Table

5
contains

the
interface

of',i.e.,
its

ports
and

m
essages

expected.
W

e
describe

the
functions

and
predicates

used
in

the
brow

ser
m

odel
as

follow
s:

T
he

I/O
autom

ata
in

Section
3.5

use
severalpredefined

predicates
and

functions.
T

he
func-

tion �tuÊ 9|]q² �]�$�½
w

ith �tuÊ 9|]qW¹¬�mÅ~� }$svu� n1u�lXIY
kml�  9|]q

determ
ines

the
channel

type
corresponding

to
the

argum
ent �]�$�.

If
the

address
is

H
T

T
PS

the
channel

type
is s�q �$�pz{q,

in
other

casesw o1s�q �$�pz{q.
T

he
functions |$n1u�l² �]�$�½ W¹¬�mÅ~� }$svu� n1u�lXIY

¹¬�mÅ~� }$svu, |$n1u�l² �]�$�½ W¹¬�mÅ~� }$svu� n1u�lXZY
¹¬�mÅ~� n1u�l,

and -��rq$z ² �]�$�½ W¹¬�mÅ~� }$svu� n1u�lXIY
¿Ã

return
parts

of
an

U
R

L
argum

ent �]�$�.
T

he
predicate

���Ìn1u��$l²\[ Ç ��]¸�[ Ç ��]
°�É§½w

ith ���Ìn1u��$l^W¿ÃòÂ¿ÄÃ XZY
' }9}_1checks

w
hetherthe

param
eternam

es
of[ Ç ��]

and
the

user
inputs[ Ç ��]

°�É
m

atch.
T

he
function ���q$z3 q²\[ Ç ��]¸�[ Ç ��]

°�É§½ W¿Ã�Â¿ÄÃ XIY
¿ÄÃ

m
erges

a
given[ Ç ��]

w
ith

the
user

inputs[ Ç ��]
°�É

to
a

new
form

.
T

he
predicate |$n$z�sºn2K21�q² ]½ W¿ÌÃ XIY

' }9}_1
checks

w
hether

m
essage ]

is
parsable

according
to

the
H

T
T

P
specification

for
H

T
T

P
responses.

T
he

function 1�q�n2DFErs�q$z�$q$z²HG½
w

ith 1�q�n2DFErs�q$z�$q$zAW²�¿�Ã ½�`�aFbdc�egfM` XIY
²�¿ÄÃ�Â¿ÄÃ ½�Ã

generates
a

finite
sequence

of
nam

e
and

value
pairs

thatm
odelan

inform
ation

flow
from

the
currentvariable

assignm
entsG

into
the

brow
ser’s

com
m

unication
w

ith
a

server.
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Port
Type

Param
eters

D
escription

��Mh�
��i�� �Qj

L
eak

com
m

and
from

O
S

��� �h�
i�� �Qj

�lk�m� �Â���
Info

leakage
ofn

to
O

S
o��� �Qph�

Inputs
from

user�
�� ���� � ���y� ���

q �����Y���, ¦ ��r
:� �¢¡�£ � ����s���~

Inputin
address

line
���� oMo��� � ���y� ���

q �����Y���, ¦ ��r
:� �¢¡�£ � ����s���~

C
licking

ofa
link

��QtQu� �v�$��u
q �����Y���,w �Y���, ¦ ��r�� �¢¡�£ � ����s���~

Subm
ission

ofa
form

�*~ �����Fi�*~ �� o�
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C

onsentto
sec

level
��������������� �

q �����Y���, �
: � ��º���Fx �dy�y��z��� ��, � �����Y���

R
esultofcertverify
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U
serauthentication

���,� r¥ �n �Y�~i
i�� o�F�

U
serlogs

offfromn
o����h p���

O
utputs

to
user�

�F���y�J�
q �����Y���, ���}�¥ ���?���� y�y� ���

E
rrornotification

� �����tQi� �~�� �
q �����Y���, ������� �� �¢¡�£ � ���, � �����Y���,

A
channelw

as
established
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�~ �����Fi �~ �� o�
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C

hannelsec
levelchanged

� ����}�¥ �J�~����Qx�
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q �����Y���, ������� �� �¢¡�£ � ���, � �����Y���
R

equestto
verify

cert
�y������� ���� �� �~

q �����Y���, ������� �� �¢¡�£ � ���, � �����Y���,
R

equestforuserauth
� ����}�¥ �J�~����Qx�

�~��?�x �o�
q �����Y���,w �Y���, � ���«�Y���

R
endering

a
payload

page
��Fi vh�, ��Fi vh�

Selfdelegation
ofbrow

sern
���� oMo�F� � ���y� ���

¦ ��r�� �¢¡�£ � ����s���~
Triggers

a
redirect

��QtQu� �v�J��u
w �Â���, ¦ ��r�� �¢¡�£ � ����s���~

Scripted
form

subm
ission

�~ �����Fi ��Mh�
Inputs

from �� �:�~ ��
� �:��Fx �� �

� �����Y���, ������� �� �¢¡�£ � ���, � �����Y���
Serveraccepted

channel
�y� ��*�����

� �����Y� �,w �Y� �
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