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Abstra
t

We 
ompare four re
ent systems whi
h have often

been 
ited together, yet whi
h have signi�
ant, subtle

di�eren
es. We argue that the systems are not as

inter
hangeable as others have suggested, attempt to


orre
t 
ommon mis
on
eptions about the systems,

and suggest several potentially ri
h avenues of future

work.

1 Introdu
tion

In 2003, three separate 
redential systems were in-

trodu
ed whi
h have very similar 
apabilities. Most

notably, they allow 
redential 
ontents to be used di-

re
tly in a

ess 
ontrol pro
esses, leading to systems

in whi
h 
redentials 
an be used without ever be-

ing dis
losed. All 
an be implemented using pairing-

based 
ryptography, a re
ent trend in 
ryptography

whi
h has fa
ilitated 
onstru
tion of several interest-

ing new 
onstru
ts, most notably Identity-Based En-


ryption (IBE), �rst proposed by Shamir in 1984, but

not su

essfully implemented until 2001.

The �rst system proposed was 
alled Se
ret Hand-

shakes [1℄, and des
ribed a key agreement proto
ol

useful for resolving poli
y 
y
les and maintaining pri-

va
y against anonymous peers on a network. Then


ame Oblivious Signature Based Envelopes (OSBE)

[9℄, whi
h allows messages to be en
rypted against

a 
erti�
ate's signature. The signature itself serves

as the 
redential, and needs never be dis
losed to

the message sender. Finally, Hidden Credentials [7℄

were introdu
ed, allowing messages to be en
rypted

against 
omplex poli
ies, prote
ting poli
ies from

leaking to unquali�ed re
ipients and allowing re
ipi-

ents to use 
ombinations of 
redentials without even

a
knowledging their existan
e. All three s
hemes, as

well as the CA-Oblivious En
ryption s
heme given in

[4℄, give proofs of se
urity in the random ora
le model

(ROM).

Sin
e then, a 
urry of papers have been written

in this new vein of resear
h, most of whi
h 
ite

all three systems as related work. However, many

have missed subtle but signi�
ant di�eren
es between

them. For instan
e, a paper titled \Se
ret Hand-

shakes from CA-Oblivious En
ryption" [4℄ gives a

Computational DiÆe-Hellman (CDH) implementa-

tion of Se
ret Handshakes based 
losely on the de�-

nition of OSBE, but requires a property unspe
i�ed

in the OSBE de�nition, leaving it an open question

whether OSBE's abstra
t requirements are suÆ
ient

to 
reate Se
ret Handshakes. The paper also 
laims

in passing to provide the needed ingredients for a

Hidden Credentials implementation, a 
laim whi
h

we examine more 
losely in se
tion 4.1.1.

In this paper, we examine ea
h system individually

(in alphabeti
al order), dis
uss its relation to ea
h of

the others, and in several 
ases detail previously un-

explored 
ompatibilities and in
ompatibilities. Note

that only Hidden Credentials and CA-Oblivious En-


ryption seem to fully provide the requirements of the

other systems as spe
i�ed. Also note that only OSBE

and Hidden Credentials have been 
onsidered in the


ontext of 
omplex a

ess 
ontrol poli
ies, and that

while CA-Oblivious, OSBE and Hidden Credentials

systems are all fundamentally based on preserving se-


re
y of plaintexts against unquali�ed re
ipients, Se-
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ret Handshakes are unique in being fundamentally

a key agreement proto
ol.

This paper is not merely a survey of existing

work, 
ondensing and summarizing information al-

ready available in the literature. Rather, it summa-

rizes existing work as a basis for demonstrating that

several generalizations made in the literature are not

in fa
t true, then proposing ways to in
rease 
ompat-

ibility between the systems.

In parti
ular, we propose a 
omplete implemen-

tation of Hidden Credentials from CA-Oblivous En-


ryption in se
tion 4.1.1, whi
h presents several in-

trinsi
 diÆ
ulties hitherto ignored in the literature.

2 Common Chara
teristi
s

The most interesting 
ommon feature of the systems

des
ribed here is their ability to integrate en
ryption

with a

ess 
ontrol. Whereas traditional a

ess 
on-

trol systems work by using 
ryptography to prove

attribute values to other parties in order to enable

release of a resour
e, su
h as opening a door or deliv-

ering a do
ument, these systems work by making the

attribute values themselves the keys to the servi
e.

This turns the tables in the honest users' favor, ob-

viating 
onundrums about whi
h party should have

to be the �rst to dis
lose attributes, resolving pol-

i
y deadlo
ks, and redu
ing both the 
ryptographi


proofs and impli
it a
knowledgements whi
h must be

entrusted to external, potentially untrustworthy par-

ties with whom we nonetheless need to a

omplish

transa
tions.

Paradoxi
ally, despite providing su
h interesting

priva
y features, most of the systems des
ribed here

don't even allow users to generate their own private

keys; 
redentials are issued and potentially logged by

the Certifying Authorities (CAs), who have the abil-

ity to impersonate any user and eavesdrop on any

transa
tion. It has yet to be seen whether the priva
y

features taken for granted in traditional systems 
an

be applied to these new systems as well.

3 System Overviews

In this se
tion, we brie
y des
ribe the abstra
t re-

quirements of ea
h system, giving implementation de-

tails when they are ne
essary for the dis
ussion in the

next se
tion, whi
h dis
usses how the systems 
an be

related to ea
h other.

3.1 CA-Oblivious En
ryption

CA-Oblivious s
hemes [4℄ are built on PKI-enabled


ryptosystems, whi
h are de�ned in terms of �ve

fun
tions. An Initialize routine sets up global pa-

rameters. CAInit establishes CA publi
 and private

values. Certify is used by CAs to issue a publi


token ! and se
ret trapdoor t 
orresponding to any

attribute string it wishes to 
ertify. Message re
ipi-

ents provide ! along with a nym to message senders,

who pass this value to Re
over. Re
over returns the

publi
 key PK required by en
ryption fun
tion En
.

The re
ipient then passes her se
ret value t and the


iphertext to De
 to re
over the sender's message.

Be
ause senders must obtain a publi
 value from re-


ipients before en
rypting, table 1 lists this system as

a publi
 key 
ryptosystem.

For su
h a PKI-enabled 
ryptosystem to be CA-

Oblivious, it must be both Sender Oblivious and

Re
eiver Oblivious. Sender obliviousness ensures

that users 
an safely release their ! values without

leaking information about whi
h CAs issued their


redentials. Re
eiver obliviousness ensures that un-

quali�ed re
ipients 
annot distinguish valid messages

en
rypted against a parti
ular CA from random data.

The authors de�ne indistinguishability games for

these properties for a one way en
ryption system,

then mention that su
h a system 
an then be ex-

tended to provide CPA and CCA se
urity using

standard transformations. Their implementation is

unique in relying on the long-standing Computa-

tional DiÆe Hellman (CDH) assumption, as well as

being trivially implemented under the Bilinear DiÆe

Hellman (BDH) assumption used by identity-based


ryptosystems. In passing, the authors also suggest

a 
onstru
tion whi
h allows CAs to 
ertify a 
reden-

tial without learning the trapdoor se
ret. This fea-

ture is an important 
onsideration among the systems
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CA-Oblivious Hidden Credentials OSBE Se
ret Handshakes

En
ryption Publi
 key Identity-based Intera
tive Key Agreement

Assumption BDH,CDH BDH,CDH(note 1) BDH,CDH,QR,RSA BDH,CDH,RSA

Roles/Attributes

p p p p

Complex poli
y support

p

(note 2)

Hidden Poli
y Support

p

Non-omnis
ient CA

p

Multi-show

p

Use with existing 
erts

p

Traitor tra
ing

p

Can implement:

Se
ret Handshakes

p p p

OSBE

p p p

Hidden Credentials (note 1)

p

CA-Oblivious

p p

Table 1: Approximate feature 
omparison; see text for spe
i�
s. Note 1: See se
tion 4.1.1 for details on

implementing Hidden Credentials with CA-Oblivious En
ryption. Note 2: Later systems GOSBE [10℄ and

OACerts [8℄ added 
omplex poli
y support and sele
tive dis
losure.

we examine here, whi
h o�er extremely good priva
y

prote
tion for parties yet leave CAs almost entirely

omnipotent.

3.2 Hidden Credentials

Hidden Credentials s
hemes have four fun
-

tions: CA Create(), CA Issue(nym; attribute),

HC

E

(M;nym;P ), and HC

D

(C;Creds), whi
h


reate a CA, issue users a se
ret 
orresponding

to the 
erti�ed attribute about nym, en
rypt M

based on a poli
y P of attributes whi
h nym

must possess as 
erti�ed by spe
i�ed CAs, and

de
rypt a 
iphertext C using the 
redentials in

Creds. To implement their system, they de-

�ned fun
tions C = HC

simpleE

(R; nym; p) and

R = HC

simpleD

(C; s), whi
h en
rypt and de
rypt a

resour
e R 
ontingent upon a single term poli
y p

that requires the re
ipient's knowledge of se
ret s

from a parti
ular CA 
orresponding to nym and a

spe
i�ed attribute. They then 
onstru
ted a simple

se
ret splitting s
heme whi
h se
urely implements

the multi-term poli
y a

epting HC

E

given a se
ure

single-term fun
tion HC

simpleE

. Be
ause message

senders require only an identity string (nym) to

en
rypt, we 
lassify this system as identity-based in

table 1.

The unique se
urity requirement of a Hidden

Credentials system [7℄ is 
alled Credential In-

distinguishability, meaning that 
iphertexts en-


rypted against di�erent single-element poli
ies us-

ing HC

simpleE

must be indistinguishable to an at-

ta
ker not possessing any of the 
orresponding 
re-

dentials. A later paper [3℄ formalized the notions

of Poli
y Indistinguishability, in whi
h 
ipher-

texts en
rypted against multiple-element poli
ies are

se
ure against unquali�ed atta
kers. Further work

[6℄ makes even more extreme priva
y guarantees, us-

ing oblivious transfer and se
ure fun
tion evaluation

to 
onstrain the information even quali�ed re
ipients


an infer from a transa
tion.

Hidden Credentials are given a 
on
rete implemen-

tation using the Boneh-Franklin IBE, whi
h was then

optimized in the later paper. That IBE is based

on the Bilinear DiÆe-Hellman (BDH) assumption,

whi
h is des
ribed along with the IBE in [2℄.

3.3 Oblivious Signature-Based En-

velopes

Whereas Se
ret Handshakes are de�ned as a key

agreement proto
ol and Hidden Credentials are de-

�ned as an en
ryption fun
tion, OSBE is de�ned as
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an intera
tive proto
ol. The original paper [9℄ de�nes

four parties, a CA, a message sender S, a quali�ed

re
ipient R1 and an unquali�ed re
ipient R2.

A message M is sent in a three phase pro
ess. In

the Setup phase, the CA distributes system param-

eters and a se
ret to R1. In the Intera
tion phase,

S attempts to send M to either R1 or R2. In the

Open phase, the re
ipient attempts to de
rypt M .

An OSBE s
heme must satisfy three properties. It

must be sound, meaning that quali�ed re
ipients 
an

su

essfully re
over messages they are quali�ed to re-


eive. It must be semanti
ally se
ure against the

re
eiver. It must be oblivious, meaning that the

sender 
annot distinguish between quali�ed and un-

quali�ed re
ipients (equivalent to the \sender oblivi-

ous" property de�ned for CA-Oblivious systems).

Later work spe
i�ed Generalized OSBE (GOSBE)

[10℄, whi
h allows messages to be en
rypted against

a boolean poli
y, mu
h like the original Hidden Cre-

dentials system. Even more re
ently, OACerts were

introdu
ed [8℄, whi
h add more sophisti
ated pol-

i
y semanti
s, sele
tive dis
losure and zero-knowledge

proofs. See below for 
omparison with the poli
y sup-

port in Hidden Credentials.

OSBE has the most di�erent implementations

among the systems dis
ussed here, in
luding an RSA

implementation as well as implementations under

both the Boneh-Franklin and Co
ks IBE systems,

whi
h operate under the BDH and Quadrati
 Residue

(QR) assumptions, respe
tively.

OSBE's RSA-based implementation means it 
an

be used with existing, traditional RSA-signed 
erti�-


ates and trust negotiation proto
ols to resolve poli
y


y
les and obtain some of the priva
y advantages of-

fered by these new systems.

3.4 Se
ret Handshakes

The abstra
t de�nition for a se
ret handshake

s
heme as given in [1℄ 
omprises �ve fun
-

tions: SH:CreateGroup(G) 
reates a group of

users G, returning the group se
ret GroupSe
ret

G

.

SH:AddUser(U;G;GroupSe
ret

G

) returns the se-


ret UserSe
ret

U;G


orresponding to user U's mem-

bership in G. U may be a simple nym, or a 
on-


atenation of a nym and role. SH:Handshake(A;B)

ensures that B learns whether A 2 G only if

B 2 G, and that A learns whether B 2 G only

if A 2 G. SH:Tra
eUser(T ) given a trans
ript

T, returns whi
h users parti
ipated in the transa
-

tion. SH:RemoveUser(RevokedUserList; U) adds

U to the list of revoked users.

SH.Handshake is given a 
on
rete implementation

for pairing-based key agreements, PBH.Handshake,

whi
h is based on the BDH assumption and involves

a very simple proto
ol that outputs a shared se-


ret upon su

essful 
ompletion. The CA-Oblivious

s
heme already dis
ussed was designed to implement

Se
ret Handshakes [4℄. Vergnaud also gave several

variants of an RSA-based implementation of Se
ret

Handshakes [11℄.

3.4.1 Se
ret Handshake Se
urity

Impersonation resistan
e implies that any poly-

nomial time bounded adversary that has 
orrupted

no users from the group has a negligible advantage

in 
onvin
ing a valid user that it is a member of the

group.

A Se
ret Handshake s
heme with imposter tra
-

ing is one in whi
h, given the trans
ript of a session

between an adversary and a valid user, group admin-

istrators have approximately the same probability of

dete
ting what user se
rets have been 
ompromised

as the adversary has in impersonating a valid user.

A s
heme has dete
tion resistan
e if adversaries

have negligible 
han
es of distinguishing group mem-

bers from nonmembers. Dete
tor tra
ing is then

de�ned analogously to imposter tra
ing.

Later, the authors also des
ribed forward repudi-

ability, indistinguishability to eavesdroppers, 
ollu-

sion resistan
e and unlinkability. Forward repudi-

ability means that users are not left with 
rypto-

graphi
 proof of a partner's group membership af-

ter a transa
tion. Indistinguishability to eavesdrop-

pers and 
ollusion resistan
e follow from the earlier

properties. Unlinkability is trivially a
hieved by us-

ing one-time pseudonyms, and has also been a
hieved


ryptographi
ally [12℄.
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4 Cross-system Implementa-

tions

Here we 
onsider 
laims about whi
h systems 
an be

used to implement the others. Sin
e Se
ret Hand-

shakes alone require that both parties have a 
reden-

tial from the same issuer, they show no immediate

promise in being used to implement the other sys-

tems.

4.1 CA-Oblivious En
ryption

Se
ret Handshakes from CA-Oblivious En
ryption is

the title of the paper whi
h introdu
es CA-Oblivious

En
ryption. The authors give a generalized four-

round proto
ol for implementing Se
ret Handshakes,

then o�er a three-round proto
ol whi
h works using

a zero-knowledge signature of knowledge of t.

The authors also point out that their spe
i�
a-

tion of sender obliviousness 
orresponds dire
tly with

OSBE's obliviousness requirement, whereas OSBE

has no 
orresponding re
eiver obliviousness property.

Consequently, they 
laim their system (or, presum-

ably, a transformed CPA-se
ure version thereof) is

always a 
orre
t OSBE implementation.

4.1.1 Hidden Credentials from CA-Oblivious

En
ryption

The authors of the CA-Oblivious s
heme 
laim in

passing that their s
heme 
an be used to implement

Hidden Credentials. While Re
eiver Obliviousness is

virtually identi
al to the Hidden Credentials de�ni-

tion of Credential Indistinguishability, the ! values

used by CA-Oblivious en
ryption present a problem.

In the Hidden Credentials proto
ol given in se
tion

6 of [7℄, Ali
e and Bob �rst ex
hange nyms. Then Al-

i
e en
rypts her resour
e request using HC

E

against

Bob's nym and a poli
y spe
ifying what 
redentials

Bob must possess if he is to understand her poten-

tially very sensitive request. Bob responds with the

resour
e Ali
e requested, en
rypted against Ali
e's

nym, the poli
y prote
ting the resour
e, and any poli-


ies prote
ting Bob's 
redentials whi
h he has impli
-

itly revealed by demonstrating that he understood

Ali
e's request. Throughout the proto
ol, it is as-

sumed that ea
h parti
ipant's 
redentials were all is-

sued using the same nym.

Implementing the proto
ol using CA-Oblivious

Hidden Credentials, Ali
e and Bob 
an still have their


redentials issued to a 
onsistent nym, but ea
h 
re-

dential will have a di�erent value !. Ali
e and Bob


an ea
h send their n values of ! along with their

nyms, in
urring an O(n) overhead, and the sender

obliviousness of the CA-Oblivious s
heme guarantees

that these values do not leak information about the

issuing CAs. However, in doing so they dis
lose the

number of 
redentials they possess. This type of leak

is not formally de�ned in the Hidden Credentials sys-

tem, but does present an un
omfortable dis
losure in

a system designed for extremely sensitive 
redentials

and a

ess 
ontrol poli
ies. It may be possible for Al-

i
e and Bob to add additional, bogus values of ! to

their message, 
onverting the dis
losure from a quan-

ti�er to an upper bound in ex
hange for additional

network and 
omputational overhead. If we a

ept

this dis
losure, then CA-Oblivious en
ryption's de-

�ned fun
tions 
an be used to implement the required

Hidden Credentials fun
tions, listed in bold:

� CA Create: Call Initialize, then

CAInit. De�ne a one to one fun
tion

ID = join(nym; attribute) that maps the

hnym; attributei pairs used by Hidden Cre-

dentials to the single-string values ID used by

CA-Oblivious en
ryption.

� CA Issue(nym; attribute): Return ht; !i =

Certify(join(nym; attribute)).

� HC

simpleE

(R;nym;p;
): Let

hattribute; CA pubi = p.

Return C = h


1

:::


n

i

j


i

= En


PK

i

(R)

jPK

i

= Re
over(CA pub; join(nym; attribute); !

i

)8!

i

2




� HC

simpleD

(C; T ): Return

S

De
(


i

; t

i

)8ht

i

; !

i

i.

� HC

E

(R;nym;P;
): Call HC

simpleE

for ea
h

p 2 P as required by the se
ret splitting s
heme

to produ
e 
iphertext C.
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� HC

D

(C; T ): Also un
hanged. Returns R i� T


ontains a satisfying set for P .

Note the addition of 
 to HC

simpleE

and HC

E

.

The requirement of 
 ex
hange prevents the imple-

mentation's use in appli
ations des
ribed in [7℄ where

the pseudonym ex
hange step 
an be omitted due to


onventions su
h as setting nym to ea
h user's IP ad-

dress or domain name, and re
e
ts our 
lassi�
ation

of CA-Oblivious en
ryption as a publi
 key 
ryptosys-

tem rather than an identity-based system.

After re
eiving the 
 values, the sender 
reates

a 
iphertext for ea
h ! 2 
 ea
h time HC

simpleE

is 
alled. For the improved se
ret splitting s
heme

given in [3℄, this produ
es the expe
ted O(n) in
rease

in spa
e. But the original s
heme in [7℄ uses nested


alls to HC

simpleE

to implement AND operations in

poli
y expressions, progressively en
rypting the re-

sour
e against ea
h of the required attributes. This


auses an exponential blowup in 
iphertext size for

this implementation whi
h 
an be avoided by mod-

ifying HC

simpleE

to return a single en
ryption of R

under a random key along with a ve
tor of en
ryp-

tions of the random key, instead of a ve
tor of en-


ryptions whi
h must ea
h be at least as long as the

input plaintext.

Sin
e En
 has CCA2 se
urity and Re
eiver Obliv-

iousness, HC

simpleE

has the requisite se
re
y and

Credential Indistinguishability, and 
an safely be

used with either the original or improved se
ret split-

ting s
hemes to 
onstru
t HC

E

.

4.2 Hidden Credentials

While Hidden Credentials are most diÆ
ult to im-

plement, they provide the simplest implementations

of the other three systems. Sin
e Hidden Cre-

dentials implement CA-Oblivious en
ryption, and

CA-Oblivious en
ryption implements OSBE and Se-


ret Handshakes, Hidden Credentials 
an obviously

also implement these systems. OSBE's fundamental

soundness and semanti
 se
urity against the re
eiver

are trivially provided by Hidden Credentials. OSBE's

obliviousness property is virtually identi
al to the

Sender obliviousness required by CA-Oblivious sys-

tems, and is thus also trivially a
hieved by Hidden

Credentials systems.

4.3 CA-Oblivious En
ryption from

Hidden Credentials

The se
urity properties required to implement Hid-

den Credentials are almost exa
tly the same as

those required for CA-Oblivious en
ryption. Every

CA-Oblivious 
ryptosystem must be both Sender

Oblivious and Re
eiver Oblivious.

Sender obliviousness means that message senders


annot learn what CAs have issued the 
redentials

held by message re
ipients. Sender obliviousness is

ne
essary in the implementation given in [4℄ be
ause

re
ipients must provide a value ! to message senders

allowing them to 
onstru
t the re
ipient's publi
 key,

and this value is mathemati
ally related to the re-


ipient's 
redential. Sin
e the Hidden Credentials

en
ryption fun
tion requires no su
h value, and in

fa
t involves no intera
tion with message re
ipients,

sender obliviousness is trivially a
hieved by de�ning

Re
over and ! to be null.

Re
eiver obliviousness, 
onveniently, is a dire
t

analog to the Credential Indistinguishability required

by Hidden Credentials. Thus, any Hidden Creden-

tials system trivially implements CA-Oblivious en-


ryption.

4.4 CA-Oblivious En
ryption from

OSBE

Sin
e OSBE de�nes no notion 
omparable with the

\re
eiver oblivious" property in [4℄, implementing

CA-Oblivious and Hidden Credentials en
ryption is

immediately problemati
. While the OSBE paper

gives a straightforward implementation using IBE,

and both the CA-Oblivious En
ryption and Hidden

Credentials papers dis
uss their relation to IBE at

length, it is worth noting that the RSA-OSBE is

trivially shown not to be re
eiver oblivious. Given

two CAs with RSA moduli n; n

0

, where n > n

0

, any

passive observer has an advantage distinguishing be-

tween messages redu
ed by the di�erent moduli (as

required by the en
ryption pro
ess) sin
e some 
i-

phertexts redu
ed modulo n will be greater than n

0

.
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However, te
hniques proposed my Desmedt [5℄ might

prove useful in pat
hing this leak.

4.5 Hidden Credentials from OSBE

Like the CA-Oblivious s
heme, some OSBE imple-

mentations assume that users provide tokens whi
h


orrespond to their 
redentials, 
ausing further prob-

lems for Hidden Credentials implementations as de-

s
ribed in se
tion 4.1.1.

The OSBE and GOSBE proto
ols also spe
ify that

message re
ipients provide the text of their 
erti�-


ates minus the CA signature, or fabri
ate a 
er-

ti�
ate if they don't have one, whenever a message

sender wishes to deliver a message. This assumes

that the re
ipient knows what 
redential the sender

is looking for, implying that the sender is willing to

dis
lose his poli
y before initiating the OSBE proto-


ol. In 
ontrast, Hidden Credentials systems go to

great lengths to prote
t even impli
it 
hara
teristi
s

of poli
ies from being dis
losed to unquali�ed re
ip-

ients, and assume that 
lients may have 
redentials

they are unwilling to even a
knowledge they possess.

OACerts add unique poli
y operators and sele
tive

dis
losure features not found in base Hidden Creden-

tials systems, but still assume that poli
ies and 
er-

ti�
ate 
ontents (whi
h may in this 
ase 
ontain only

obs
ured 
ommitments to a
tual values) are dis
losed

before the proto
ol 
ommen
es, suggesting that al-

though OSBE and Hidden Credentials are super�-


ially similar, they ultimately serve di�erent priva
y

needs.

4.6 Se
ret Handshakes from OSBE

Vergnaud gives an RSA-based implementation [11℄

of Se
ret Handshakes, suggesting that perhaps RSA-

OSBE 
ould also lead to a Se
ret Handshake s
heme

with or without satisfying the re
eiver obliviousness

requirement of CA-Oblivious En
ryption.

5 Con
lusion

Our results suggest that Hidden Credentials are most

versatile in implementing other systems, but 
orre-

spondingly have the most demanding spe
i�
ations

to meet. Hidden Credentials also most aggressively

prote
t elements of a transa
tion su
h as the size of

the sender's poli
y and the re
eiver's number of 
re-

dentials. CA-Oblivious en
ryption provides the most

reliable underlying assumption and has the potential

to implement ea
h of the other systems, while OSBE

o�ers the largest range of underlying assumptions as

well as the most ri
hly varied set of poli
y operations.

Se
ret Handshakes show promise in having unlinkable

multi-show 
redentials.

In ea
h 
ase, the systems have signi�
ant di�er-

en
es from ea
h other, and while they 
an sometimes

be used to implement ea
h other, no one system is

a dire
t drop-in repla
ement for another. Authors

should take 
are when 
hoosing systems and 
har-

a
terizing them in related work summaries to avoid

misappraising their feature sets.

6 Future Work

Hidden Credentials would greatly bene�t from CA-

Oblivious En
ryption's underlying CDH assumption

and the potential for issuing without omnis
ient

CAs, although the transformation may 
ome at a

signi�
ant 
omputational and 
ommuni
ations 
ost,

providing another avenue for future work. With

strengthened requirements, OSBE's poli
y expres-

siveness 
ould be used to strengthen any of the other

systems. k-Anonymity features from Se
ret Hand-

shakes would also be a great boon to ea
h of the other

systems. Hidden Credentials' attention to priva
y

suggests that the other systems might bene�t from

additional s
rutiny as to details impli
itly leaked by

a transa
tion, and the te
hniques in [6℄ might be 
om-

bined with the features suggested in [8℄ to 
reate even

ri
her poli
y semanti
s than are 
urrently available.
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