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Abstract. We present an attack on a new short signature scheme from
bilinear pairing proposed by Okamoto et al. at ITCC’05. We show that
any one can derive the secret key of the signer from any two message-
signature pairs and so can forge the signer’s signature for any message.
This means the scheme is totally broken.
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1 Introduction:

Digital signature schemes allow a signer to transform any arbitrary message into
a signed message, such that anyone can verify the validity of the signed message
using the signer’s public key, but only the signer can generate signed messages.

Proxy signature is a type of signature, it was first introduced by Mambo,
Usuda, and Okamoto in 1996 [3]. The proxy signature schemes allow proxy sign-
ers to sign messages on behalf of an original signer. Such signatures have found
numerous applications, particularly in distributed computing where delegation
of rights is quite common.

Short digital signatures are always desirable. They are necessary in situations
in which humans are asked to manually key in the signature or when working in
low-bandwidth communication environments. They are also useful in general to
reduce the communication complexity of any transmission.

Recently, T. Okamoto, A. Inomata and E. Okamoto proposed a new and short
signature scheme at ITCC’05, they also proposed a new proxy signature scheme
based on their signature scheme. They claimed that their schemes were secure
and efficient, especially for signing phase. However, in this letter, we present an
attack on Okamoto et al.’s short signature scheme. We show that any one can
derive the secret key of the signer from two message-signature pairs and so can
forge signature for any message. Since Okamoto et al.’s proxy signature scheme
is based on their new signature scheme, so the proxy signature scheme is not
secure too.



2 Okamoto et al.’s New Short Signature Scheme

We first review Okamoto et al. [4]’s short signature scheme at ITCC’05 in brief.
Let G; be an additive group whose order is a prime ¢, and Go be a multi-
plicative group of the same order ¢q. Let e : G; X G; — G5 be the bilinear pairing
with the following properties (For more knowledge about bilinear pairing, refer
o [1,2]):
1. Bilinearity: e(aP,bQ) = e(P,Q)* for all P,Q € G1,a,b € Z,
2. Non-degeneracy: There exists P, Q) € G; such that e(P,Q) # 1, in other

words, the map does not send all pairs in G; x G; to the identity in Go;
3. Computability: There is an efficient algorithm to compute e(P, Q) for all

P,Q € G;.

Let P be a generator of Gj.
The system parameters are (G1, Go, e, ¢, P,H), here H : {0,1}* — Z, is a
hash function.

Key Generation. Randomly select 7, s €g Z, and compute g = e(P, P), =
sP, v =¢g" and S = %P. The public key is (g, Vi, v2). The secret key is (r,.5).

Signing: Given a message m, compute e = H(m) and o = (r + ¢)S. The
signature for the message m is o.

Verification: Compute e = H(m) and verify that
e(Vi, o) = veg°.

About the correctness and the security analysis of the scheme refer to [4].

3 Cryptanalysis of Okamoto et al.’s Signature Scheme

In this section, we show that Okamoto et al.’s signature scheme is not secure.
Any one can recover the secret key of the signer from any two message-signature
pairs and so can forge the signer’s signature for any message.

Assume that A is an adversary. The details of this cryptanalysis are described
as follows:

A obtains two different message-signature pairs (this is easy), e.g., (m1,01)
and (ma,09), then A can compute

((H(m1) — H(mz))~" mod g)(o1 — o2).
In fact, this is the secret key S of the signer. This is because

(H(m1) — H(m2)) ™! mod q)(01 — 02)
= (e1 —e2) ' ((r+e1)S — (r+e2)S5)
(61 ) 1(618 — 625)

=5



Then A can obtain 7S = o1 — H(m1)S. Now, A can forge the signer’s signature
for any message using S, rS: For any message m, A can forge the signature as 0 =
7S+ H(m)S. This means that we totally broke Okamoto et al.’s short signature
scheme. Our attack can be used to break Okamoto et al.’s proxy signature scheme
because the proxy signer uses Okamoto et al.’s short signature scheme to issue
proxy signature, so their proxy signature scheme is not secure too.

4 Conclusion:

Short signatures are important in low-bandwidth communication environments.
In this letter, we showed that Okamoto et al.’s short signature scheme from
bilinear pairing proposed at ITCC’05 is not secure. We proposed an attack on it
such that any one can derive the secret key of the signer from any two message-
signature pairs.
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