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1 Introdu
tion

In this paper, we propose a new 
on
ept \Meta Ring Signature". In Digital

Signature, �rst a private key is pi
ked. Next, the publi
 key is obtained in

terms of the private key. Then we 
an sign on to a message with the private

key. In other words, a signature is 
al
ulated from the private key and a

message. Suppose that a signature works as a publi
 key, we may realize

a new digital signature \Meta Signature". In Meta Signature, �rst a user

generates a signature referred to as base signature. Next the signer of a base

signature 
an generate another signature referred to as meta signature, to

sign on to another message. A publi
 veri�er veri�es the soundness of a base

signature by using the signer's publi
 key. Then the publi
 veri�er 
an verify

the soundness of a meta signature by using the base signature without any

publi
 key. Here, the soundness of a base signature means that the base

signature is generated by using the private key 
orresponding to the publi


key. Thus, a base signature is an ordinary digital signature. On the other

hand, the soundness of a meta signature means that the meta signature is

generated by using the same private key as generating the base signature.

Naturally on pra
ti
al use, Meta Signature is worthless if the base signature

is an ordinary digital signature. Be
ause we must use the publi
 key of base

signature s
heme to verify the base signature. However, some well known

signature s
hemes have the property of signer's anonymity, su
h as Group

Signature[1℄, Ring Signature[2℄, et
. Generally in these signature s
hemes,

any member of a group 
an generate a signature su
h that a publi
 veri�er


an verify the fa
t that the signature is generated by someone belongs to the

group or not, though the veri�er 
annot identify the signer. If we use one
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of su
h signature s
hemes as the base signature s
heme, the signer of a base

signature 
an generate meta signature to sign on to another message. Then a

publi
 veri�er 
an judge that the base signature and the meta signature have

generated by the same user or not without loosing the signers anonymity.

However, signature s
hemes with the property, \Linkability", 
an a
hieve

a similar fun
tion. For example, in the s
hemes su
h as Linkable SAG sig-

nature

1

[3℄, Linkable Group signature[4, 5℄, publi
 veri�er 
anjudge whether

two di�erent signatures are generated by the same user or not.

Suppose that we 
onstru
t \Meta Ring signature on Ring signature",

we refer it as \Meta Ring Signature" for short. Given the list of k base

signature, a signer 
an generate a Meta Ring signature, if there is a base

signature generated by the signer in the list. It is infeasible to identify whi
h

base signature is generated by the signer of Meta signature.

In this paper, we present a 
on
ept of Meta Ring Signature. We then

show the example of the way of 
onstru
ting of Meta Ring Signature from

Linkable SAG Signature and its appli
ation in Appendix A.

2 Con
ept of Meta Ring Signature

The Meta Signature is 
omposed of two layers of signature s
hemes. They

are a base signature layer and a Meta signature layer. For short, we refer

them as BSL and MSL, respe
tively. We treat signatures of BSL as the

publi
 keys of MSL. Given a list of BSL signatures L

S

, a user 
an generate

an MSL signature if and only if a BSL signature whi
h he or she generated is

in
luded in L

S

. Obviously, it is infeasible to identify the signer of a given BSL

signature. In MSL, it should be infeasible to identify whi
h BSL signature

in L

S

generated by the signer of a given MSL signature.

In this paper we refer to the Meta signature s
heme whose MSL is A and

BSL is B, as \Meta A on B" .

2.1 Base Signature Layer

We see that some signature s
hemes 
an be used as BSL. In this paper,

we show the 
ase where the BSL is Ring Signature. First, we review Ring

Signature as BSL.

The Ring Signature s
heme as BSL is 
omposed of three algorithms, i.e.,

key generation algorithm Gen

B

(), signing algorithm Sig

B

(), and veri�
ation

1

SAG Signature is A kind of Ring signature. It has the properties as same as Ring

Signature has, although the 
onstru
tion of SAG Signature text doesn't form a ring stru
-

ture.
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algorithm V er

B

(). For i = 1; : : : ; n, ea
h user U

i

generates his or her private

key x

i

, and publi
 key y

i

by using Gen

B

(). Let L

B

= fy

1

; : : : ; y

n

g be the list

of n members' publi
 keys.

Let an integer � be 1 � � � n, a user U

�


an generate a signature

�(m;L

B

) = Sig

B

(m;x

�

; L

B

) to sign on to a given message m. A publi
 ver-

i�er veri�es a given signature text �

B

(m;L

B

) with V er

B

(�(m;L

B

);m;L

B

).

V er

B

outputs \a

ept" if the signature �(m;L

B

) is generated with the pri-

vate key x

i


orresponding to a publi
 key y

i

in L

B

. Otherwise, V er

B

outputs

\reje
t". Generally, it is infeasible for publi
 veri�er to identify whi
h pri-

vate key was a
tually used in generating a given signature �(m;L

B

). In other

words, it is infeasible to identify the signer of a given signature. However, in

some signature s
hemes with signer's anonymity, su
h as Group Signature,

the signer 
an be identi�ed by the spe
ial authority.

2.2 Meta Signature Layer

2.2.1 BSL Signature as MSL Publi
 Key

In MSL, we treat BSL as the key generation algorithm. Let

L

S

= f�

1

(m

1

; L

B

); : : : ; �

j

(m

j

; L

B

); : : : ; �

k

(m

k

; L

B

)g

be the given list of k signatures of BSL. Note that all signatures in L

S

are

generated with the same publi
 key list, L

B

. In MSL, L

S

works as the list of

publi
 keys.

2.2.2 Signing

Let Sig

M

() be the signing algorithm of MSL. Let U

�

be the signer of BSL

signature �

�

(m

�

; L

B

). If �

�

(m

�

; L

B

) is in
luded in L

S

, su
h that

L

S

= f�

1

(m

1

; L

B

); : : : ; �

�

(m

�

; L

B

); : : : ; �

k

(m

k

; L

B

)g;

U

�


an generate the MSL signature �

M

(m

0

; L

S

) = Sig

M

(m

0

; x

�

; L

S

) to sign

on to a given message m

0

. At this time, U

�

uses his or her private key of

BSL, x

�

, as the private key of MSL, and uses BSL signature �

�

(m

�

; L

B

) as

the publi
 key of MSL 
orresponding to the private key x

�

.

Note that, depending on the MSL and/or BSL, we may have to use the

same random integer r to generate MSL signature and BSL signature as

follows:

�(m;L

B

) = Sig

B

(m;x

�

; L

B

; r); �

M

(m

0

; L

S

) = Sig

M

(m

0

; x

�

; L

S

; r):
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2.2.3 Veri�
ation

Let V er

M

() be the veri�
ation algorithm of MSL. A publi
 veri�er veri�es

a given MSL signature �

M

(m

0

; L

S

) with V er

M

(�

M

(m

0

; L

S

);m

0

; L

S

). V er

M

()

outputs \a

ept" if the MSL signature �

M

(m

0

; L

S

) is generated with the

private key x

j


orresponding to a BSL signature �

j

(m

j

; L

B

) in L

S

. Otherwise,

V er

M

() outputs \reje
t".

2.3 Se
urity Requirements

The se
urity requirements for a BSL depends on the signature s
heme used.

The se
urity requirements for an a
tual MSL may depend on the BSL. We

propose here the minimum requirements that the MSL should satisfy.

Meta Unforgeability Given the BSL signatures with no 
orresponding pri-

vate keys, an adversary 
annot forge an MSL signature for any message.

Base Signature Anonymity It is infeasible to identify whi
h BSL signa-

ture 
orresponds to the private key used to generate a given MSL sig-

nature.

In Appendix A, we present Meta LSAGS on LSAGS as an example of

Meta Ring Signature.

3 Con
lusion

We have presented the 
on
ept of Meta Signature. Parti
ularly we dis
ussed

on Meta Ring Signature.

We shall dis
uss other kinds of Meta Signatures, Meta Group Signature

on Ring Signature, Meta Ring Signature on Group Signature, and so on.

In addition, we shall dis
uss Meta publi
 
ryptography, the s
heme using

signature as publi
 key for en
oding. We think that the 
on
ept of the Meta

Signature 
an be one of the eÆ
ient way to enhan
e various signature s
hemes

systemati
ally.
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A Example of Meta Ring Signature

Re
ently, Liu, Wei, and Wong presented an interesting signature s
heme,

Linkable Spontaneous Anonymous Group Signature[3℄, LSAGS for short. We

show an example of the 
onstru
tion of Meta Ring signature, Meta LSAGS

on LSAGS.

A.1 Linkable Spontaneous Anonymous Group Signa-

ture

We introdu
e the Liu et al.'s LSAGS brie
y. Refer to [3℄ for details. The

LSAGS satis�es the following se
urity requirements.

Unforgeability Given the publi
 keys of all group members with no 
orre-

sponding private keys, an adversary 
annot forge a signature for any

message.

Signer Anonymity It is infeasible to identify whi
h private key was a
-

tually used in generating a given LSAGS signature to �nd out whi
h

member has generated a signature.
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Linkability Two LSAGS signature with the same publi
 key list L are linked

if they are generated with the same private key.

Let G = hgi be a group of prime order q. Let H

1

: f0; 1g

�

! Z

q

and

H

2

: f0; 1g

�

! G be hash fun
tions. For i = 1; : : : ; n, ea
h user U

i

pi
ks

his or her private key x

i

and then 
al
ulates the publi
 key y

i

= g

x

i

. Let

L = fy

1

; : : : ; y

n

g be the list of n members' publi
 keys.

A.1.1 Signing

To sign on to a given message m 2 f0; 1g

�

, a user U

�


al
ulates the signature

�(m;L) = LsagSig(m;x

�

; L). LsagSig() is the signing pro
edure given as

follows:

Step 1 :Cal
ulate h = H

2

(L) and ~y = h

x

�

.

Step 2 :Pi
k u 2Z

q

randomly, and 
al
ulate




�+1

= H

1

(L; ~y;m; g

u

; h

u

) : (1)

Step 3 :For i = �+1; : : : ; n; 1; : : : ; ��1, pi
k s

i

2Z

q

randomly, and 
al
ulate




i+1

= H

1

(L; ~y;m; g

s

i

y




i

i

; h

s

i

~y




i

) : (2)

Step 4 :Cal
ulate s

�

= u� x

�




�

mod q, and then output the signature

�(m;L) = f


1

; s

1

; : : : ; s

n

; ~yg : (3)

A.1.2 Veri�
ation

A publi
 veri�er veri�es a given signature �(m;L) with the veri�
ation pro-


edure LsagV er(�(m;L);m;L) as follows:

Step 1 :Cal
ulate h = H

2

(L).

Step 2 :For i = 1; : : : ; n, 
al
ulate z

0

i

= g

s

i

y




i

i

, z

00

i

= h

s

i

~y




i

, and




i+1

= H

1

(L; ~y;m; z

0

i

; z

00

i

) : (4)

Step 3 :A

ept �(m;L) if 


1

= H

1

(L; ~y;m; z

0

n

; z

00

n

), otherwise reje
t it.
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A.1.3 Linking

Let �

0

(m

0

; L) = f


0

1

; s

0

1

; : : : ; s

0

n

; ~y

0

g and �

00

(m

00

; L) = f


0

1

; s

00

1

; : : : ; s

00

n

; ~y

00

g be

valid signatures signed with the same publi
 key list L. If ~y

0

= ~y

00

, �

0

L

(m

0

)

and �

00

L

(m

00

) are generated by the same signer. Otherwise, the two signatures

are generated by two di�erent signers.

A.2 Meta LSAGS on LSAGS

We show here the way of the 
onstru
tion of Meta LSAGS on LSAGS. We

use LSAGS both as the BSL and the MSL.

Let L

S

= f�

1

(m

1

; L); : : : ; �

j

(m

j

; L); : : : ; �

k

(m

k

; L)g be the list of k BSL

signature su
h that the BSL signature signed on to the messagem

j

is �

j

(m

j

; L) =

�




(j;1)

; s

(j;1)

; : : : ; s

(j;n)

; ~y

j

	

. All BSL signatures in the list L

S

are signed with

the same publi
 key list L. Let L

0

S

= f ~y

1

; : : : ; ~y

j

; : : : ; ~y

k

g be the list of ~y

j

, an

element taken out of the BSL signature �

j

(m

j

; L)in L

S

. In MSL, L

0

S

work

as the list of publi
 keys.

A.2.1 Signing

To sign on to a given message m

M

2 f0; 1g

�

, a user U

�

, the signer of

�

�

(m

�

; L) in L

S

, 
al
ulates the MSL signature �

M

(m

M

; L

0

S

) = LsagSig(m

M

; x

�

; L

0

S

).

A.2.2 Veri�
ation

A publi
 veri�er veri�es a given MSL signature �

M

(m

M

; L

0

S

) with the veri�-


ation pro
edure of the LSAGS su
h as LsagV er(�

M

(m

M

; L

0

S

);m

M

; L

0

S

).

A.3 Se
urity

Meta Unforgeability Meta LSAGS on LSAGS satis�es Meta Unforgeabil-

ity. Be
ause the signature s
heme of MSL is the LSAGS. If there is

an algorithm against Meta Unforgeability, an adversary 
an forge the

signature of LSAGS though LSAGS satis�es Unforgeability.

Base Signature Anonymity Meta LSAGS on LSAGS satis�es Base Sig-

nature Anonymity. Be
ause the signature s
heme of MSL is the LSAGS.

If there is an algorithm against base signature anonymity, an adversary


an identify the signer of a given signature of LSAGS though LSAGS

satis�es signer anonymity.
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A.4 Appli
ation of Meta LSAGS, Linkable Group Sig-

nature without Authority

We suggest the outline of an appli
ation of Meta LSAGS on LSAGS!$though

we have not yet dis
ussed its se
urity in a formal manner. We shall soon dis-


uss this appli
ation formally in near future. We a
hieve a linkable group

signature s
heme by adding a signer identi�
ation pro
edure to the LSAGS.

In group signature, it is possible for Spe
ial Authority!$su
h as group man-

ager, to identify the signer of a given signature. The LSAGS has no su
h

fun
tion. We give the fun
tions of group signature, key generation , signing,

and veri�
ation by using the LSAGS, the BSL of Meta LSAGS on LSAGS.

We then give the signer identi�
ation fun
tion by using the MSL. Re
all that

the LSAGS has Linkability. Let �(m;L) and �

0

(m

0

; L) be two signatures of

the LSAGS. Let U

i

be the signer of �(m;L). U

i

will be able to prove that U

i

is not the signer of �

0

(m

0

; L), by proving that he or she generated �(m;L)

with some methods, for example signing on to �(m;L) by a usual digital

signature s
heme. If all users ex
ept the signer of �

0

(m

0

; L) do so, the signer


an be spe
i�ed.

However, even if the private keys of users are kept se
ret, the Signer

Anonymity is lost in su
h a method. Then, the user U

i

proves that he or

she is not the signer of �

0

(m

0

; L) in the following method. First, U

i

gathers

the signatures were not generated by the signer of �

0

(m

0

; L), and then makes

them into the list L

0

S

. Next, U

i

generates MSL signature �

i

M

(m

i

; L

0

S

). Finally,

U

i

proves that he or she generated �

i

M

(m

i

; L

0

S

) by some methods, for instan
e,

using U

i

's normal digital signature signed on �

i

M

(m

i

; L

0

S

) et
. A publi
 veri�er

verify that �

i

M

(m

i

; L

0

S

) is generated by U

i

and linking all BSL signatures in

L

S

and �

0

(m

0

; L). Thus, U

i


an prove to the publi
 veri�er that U

i

is not

the signer of �

0

(m

0

; L). When all inno
ent users �nish proving, the signer of

�

0

(m

0

; L) is identi�ed. It should be noted that there is no authority in this

method.
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