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Abstract. Prouff has introduced recently, at FSE 2005, the notion of
transparency order of S-boxes. This new characteristic is related to the
ability of an S-box, used in a cryptosystem in which the round keys are
introduced by addition, to thwart single-bit or multi-bit DPA attacks on
the system. If this parameter has sufficiently small value, then the S-box
is able to withstand DPA attacks without that ad-hoc modifications in
the implementation be necessary (these modifications make the encryp-
tion about twice slower). We prove lower bounds on the transparency
order of highly nonlinear S-boxes. We show that some highly nonlinear
functions (in odd or even numbers of variables) have very bad trans-
parency orders: the inverse functions (used as S-box in the AES), the
Gold functions and the Kasami functions (at least under some assump-
tion).

1 Introduction

Block cipher cryptosystems embedded in cryptographic devices are sensitive to
a series of cryptanalyses such as differential and linear attacks. Much is known
on the desired characteristics (balancedness, high nonlinearity or high algebraic
degree) of their S-boxes which permit an optimal resistance to these attacks. But
these cryptosystems and their implementation must also withstand the attacks
on the hardware. Indeed, one can obtain information from the side channels
in evaluating the timing of operations or their power consumption. The first
side channel attack, introduced by Kocher [21], permitted to obtain the whole
secret key in several cryptosystems (more precisely, in the implementation of
these cryptosystems), thanks to a timing of operations. Since this seminal pa-
per, a large number of very efficient attacks has been performed on various
cryptographic implementations (see e.g. [7,8,15,17,24, 25]), in particular in im-
plementations for smart cards. The differential power analysis (DPA) is one of
the most powerful such methods. Its efficiency is much greater than that of lin-
ear or differential cryptanalyses. For instance, in the case of DES, a DPA attack
needs about 2000 bytes of plaintext-ciphertext pairs, whereas linear or differen-
tial attacks need terabytes of such pairs (encrypted with a single key, or twice
as many encrypted with several keys, this makes them completely unpractical in
most situations, and in particular in the case of embedded cryptography, which
is the most favourable situation for DPA attacks). Fortunately, countermeasures



to DPA attacks exist, that can be added to the implementation to withstand
these attacks; for example, adding computations which are not necessary for the
encryption itself, or enciphering data so that the attacker has no information on
the input to the S-box [9,13,15,29]. But these countermeasures make the code
size and the complexity of computation greater. This is a concern in the area
of embedded cryptography, because of limited power and memory capability,
and it slows down the encryption by a factor of 2, roughly. A potentially better
method would be to choose the S-boxes so that they permit a high resistance
to linear and differential cryptanalyses and to DPA attacks as well. But is this
possible? To study such possibility, E. Prouff, extending in [28] the study made
by Guilley et al. [16] for the so-called single-bit DPA, has introduced a new
characteristic for S-boxes used in block cryptosystems in which the round keys
are introduced by addition: the transparency order. This extension by Prouff to
several coordinate functions of the S-box instead of just one (or of a linear com-
bination of the coordinate functions) shows that the transparency order must
not be greater that some value, depending on the amount of noise inside the
device and on the number of encryptions that a cryptanalyst can obtain with
the same key. The introduction of this parameter is interesting, as a first attempt
at theoretically characterizing and quantifying the resistance of S-boxes to DPA
attacks. Obviously, it would be nice if we could exhibit S-boxes with reasonably
high nonlinearities and with low transparency orders; unfortunately, this is still
an open problem. Prouff shows that the transparency order of an S-box F' is null
if the S-box is a (cryptographically useless) affine function of a certain type and
that it is the worst possible when the coordinate functions of F' are all bent. He
also proves that the transparency order of a function satisfying the propagation
criterion of high degree has bad value. However, this gives information on the
behavior of particular S-boxes, only. We show in the present paper that the most
important of those S-boxes currently used in cryptosystems - namely the inverse
function, used as S-box in the AES - has a very bad transparency order. This
may not mean that the use of inverse S-box is going to diminish because of this.
But it proves what was only believed true without proof before: the countermea-
sures cannot be avoided with this precise S-box. We are able to obtain this result
thanks to bounds on the transparency order which relate it to the Walsh spectra
of the functions. We prove that the transparency order of the Kasami function
is bad too. We calculate, for n odd and for n even, the exact transparency order
of the Gold functions (which are not used as S-boxes because of their algebraic
degree) and this permits us to evaluate (at least for these functions) how precise
are our bounds.

The paper is organized as follows: in Section 2, we recall some preliminaries
on S-boxes (Walsh transform, APN and AB functions). In Section 3, we recall the
definition of the transparency order and we prove several lower bounds. Relation
(4) shows in particular that the transparency order can be lower bounded by an
expression only depending on the Walsh transforms of the coordinate functions
of the S-box (recall that the Walsh transform plays also a central role in the
evaluation of the nonlinearity of the S-box). In Section 4, we deduce a lower



bound on the transparency order of the inverse function (in a finite field of
characteristic 2), and in particular of the S-box of the AES. We deduce that it
cannot contribute by itself to a resistance to DPA attacks. We show the same
property for the Kasami functions (at least some of them). We also calculate, for
n odd and for n even, the transparency order of the Gold functions and compare
it with the lower bounds obtained in Section 3.

2 Preliminaries on S-boxes

Let F% be the n-dimensional vector space over the field Fy. We call n-variable
Boolean function any function from F% to Fy and (n, m)-function any function
F=(f1,..., fm) from F} to FJ* (the coordinate functions f; of F' are n-variable
Boolean functions). (n,m)-functions are used as S-boxes (substitution boxes)
in block ciphers, often with n = m. An (n, m)-function is called balanced if its
output is uniformly distributed over F5*, which permits to withstand statistical
attacks.
For every n-variable Boolean function f, the character sum

F(hH = pf

z€FY

and the related Walsh transform Wy(a) = F(f + lo), where [, is the linear
function l,(z) = a-x = ayx1+. . .+a,x, (this addition being obviously calculated
mod 2), play an important cryptographic role. In particular, the nonlinearity N
of f equals 2"~ — L maxaepr [Wy(a)|. The number max,cry [Wy(a)| is usually
called the linearity of f and we shall denote it by L¢. It is lower bounded by
2"/2 because of Parseval’s relation Zang Wi?(a) = 2%,

/An n-variable Boolean function is called bent if its nonlinearity equals 271 —
on 271'

Another important parameter related to a Boolean function f is the auto-

correlation function AC¢(a) = F(Dyf), where D, f is the derivative of f in the
direction of a:

Dof(zx) = f(z) + f(z +a).
The Fourier transform of the autocorrelation function, that is, by definition,
the function AC(b) = > AC(a)(—1)*?, equals the square of the Walsh
transform of f:

a€clFy

ACy(b) = W2 (b).
In particular, for b = 0, we have:
> F(Daf) =W 0).
a€Fy

The following relation will be useful in the sequel: let f and g be two n-variable
Boolean functions, then

> F(Duf)F(Dag) =27" > Wik(a)W,(a). (1)

acFy acFy



Indeed, Zaeng F(Dof)F(D,g) is the value at 0 of the Fourier transform of the
function a — F(D,f)F(D,g) and it is well-known that the Fourier transform
of the Hadamard product of two functions equals 27" times the convolutional
product of the Fourier transforms of the functions. Hence, since the Fourier
transform of AC} equals W;?, we have (1).

Any (n,m)-function F' (and in particular, any Boolean function) can be
uniquely represented as a polynomial on n variables with coefficients in F5*

of the form:

F(zy,...,xy) = Z c(u) Hmf

u€Fy i=1

This representation is called the algebraic normal form of F' and its degree d°(F’)
the algebraic degree of the function F.
Besides, for m = n, F' can be identified to a function from the field Fo» of order
2™ to itself, and has then a unique representation as a univariate polynomial of
degree smaller than 2™ over this field:

2" 1
F(z) = Z cx’, ¢ € Fon.
i=0

For any k, 0 < k < 2™ — 1, the number ws(k) of nonzero coefficients k, € {0,1}
in the binary expansion Z?:_ol 2%k, of k is called the 2-weight of k. The alge-

braic degree of F' is equal to the maximum 2-weight of the exponents i of the
polynomial F'(x) such that ¢; # 0.

For a function F': F} — [Fy and any elements a,b € I} we denote

Sp(a,b) = [{z € FY: F(z +a) + F(z) = b},

)\F(a,b) — Z (_1)b.F(w)+u~w _ Wb~F(a)-
z€Fy

Note that, for any a,b € FZ, the number 0p(a,b) is even. Indeed, if z( is a
solution of F(z + a) + F(z) = b then z¢ + a is a solution too.
The function Ag is often called the Walsh transform of F. The nonlinearity Ng of
F is the minimum nonlinearity of all the nonzero linear combinations b- F', b # 0,
of its coordinate functions; hence it equals 2"~' — J max, pern 20 |[Ar(a,b).
The multi-set of the values Ap(a,b), a,b € F} does not depend on a particular
choice of the inner product in F5. If we identify Fy with Fan then we can take
x -y = tr(zy), where tr(z) = o + 22 + ... + 22" is the trace function from Fan
into [Fs.
We also denote

Ap = {ér(a,b) : a,b € F3,a # 0},
Arp = {Ar(a,b) : a,b e Fy,b+#0}.



A function F' : F§ — F% is called almost perfect nonlinear (APN) if Ap = {0,2}.
A function F : F} — FZ is called almost bent (AB) or mazimum nonlinear if
Ar = {0, +2" }+. Obviously, AB functions exist only for n odd.

APN and AB functions are used in cryptography in block ciphers because
APN mappings possess the best resistance against the differential cryptanalysis
[1] and AB mappings oppose an optimum resistance to both linear [23] and
differential attacks.

For affinely equivalent functions F' and F' = Lo F o L' (where L and L'
are two affine isomorphisms), we have Ap = Ap/, Ap = Ap and if F is a
permutation then Ap = Ap-1, Ap = Ap-1 [5]. Therefore, if F is APN (resp.
AB) and F’ is affinely equivalent to either F' or F~! (if F' is a permutation),
then F’ is also APN (resp. AB).

Table 1 (resp. Table 2) gives all known values of exponents d (up to affine
equivalence and up to taking the inverse when a function is a permutation) such
that the power function 29 is APN (resp. AB).

Table 1
Known APN power functions on Fon.

[ [ Exponents d [ Conditions [Proven in]
Gold functions 20+ 1 ged(i,n) =1,1<i< 2] [27]
Kasami functions 2% _ 27 41 ged(i,n) =1,1<1i < "Tfl [20],[19]
Welch function 2t +3 n=2t+1 [11]

T
Niho function 2t +22 — 1, ¢t even n=2t+1 [14]
3t41
2t 4272 —1,¢todd
Inverse function 27t 1 n=2t+1 [27]
Dobbertin function|2% + 237 + 227 + 27 — 1 n =51 [12]
Table 2
Known AB power functions on Fan, n odd.
[ [ Exponents d [ Conditions [Proven in]
Gold functions 2"+ 1 ged(i,n) =1,1<1: < ";1 [27]
Kasami functions 2% _ 27 41 ged(i,n) =1,1<4 < ”’;1 [20]
Welch function 2" +3 n=2t+1 [3]
T
Niho function | 2% +22 —1, ¢ even n=2t+1 [18]
3t41
2t 4272 —1,todd

Every AB function is APN [6]. The converse is not true, even when n is odd. A
counterexample is given by the inverse APN function, which has the algebraic
degree n — 1 while the algebraic degree of any AB function is not greater than
(n+1)/2 [5].

The inverse function is not APN when n is even, but it is almost APN in
the sense that Ap = {0,2,4} (we say that it is differentially 4-uniform). It has
been chosen (as elementary block) in the S-box of the AES, with n = 8. It has
nonlinearity 2"~! — 2/2, see [22, 26]. This value is the best known nonlinearity
when n is even (see [4] for a list of all known permutations with the same
nonlinearity) and knowing whether there exist (n, n)-functions with nonlinearity
strictly greater than this value is an open question (even for power functions).

Other APN and AB functions have been recently found, which are not equiv-
alent to power functions, see [2].



3 The transparency order

In [28], E. Prouff introduced a new characteristic for S-boxes in block cryptosys-

tems. The transparency order of an S-box F' = (f1,..., fn) on F¥ is the number:
1 " b
TF = gé%%{ |’I’L — 2wH(b)| — W GX]F;* 2;(_1) F(Dafz) (2)
a 2 1=

In this definition (which also exists for (n, m)-functions, but we shall study here
the case m = n only), the expression inside the brackets is positive for wg (b) =0
and for wy (b) = n, and it is upper bounded by n for every b. Hence, as observed
in [28], we have 0 < 7 < n. As also observed by Prouff, if the coordinate
functions f; of F' are bent, then F' has obviously worst possible transparency
order n. However, nothing more is said in [28] on the relationship between the
transparency order and the (non)linearities of the f;’s (it seems quite logical
that any non-linear S-box will be rather bad against this property, but this has
to be proven). We show below four bounds relating the transparency order to
the Walsh transforms of the coordinate functions. Bound (3) implies (4) which
implies (5) which implies in its turn (6). Bound (5) (resp. bound (6)) shows in
particular that, to have a chance of obtaining a good transparency order, two
kinds of parameters play a role: the nonlinearities of the coordinate functions
(resp. the nonlinearity of the S-box), which would better be not too high, and
the sizes of the Walsh supports of these functions and the sizes of the pairwise
intersections of these supports.

Theorem 1. Let F = (f1,..., fn) be any (n,n)-function. For everyi =1,...,n,
let S; denote the support of the Walsh transform of f;, that is, the set {a €
F3 | Wy, (a) # 0}, and let Ly, denote the linearity of f; (hence, its nonlinear-
ity equals 2"~ % — %Lf,-)- Then, Tr is lower bounded by each of the following
erpressions:

1 n
n— = F2(Dafi) +2 F(Dafi)F(Dafj) (3)
2my2n =1 ;a;’;* 1§;§n a;Fg* !

n

" 23271\/;”7—1 Z Z W;ll (a) +2 Z Z WJ% (a)W]%] (a) —n2 23n (4)

i=1 a€F} 1<i<j<n a€F}

n

1
n— L4 |Si]) + 2 12 12 [S,NS;|) —n22%n, (5

LL| ‘77

where denotes the size. Consequently, denoting by N the nonlinearity of
F, and by Lp its linearity (such that Np = 2"~1 — %LF), Tr is lower bounded
by:

1/2

1 n
p—— D SR AT 7 s ) IO
23n/2y/2m — 1 i=1 1<i<j<n



Proof: Applying Cauchy-Schwartz’ inequality, we have:

1/2
n

S D D FDL ) < @) Y (Z(—l)‘”f(%f»)

a€Fp* |i=1 a€F7* \i=1
The sum:
n 2
O
a€F2* \i=1
equals

SN FPDufi)+2 Y. (1) YT F(Dufi) F(Dafy).

i=1 a€Fp* 1<i<j<n aEFp*

Taking for b the null vector or the all-one vector, we get (3).

According to Relation (1), the sum ZGGF;* >r, f(Dafi))27 that is equal to
the expression:

i Zang F2(Dafi) + 2Z1§i<j§n Zaemg F(Dafi)F(Dafj) — n*2%", equals
then:

2SS W@ 2 Y S WA W () - 2

i=1 a€FYy 1<i<j<n a€Fy

This proves (4), and we deduce (5) and (6) since Wﬁ (a) < Lfci, for every a and
for every 4, and since Ly, < Lp for every i. o

Remarks:
1. When the f;’s are bent, all of the expressions (3) to (6) equal 7p = n, since
for every 4, | S;| equals then 27, Ly, equals 2"/2 and for every i, j, |S; NS;| equals
2m,
2. Relation (4) gives

1/2

n 2
szn—m Z(waf(a)> 2|

a€Fan 1=1

4 Power permutations

Bounds (3), (4), (5) and (6) seem complicated and we can wonder whether they
can ever be computed. We shall show that, in the case of power permutations,
their complexity decreases and that their computation can be done at least in
the cases of Gold functions and of inverse function (see Section 5).

The coordinate functions of a power function z¢ have the form f;(x) = tr(b;z?),
where the b;’s are linearly independent. Set b # 0. Assuming that d is co-prime



with 2" — 1 (i.e. that the power function is a permutation), the character sum
Y aer,, (—1)E" 490 equals

Z (_1)"(b(ﬁ)d+a<ﬁ)> _ Z (_1)tr(md+(b1”/d)m)

xEFon x€Fyn

)

where 1/d denotes the inverse of d mod 2™ — 1. Hence, denoting the function
tr(bz?) by fy, and the function tr(z9) by f, we have

W, (a) = Wy (b%) , (®)

and the support of Wy, equals b'/4S, where S is the support of W;.

Hence 3 cp: D uer,n Wi(a)= (2" =1) Y, cp,, Wila).

It is well-known that Y, e > cp . W}, (a) equals 2°™ times the size of the
set {(z,y,2) € F3. |2¢ +y? + 2¢ + (z + y + 2)¢ = 0}. Indeed, we have

Z Z W}lb(a):

bEFon a€Fan

Z Z Z (_1)tr(b(xd+yd+zd+td)+a(ar+y+z+t)):

beFon a€Fon x,y,z,tEFsn

> > (—1)tr+y+z ) 3 (—p)riatetuaan)

z,y,z,tEFan beFon a€lFan

and the sum Y7, p (=1t +y 2" D) jg null if 24 + y@ 4 27 + 19 £ 0 (resp.
the sum Y-, g (—1)7@EFvT=t0) s null if 2 4+ y 4 2 4+ ¢ # 0).

Since the condition z¢ + y? + 2% + (z + y + 2)¢ = 0 is satisfied under the suf-
ficient condition that two elements among z,y and z are equal (the number of
such cases equals 3 - 227 — 2n+1), D acFan W;l(a) is therefore lower bounded by

1 (22n . (3 . 22n _ 2n+1) _ Z Wé(a)) _ _1 (22n . (3 . 2271 _ 2n+1) _ 24n) —

2n—1 a€Fan 2n 1
2"+ as well as 3, ., W7 (a), for every b # 0. We deduce:

Lemma 1. If F = (f1,..., fn) is a power permutation, then
> 2 Wil =
i=1 a€Fyn
n22n

({(z,y,2) €Fon |2t +y? + 29+ (x +y + 2)* = 0} — 2°") >

2n —1

n - 230



If ¢ is APN, then the condition 2% +y? + 29 + (z +y + 2)¢ = 0 is satisfied if
and only if two elements among z,y and z are equal, and ZGE]FW W;}(a) equals

23”:1, as well as Y- cp W} (a), for every b # 0. Hence Y37 > cp. . Wi (a) =
n - 230+

Let us consider now, for ¢ ¢ Fo, the sum o cp, W¢?(a)Wy,2(a) involved in

(4). According to (8), it is equal to times

2" 1

Z Z Wfb Wfb( 1/d>

beFS, a€lan

Z Z Wfb Wfb )

bE]FQn a€lFyn

Z Z Z (71)tr(b(wd+yd+czd+ctd)+a(z+y+z+t)) _ 94n

bEFsn a€lon 2,y,2,t€Fn
Hence, we have:
Lemma 2. If F(x) = 2% is a power permutation and f(z) = tr(F(x)), f.(z) =
tr(cF(x)), ¢ € Fy, then
> WA a)Wi(a) = 9)

a€Fan
22n
2n —1

(H(,y,2) € Fon® |2® + ¢y + ez + el + y + 2)? = 0} - 2°")..

There does not seem to exist a nice general lower bound on this expression, even
when 2? is APN (taking 2 = y only leads only to the positivity of
Y acFon W;2(a)W;.2(a)). We first consider the particular case of the inverse
function.

5 The inverse function and the S-box of the AES

Let d =2"—2 = —1 [mod 2" — 1] (z? equals 1/z if x # 0 and equals 0 if z = 0).
We know that x¢ is APN when n is odd, and is not APN but is differentially
4-uniform when n is even. Its nonlinearity equals 2"~ — 2"/2 when n is even
and it equals the highest multiple of 2 upper bounded by this number, when n is
odd. Recall that this function is used with n = 8 as the basic S-box in the AES.

In Appendix 1, we show why it seems impossible to calculate the exact value
of the transparency order of the inverse function. So we must use the method
initiated in the introduction of Section 4 (see Lemmas 1 and 2).

We study in Appendix 2, for any ¢ # 0, the solutions of the equation =% +
y? 4+ cz? + c(x +y + 2)? = 0. We obtain:

— if ¢ =1, then:



e if n is odd, the number of solutions of the equation z% 4 y? + 29 + (z +
y+ 2)% = 0 equals 227 + 4(2" — 1) + 2(2" — 1)(2" — 2) = 3 - 227 — 9n+1,
we calculated already this number (the function is APN);

e if n is even, the number of solutions of the equation 2% + y? + 2% + (2 +
y+2)% = 0 equals 227 +8(2" — 1) +2(2" — 1)(2" — 2) = 3.227 427+ _ 4,
since ¢r(1) = 0; this number could have also been calculated by using
the results of Nyberg [27].

— if ¢ # 1, then

e if tr(c) = tr(1/c) = 0, the number of solutions of the equation x¢ + y? +
czd +c(x +y+2)% =0 equals 22" +4(2" — 1) +4(2" — 1) + 2(2" —
nHErt-2)=2.224+3.2" -4

e if tr(c) =0 and tr(1/c) =1 or if ¢tr(c) = 1 and tr(1/c) = 0, the number
of solutions of the equation ¢ 4 y¢ + cz? + c(z + y + 2)¢ = 0 equals
921 4 4(27 — 1) +2(27 — 1)(27~1 —2) = 2. 227 — 9"

e if tr(c) = tr(1/c) = 1, the number of solutions of the equation x¢ + y? +
czltc(x+y+2)? = 0equals 22" +2(27 —1) (271 —2) = 2.22" —5.2" + 4.

Note that, in the case ¢ # 1, the greatest number that we have obtained is
222" +3.2" — 4. According to Relation (9), we deduce that Bound (4) gives,
if n is odd:

Tr >
n(222n_2n+1)+n(n_1)(22n+32n_4) n2 1/2_
" 27 (2 —1)2 (27 — 1) =
1 2/0n 2n n 1/2~ n
and if n is even:
Tr >
n— 7’),(222n+2n+1—4)+n(n_1)(22"+327L_4) B n2 1/2_
27 (2 — 1)2 (27 — 1) =

1 2/9n 2n n 1/2~ E
n—2n/2(2n_1)(4n(2 —1)+n(2* —-2") " xn-— o

Hence, the inverse function has bad transparency order! In particular, in the
case of the S-box of the AES (n = 8), our bound gives that 7z > 7.8, which is
close to n = 8.

6 The Gold functions

The exact value of the transparency order of the Gold functions can be calcu-
lated. For F(x) = 2> ! (ged(i,n)=1), taking b # 0 and a # 0, we have f,(z) =
tr(ba? ™), Do fy(x) = tr(baz? +ba2 z+ba® 1) = tr(((ba)?" " +ba? )z +ba? 1)
and F(Dqof,) equals +2" if (ba)2" + ba? = 0 and is null otherwise. We
have (ba)zfi +ba? = 0 if and only if ba + b2 a2 = 0, that is, if and only



if 2121 = 1, or equivalently ba?' ! = 1, since ged(i,n)=1. Hence, for
every a # 0, there exists exactly one b # 0 such that F(D,f;) # 0, and there-

fore at most one ¢ such that F(D,f;) # 0. We deduce that 7r equals in fact
n — 22n1_2n ZQEFQ* Zz’n’:l |F(Da,fl)| = n — 22n1_2n Z:L:]_ (ZGEFZ* f(Dafz”)
Note that this observation is valid whatever is the evenness of n. When n is

odd, F'is a permutation. For every b # 0, there exists then a unique a # 0 such
that ba? ! = 1 and we deduce

When n is even, there exists a € F§™ such that ba? ! =1 if and only if b €
{y¥+1: y € F7*}. We have ged (2" + 1,27 — 1) = ged((20 + 1)(20 — 1),2" — 1) =
ged(221 — 1,27 — 1) = 3. Hence, there exists a € F}* such that ba2 *! = 1 if
and only if b € {y3; y € F2*}. In such case, given a solution ag of the equation

: 2041
ba?t1 = 1, the other solutions are those elements a such that (i) i =1, that
is % ’ =1, i.e. % € F}. We deduce that 7p equals n — 2:;,n_22 =n-— 23”_L1
when all the b; chosen for defining the coordinate functions of F' belong to
{y3;y € F3*} and equals n when none of them is in this case (i.e. when all
the coordinate functions are bent). We see that the transparency order of Gold
functions is bad too. These functions had already the drawback of having low
degree.

The fact that we could calculate the exact value of 7z in the case of Gold
functions is an opportunity of seeing whether, at least in this case, our bound
(6) is good or not. Let us consider for instance the case when n is odd. It is well
known that the support of the Walsh transform of the function tr(x2*1) (n odd,
ged(i,n) = 1) equals H = {a € Fan | tr(a) = 1}. Indeed, since function tr(z2+1)
is quadratic (i.e. has degree 2), for every a € Fon, the function tr(z? +1) 4 tr(ax)
is unbalanced if and only if its restriction to the kernel of its associated symplectic
form, that is, the vectorspace E = {z € Fan |Vy € Fon, tr(z? 1) + tr(y> 1) +
tr((z +y)* 1) = 0}, is constant. We have E = {z € Fon |22 + 22" =0} =
{2 € Fon |22 +2 =0} = {0}U{z € Fo* | 22" ~1 = 1} = {0, 1}. Hence, Wy(a) is
null if and only if ¢r(a) = 0. It is a simple matter to see that, for every k # j, we
have |b;/(21+1) HN bi/(zlﬂ) H| =272 since the b;’s are nonzero and pairwise
distinct. We deduce that Relation (6) gives

1 n—1 n—2\ 92n+2 2 53n)\1/2
TFZH*W((TL2 +TL(’H,*1)2 )2 + —n“2 )
n
=n— .
2n —1

The difference between 7p = n — 57" and n — , / 57— is negligible with respect

2n—1
to TF.



7 The Kasami functions

It has been proved by Dillon and Dobbertin in [10] that, if 3¢ is congruent with
1 mod n, then the Walsh support of the Kasami Boolean function tr(z2 —2+1),
that we shall denote in this subsection by f(z), equals {x € Fyn |tr(z2 1) =1}
(that is, equals the support of the Gold function) if n is odd and equals the set
{z € Fyn

Fon to the field Fyz: Ty o(z) = o + a* + o 4 42477 We shall show
(see the next remark) that, when n is odd, that is, when the Kasami function
is a permutation (and is almost bent), this permits to calculate the magnitude
of the auto-correlation of f and to deduce a lower bound on its transparency
order. But, since we do not know the sign of the auto-correlation of f, this does
not seem to allow the exact calculation of its transparency order, and it leads in
fact to a weak bound! A better bound is obtained by using Relation (6).

Trn/Q(xzi“) = 0} if n is even, where T'r,, /5 is the trace function from

Case n odd : the Walsh support of f being equal to the support of the Gold
function, and the Kasami and the Gold functions being both permutations, Re-
lation (8) implies that, for every i, we have |S;| = 2"~ and for every i < j, we
have |S; N S;| = 2772 (as also mentioned by Dillon and Dobbertin). So, Bound

(6) gives the same result as for the Gold function: 7p > n — , /575

Case n even : as also mentioned in [10], if bfzuziﬂ # 1, b?QLZiH # 1 and
i < j, then we have |S;| = 2772 and |S; N S;| = 2"~%. We know also that the
Kasami function has linearity 25+, So, Bound (6) gives, if ble_QlH # 1 for

3n
2n—1"

every i: Tp > n —

Remark: As recalled in the introduction, the Fourier transform of the func-
tion ACy : a — F (D, f) equals the square of the Walsh transform of f: AC(b) =
sz (b). According to Dillon’s and Dobbertin’s result recalled above, and since we
know that the Kasami function is almost bent, W;?(b) equals 271 if tr(b*'+1) =
1 and equals zero otherwise. That is, Wf2(b) = 271 (b2 1), Hence, by apply-
ing the inverse Fourier transform (that is, by applying the Fourier transform
again and dividing by 2"), ACy equals twice the Fourier transform of the func-
tion tr(xz2*1). We deduce that, except at the zero vector, AC)(a) equals the
opposite of the Walsh transform of the function tr(z? *1). We have seen that
this Walsh transform has support H = {a € Fan |tr(a) = 1}. It is well-known
and easy to check that the value of this Walsh transform at every element of its
support equals 1275 Unfortunately, we do not know what is the sign, and this
leads only to an upper bound which is weaker than above: we have, for every
nonzero a, we have

|F(Daf)] = 2% if tr(a) = 1; F(Duf) = 0 otherwise.



This implies that, for every b # 0, we have |F(D,fp)| = 2" if tr (bl‘l/d) =1,
where d = 22* — 2¢ + 1; F(D, f,) = 0 otherwise. We deduce:

Trzn— s 3 S IFDf =0 - s 3 Y 1FDaf)] =

ae]}?g* =1 i=1 HEFQ*

nt1 n n+41
272 " a 9-5—9n—1
n—22n2anard{ang | tr <b1/d> :1} =N g

i=1 Q

%n(l—Z‘nTH).

Conclusion

We were able to show that the transparency orders of three highly nonlinear
S-boxes (including the S-box of the AES) are bad. This confirms the intuition
that nonlinear mappings used as S-boxes may be unable to avoid using heavy
countermeasures to DPA attacks (and the resulting penalties on efficiency). But
it remains to show that the other functions included in tables 1 and 2 (for
instance) have also bad transparency orders.
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Appendix 1

In this appendix, we see whether it is possible to calculate the exact value
of Tp when F(z) is the inverse function 27!, equal to 1 if z % 0 and to 0 if

x = 0. For every a,b # 0, we have D, f,(z) = tr( ) if z # 0,z # a and
Dofy(z) =tr (%) ifz=0and if z = a.

Hence, F (D, f) equals }_ (—1)tr(abe ™ @ta)™) o o(_1)tr(b/a) that is, by
changing variable x into az: ) . (—1)”(“_117(:”2””)_1) —242(—1)r(@™") Since
22 4+ ranges uniformly over the hyperplane {u € Fan | tr(u) = 0} when x ranges
over Fan, we deduce that F(D, f) equals 237, p ‘ wm)ﬂ(—l)”(“_lb“_l) -2+
2(—1)tr(@™'®) that is, equals > ueFyn [(71)”({11}“71) + (71)”(““1711’“71)} -2+
2(—1)tr(@™'?) | that is, changing u into ab™ u:

F(Dafy) = Y (=)0 4 37 (mayrle T _g g g(qyren,

u€Fon u€Fon

ab
z(z+a)

x€Fon

Since 7! is a permutation, the first of these two sums is null. The second one is
known under the name of Kloosterman sum. It is proved in [22] that, when ab—!
ranges over [Fon, the set of the values of this sum equals the set of all the integers
congruent with -1 modulo 4, in the range [~2% ! 23 +1]. But the distribution of
these values is not known and this gives therefore no information on the possible
value of the expression inside the brackets in (2).

Appendix 2

Let us consider the equation z¢ +y?+cz? +c(z+y+2)? = 0 for any ¢ # 0. If
x = y, then it is satisfied. This makes 22" solutions. We study now the solutions
such that x # y.
Case 1:if 2 = 0 or z = x+v, then the equation reduces to ¢ +y? +c(x+y)? = 0.
-Ifz=0 (and y #0) or y =0 (and z # 0), then it is satisfied if ¢ =1 and it is
not satisfied if ¢ # 1.

-If x # 0 and y # 0, it is equivalent to %—l—i—&— wfry =0, that is, 22 +y?>4cxy = 0,

2
or equivalently (%) +Z+ L =0. Thus, if tr (&) =0, that is, if tr (1) =0,
then the equation admits two solutions in z, for every y # 0; note that these

two solutions satisfy = % 0 and x # vy, since c¢ is nonzero. This makes altogether
2[2(2"—1)+2 (2" —1)] =8 (2" — 1) solutions if c = 1 and tr (1) = 0 (that



is, if n is even), 2 [2 (2" —1)] =4 (2" — 1) ifc=1 and tr (1) =1
is odd) or if ¢ # 1 and tr (1) = 0 and none if ¢ # 1 and tr (1) = 1.
Case 2:if 2z £0, z#2x+yand z =0o0r y =0-say y = 0 (and = # 0), then

the equation reduces to % + £+ 355 = 0, or equivalently zz + 22+ cx? =0,
4

that is, (5)2 + Z 4+ ¢ = 0. This last equation admits two solutions z, for every
x # 0, if tr(c) = 0 and none otherwise. Note that the two solutions, if they
exist, satisfy z # 0 and z # x 4+ y = x, since c is nonzero. This makes altogether
2 (2 (2" —=1)) =4 (2" — 1) solutions if tr(c) = 0 and none otherwise.

Case 3:if 2 #£0, z # x +y, x # 0 and y # 0, then the equation is equivalent to
14 % + 5+ o1 =0, that is, (z +y + 2)(yz + @2 + cay) + cayz = 0, that is,
(x +y)(cry + (z +y)z + 22) = 0. Since = # y, this is equivalent to

2
r+y r+y e +y

Two cases concerning = and y can occur:

(that is, if n

-iftr (ngilg) =1, then Equation (10) has no solution.

-if tr (ng?;,z) = 0, then Equation (10) has two solutions z. Note that, since x
and y are distinct and nonzero, and since c is nonzero, these two solutions satisfy
z#0and z #x +y.

Let us determine the number of ordered pairs (z,y), with « and y distinct and

2
nonzero, such that tr (%) = 0. We have % = I%Ly + (ﬁ) , and ngy

ranges uniformly over Fon \ Fy when (z,y) ranges over 5.2\ {(z, z);z € F5. };
hence ;7% ranges uniformly over {u € F3. |tr(u) = 0} when (z,y) ranges
over F5,2\ {(z,2); z € F5.} (more precisely, every element {u € F5, |tr(u) = 0}
equals -2 for (znfl)(znfm = 27"l 2 ordered pairs (z,y)). Thus, if ¢ = 1 then

x2 +y2 on—1_
the condition tr (mz"f;z ) = 0 is satisfied for all of the (2" —1)(2"—2) ordered pairs

(7,y), and if ¢ € Fq, it is satisfied for (2"+1 —2)(2"=2 —1) = (2" —1)(2" "1 - 2)
ordered pairs. This makes altogether 2(2" — 1)(2" — 2) solutions if ¢ = 1 and
202" —1)(2" ! - 2) if c & Fs.

Summarizing, this gives what is stated at Section 5.



