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Abstract. Preneel, Govaerts, and Vandewalle[12] considered the 64 most basic ways to construct a
hash function from a block cipher, and regarded 12 of these 64 schemes as secure. Black, Pogaway
and Shrimpton[3] proved that, in black-box model, the 12 schemes that PGV singled out as secure
really are secure and given tight upper and lower bounds on their collision resistance. And also they
pointed out, by stepping outside of the Merkle-Damgard[5] approach to analysis, an additional 8 of the
64 schemes are just as collision resistant as the first group of schemes. In this paper we point out that
the 12 compression functions that PGV singled out are free start collision resistant and others are not,
the additional 8 compression functions are only fix start collision resistant as singled out by BRS, the
hash functions based on those 20 schemes are fix start collision resistant, the upper bound of collision

resistance and preimage resistant are given based on conditional probability of PY|X:X(y),

PY|K=k(y) of compression function, not based on assumption of random oracle model, the bounds

have more practical value than the bounds given by BRS. In view point of collision resistant, the best
4 schemes are not among the 12 schemes singled by PGV, and among the 8 schemes point out by BRS,
and block cipher E itself is the best compression to build a collision resistant hash function. At the end
of the paper, two recommend structure of block cipher based hash function are given, and a prove of
their securities are also given.
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1 Introduction

Most of hash functions iterate a compression function by Merkle-Damgaard structure with constant
IV[10]. A well known approach for building hash function is the compression function out of a block
cipher which have been discussed sine Rabin[13] given the first model of that kind of structure. As
pointed out by BRS the block cipher approach has been less widely used for variety of reasons, and
the emergence of the AES[6] has somewhat modified this landscape, especially recently the MD5 and
SHA1 were attacked[1][2][16][17].

The topics of building hash function based on block cipher had been systematically analyzed in
paper [12][15][9][3] and [7]. The PGV paper considered turning a block cipher

E:{0,1}" x{0,}" —>{0,1}" into a hash function H :{0,1}'"x{0,1}" —»{0,1}" using a
compression function F :{0,1}" x{0,1}" —{0,1}" derived from E. For v is a fixed n-bit constant,
PGV considerd all 64 compression functions F of the form F(m;,h_,)=E,(b)®c ,where
a,b,ce{m, h ,,m @h ,,v} defined the iterated hash of F as H(m,|[---||m,IV)=h,
hy=IV, h=F(m,h_,), ie[l---,t],|m |=n. Of the 64 such schemes, the authors of [12]
regarded 12 as secure.

The authors of [3] taken a more proof-centric look at the schemes from PGV, proved additional 8
schemes were collision resistant, divided the 20 schemes into two group where the group-1 was the 12



schemes picked by PGV and the group-2 was the new founded 8 schemes. For the new founded
schemes, the hash function H immune to collision attack within the Merkle-Damgard paradigm, the
compression functions were not immune to collision attack. The proves of collision resistant of
group-2 used the assumptions of E was a random oracle model and H with fix start model. They also
provided both upper and lower bounds for each scheme.

This paper provide the complexity of finding a collision or preimage based on the assumption of
known conditional probability of block cipher E. We analyze the 64 schemes with M-D structure, the
12 compression functions that PGV singled out are immune to free start collision resistant and
additional 8 compression functions singled out by BRS are immune to fix start collision resistant. All
the 20 schemes based hash function are fix start collision resistant, and fix start preimage resistant
(where the preimage of 8 schemes singled out by BRS based hash function can be found by meet in

middle attack, but the complexity is 2"%. On that condition we still call the hash is preimage
resistant, for the complexity is same as birthday attack on collision).

On considering of collision resistance, the best 4 schemes are not among the 12 schemes singled
out by PGV and are among the 8 schemes singled out by BRS and the block cipher E is the best
compression function, more precisely, we can tell the precise upper bound of preimage resistant and
collision resistant of those 4 schemes, that of other 16 schemes are unpredictable and the block cipher
E has much influence on the bounds. In this paper, we assume the padding is padding zero at end of
the message, and the hash function is iterated by Merkle-Damgard paradigm.

2 Definition

2.1 Basic Definition

The notations of the probability it the paper is followed PhD paper of Christian Cachin[4].

Let 1,={0,13" , the compression function F:I xI —1 , y=F(X,,X) B X €l ,

X, el ., yel in hash iteration, X, is chaining value. Let M-D hash construction

n !

H:l . xIl, =1, xel mel,,zel,.

2=H(mX)=Hm |-l m,x) 2F(m,F(-,Fm,x)).

Let G:l,xIl,—>1,, z=G(m,x), 2={(y,mx)|mel,xel ,zel,}, mel,, xel_,
zel, , {zmx)}2{zmx)|(zmx)eR,z=6(mx)} ., Sg=max#{(zy,my,x)}° .
Zy,My

T 2 maxt#{(zy, M, %)3°, Rg 2 max#{(zy, m, x)}°
29, %o Zy

A discrete random variable X is a mapping from the sample space €2 to an alphabet y, X

assigns a value X € X to each elementary event in the € and the probability distribution of X
is the function:

Poix—>Rix—>P[X=x]= > Pla]

weQ: X (w)=x

If the conditioning event involves another random variable Y defined on the same sample space,
the conditional probability distribution of Y given that X takes on a value y is:

P (X,)

R (Y)=
Yixx(Y) P, (X)
whenever P, (X) is positive .

Theorem1: Let function g: 1, xI, =1, y=g(m,X), the distributions of independent random
variable M and X are By, (m) and P, (X), function 4 m ) (Y) is defined as:



1L, y=g(mx)

Zom (V) = {o, y #g(m,x)

the random variable Y’s distribution can be derived from X and M by:

R(y)= Z Z Pux (M, X)Zg(m,x)()’) = Z z Pu (M)Py (m)}(g(m,x)(y)

xel, mel, xel, mel

we call the probability of Y is derived probability of M and X.

Definition 1: (Random Oracles[3]). A fixed-size Random Oracle is a

function f :1, — I, chosen uniformly at random from the set of all such functions.

Definition 2: The maximum advantage of collision attack and preimage attack are defined as follows:

1. Pseudo Preimage Attack:

AdvE ' (A) 2 maxPr[z, e | ;0 « A™" s e {(z,m x)}"]
Zy

2. Fixed Start Preimage Attack:

AdvE™® (A) 2 max Pr{zy, X, € 1 ,;0 < AT c o e {(z5,m, %)} ]
Z

0

3. Pseudo Collision Attack:

AdvE (A) 2 max Priw, 0 < ATH 0,0 e A, A c{{(z,,m )} }

Zy
4, Fixed Start Collision Attack:
Advi™C (A) 2 max Pr[x, € |, 0,0 < A" 10,0 e A, A c{{(z5, M, %)} }].
Zy

Definition3: [Black Box Model] function g: 1, xI, =1, y=g(m,X) isa Black Box Model, if
the probabilities of success of Game0 and Gamel are same, where ( < 2"/2.
GameO (A F,Y,,Q)
Fori=1,...,tdo:
Ay, —> (Mg, %)
Awins if existsi st z, =G(m;, X;)
Gamel (A F,Y,,9)
Q«Y
For i=1,...,t do:
A(Yo,Q) — (m;, X))
Q> Qu(G(m;, %), m;, %)
Awins if exists i st. zq =G(m;, X;)

If no special statement is given, z=G(m,X,) and z=G(m,,X) are not invertible.



3 The Security of Hash Function
Theorem 2 ([8]).For y=F(X,,%,),and y=H(m,x), then:

1. if y=F(X,,X,) isblack box model then:
~ Sy T
Advi* (@) = 2amax{2 K3
A 4 FixP T
Advi™(0) =29 maX{Z—k};

Advi" () =1;

I S T. —
A" (@) < max{2q -t (-1 h

2. if forany X, €l,, y=F(X,,X, ) isblack box model then:

AdvEX® (q) = 2 max{Tz—t}:

I S T. —
AGVE™ (@) < max{2g 2 a(a D)~

4 Collision Resistance of PGV Schemes

We assume block cipher E: Il xI1 — 1, ¥=E,(X) isblack box model, the security of 24 PGV
schemes is summarized in tables 1 where we do not consider the constant value V. The functions are
numbered in BRS[3], F :1 xI — 1, H, are M-D construction with:

H. :{0,3" " x{0,1}" ->{0,1}"
z=H;(m,x) = F(m,,F (-, F(m,x)
Where m=m,||---||m, xel,.

The F, ~F, are the group one schemes, which are immune to free start collision resistance

and F, ~F,, are the group two schemes which are not immune to free start collision resistance,

immune to fix start collision resistance. In fact 24 schemes are driven from 12 compression function
with different fix start and four of which are not immune to fix start collision resistance.

4.1 Probability of Compression Function

Lemmal. If Y=E,(X) isarandom oracle model, X,k is uniformly distributed in |  then
Te =1 and S;=1.

Theorem 3. Block cipher Y =E, (X) is arandom oracle model, X and K are uniformly distributed
in 1,,thenfor y=F(X,,X,),

SF, =1, and TF, =1, 1<i<24.

Proof. Since Y =E, (X) is a random oracle, then X, k,E, (X) are independent from each other.



We give the prove of the most famous model F,:y=E, (X,)®X,.

PYth:xh (y)
= Z I:)Xm (Xm) I:)Y|Xm:><m,Xh:xh (y = Exh (Xm) ® Xm)

:z me (Xm) P\(|Xm:>(m,>(h:xh (y = Xm (‘DU,U = Exh (Xm))
1
= ZZ§Z<W>(V = X O U) 1, ) (U)

1
< Z%mo,u)(y =X, OU)R -, (U) = o

And also
I:)Y|Xm=xm (y)
= z P, (X0) Rix ox x,—x, (YO X, = E, (X))

:Z Pe, ()P, x,=x, (y'= E,. (X))
1

i
Other models can be proved in similar way.[J
Theorem 4. VK,, Y= E(X,K;) isablack box model, then F,,1<i<12 are black box model.
Proof. We give the prove of F,, others can be proved in similar way.
Fiy=E (X,)®X, < Ex’hl(y@) X,) =X, forgiven y and X_,if we canget X,, thatimplies
for given plaintext X, and cipher text Y@ X, we getthe key X, with y®x, =E, (x,), since
E is a block cipher, the best way to find X, is exhaustive search; for given Yy and X, if we can
get X, by direct computation means for given Y,X,, we can get the cipher text X @Yy and
plaintext X directly, but the computation we can do is E and E*, the condition is possible only

when E isa linear function, for y =E, (x,)®X,, E isnota linear function, so the only way to

find the X isexhaustive search, collision resistant can be proved in similar way.

Theorem 5. VX, ,y = F(X,,X,) isblack box model.

Proof.

—Fo: vy, x=EZ(y), let x, =X, X, 2x®k,, then E, o, (X)) DX, ®X, =Y, but ¥y
and X, , the way to find X, satisfy Exrb@Xm (Xy) =Y is exhaustive search, so y = F;(X,, X, )

is balck box model;
—Fu: VY, x=E7(y®k), let x, 2x®k, x,2x, then E, 5 (X)) DX, ®X, =Y, but
Vy and X, ,wecan’tfind X, satisfy Exh,@Xm (Xn) © X, DXy =Y directly.

—Fis:Vy, x=E7(y®k), let x, =X, x, =k, then E, (X)=Y, but Vy and X , we



can’tfind x, satisfy E, (X )=Y;
—Fg: Wy, x=E(y), let x,Zk®X, X, =X, then Ey,ox, (%) =Y, but Yy and X,

we can’t find X, satisfy Exm@xho (X.)=Y;

—F,: vy, x=E (y®Kk), let x, =X, x, Zk®x then E, (x)®X, =Yy, but Vy and
Xp, ,we can’tfind x, satisfy E, (X, )®X,=Y;

~Fg: VY X=E (y®K), let X, =X, X, =k®Xx, then E, o, (X,)®X, DX, =Y, but

Vy and X, ,wecan'tfind X, satisfy EXm@XhO (X, )®X, ®X, =Y;

—Fo: Vy computes x=E7(y), let x, =x®k, x, =k, then E, (X, ®X)=Y, but
Vy and X, ,wecan'tfind x, satisfy E, (X, ®X )=VY;

—Fy: Vy compute x=E (y®Kk), let x, =x, x, =k, then E, (X, ®X,)®X, =Y, but
Vy and X, ,wecan'tfind X, satisfy E, (X, ®X )OX,=Y; =

Theorem 6. F, 21<i<24 are not fix start preimage resistant and fix start collision resistant.
Proof.
—Fp VY, X, let x, = EX’; (y) then E, (%,)=VY:
. ApE- _ )
—Fp VY X let X, =B, (YOX,) then y= EXho (Xn) @ X
—FpiV Y, X, let X, = E;; (N @X, then y=E, (x,®X,);
—FpiV Y, X, let x, = EX’; (YO X,)®x, then E, (X, ®X,)®x, =Y.
4.2 Collision Resistance of Hash Function

Theorem 7. If block cipher E is a random oracle model, if the compression function is
y=F(X,,%,) ,1<1<20 then the Hash function H,(m,IV), constant value IV el  is

preimage resistance and collision resistant, the bound of collision resistance and preimage resistance
are shown as bellow.

— For H,,1<i<12,
~ Ei 2 ~ Ei -1
Advgjxp(q)sz—ﬂ, AdvEre (q)s%.
—For H,,13<i<20,
. -1 . -1
AdVE:XP (q) < q(gn ) , AdVE:XC (q) < q(gn )

—For H,;,21<i<24,

Advi"® (0) =1, Advi“ (q) =1.



Proof. From Lemma 1, Theorem 2, Theorem 3 Theorem 4 and Theorem5 and Theorem6, we can get
the conclusions directly.

Lemma 2. Let E iscompression function, then Yy =E, (X®k), y=E, (x)®k,
y=E, (x®k)@k then

- 1
P?|K=k(y):2_n

Theorem 8. Let block cipher E: I x1 — I hasno weakness then:

—For ie{15,17,19, 20}:
R v, FixP TE A [y, FixC TFa
Advg (@ =a(a-D o5, Adv (@) <a(@-1)—

—For ie{13,14,16,18}:

o T. S o T. S
Advi® () < max{a(q —1)2—f;, 29 2—'1} Adv{® (q) < max{q(q —1)2—E, 2q2—“n" .
—For 1e€{1,2,3,4,5,6,7,8}:
o T. s o T. s
AdvE:XF’(q)smax{zqz—i,zq ;;}, AdvE:XC(q)smax{q<q—1)2—'f;,zq ;;}.

5 Design of Secure Hash Function

From above discussion, we can make a conclusion that, if we can design a iterated hash function with
S, =2" and T, =2", then the hash function is a idea model.

Definition4: An iterated hash function structure is definedas H® : 1" *x 1" — |"
HBl(m,x)éEH(m”“”ml,X)(hk@---@hl@h)),
Where xe{0,}", m=m_{|---[m, me{0,3"", h=E_ (h,),hy=x, z=H(m,Xx),

z=HB(m,x).

Fig.2 The design of H B1 Hash Function

The structure of H® is similar to the structure of 3c[19], but the attentions on the structure are
different.

Definition5. An iterated hash function structure is definedas H®: 1" x 1" — |"
2,z el,, 2=E, (—E, (X)), Z'=H(mM,x),y=F(x,,%)=E, (X,),
z=H®(m,x)=E,(z), m=m,|-||m e{0,13"".



Fig. 3. The design of H % Hash Function

Theorem 9. For Z=H®(m,x), Z=H®(m,x),if X, k and y are independent from each
other,and f(m,x)=h @---@h @h, isindependentfrom X and m,and y=F(X,,X,)
then:

Sys=1T,=T..,S.,=1, and T, =T,.

Theorem 10. For Z =H®(m,x), Z=H®(m,x),if x, k and y are independent from each
other,and f(m,x)=h @---®h @h, isindependentfrom X and m,and y=F(X,,X,)
then:

HE

- T - T
Advy i (g) < 2q2—'§, . AdvEES (@) <q(q —1)2—'§

H B2 HB

AdvF®(q) < 29 ;—E . AV (@) <q(q —1);—5

6 Conclusion

The theorem 7 needs block cipher is random oracle, or else (X and E, (x))or (E, (x) and k) is
not independent, respectively. If block cipher E is not assumed as a random oracle, then in

13<i<20,the Fg,F; Fg F,, with properities of B, _, () = 2i which means in group 2, the

n H
best compression functionis F, F; F4 F,,. And also the F,; is the block cipher E itself. In

group 1, the possibility of Q, =1 is very low, then the preimage resistant and collision resistant of

these schemes are unpredictable, different block cipher may result in a totally different results, for in
design of block cipher does not consider these properties and it is difficult to consider.

Table 1. Summary of results. Columenl is the number of hash function which are

given by BRS[3]. Column2 is the compression functions to build hash function, and column
3 is the compression function F , column 4 is the count of Yy for constant X, and column

5 is the count of Y for constant X :



i g= y= Py ixy 'Prix..
15 Eg(z) Eq..(@n) P I

(
21 Eg(x) E;\(zm) 1 Qﬁl
19 Eg(x @ k) Ee,, (@n © 2y} Py
ZJE;.[:Z:—‘-U E; (zh ® &m) 1 Q23
5 Ep(r)s Er (Tn) & Ty, Fs
1 Ep(z)@ Bz, (2m) © 2m Py Q]
17 Ey(z) @ k E.,. (Z4h) & Tm Py7
22 By (x) @ k E,, (zm) @ zp 1 Q2>
7T Epiz)ozaok E.,. (Zh) & T4 & T P Q-
3 Epfz)@rdk B (tm)®zp®em Py [
8 Eyzok)er F, (@@ )@z, Py Qs
4 Ep(zak)pz By (2n ®an) ® 2m Py Qq
WE(za ko k Erp (T4 @ Tm) & Py 1
UE (ze ko k -Er.\{rh""‘ﬂ'm)_‘-rk 1 Q24
6 Ep(kz)bz®kE, (2a®em)Des®zm P [
2 E;.[k—\.z:}tP:z:—\J.E, {rp,-'-‘:rm)—\.rkd:':z:m Py Q2
16 Epge (z) E: e, (xn) B P Qg
13 B (x) Errorn (@m) @0 Prg s
10 Egpe (2) D2 Eq poem (8) 0 xh P Qo
9 Epge(z) Do E:\gzn (Tm) ® 2m Py Qo
12 Epge(x) 2 k Er e (@0} & &m Py Cha
11 Epge (z) @ & Er ez (@m) @ 2p Py Qu
18 Bpge(z) Bz kb Eppge, (Tn) B on @ Em  Pis hs
14 Byge(z) @Bk Erpgan (@) @ 2h®Zm  Pu [}
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