ON THE WEIL SUM EVALUATION OF CENTRAL
POLYNOMIAL IN MULTIVARIATE QUADRATIC
CRYPTOSYSTEM

TOMOHIRO HARAYAMA

ABSTRACT. A parity checking-styled Weil sum algorithm is presented for a
general class of the univariate polynomials which fully characterize a system of
n polynomials in n variables over F». The previously known proof methods of
explicit Weil sum evaluation of Dembowski-Ostrom polynomials are extended
to general case. The algorithm computes the absolute values of the Weil sums
of the generic central polynomials in MQ problem.

1. INTRODUCTION

1.1. Character and Weil Sum. Let p be a prime (2 or odd) and ¢ = p™ for
integer n. We denote the finite field of ¢ elements by Fj. Fj is often regarded
as a vector space F' over F, of dimension n with some basis. A trace function
Try : Fy — F, for some integer ¢ which divides n, is defined by T'r(z) = = +
2P P 2P T forallx € F,, and the absolute trace function is simply
denoted by Tr (when t = 1). Since we identify F, with Z/(p), the image of
absolute trace function of any x € Fj are merely the integers in [0,p — 1]. The
trace function satisfies: Tri(ax) = aTri(x), Tri(x +y) = Tr(z) + Tr(y) and
Tre(xP') = Try(x) for all 2,y € F, and a € F,t (Theorem 2.23. [13]). We denote
the canonical additive character by xi(z) = exp(2miTr(z)/p) for z € F,. From
Theorem 5.7 [13], any additive character x, of Fj is obtained from x,(z) = x1(ax)
for all z € F;; with some a € F,. From the properties of trace function, we have:
x1(x +y) = xa(z)x1(y) and x1(aP) = x1(x) for all x,y € F,. With a nontrivial
additive character x of Fi, the sum:

> x(f(@)),

TzEF,

is called a Weil sum of a polynomial f(z) (Chapter 5. [13]).

1.2. Multivariate Quadratic Problem and Central Polynomial. Multivari-
ate quadratic cryptosystems (e.g., HFE system and variations: [15, 8, 6]. Tame
transformation and variations: [1, 10]. Others: [11, 16, 17]) rely their security on
the computational hardness (cf. [15, 9]) of a problem to solve randomly generated
systems of multivariate quadratic polynomials over finite fields. This problem can
be formally described as follows.
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Definition 1.2.1. (MQ Problem. cf. [5, 6]). Let Pi,..., Py € Fylz1,...,2,] m
polynomials of n variables over Fy, each of which has form:

Pu(ar,..ooan) = 35 aMaw, + 3 80, 440,
i=1 j=1

i=1

whereby agcj),ﬂi(k),'yi(k) € Fy for all 1 < k < n. Then, a MQ problem denoted by
MQ(q,n,m) is a problem of solving indeterminates x; € Fy of the random system
of m polynomial equations y; = P;(z1,...,z,) for 1 <i<m.

Now, let ¢ be the standard linear bijection ¢ : Fyn — F7 (with some fixed basis
of Fyn over Fy). We introduce an important fact about this MQ problem.

Lemma 1.2.2. (Kipnis and Shamir, 1999. [12]). Let

F=(P(x1,.-..,2n), -, Pu(x1,...,25)) be a system of n multivariate polynomi-
als of MQ Problem MQ(q,n,n) as is in Definition 1.2.1. Then, there exists an
univariate polynomial over Fyn :

D ) L
g i Vi
f(z) = E a;xd T 4 E bz T4,
i=1 j=1

where D,L € N, a;,bj,c € Fyn,a; > B, ¢* 4+ ¢%,q% < q" — 1 for each 1 < i <
D,1 <5 <L, such that

dofod Hvr,...,vn) = (Pr(viy...,0n)seevs Povr, ... 00)),
forV(vi,...,v,) € F.

In this paper, we name the univariate polynomial associated with the M Q(g,n,n)
in Lemma 1.2.2 as follows.

Definition 1.2.3. (Central Polynomial). Given a system of n multivariate polyno-
mials (P (21,...,%pn),..., Po(21,...,2,)) of MQ problem MQ(q,n,n). A central
polynomial of multivariate quadratic cryptosystem based on M Q(q,n,n) is the uni-
variate polynomial in Fyn [z] of the form:

D L
(1.2.1) flx) = Zaixqa“rqﬁi + ijxqwj +c,
i=1 j=1

where D,L € N, a;,b;,¢c € Fygn, a5 > 3;, ¢ +¢%,q7 < q"—1foreach 1 <i <

D,1 < j < L, which are obtained from Lemma 1.2.2.

The term ”central” purely comes from a cryptographic reason for the design
methods of trapdoor structures commonly built in the concrete multivariate qua-
dratic cryptosystems. In such systems the central polynomial of Definition 1.2.3
often appears at the center of the composition of 3 secret mappings over Fyn = F7?
(in particular, for HFE systems [15, 8]). We can also apply Kipnis and Shamir’s
Lemma 1.2.2 to express M Q(q,n,n) itself by this central polynomial. When a cen-
tral polynomial has no linearized and constant terms, the polynomial has a special
name in the following.



Definition 1.2.4. (Dembowski-Ostrom Polynomial. [7, 2, 3, 4, 14]) . A polynomial
in Fyn[z] of the form:

D

o B

x) = E a;z? T
i=1

where D € N, a; € Fyn, 05 > 35, ¢* +¢% < g% —1foreach 1 <i< D, is called a
Dembowski-Ostrom polynomial.

This quadratic multinomial is the source of the computational hardness gained
in the MQ problem and MQ trapdoor function. We note that a Dembowski-Ostrom
polynomial can be expressed by a product of two linearized polynomials (Definition
3.58. [13]) and from Kipnis-Shamir’s Lemma 1.2.2 it corresponds to a homogeneous
system over F), in the multivariate representation.

As a result, regardless of the concrete type of trapdoor structures designed in
MQ problem, we can always work on the corresponding univariate polynomial over
the extension field Fyn of form: f(z) = Y22 az9™ 97 4 Zle bz’ + ¢ which
is identical to that of central polynomial in Definition 1.2.3 for the system F' =
(Pi(z1,...,%n), ..., Pu(x1,...,2pn)) over F,. Similarly, we may have Dembowski-
Ostrom polynomial: f(x) = Zi’;1 aixqa“rqﬁi, when each multivariate polynomial
Py, of the system is a quadratic form (i.e. homogeneous quadratic polynomial).

2. WEIL SUM EVALUATION OF CENTRAL POLYNOMIAL

Let F, be a finite field of characteristic p (2 or any odd prime) and order ¢ = p".
We fix the two finite fields F), (Galois field) and F, (its extension) in this chapter.
Fy is regarded as a vector space F}' over F), of dimension n with some basis.

First we extend the previously known proof methods of ezplicit Weil sum eval-
uation of Dembowski-Ostrom polynomials [2, 3, 4, 14] to central polynomials in
Definition 1.2.3.

2.1. Simplification of Central Polynomial. Let S(a1,...,ap,b1,...,br,c) (or
simply S) denote the Weil sum of a central polynomial f(x) = Zil aa?" P 4
Zj Lbja?” + ¢ € Fyla] (Definition 1.2.3). Explicitly, with canonical additive
character x; of Fy, we consider:

S=S(a1,...,ap,b1,...,br,c) le Za:cp Z+pﬁl+2bzpj+c

xzeFy =1

Applying the property of additive character to the constant term ¢ of f(z) in the
Weil sum S yields an equivalent Weil sum:

5=l {lezawmzb ")

el =1

I.e., one can separately treat the image of ¢ by character x; when we evaluate the
Weil sum value S. Therefore, without loss of generality, we can always assume
that the constant term of central polynomials be zero (f(0) = ¢ = 0) and may
separately deal with the value x1(c) = x1(f(0)) at the final step of Weil sum
evaluation algorithm.

In the following we will show that we can also simplify the linearized terms
Zj L b;2?" in the central polynomial f(z) = 322 | ;22" 7" + Ele b;jzP” . The
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newly introduced coefficients A; € F, and parameters ¢;,y;,s; € Z and b € F in
the following theorem will be later justified in the specification of the subsequent
Theorem 2.2.1 regarding the auxiliary linearized polynomial of central polynomial.

Theorem 2.1.1. (Simplification of Central Polynomial). Let f(x) be a central
polynomial over Fy of Definition 1.2.3 (with f(0) = 0). Assume that we set the new
coefficients A; such that A? P = a; € F, (1 <i< D) and parameters t;,y;,s; € Z,
and b € Fy such thatt; = 5;— 31 modn (1<i<D), andy;=n—s; 2<i<D),
si=a;—3; >0 (1<i<D)andb= ZJ 1 bg’ o Then, we can express the Weil
sum S = S(a1,...,ap,b1,...,b1) of f(x) a

D

5= L n(aa +0"a)

z€Fy i=1
We call the polynomial Zi’;l AP 4 W the simplified central polynomial of
f(z).
Proof. The proof of the simplification consists of the two parts. First, we simplify
the linearized terms Zle bjxpwj in central polynomial f(z) into a single linear
term. In the transformations below, we repeatedly apply the properties of additive

character when splitting and joining the arguments of y; and taking the various
powers of p inside the each argument The first transformation is the following.

Z Y1 Zaﬂjp i+pPi +Zb P = Z Y1 Zaﬂjp 1+pgl Xl Zb P

el i=1 rcFy i=1
L
B Y
7/+ z J
= g X1 g a;xP TP H x1(bjzP )
xzeFy =1 j=1
L
_ g /31 e=j e
= g X1 g a;x? TP Hx(bj aP)
reFy =1 j=1
L
B e—v;
_ 7/+ z D J
= g X1 g a;xP TP HX (b )
zeFy =1 j=1
m -5
E X1 E a;xP TP X1 E bp ‘x)
rcFy =1
D

= > Q@™ ) xa (ba)

xzeFy =1

D
= > a @™ b,

zeF,  i=1
Therefore, the linearized terms Zﬁzl bjaP" of f(x) is turned into a single linear
term bz where b = ZJ 1 bé’ " and thus we have S = S(ai,...,ap,b1,...,br) =
S(al, ...,ap, b)

Next, we replace the coefficients a;’s with the new coefficients A; € F;, under the
new integer parameters t; = 5; — 81 modn (1 <i< D), y; =n—s; (2<1i< D),



si=a; —3; >0 (1 <i<D). Le., We have:

D
S(a1,...,ap,b) = Z Xl(Zaixpa“rpﬁi + bx)

TEFy =1

D
= > [Tt " o)

z€F, i=1

D
S T xa(aia?™ @)y (ba)

z€F, =1

D
= 3 TDaar” @™ P ey ™" 2™

z€F, i=1

D
Z 1_[)(1((141-up5iJrl)pti))gl(l)z’ﬁ1 u) [Note: u = x”ﬁl]

u€F, i=1

D
=Y a > A 4 ),

u€F, i=1

Therefore, we obtain the simplification S(a1,...,ap,b) = S(41,...,Ap,b), i.e., the
equivalent Weil sum of the form:

D
5= X n(aa -0 )

z€Fy i=1

with the simplified central polynomial Zil APt 4 »"” z. We obtained the
desired result. O

This theorem says that at the level of Weil sum values the Weil sum of generic
central polynomial is equal to that of special type of central polynomial of form

D
s B
Z AP P

i=1

This is the reason we name this type a simplified central polynomial.

2.2. Weil Sum of Central Polynomial. It is shown that in Theorem 2.1.1 the
Weil sum of an arbitrary central polynomial Zf;l a4 Zle bz (no
constant term) over Fy is equivalent to that of the corresponding simplified central
polynomial of the form Zle AP i vz with specially introduced new coef-
ficients A; € F; and parameters ¢;,y;,s; € Z and b € F,. In the following theorem,
we will justify their occurrences. We will deduce the auziliary linearized polynomial,
denoted by Tp(z) in Fy[z]. This linearized polynomial naturally appears during the
calculation in the proof and afterward enables us to compute the concrete absolute
value of the Weil sum. As is common in the proof techniques of explicit evaluation
of Weil sum, we start with taking the product of the Weil sum and its conjugate.
Note that the p can be either 2 or any odd prime.
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Theorem 2.2.1. (Auziliary Linearized Polynomial. cf. Theorem 1.4. [14]). Let
f(x) be a central polynomial over Fy of Definition 1.2.8 (with f(0) =0), and S be
the Weil sum of f(x). Then, the product |S|2 SS is:

1512 = ¢ Z Xl(z AP+ ™ ),

Tp(w)=0,weF, i=1

whereby A;’s are the new coefficients such that Apti =a; (1<i<D), t;yi, s and
b are the new parameters such that t; = f; — 1 modn (1 <i< D), y; =n—s;
2<i<D) si=a;—0>001<i<D)andb= Zrlbfe " The index w
of the outer sum runs throughout the set of roots in Fy of a linearized polynomial
defined as:

s 2s D s s1+s; s .
Tp(w) =AY W+ Ayw+ Y (A7 "+ (A,
i=2
Proof. From Theorem 2.1.1 we can work on the simplified central polynomial
Zle AP 4 "'z over Fy. Le., the Weil sum is expressed by:
D

S=5(A1,...., Ap, ") = Y (Y At 4o ),

reFy i=1

Now, let us take the product |S|> = S(Ay,...,Ap,b?")S(A1,..., Ap,bP™) . We
will show that the linearized polynomial T» (z) naturally appears during the course
of simplification of this product. As is in the transformation in Theorem 2.1.1, we
repeatedly apply the properties of additive character when splitting and joining the
arguments of x1 and taking the various powers of p inside the each argument. First
we have:

|S]* =

D D
= {3 a QA T ) (S T A 1 )

weF, =1 veF,  i=1
D D
= {3 X Ay (Y a (Y — A - b))
ueF,  i=1 veF, =1
D

= 3 a0 ()

u,vEF, i=1

= Y xaO Aif(w o) T = 4 v w)

w,veFy =1

Z Z (wP Tl P L P 1+1) bﬁslw)

b

b

Z (O A ) o (30 A ™),

=1 i=1
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We can further simplify the character Cyy ., = X1 (Zil Ay (woP™ +owP™)) as follows.

D
Cynp = Xl(z Ai(vasi + o™ )
i=1
= Xl(Alvasl + AjwoP™ + ZAivasl + ZAinpSZ)
i=2 i=2
D D
s s 2s s s s s;+s s i s
_ Xl(AIf l’Up 1wp 1 +A1va 1 +ZA§) l’Up 1wp its1 +Z(Ai’w)p 1+y1’l}p 1)
i=2 i=2
= x1(v?" Tp(w)).

Therefore, we have:

D
|S)? = Z Xl(ZAipr”rl +bp61w)~ Z x1 (0P Tp(w)).

weFy =1 vEF,

Recall that vP™* runs throughout F, as v runs throughout F,. Also, the inner sum
> _veF, x1(v?" Tp(w)) is zero unless Ty, (w) = 0 for the index w € F, of the outer

sum, because otherwise UPSITD(w) also runs throughout Fj, as v runs throughout
F,. Therefore we have:

D
SP=¢ Y ad A T 4 w),

Tp(w)=0,weF,  i=1

which is the desired result. (I

Finally, we will show a lemma regarding the set of roots of the auxiliary linearized
polynomial of central polynomial.

Lemma 2.2.2. (Roots of Auziliary Linearized Polynomial. Lemma 3.4 [14]). Let
Tp(z) be an auziliary linearized polynomial over F, defined in Theorem 2.2.1. Sup-
pose that e = gedye,« p(281, $1+ 84, S1+yi, n). Then, the set of roots of Tp(x) forms
a linear subspace gf}“q over Fy- and is isomorphic to Fy= for some integer t € Z.
X o . s1 p2s1 D sl ps1tsg
Proof. For any monomial 2/ in Tp(xz) = A} + Az + > ,[AY +
(Aix)psﬁyi], the exponent « is divisible by the greatest common divisor €. Therefore
for any u € Fpe, u?” = (((u?")")---)P" = u (/e times). Hence we have:

251 D s1
Tp(uz) = A7 (ux)”  + Ayuz + Y (A" (uz)

=2

pS1ts;

+ (Aiux)p51+yi]

2s pS1+si

D
= A’l’Squp ' + Ajuzx + Z[A’flux + u(Aix)pSﬁyi]

=2
=uTp(x),

for all u € Fp,-. That is, the set of roots of Tp(x) is a linear subspace of F, over
Fpe. By setting t € Z the dimension of this subvector space over Fje, the set of the
roots of Tp(z) is FIfE ~ Fee and its cardinality is p®’. O
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2.3. Weil Sum Algorithm for Central Polynomial. For finite fields of char-
acteristic p = 2, the Weil sum with canonical additive character is guaranteed to
be real. It should be noted that this fact is quite different from those in the cases
when p is odd prime [14]. We have the following lemma for p = 2.

Lemma 2.3.1. (Character (p =2)). Let Fy, be of characteristic p = 2. Then, for
any u € Fy, x1(u) is real.

Proof. 1t is a simple matter to show that from the definition of canonical additive
character, for any u € Fj, we have:

2ms .
x1(u) = exp(?TT(u)) = exp(miTr(u)).
Since the image of u € F, by the absolute trace function Tr(u) = Tri(u) is in
{0,1} = F>, the value x1(u) is either 1 or —1, which is real. O

It is followed that by Lemma 2.3.1 when p = 2 we also have:

Corollary 2.3.2. Let p =2 and S the Weil sum of central polynomial f(x) as is
in Theorem 2.2.1. Then, S is real and |S|* = S2.

This corollary readily embraces the important idea for the efficient Weil sum
algorithm (for p = 2). Le., for finite fields of p = 2, if we can compute the product
of the Weil sum S and its conjugate S as is in Theorem 2.2.1, then we can obtain
the absolute value of the Weil sum |S]|. To see this more specifically, let f(x) be a
central polynomial

D L
fl@) =3 ai?™ " 43 et € Fyfa)
i=1 j=1

Theorem 2.1.1 says that we can express its Weil sum S = S(a1,...,ap,b1,...,br)
as

D
S = Z Xl(z AP erpﬁlz),
z€F,  i=1

where 27;1 AP L 4 " 2 is the simplified central polynomial with coefficients
Afti =a; (1 <i< D) and parameters t;, = 3; — 1 modn (1 <i< D), y; =n—s;
2<i<D),si=a;—f>0(1<i<D),andb=3" " " asusual. By the
theorem of auxiliary linearized polynomial Theorem 2.2.1, the product |S|? = SS
is expressed by:

D
1S]? =q Z Xl(z AwP T 4 bpﬁlw),
Tp(w)=0,weF,  i=1

pS1Fsi

where Tp(w) = A’fSlwp b +A1w+zzpz2[A’i’51w + (Agw)?™ ] s the auxiliary
linearized polynomial in Fy[x], and also Corollary 2.3.2 yields

S =4+VS? = +/|52.

Now, let us consider some basis {w1,...,w,} of Iy, as a vector space F, = F}.
Then, Tp is actually a linear mapping over F' by the same reason in Lemma 2.2.2.
More specifically, we have:

Tp(uzx) = uTp(x),



9

for all u € F, and = € F,. (Obviously, the exponent p® = 1 of u = uP” divides
the exponents of any monomial appearing in Tp(z).) Let us take a n x n matrix
B = (bir),1 < i,k < n over F,, which represents the corresponding mapping Tp
over F,. In other words, we have for each w; in {w1,...,wn},

n
i) = Z birwr,
=1

bir € Fp and equivalently:
Yy1w1 + - F Ynwn = Tp(xiwr + -+ Tpwn) <= Y1, -, Yn) = (21,...,2,)B,

for (w1,...,2n), (y1,...,yn) € F.

In order to actually compute the partial sum in the product |S|?, we need some
representation of the set of the roots of the equation Tp(z) = 0. Suppose r =
rank(B) be the rank of the matrix B. Then, there are p™~" roots of Tp(w) = 0 in
F, (Note that w = 0 is always a root). So let [ = n —r and assume that some basis
{m,...,m} C F, forms the set of the roots of Tp(w) = 0 which is a subvector space
of F'. Then, from the properties of linearity and powers of p of trace function we
have, for any n = >, x;n; € ker(Tp) with each z; € F):

D D ! !
TrQ AV ) = Tr( A 0 ()
i=1 =1 =1 =
l l
ZA Z i) (3 w7+ 0 (Y wmy)
Ji=1 j2_1 Jj=1
!
ZA Z 1105 Z )+ b O winy)
1 1 =1
. l l]l J2= l
= Z Z Z r(Aizj, @ J2 77]177]2 + ZTT %77])
i=1 j1=1 ja=1 1
D ’ ! ’ 1 Jz
- Z Z Z ) 5, TT(Amﬂlnyz + ZzJTT ;)
i=1 j1:1j2:1 j=1
D 1 l
= Z Z Z xhzmTT(Aﬂhmp + Z»’CJTT 77j)~
i=1 j1=1 jo=1 j=1

Therefore, we have:
l

D . D l l
S B1 27T'L s B1
1O A T ) = exp(7(z SN @i, Tr(Amnt, )+ @ Tr" ' n))).
j=1

i=1 i=1 j1=1jo=1

Henceforth, let us consider the case p = 2. Now we have:

D
1(2 Am25i+1+b2ﬁ = exp(mi Z Z Z xj x5, Tr(A lnjlnjz +Z x;Tr( b2 i)

=1 1=1 j1=1j2=1
By pre-computing the trace values:
{ Yirj1rja = T;“(Amg‘m?:i)a
Pj = TT(bQ 177j>a
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for 1 << D,1 < 71,52 <1, we can evaluate the parity C(,,

D l l l
Clorra) = D D D TiTinYigige + Y 2ip; € Fo = {0,1}
j=1

i=1 j1=1jz=1

for each (z1,...,7;) € F}. Therefore, for the image of x; on the argument with
n € ker(Tp), we have either:

D
sq 81 .
1O A T 47 ) = exp(niCly,..ay) = 1,
=1

if 0(11 1111 ) = 0, or:

D
Sg B .
1O Am® T 42 ) = exp(niCly, . 0y) = —1,
i=1
if C(g,,....o;) = 1. We can combine these two cases as:
D

8 B1 .
Xl(z AmQ + + b2 77) = eXp(TMC(zl ..... Il)) =1- 20(11 ..... 1)

i=1
for each root n = 22:1 x;n; € ker(Tp). As a result, we obtain:

1512 = |S(Ay, ..., Ap, b*")?

D
D SR S R

Tp(w)=0,weF, i=1

D
—on > XY A T 40 y)

(1, @) EFS =4 mims i=1

=" Z (1 — 20(11,...,11))

=2"2' =2 > Clya)-

.....

.....

performing complex number calculation with exp(%ﬁiTrp (X)) as is in p odd prime.
We can formulate the above Weil sum algorithm in the following.

Algorithm 2.3.3. (Weil Sum Algorithm (p = 2)). Assume that a basis {w1, ... ,wn}
of Fon =2 F3' is available before computation.
INPUT: f(z)= Zle a2y ZZL biz?" : central polynomial in Fyn[x].
OUTPUT: |S|: the absolute value of Weil sum S of f(z).
(1) Compute the associated auziliary linearized polynomial Tp(x) € Fon[x] as
in Theorem 2.2.1 (Suppose the rank of the kernel is l).
(2) Compute the basis {m,...,m} of ker(Tp).
(3) Let U be 0 € Z. _
(4) Compute i, j, = Tr(Amsn3,") for 1 < i< D,1<ji,ja <1
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(5) Compute p; = TT(bQB1 n;) for 1 <j <lI.
(6) For each (x1,...,1;) € F}, evaluate:

D l l l
Clar,z) = Z Z Z T TjyVigu.ge T szﬁ'j €k
j=1

=1 j1=1ja=1
and set U =U + Ca, ... o). (Note: integer addition.)

(7) Return 2"/2y/20 —2U.

Theorem 2.3.4. (Validity and Complexity). The Weil sum algorithm in Algorithm
2.3.3 computes the absolute value |S| of Weil sum S of the input central polynomial

flz) = Zi’;l a2 2y ZZL bz in Fynz] in time:
O(C‘[)LF(?’L3 + 21)),

where | is the dimension of the kernel of the auxiliary linearized polynomial Tp(z)
and Cpr, = D+ L is the sparsity of f(x).

Proof. Suppose that the basic arithmetic operations for the elements in Fj costs
O(log? g)-time in RAM. When ¢ = 2", it takes O(n?)-time. The estimate of each
step of the algorithm is:
(1) A; is obtained from 2"~*i-th power of a;, thus in O(Cprn3) time.
(2) Performing Gaussian Elimination on B to obtain the basis {n1,...,n;} takes
O(n?) time.
(3) O(1) time.
(4) Trace Tr(z) =z +x2+---+22"  has n— 1 additions and n — 1 squarings
in Fyn in O(n?) time. Thus, we have DI? x O(n3) = O(DI*n?)-time.
(5) I x O(n?) = O(In3)-time.
(6) 3x DI>+1x 1+ 1 opsin Fy. So O(2!DI?)-time.
Therefore we have:
O(Cprl?(n® 4 2"))-time.
The input size (number of bits required to represent f) is about Cprnlogp =
Cprnlog?2 and clearly the complexity does not depend on the degree of f(x) while
it primarily depends on the dimension [ of the kernel of Tp(z) and the extension
degree n of Fon. O

Note that Algorithm 2.3.3 does not resolve the sign of the Weil sum S since the
return value is the absolute value |S|. As is stated in the beginning of this chapter,
if central polynomial has a nonzero constant term, we can separately calculate the
character value of the constant and multiply by it the result obtained from the
Algorithm 2.3.3.

In practice, the dimension [ of the kernel of the matrix B of Tp(x) is usually
small so that the parity checking Step (6) in Algorithm 2.3.3 can be feasible for
randomly generated central polynomials with larger n of a cryptographic interest.

3. CONCLUSION

We developed parity checking-styled Weil sum Algorithm 2.3.3 which avoid the
complex number calculation for finite fields of characteristic p = 2. The algorithm
computes the absolute values of the Weil sums of the generic univariate polynomials
which fully characterize MQ problem of n polynomials in n indeterminates over Fj.
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The proof method in the simplification procedures of Theorem 2.1.1 is a natural
extension of the combined results of Theorem 1.4. [14] and [3]. We showed that
at the level of Weil sum values we can work on the simplified form of central
polynomials in stead of dealing each coefficients appearing in the linearized terms
of the central polynomials. The auxiliary linearized polynomial turns into the index
set of partial Weil sum in Algorithm 2.3.3 whereby the dimension of its kernel
dominates the time complexity of the algorithm.

For many of the randomly generated central polynomials and their auxiliary
linearized polynomials, the kernels are often of dimension much smaller than the
extension degree n. We do not claim that this algorithm is optimal. It remains an
open question to improve the efficiency of the algorithm in addition to resolve the
sign of the absolute values.
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