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ABSTRACT. Let N = pg be an RSA modulus where p, ¢ are large primes of the same
bitsize. We study the class of the public exponents e for which there exist an integer m

with 1 <m < llggé\g and small integers u, X, Y and Z satisfying

(e+uw) Y™ —y(N)X™ = Z,

where ¢(N) = (p+ 1)(¢ — 1). First we show that these exponents are of improper use in
RSA cryptosystems. Next we show that their number is at least O (mN%"'%_O‘_E) where
a is defined by N1=% = 4 (N).

1 Introduction

Let N = pg be an RSA modulus, i.e the product of two large primes p and q. Without
loss of generality, we assume that ¢ < p. Morever, throughout this paper we assume that
the primes p and ¢ are balanced, in other words, that the bitsizes of the primes are equal
so that ¢ < p < 2q.

Let e, d be the public and secret exponents satisfying ed = 1 (mod ¢(n)) where ¢(n) =
(p—1)(¢—1) is the Euler totient function. To speed up the RSA decryption of some devices
with limited computing power such as smart card, one might be tempted to use short
secret exponents d. In 1990, Wiener [11] showed that if d < %N i, then RSA was insecure.
Wiener’s method is based on approximations using continued fractions. Verheul and van
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Tilborg [8] and Dujella [4] proposed an extension of the results of Wiener that allows RSA
to be broken when d < N1+7 using an exhaustive search for about 8 4+ 2vlog, N bit. In
1999, Boneh and Durfee [2] improved Wiener’s bound to d < N%292, Their attack is based
on Coppersmith’s technique [3] for finding small roots to polynomial equations, which in
turn is based on the LLL-lattice reduction algorithm. In 2002, de Weger [9] proposed an
extension of these attacks to an RSA modulus with a small difference between its prime
factors. In 2004, Blomer and May [1] extended both Wiener and de Weger attacks for the
RSA cryptosystems with secret exponents having the modular factorization d = —zy~*
(mod ¢(IV)) where x and y are integers satisfying

1
1§x<§N% and |y|<N*%em.

Morever, they showed that the number of such keys is at least O (N %_5) where ¢ is a

positive constant. In contrast to the attacks of Wiener and Boneh-Durfee, the secret key
in the attack of Blomer-May could be large.

The starting point of the former attacks is the defining equation ed =1 (mod ¢(N)),
which means that there exists an integer k such that ed — k¢(IN) = 1. The main results
of these attacks are based on the arithmetical properties encoded in the public exponent
e and the Euler totient function ¢(N). Such keys (N, e) are called weak keys in [1] and
¢(N)-constrained keys in [7]. Instead of focusing on the information encoded in the public
exponent e reltively to ¢(IN), an alternative way proposed in [7] is to replace ¢(N) by any
function F' with special properties. In that paper, an attack was proposed on the public
exponents e satisfying eY —p(¢—u)X = Z, with suitably small unknown integers u, X, Y,
Z. Tt is shown that every public exponent with these properties yields the factorization

of N in polynomial time and that the number of such keys is at least O (N i—e )

In this work we consider the class of the public exponents e satisfying the diophantine
equation
(e+u)X™ —yp(N)Y™ = Z, (1)
where m is an integer satisfying 1 <m < i
Y(N) = (p+1)(g—1).
For notational convenience, we define o € R so that ¢)(N) = N1=¢. Typically, ¥)(N) ~ N

and therefore a =~ 0. We present a new method that finds p and ¢ in polynomial time for
every exponent e satisfying (1) with

[N

v < mel~wm %_%@b(N)

B 2(\/§Nie+2w(N)>
3Nie+ 2¢(N
2] < min | N3 xm, VNI L 2N) |
2mNm ~1ehp(N) =m
0 << VIX
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In particular, we show that our attack works for all public exponents e with the special
structure e = LQ/J(N )i,(—mj + 1 where X, Y are relatively prime integers satisfying

V2m

NTmY <X <Y < TENHE

a—e

Morever, we show that the number of such exponents is at least O (mN e ) and

should not be used in the design of an RSA cryptosystem. As in [1] and [7], our attack will
be based on combining the theory of continued fractions and Coppersmith’s technique [3].

The remainder of this paper is organized as follows. In Section 2, we briefly recall well
known results from continued fractions and Coppersmith’s technique. In Section 3, we
state some properties of the function . This is useful to explain our attack. In Section 4,
we present the new attack. Finally, in Section 5 we give a lower bound for the number of
public exponents e with a special arithmetical structure for which our approach applies.

2 Legendre’s theorem and Coppersmith’s technique

In this section we briefly recall Coppersmith’s lattice method and the classical Le-
gendre’s theorem on diophantine approximations.

Let N = pg be an RSA modulus with ¢ < p < 2¢. Let f(x) be an univariate monic
polynomial of degree §. In [3], Coppersmith described a remarkable method that finds
all integer solutions z( of the equation f(xp) =0 (mod N) provided that |zg| < %N%_E.
This method has many applications in cryptography. A key role in our attack is played
by the following theorem (see [3] or [6], Theorem 10).

Theorem 2.1. (Coppersmith [3]). Let N = pq be an RSA modulus with ¢ < p < 2q.
If p is an approximation of p satisfying

|p_25| S 2N%7

then N can be factored in time polynomial in log N.

Similarly to Wiener’s attack, our approach is also based on the continued fraction
algortithm. More precisely, we will use the following classical theorem on diophantine
approximations (see Corollary 2, [1, § 2] in [5]).

Theorem 2.2. (Legendre). Let & be a real number. If the coprime integers X andY

satisfy
X 1
'5 - ?‘ < 2y2

then % 18 a convergent of €.
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3 Properties and basic lemmas

In this section we state some facts that we will use throughout this paper. Let N = pg
be an RSA modulus where p and ¢ are primes of equal bitsize. We begin with the
following useful lemma.

Lemma 3.1. Let N = pq be an RSA modulus with ¢ < p < 2q. Then

N—l—\/—_\/_<z/1( N)< N —1.

Proof. Since g < p < 2q, then ¢ < N < 2¢%. This gives

2
gx/N <q<VN. 2)
On the other hand, since p = %, then (2) gives

VN < p < V2VN. (3)

Combining (2) and (3), we get

0<p—q<VaVF - L2VF - LUR.
Rewriting »(N) = (p+1)(¢—1)=N—-1— (p — q), we get

N—1—£\/_<N—1—(p Q) <N-—1,

which proves the lemma. |

Notice that for prime difference p —q < N T an algorithm of Fermat finds the factor-
ization of N in polynomial time (see [9]).
Recall that throughout this paper the public exponents e have the structure that they
1

satisfy (1).

;n; . The

m

following lemma states the error terms in approximating (N )% by N -
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Lemma 3.2. Let N = pq > 39 with ¢ < p < 2q. Let m be an integer with 1 < m < llggé\g
Then
3VN
_ <N% _¢(N>% < Ll,
mN~w 2map(N) —m
Proof. Note that
m—1 L
N_¢(N):(Nm_ m) N ¢ ),
1=0
and
1 1 N — (N
Nm — 1/}(n)m = m—1 mfl(fi ) EEN (4)
Dico N Y(N)m
First, consider the denominator of (4). Since ¥)(N) < N, then
m—1 1 . m—1 s ] m—1 1 )
YN F (N < Y N"Z T yp(N)m < Y N™5 N,
i=0 i=0 i=0
that is
m—1
mp(N) = m < 3 NTTT(N)w < mNY (5)
=0

Next, consider the numerator of (4). By Lemma 3.1, we have N — 1 — @\/N <P(N) <
N — 1. This gives for N > 39

1<N—¢(N )<1+£\/_<‘f\/_

Combining this with (5) in (4), we get

1 1 1 V3V N
1—L Nm _¢(N)m 1—1
m ™ 2myp(N) —m
which terminates the proof. |

The following lemma gives an estimation involving ¢ (N )% and N.
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. . . log N
Lemma 3.3. Let N = pq > 30 with g < p < 2q. Let m be an integer with 1 < m < 2 532.
Then
1 1 1
(2 + \/§> BH(N)™ > 2™ Nw 1,
Proof. Using Lemma 3.1, we get
1
B(N)™ > (N—1—£\/_>
Define ¢ by
N-1- if N1-e,
Then for N > 30 we have € < 2—10. It follows that for all m > 1,
2 N m 1 = 1 1 1 1 1 1
(N_l_ \/_2\/_> =Nm m >Nm &> Nm 20 =Nm 1N5
Since m < llggé\;, then (2 + \/3) N& > N5 > 2™ Hence
(2+V3) N%iNE > 2mNw
and finally
<2+\/§> D(N)™ > 2mNw 1,
which terminates the proof. |

Let e be a public exponent and u a positive integer Wlth u < N 1. The following
lemma states the error terms in the approximation of (e + u) by em.

Lemma 3.4. Let N = pq with ¢ < p < 2q. Let m be an integer with 1 < m < llggé\g If
0<u< N%, then

il

3=

(e+u)m —em <

_ 1
mel m

Proof. Put x = (e + u)% and y = ew . Since u > 0, then z > y and

m—1 m—1
u=a™ -y =(z—y) ) "y > ( y" T Ty =m(x - y)y
1=0 1=0
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This gives
u

Assume that © < Ni. Then

(e+u)m —em =z —y <
which terminates the proof. |

Let us focus on the diophatine equation (1). The following lemma proves the existence
1

of a link between the small solutions of this equation and the approximations of (ﬁ) "

Lemma 3.5. Let N = pq with ¢ < p < 2q. Let e be a public exponent and X, Y be
relatively prime positive integers. Put eY™ — p(n)X™ = Z. Then

; - (w(emy

Proof. Letéz( - )Eandﬁk:(SeXp(%“) for k=0,1,--- ,m —1. We have

2m71|Z|
T melmm(N)mym

W(N) “m
m—1 m—1
W(N)X™ —eY™| =p(N) ] 1X =0V =p(N)|X —6Y| [] 1X - 0Y].
k=0 k=1
Hence )
1Z] = v(N) |X = Y] J] 1X - 6xY]. (6)
k=1

Since X >0,Y > 0and § > 0, then | X — 0,Y| > |X — dY|. Hence for k > 1,

1 1
| X —0LY| > §(|X—9kY]+\X—5Y\) > 5\5—0le.
This gives
m—1 Ymil m—1
[]1x-6y|> =T [T 16— 6kl (7)
k=1 k=1

Further, let g(x) = ¥ (N)z™ — e. Then

a1 le(@)
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and

m—1
9" (%) m—1
0— 0k = =md .

Combining this with (7), we get

m—1
mém_lym_l
klill |X - Hk:Y| > T

Using this inequality in (6), we get

mém—lym—l
Z] 2 Y(N)| X = 0Y | —— ———

ogm—1 )
and finally
X 2m=1 7]
— -0 < .
Y — mém—LyY(N)Y™
Replacing § = (ﬁ) m’ this proves the lemma. |

We end this section by the following simple lemma connecting any approximation of
p — ¢ to an approximation of p + q.

Lemma 3.6. Let N = pq with ¢ <p <2q. Let T >0 and S = vT? + 4n. We have

IS—+al <IT—(p—q)l
Proof. Using the identity (p + ¢)? — 4n = (p — q)?, we get

52 — (p+ q)?]
S — —
1S —(p+q)| STriq

_ ‘T2+4n—(p+q)2}

N S+p+q

|T? = (p—q)?|

S+ p+gq

_T-(-9l(T+p—0q)
S+p+q '

SinceT'< Sandp—q<p+gq,thenT+p—q<S+p+q. This gives
1S =+l <IT—(p-9l,

which concludes the lemma. |
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4 The attack algorithm

In this section we present the attack on the public exponents e verifying (1) that we
have considered. Both continued fraction and Coppersmith’s method techniques will be
applied. We begin by linking the small solutions of the diophantine equation (1) to the

1
diophantine approximations of (<t%)™ for any positive integer u with u < N 1.
P pp N yPp

Theorem 4.1. Let N = pq with ¢ < p < 2q. Let e be a public key and m > 1 be an
integer. Suppose that e satisfies the equation eY™ — (N)X™ = Z with

3Nie+ 2¢(N
7)< AN 20y, ®)
2mNwm—ap(N) - m
and
1
1Ll 1 2
~ \2(VBNEe+2u(N))
X o
Then for all positive integers u < Ni, v 18 a convergent of <8 j\}u) .
Proof. We have
(e +u)w X < (e+u)m  em n em e N e X (10)
Nw= Y| Nw  Nw| |9 )w Nw| |pN)= Y|
Using Lemma 3.4, we get
ek | |letwm—em Lk
(e-l-llt) I 1 §N4 - ()
N N Nw mel=m
On the other hand, applying Lemma 3.2, we get
1AL 1
e e e [N —p(N)m V3Nz~mem (12)
T i 1 1 <
$(N)w N Y(N)w Nwm 2mip(N)
Finally, by Lemma 3.5, we have
1
™ X om=117
671 -3 = 1 | ‘1 . (13>
N7 Y| memp(N)my ™
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Combining (11), (12) and (13) in (10), we get

(e+uw)m X - Ni~m N V3Nz mem N 2m=1| 7|
N Y mel=m 2may(N) mel=mh(N)m Y™
V3Nie+ 2¢(N) om=1| 7|

X o
which means, by Theorem 2.2, that v is a convergent of (e ]—I\—[u) .

The next theorem ensures that the modulus N can be factored if e has a more
structure.

special

Theorem 4.2. Let N = pq with q < p < 2q. Let e be a public exponent. Let m, X, Y
be positive integers. If eY™ —p(N)X™ = Z with |Z| < 2N5X™, then N can be factored

. polynomaal time.

Proof. From eY™ —¢p(N)X™ = Z with ¢(N) = (p+1)(¢g—1)=N—-1—(p—q),
ey A
—g=N-1- iy
p—q xm +Xm
Let T=|N—1-— e;(/: and suppose that |Z| < 2N%X™. We have
Z 4 1
T—(p— <|—|=+— <2N7.
T—(p Q)|_’Xm' o <

This means that T is an approximation of p — ¢ with an error term less than 2V 1
put S =712+ 4N and P = SJFTT Applying Lemma 3.6, we get

1S — (p+9q)| <|T - (p—q)] <2N*.

we get

. Next,
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Hence

1
|P —p| = §|5+T—2pl

Z%\S—(erQH(T—(p—q))I
<S15— G+l +5IT— ()
< 9NT.

It follows that P is an approximation of p up to an error term bounded by 2N 1. We can
then apply Theorem 2.1 to find p and the factorization of N. |

Let us briefly summarize the new attack. Recall that the input is a public exponent
e such that (e + u)Y"™ — ¢(N)X™ = Z with unknown integers X, Y Z, u satisfying
0<wu<Ni,|Z < NiX™ and the inequalities (8), (9). Notice that, since 0 < e < N,
the right hand side of (9) satisfies

2 1 1 1 % %
mel =7 N~ i p(N) <<mN1—m m—w(N)) _<mN%) JmNE

Algorithm 4.3.

INPUT N, e.
1. m=1.

3
2. Compute Yy(m) = \/"_ZNS .

1
3. Compute the continued fraction expansion of (%) .
4. For every convergent % with Y < Y.
i. Compute T'= [N —1— 2|, § = VT2 +4N, P = &L

XTYL
ii. Apply Coppersmith’s algorithm to P. If the prime factor p is found, then stop.
5. m =m + 1. Return to Step 2 if m < 11353],\;
ouTPUT p.

Since for every m with 1 < m < llgg 3{\; there are O(log Yo(m)) = O(log N) convergents

and each step in the algortithm can be done in polynomial time in log N, we can factor
N in polynomial time.
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5 The number of Y-constrained keys

In Section 4, we showed that every exponent e that satisfies (1) with the inequalities
of Theorem 4.1 and Theorem 4.2 yields the factorization of N. In this section, we restrict
these exponents to the case where there exist small coprime positive integers X, Y such
that e = W(N ) if: J + 1. We give an estimation of the number of such exponents. We
begin by a corollarly of Lemma 3.3 which states a property of these exponents.

Corollarly 5.1. Let N = pq be an RSA modulus with ¢ < p < 2q and m an integer with
1<m< llggé\; Let X, Y be coprime positive integers satisfying

N-mY <X <Y.
Ife = LQﬁ(N)‘;(—:J + 1, then

V3Nie+ 2i(N)
2N w1 (N)

Proof. Since e = W(N)if—:J + 1, then

e§¢(N));—+1<e+l. (14)

m

Combining this with N “mY < X we get

Xm - Y(N)
ym Ni

e > p(N)
This gives
VBN te+26(N) > VBU(N) + 20(N) = (2+V3) ¢(N)
On the other hand, by Lemma 3.3, we have
(2+v3) w7 > 2m N7t
Multilpying this by (N) =% we get
(24 V3) () > 2" NwF(N)

Hence ) L .
V3N e +20(N) > 2" N 1gp(N)! o,
and the corollarly follows. [

Another property of the exponents defined by e = L@b(N ));—:J + 1 is the following.
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Lemma 5.2. Let N = pq be an RSA modulus with ¢ < p < 2q and m an integer with
1<m< llggN. Let X, Y be coprime positive integers satisfying
g 32

N =Y < X <.

Ife=|(N)5=| + 1, then

M_.

me!~m N7 —31)(N)
VBN e+ 2(N)

—Q

3o

Nzt

m
>
— 4

Proof. Assume that N Y < X <Y. Then1 < N1 if—: Combining this with (14),
we get

V3Nie+ 2h(N) < V3N (¢(N)X—: + 1) + 2(N)

Y
< ANH(N) T+ 20(N)
= 2(N) (N% if: - 1>
< 4N%¢(N)%

Combinig this with (14) again, it follows that

.zsl»—‘

Li-
me " m Nm

Y(N) m(w<N>§:>1‘%N%—w<N>

>
V3Nie+ 2¢(N) ANp(N) 3

_ mNm3p(N) -y

N 4X

> TNwEhY(N)

_ M ya-i N (1-%)
4
m 1 o

= _Nztm—,
4

and the Lemma follows. [ |

Let us show that the public exponents e defined by e = W(N )if—:J + 1 where X and
Y are small positive integers should not be used in the design of an RSA cryptosystem.
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Theorem 5.3. Let N = pq be an RSA modulus with ¢ < p < 2q. Let X, Y be coprime
positive integers satisfying

V2m

JWﬁY<X<Y<j?Nﬂ%%.

Ife = Llﬂ(N)%J +1, then for allu with0 < u < N1 (%)m, % is a convergent of (641\',“)E
and N can be factored in polynomial time.

Proof. Put Z = eY™ —(N)Y™. Since e = [1)(N)25 | + 1, then using (14), we get

Multiplying by Y™, we get 0 < Z < Y"™. Combining this and Corollary 5.1, we get

V3Nie 4 2¢(N)
2m N ~aah(N) =

0<Z<Y™m< Y™,

Hence the inequality (8) of Theorem 4.1 is satisfied. On the other hand, by assumption
Y < —VZmNiJFﬁ_%. Then applying Lemma 5.2, we get

Y’<-L233Ni+£;—3::<ﬁf +“—ﬂ)% < [ melmNE A YY)
1 <

Hence the inequality (9) of Theorem 4.1 is also satisfied. Consequently, by Theorem 4.1,

for all u with 0 < u < Ni, % is a convergent of (EJFT“) ™ Next, put
Zy=(e+u)Y™" —¢(N)X" =Z +uY™.
Since 0 < Z<Y™ N Y < X and 0 <u < Ni (£)™, we get
1Zu| < Z+ u]Y™ <Y™+ NiX™ <2NiX™,

Applying Theorem 4.2, we conclude that N can be factored in polynomial time. |

The following lemma shows that different tuples (X,Y) lead to different exponents e
with e = [p(N) (3)" | +1.
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Lemma 5.4. Let N = pq be an RSA modulus with ¢ < p < 2q. Let X, Y, U, V be
coprime positive integers with

\/2 —oy o \/2 e
TN 5+

N mYy <X <Y < 5w and N~ 4mV<U<V<TN%—% el

Let e = {w(N) (%)mJ +1ande = {w(N) (%)mJ +1. Ifed+u = €' +u' for some positive

integers u and u' with 0 < u,u’ < N7 thene=e¢.
Proof. Since e = {w(N) (%)mJ + 1, then using (14), we get

u<e+u—1p(N) (é)mgl-l—u.

Similarly, we have

u <ée +u —yP(N) (%) <1+

Combining these inequalities, we get

voutera o (2) - (2)) v

Suppose that e +u = ¢’ + ' with u,u’ < Ni. Then

X\ m
MN)’(?) _@) ‘Smax('“’—“—lhw—wuSN%

which gives )
YN) [(XV)™ = (YU)™| < N2 (Y V)™

and
Ni(YV)™
Y(N) Z:l_ol(XV)mflfi(yU)i ’

Since X > N~txY and U > N‘ﬁV, then

XV —YU| < (15)

m—1 m—1
ST XV YUy > o (YV)" LN TR (YY)
=0 =0
m—1
— N~ (YV)m1
=0

—1

= mN~ & (YV)™ L
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Combining this with (15) we get

Ni(Yyv)™ Ni~mYy
XV - YU| < (V) _NEm Yy
map(N)N~ 5 (YV)m-1 mi(N)

Since Y,V < ‘/%N‘__+2m and ¢(N) = N'=* with a < 1, we get

N3~ =YV 1Nz amNs°tm 1 4 1
< _ — _N 4m < —.

Summarizing, we find that
1
XV -YU| < 3

Since XV — YU is an integer and ged(X,Y) = ged(U,V) = 1, then XV = YU and
X =U,Y =V implying e = €. [

Finally, we derive a lower bound for the number of public exponents with the special

atructure e = W(N ) (%)mJ + 1 where X, Y are small positive integers.
Theorem 5.5. Let N = pq be an RSA modulus with ¢ < p < 2q. The number of
(N)-constrained exponents is at least

O<mN2 C"E).

Proof. We will give a lower bound for the number of exponents e satisfying Theorem 5.3.
Let X and Y be relatively prime integers satisfying

V2m
4 N

&

_2
2 2m |

N[

N mYy<X<Y<

Let u be an integer with 0 < u < N4 <. Let e be defined by e = {lﬂ(N) (%)mJ + 1.

The uniqueness of e is assured by Lemma 5.4. Put
1 2 1 e @
Xy = {N—Tmﬂ and Yy = {—VmNTTL%J .

The number of the exponents e + u defined before is

Y
- 1Xm

ym

Y=1 X=X,
ged(X,Y)=1
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Since N~ 1Y < X, then trivially N7 g,(—: > 1. Hence

Yo Y-—-1 Yo % X Yo
X, 1
Q> Yo1= T¢(Y)=(1—N 4m>2¢(y)
Y=1 X=X, y=1 y=1
ged(X,Y)=1

Recall that ¢(Y") is the Euler totient function and satisfies (see [10])

o(V) > ¥ r

> =N,
~ 9loglog(Y) ~ loglog(N) ’

where v is the Euler-Mascheroni constant and ¢ is a small positive constant. We get
finally

Yo
Q> (1—N—ﬁ>N—EZY
Y=1
1 Yo(Yo+1
= (1-n"w )N of ;“L )
> (1 N7 ) NTENEE
16
Since m < llgg ?j)\;, then 1 — N~ @ > 1, which concludes the proof. [
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