Grobner Basis based Cryptanalysis of SHA-1
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Abstract. Recently, Wang proposed a new method to cryptanalyze SHA-1 and found collisions
of the 58-round SHA-1. The complexity of Wang’s method to cryptanalyze the 58-round SHA-1
is 2% SHA-1 computation. Moreover, Wang et al. gave the complexity evaluation against the
full SHA-1 which is claimed to be 2%2. The aim of this article is to sophisticate and improve
Wang’s attack by using Grébner basis techniques and to reduce the complexity of the attack
for SHA-1. In this article, we apply Grobner basis techniques to a cryptanalysis of SHA-1. We
introduce a new notion of ”semi-neutral bit” and propose an improved message modification
technique based on Grébner basis technique. In the case of the 58-round SHA-1, the complexity
of an attack based on our improved message modification is 2® message modification which is
equivalent to 23" SHA-1 experimentally in our latest implementation. We found many new
collisions for the 58-round SHA-1. Moreover, in the case of the full SHA-1, the complexity
of our algorithm when it is applied to the first iteration of a two-iteration attack for the full
SHA-1 is 2°" message modification (symbolic computation), whereas Wang’s method needs 2°2.
Though the complexity of the attack for the full SHA-1 is reduced, symbolic computations are
still very slow at this moment. However we conjecture that our algorithm can be improved by
techniques of error correcting code and Grobner basis.
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1 Introduction

MD4 is a first dedicated hash function proposed by R. Rivest in 1990, and MD5 was proposed as
an improved version of MD4 in 1991 also by R. Rivest. Following the same design paradigm, SHA-0
was published by NIST in 1993 and SHA-1 was issued by NIST in 1995 as a Federal Information
Processing Standard. SHA-2 was also proposed by NIST as an improved version of SHA-1 where the
length of hash results are 256, 384, 512.

In the first cryptanalysis of these algorithms, Dobbertin [4] has found semi-free start collision
of MD5. Later on, Wang [15], [14] has proposed collision attack on SHA-0 whose complexity was
estimated to be as 2% SHA-0 computation. Chabaud-Joux [3] independently found a differential
collision attack against SHA-0 using essentially the same pattern. Introducing a new approach based
on the neutral bit, near-collisions and multi-collisions, for SHA-0 and a reduced SHA-1 have been
reported in [2], [6], [1].



Employing the modular differential attack and a message modification technique, Wang [16] has
found collisions for the following hash functions MD4, MD5, HAVAL-128, RIPEMD, and in [7],
[12], it is proposed how to break MD4, RIPEMD, MD5 and other hash functions, with the attack
complexity against MD4 and MD5 proportional to 28 and 237, respectively. In [13] and [11], efficient
collision search attacks against SHA-0 and 58-round SHA-1 have been reported as well as a complexity
evaluation against the full SHA-1 claimed to be 2° SHA-1 computation and in the improved approach
to be 262, (cf. [10], [9], [17])

In this article, we apply our method to analyze the 58-round SHA-1 and the full SHA-1. Our
method is based on the Gaussian elimination and Grébner basis techniques. Our key ideas are to
view a set of sufficient conditions as a system of equations via non-linear boolean functions and to
consider message modifications as error-correcting procedures for non-linear codes. Starting from a
disturbance vector for SHA-1, we determine sufficient conditions for a message to have a collision
message with respect to the given disturbance vector, tables of control bits and control relations
which needed in the conventional message modification, and a list of semi-neutral bits and adjusters
which are defined later and used in our improved message modification. From the above information,
the complexity of our method to find a collision is estimated. In the case of 58-round SHA-1, the
complexity of our method to find a collision is 2° message modifications(though our implementation
is very slow, equivalent to 2! SHA-1 computation experimentally) whereas Wang’s method needs 234
SHA-1 computation. Moreover we found many collisions for 58-round SHA-1 which are different from
Wang’s result. In the case of the full SHA-1, the complexity of the first iteration in a two-iteration
attack for the full SHA-1 is estimated to be 2°! message modification, whereas Wang’s method needs
262 Though the complexity is reduced to 2°' message modification, symbolic computations are very
slow at this moment. However we conjecture that our algorithm can be improved by techniques of
error correcting codes and Grobner basis.

Finally, we give an outline of this article. In Section 2, we give the description of SHA-1 and
summarize Wang’s analysis. In Section 3, we give some notation and definitions. In Section 4, we
show our method to cryptanalysis of SHA-1. In Section 5, we explain how to construct sufficient
conditions and how to construct advanced sufficient conditions by using the Gaussian elimination.
In Section 6, we introduce a new notion called semi-neutral bit, and propose an improved message
modification. Moreover, we give an algebraic descriptions for our improved message modification and
consider the relation with error-correcting process for error-correcting codes. In Section 7, we show
our result of cryptanalysis for the 58-round SHA-1. In Section 8, we show our result of cryptanalysis
for the full SHA-1. Same as Wang’s attack, our cryptanalysis for the full SHA-1 is a two-iteration
attack, that is, a cryptanalysis for the full SHA-1 to find a two-block collision. In Appendix, we give
a short remark on how to construct a message differential with low Hamming weight.

2 Description of SHA-1 and Wang’s analysis

2.1 SHA-1 algorithm

The hash function SHA-1 generates a 160-bit hash result from a message of length less than 254 bits.
It has the Merkle/Damgard structure like other hash functions, and has 160-bit chaining values and a
512-bit message block, and initial chaining values (IV) are fixed. From a 512-bit block of the padded
message, SHA-1 divides it into 16 x 32-bit words (mq,m1, -+ ,m15) and expands the message by

m; = (Mmij_3 ®m;_g ®m;_14 ®m;_15) K 1

for i = 16,---,79, where z < n denotes n-bit left rotation of z. Using expanded messages, for
1=0,1,---,79,

ajy1 = (ai K 5) + fz(bz, Ci,di) +e+m;+ ki1,

bit1 = a;, ciy1 = b; K 30, diy1 = ¢4, €541 = d;



where the initial chaining value IV = (aq,bo, co,do, ep) is (0267452301, Ozefcdab89, 0x98badcfe,
0210325476, 0zc3d2el f0) and functions f; are defined as in Table 1. In the following, we express
32-bit words as hexadecimal numbers.

round |Boolean function f; constant k;
1—-20 |TF: (z Ay)V (-xz A 2) 0x5a827999
21 —40|XOR: z By d 2 0z6edbebal
41 — 60|MAJ: (x Ay) A (zV 2)A(yV 2)|0z8 fabbedc
61 —80|XOR: z®y d = 0zcab2cld6

Table 1. Definition of function f;

2.2 Wang’s attack
Wang’s attack is summarized as follows.

— Find disturbance vector with low Hamming weight (difference for subtractions modulo 232).

— Construct differential paths by specifying conditions so that the differential path will occur with
high probabilities.

— Generate a message randomly, modify it using message modification techniques, and find a colli-
sion.

By this method, Wang et al. has succeeded in finding collisions of MD4, MD5, RIPEMD, SHA-0
and 58-round SHA-1.

In the case of the full SHA-1, Wang’s attack needs to use a two-iteration, i.e. each message in
a collision including two message blocks (1024-bit). They proposed a disturbance vector for the full
SHA-1 and estimated the complexity of their attack. Using a message modification technique they
greatly improved the collision probability. In [11], they claimed that complexity to find a collision
of the full SHA-1 is 2% and in CRYPTO’05 Rump Session, they claimed that they have improved
complexity into 22, In the Rump Session, they claimed that they found new collision path of SHA-1
and described strategies for a message modification. This strategy is: First they determine which
message bits are possible candidates for modification. The message modification process must respect
all chaining variable conditions and message conditions may require adding extra chaining variable
conditions in round 1-16 and message conditions. The message modification follows certain topological
order coming from correlations among chaining variable conditions.

3 Definition and Notation

We take a complete set of representatives of Z/23%Z as {0,1,2,...,2%? — 1}. and identify the ring
7./2%%7 as the set {0,1,2,...,23% — 1}. When we ignore carry effects in the arithmetic of Z /2%?7Z, we
consider the ring Z /2327 as the vector space F32 by using a set theoretical bijective mapping

IF%2 > ($31,1'30, Ce ,1‘0) — 1‘31231 + $30230 i 1‘121 + $020 S Z/232Z

Definition 1. Let m = (mg31,ma30,-..,mo), m' = (mky,mhy,...,mb) be vectors of Fs>. For a pair
(m,m"), we define the following notation.

0 otherwise, 0 otherwise,
We define A*m; by ATm; = Atm; & A~m;. Moreover, we define
Atm = (ATmg, Atmag, ..., ATmg), A™m = (A" mgz1, A™mao, ..., A" mp)
and ATm = ATm ® A m.



It is obvious that A*m; =m) +m; € F, and A*m =m' +m € F*.

Using the above definition, a “disturbance vector” and a “differential” are defined as follows.
Definition 2. Let m;, a;, bi, ¢;, di, e; be as in the definition of SHA-1 and m}, a}, b}, ¢, dj, e}
another message and its variables. They can be considered as vectors of F32. Then, following Wang’s
notation, we call a vector in the form (A*my;, A*a;, A*b;, A*c;, A*d;, Aiei)i:m,m;g a “disturbance
vector”, and (Atm;, A~m;, At a;, A~ aiy...,A%e;, A"e;)i=01,....79 0 “differential”. We also call an
element of 7 /23?7 identified with (A*m;, A~m;, AT a;, A a;,...) a “differential”.

Since a disturbance vector ignores the sign ‘+’, there are many different vectors (A*m; j, A~m; ;, ...
corresponding to the same disturbance vector. So, the choice of a representative (A*m; ;, A~m; j,...),
that is, the choice of a differential is important in an analysis of SHA-1.

It is convenient to use the following definition to consider the ambiguity of the choice of a differ-
ential.

Definition 3. For a message space M = 7./2%*7, we define a function f : (M x M) — M by
(z1,22) = (v1 — m2) where we consider '—' as subtraction of 7./2%*7.. We define differential SM by
OM = (M x M)/ ~ where for dmy,dmo € 6M, dmy ~ dma is satisfied if and only if f(dmy) = f(dms2).

Proposition 1. M = M

Proof. This is obvious from the definition of § M.
We define operator + in §M as follows. For 6m; = (m;",m) € dM, éms = (m5,m; ) € 6M,
dmy + 0ma = (m{ +m3$,my +m3)

Same as the case of disturbance vectors, a choice of a representative (m,m') for a given class dm is
very important. When dm is given as a part of a disturbance vector, we call a representative (m, m') for
it a “message differential”. The important problem is to find a good message differential. Heuristically,
a good message differential has low Hamming weight. To find such good message differential, we use
the following calculation.

— Calculate dms = (md,m3) = dmy + dma = (m] +m3,my +m3).
— Cancel the bit of (m3,mgz): If m3; =mg ; =1, change m3 ; = mz ; = 0.

We define operator — in §M as follows. For §my = (m;,m ), dms = (m3,m5),
dmy — dmy = (mf +my,my +m3)
In calculation, we also use the steps given below.

— Calculate dm3 = (mz,m3) = dmy — dma = (M +my,my +m3)
— Cancel the bit of (m3,my3): If m;j =mgy ; = 1, change m;j =mg; =0.

In order to check whether dm; = dms or not, we only have to calculate dm; — dms and check

(S’ITLl — 6m2 = (0, 0)

4 Owur method

Our method to cryptanalyze SHA-1 is described as follows.

1. Find disturbance vector with low Hamming weight from 21-round to final round. In this calcula-
tion we approximate MAJ function as XOR which holds with probability 3/4 per round.



2. From first round to 20-round, find a differential (difference for subtractions modulo 23?) so that
da_4(= deg K 2), da_3(= ddy K 2), da_»( deg K 2), da_1(= dbg), dag is a local collision. We
ignore carry effects here.

3. Calculate sufficient conditions on {a;}i=0,1,... 20 considering carry effects by our semi-automatic
method.

4. Determine advanced sufficient conditions on m; by the Gaussian elimination based method.

5. Determine advanced sufficient conditions on a; which contain information for an improved message
modification technique.

6. Generate a message randomly, and modify it using conventional/improved message modification
techniques and find collisions.

In the above, Step 4, 5 and 6 are based on our new idea. In Step 4, we use the Gaussian elimination
and in Step 5, we use an idea from Groébner basis techniques. A method used in Step 6 is based on
an idea analogous to error-correcting for non-linear codes. Since the method of Step 1 and 2 is based
on the essentially same idea of Wang’s attack, we omit the details of Step 1 and 2 and only describe
steps after from Step 3.

5 Sufficient conditions for collisions

For a given disturbance vector and a constructed differential we can determine sufficient conditions
for collisions on m; and a; such that if m} (and a}') satisfies these conditions, we can obtain a pair of
messages whose differential coincides with a disturbance vector and gives a SHA-1 collision. By the
construction, sufficient conditions depend on a choice of a disturbance vector and its differential.

5.1 How to calculate sufficient conditions on a;?

In this step, we may only consider expanded messages by ignoring relations arising from the message
expansion.

For a given disturbance vector, we calculate sufficient conditions of chaining variables by adjusting
b;, ¢;, d; so that

5fz(bza Ci, dl) = 6ai+1 — ((5&1 K 5) — (561' — 5mz

In this calculation, we must adjust carry effects by hand, because it is difficult to calculate full-
automatically.

5.2 Gaussian elimination and advanced sufficient conditions

Here we consider to analyze n-round SHA-1 (58 < n < 80). In order to calculate the sufficient
condition on {m; ;}i=0,1,. n;j=0.1,...,31, Wwe must take into account that A"‘mi’j =1 implies m; ; =0
and A™m,; ; = 1 implies m; ; = 1. This is done manually.

Moreover we also consider the relations derived from the key expansion

m; = (Mi—3 & Mi—g ® Mi—14 Dmi_16) K 1

and we can rewrite all conditions on m; in all rounds into relations of 0 — 15-round by using the
Gaussian elimination. Here all relations are considered as equations over F» and an elimination order
of {m;;}i—o,1,..,15;5=0,1,...,31 is given by

my i <myjifi' <ior (i' =i and j' < j).

Execute the Gaussian elimination for the system of equations which consists of all conditions on all
rounds, we obtain reduced conditions only on 0 — 15-round.



The important thing is that m; ; can be viewed as a polynomial on a, (k < i+1), because m;, j can
be viewed as a boolean function on ag;, (k < i41) by the definition of SHA-1. So it is useful to consider
an elimination order of {a; ;}. We can consider an elimination order of {a; ;}i=o,1,...,15;j=0,1,...,31 by

aj y < agjif i’ <idor (i' =i and j' < j).

These two orders are different but approximately similar because a transformation between them is
not so complicated.

Basically, we use the order of {a;;} but not all relations can be sorted in a theoretical way, so
experimentally we adjust the order in some relations. By using the Gaussian elimination with the
order, we reduce a system of equations via original sufficient conditions to a reduced row echelon
form. Then in spite of original sufficient conditions, we use the obtained system of equations in a
reduced row echelon form as new sufficient conditions. We call them advanced sufficient conditions.
On the other hand, for conditions on {a; ;}, we construct advanced sufficient conditions by adding
the information on “control bits”, “semi-neutral bits” and “adjusters” defined in the next section to
original sufficient conditions.

6 Message modification techniques of m;

To find a collision, we start from a random message and then modify it to satisfy sufficient conditions.
A technique to modify a message appropriately is called message modification, which was firstly
introduced by Wang. Here we introduce an improved message modification technique.

We call Wang’s message modification the conventional message modification and use it to have
a “pre-collision”, that is, a collision from the first round to a restricted round. Then we use our
improved message modification to find a real collision.

6.1 Conventional message modification.

First we describe the conventional message modification. We note that in [14] and [15], this technique
has been explained but not in detail.

In our procedure we use technique of modifying {a; ;} instead of {m; ;}. When (ao, by, co, do, o)
is fixed, it is clear that (mg,m1,--- ,m15) corresponds to (a1, a2, - ,a16) bijectively, which implies
that modification of {a; ;} is theoretically equivalent to modification of {m; ;} in the case of SHA-1.

In our method, the conventional message modification is used to find a collision in first R rounds
for some R. The bound R is determined by the number of total rounds of a considered version of
SHA-1. We can take R = 23 in the case of 58-round of SHA-1 and R = 26 in the case of the full
SHA-1.

First we compile a list of controlled relations and control bits associated to the first R-rounds.
The set of controlled relations consists of advanced sufficient conditions containing {m; ;} (i < 15)
and {a;;} (i < 30). Control bits are determined for each controlled relation. Control bits are chosen
among a;; which appears in a leading term or a term ’near’ leading term in m; ;, where m;; is
considered as a boolean function on a; ;’s.

If a controlled relation is not satisfied by a current message, we adjust the message by changing
values of control bits associated to the controlled relation. In the list, controlled relations are listed
following the elimination order used in the Gaussian elimination. Each controlled relation with control
bits associated to it is labeled by s; where ¢ denotes the order in the list.

By using the above setting, a basic procedure for the conventional message modification is given
as follows.

Algorithm 1 (Conventional Message Modification) Procedures for message modification: Preset the
mazimal number of trials M and the mazximal round R.

1. Setr =0.



o

Generate (a1, as,- -+ ,a16) randomly.

Set i =0.

4. Increment i until the controlled relation r; of s; is not satisfied. If all relations are satisfied go to
final step. If r > M, give up and return to Step 2.

5. Adjust control bits a; ; of s; so that corresponding controlled relation and sufficient condition on
{ai ;} hold. After adjusting, set i =0 and r =r+1 and go to Step 8 and repeat the process until
all controlled relations hold.

6. If all controlled relations are satisfied, check whether all sufficient conditions on the message

{m;;} and all sufficient conditions on the chaining variable {a;;} of 1-R round hold or not. If

they hold then finish, otherwise return to the first step.

o

The most important issue is that changing the control bit a; ; may affect the controlled relation
ri(k < i) of previous step. In such situation, we have to go back to ¢ = k and correct controlled
relations again.

By using the conventional message modification, we modify a message so that all sufficient con-
ditions on the message {m; ;} and all sufficient conditions on the chaining variable {a;;} of first R
rounds hold.

6.2 Neutral bit, semi-neutral bit and adjuster

To adjust remaining conditions after R-round (R = 23 for the 58-round SHA-1 and R = 26 for the
full SHA-1), we use semi-neutral bits and adjusters defined below.

Assume that message conditions and some chaining variable conditions are satisfied. If changing
some bit of chaining variable does not affect these conditions, the bit is called a neutral bit, following
Wang’s terminology. To adjust a message to satisfy remaining conditions, it is useful to use neutral
bits. But in the case of SHA-1, there are not enough neutral bits. Here we introduce a notion of
semi-neutral bits, a generalization of neutral bits. Assume again that message conditions and some
chaining variable conditions are satisfied. If an effect of changing a bit of chaining variable can be
easily eliminated so that all conditions previously satisfied are satisfied, we call the bit as a semi-
neutral bit. Effects of changing semi-neutral bits can be eliminated by controlling a little number of
bits. We call such bit an adjuster.

The choice of a set of semi-neutral bits and adjusters is not unique. So we should choose it
heuristically.

6.3 Improved message modification to find collisions of SHA-1

Using semi-neutral bits and adjusters, we construct a more efficient algorithm to find collisions of
SHA-1.
A new procedure to find collisions of SHA-1 is as follows.

Algorithm 2 (Improved Message Modification for SHA-1) Procedures for message:

1. Generate (ay,as,--- ,a16) randomly.

2. Using the conventional message modification described in Algorithm 1, modify (a1,as, - ,aso)
so that all message conditions and some chaining variable conditions from the 17-th round to the
R-th round hold. If this step fails, return to Step 1.

3. If remaining chaining variable conditions from the 17-th round to the R-th round are not satisfied,
return to Step 1 and repair until all conditions are satisfied (It can be satisfied probabilistically).

4. Change values of semi-neutral bits and adjusters and check whether chaining variable conditions
from the R-th round to the final round are satisfied.

5. Repeat all procedure above until all chaining variable conditions are satisfied.



Remark 1. (1) In round 17-R, there are uncontrolled relations. In the case of our experiment on the
58-round SHA-1, there are 5 uncontrolled relations where R = 23. In the case of the full SHA-1, there
are 26 uncontrolled relations where R = 26.

(2) As we show in Section 8, in the case of our experiment on the full SHA-1, we use 10 semi-
neutral bits and 8 adjusters. The procedure in Step 4 is equivalent to solve a system of polynomial
equations via sufficient conditions with semi-neutral bits and adjusters as unknown variables. So we
can use Grobner basis technique in Step 4. In Section 6.4, we give algebraic description for the above
algorithm related to Grébner basis and error-correcting codes.

6.4  Algebraic Description of Message Modification and the Relation to
Error-Correcting Codes

Here we give another point of view which may be useful for further improvements.

Algebraic Description of message modification. We can explain Algorithm 2 in terms of ideals
of a polynomial ring and Grobner basis. Here we consider n-round SHA-1 (58 < n < 80).

Let F»[X] be a polynomial ring over F» with variables X;;, ¢ = 0,1,...,n and j = 0,1,...,31.
Let J be an ideal in F [X] generated by {XZ] + Xi7j}i:071,...,n;j:0,17...731 and B, a quotient ring
F,[X]/J. Note that B, represents the set of all boolean functions with variables X; ;, ¢ =0,1,...,n
and j =0,1,...,31. For the simplicity of notation, we write an element in B,, as f(X).

For a randomly taken (ai,a2, -+ ,a16) € (F5%)', a = {a;}i=0,1,... n;j=0,1,.,31 are determined.
We associate this a to the ideal in B,, generated by {X;; + a;;}i=0,1,. n;j=01,..,31. Since m; ; is
determined by a; ;’s, we may consider those relations as functions on a; ;’s. Moreover, since controlled
relations are equations via boolean functions, they can be expressed as polynomials on a; ;’s. So by
replacing a;; by the variable X; ;, we may consider controlled relations are equations in the form
f(X) =0 where f € B,. Put g; ; = X; ; + a;,; for each i, j, let I be an ideal generated by g¢; ;’s and
let (f1, f2,...) an ordered set of polynomials associated to the list of controlled relations. Controlled
relation and control bits in the list are replaced by f;’s and g; ;. We call f; a control equation and we
call g; ; corresponding a control bit a control polynomial. Note that all control relations f; are in a
subring F» [{X; ;}i=o,1,...,r;j=0,1,...,31] where R is determined by n, R = 23 when n = 58 and R = 26
when n = 80 for example.

Let T := {f;} be the set of all conditions in a table of advanced sufficient conditions on which
changing semi-neutral bits affect. Let N be the set of all semi-neutral bits and adjusters. Put P :=
{(7,7) | a;,; € N} and let I be the ideal generated by all polynomials g; ; = X; ; + a; ; for (i,j) ¢ P
and let B, a quotient ring B,/I>. For each f; in T, let f] be an equation f; mod I> and let 7 a
system of equations which consists of all f]

Then, Algorithm 2 is described as follows.

Algorithm 3 Procedures for message modification: Preset the maximal number of trials M and the
control bound R.

1. Setr =0 and generate (a1, a2, - ,a16) € (F32)'% randomly.

2. Seti=0.

3. Increment i until f; Z0 mod I. If all f; are contained in I, go to Step 5. If r > M, give up and
return to Step 1.

4. For control polynomials {g;,} associated to f;, replace appropriate g;1(X;1) by g;1(X;0 +1) in I
to satisfy f; =0 mod I. After adjusting, set r = r + 1 and return to Step 2.

5. If f =0 mod I for all polynomial f(X) associated to sufficient conditions till R round, go to

Step 6. Otherwise, return to Step 1.

Solve a system of equations T in Ra by using Grébner basis algorithm.

7. Check whether a modified message yields collision or not. If it does not generate collision, return
to Step 1. If it generates collision, finish.

>



Note that in the above algorithm, an ideal I is replaced by a new one in Step 2. We also remark
that in a system of polynomial equation considered in Step 6 in the above algorithm, most of equations
coming from controlled relations are trivial, that is, f; = 0 in Rs.

Relation between message modification and decoding of error-correcting codes. Let S
be the set of all points in F' = (@2)16 satisfying advanced sufficient conditions on {a; ;}. Note
that S is a non-linear subset of F' because there are non-linear conditions. Then, for a given a € F
which is not necessarily contained in S, to find an element in S by modifying a is analogous to
a decoding problem in error-correcting codes. Hence, a conventional message modification and a
proposed improved message modification including changing semi-neutral bits can be viewed as an
error-correcting process for a non-linear code S in F. More precisely, for a non-linear code S in F,
an error-correction can be achieved by manipulating control bits and semi-neutral bits.

7 Analysis of the 58-round SHA-1 based on our method

In the case of the 58-round SHA-1, the conventional message modification (Step 2 in Algorithm 2) is
applied to 1-23 round.

The complexity of the attack for the 58-round SHA-1 is given as follows. After Step 2, there are 5
uncontrolled relations in round 17-23. So the probability that output of Step 2 pass the test in Step 3
is 1/2°. For after 23-round, there are 29 remaining conditions. To adjust these 29 conditions, we use 21
semi-neutral bits and 16 adjusters. Hence the total complexity is improved to 2° +22°72! ~ 28 message
modifications(equivalent to 23! SHA-1 computation with our latest implementation, experimentally),
whereas Wang’s method needs 234 SHA-1 computation.

Here we show the result on 58-round SHA-1.

Disturbance vector and Message differential path. We start from the disturbance vector which
is the same as the one Wang gave. (Of course, our method is applicable to other disturbance vectors.)
Then we construct a differential associated to the disturbance vector. Constructed one is the same
one as Wang obtained in [11]. Explicit form of the differential is given in Table 2

Sufficient conditions, the result of Gaussian elimination, control bits and controlled
relations. We show sufficient conditions on 58-round SHA-1 (Table 3), the result of Gaussian elimi-
nations, a table of control bits and controlled relations (Table 4, 5), and advanced sufficient conditions
(Table 6) in the following pages. In the following table,

— 'a means a;; = a;—1,5,

— A’ means a;j = a;—1,; + 1,

— b’ means a;j = Gj_1 (j+2 mod 32);

— B’ means a; j = a;_; (]+2 mod 32) + 1,

— € means a;j; = G;—3 (42 mod 32)

— ’C’ means a; j = G;_o (]_,_2 mod 32) T 1.

— 'L’ means the leading term of controlled relation of Table 9, 10, 11 and 12.

— "w’, 'W: adjust a; ; so that m;;q ; =0, 1, respectively.

— v, 'V': adjust a;; so that m; (jyo7 mod 32) = 0, 1, respectively.

— ’h’: adjust a; ; so that corresponding controlled relation including m;11 ; as leading term holds.

— 'r’ means to adjust a; ; so that corresponding controlled relation including
M (j4+27 mod 32) as leading term holds.

= ’x’, 'y’ adjust a;41,j-1, a;;—1 so that m; ; = 0, respectively.

- X, ’Y’. adjust a;11,j—1, a; ;-1 so that m;; = 1, respectively.

— ’N’: semi-neutral bit.



10

i A+mi A" m; A+ai A" a;
58 4 0 0 0
57 0 0 0 0
56 0 0 0 0
55 0 0 0 0
54 0 0 0 0
53 0 0 0 0
52 0 0 0 0
51 0 0 0 0
50 0 0 0 0
49 0 0 0 0
48 0 0 0 0
47|80000000 0 0 0
46 0/80000000 0 0
45 0 0 0 0
44 0/80000002 0 0
43 0 40 2 0
42 0/80000000 0 0
41 0 40 2 0
40 0/80000000 0 0
39(80000000 40 2 0
38 0 0 0 0
37 40|80000000 0 2
36 0/80000002 0 0
3580000000 0 0 0
34(80000000 2 0 0
33 40 0 0 2
32 0 2 0 0
31 2140000000 0 0
30{40000002 40 2 0
29 2|40000040 2 0

1 A*mi A" m; A*ai A" a;
28 1{80000000 0 0
27 42{40000020 0 1
26(40000041|80000002 0 2
25 0/40000002 0 0
24 1 0 0 0
23 2|c0000020 1 0
22(80000041{40000002 0 2
21(40000040 2 0 2
20 0 3 0 0
19|40000000 22 1 0
18(c0000002 41 2 0
17(40000002 40 2 0
1680000001 0 0 0
15(20000000 60 1 0
14{20000001 0 0 0
1380000040 0 0 2
12 0/a0000000 0 0
11{40000000{a0000052 102|80000000
10|40000040 0 0 0
9 140000040 12| 8003ff00 40002
8 3 0| 1fe0000| 2000000
7 0 20 209 100180
6 180000001 0| 1008000 4000
5 0/60000002({10100600|{08080801
4 1e0000040 2 8012 4024
3120000000 40 201 0
2 120000000{40000043|80000014|60000002
1 {40000020{20000012{40000000{20000000
0 120000000 0 0 0

Table 2. {m;} and {a;} of differential of 58-round SHA-1
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message
variable | 31-24 23-16 15-8 8-0 chaining

Mo |~—0=——== —mmmmmm = —mmmmm—m o variable | 31-24 23-16 15-8  8-0

mi —01————= ————m—m— ———————— = 01--1- ao  |01100111 01000101 00100011 00000001
mos —10—-——= ———————— ———————— —]———- 11 ar 101-———— ———————= ———————— - 1-al0aa
I e e ——— 1-————- a>  |01100--- ——-——- 0- ———- a--- 1--00010
mag  |000-———— ———————— = 0—-—-1- as  |0010--—- -10---1a --———- 0- 0a-1a0-0
ms e 1- aa 11010--- -01--——- 0laaa--- 0-10-100
T (e — 0 as 10-01a-- -1-01-aa --00100- 0---01-1
My |—mmmmmmm —mmmmmmm 1-———- as 11--0110 -a-1001- 01100010 1-al11-1
I e 00 a7 |-1--1110 ata1i111- -101-001 1---0-10
my  |-0-—=—== ———————— ———————— —0-1—-1- as  |-0----10 0000000a a001lal-- 100-0-1-
Mig  |-0—————= —————m—— ———————— - 0—--——- ag  |00--—-—- 11000100 00000000 101-1-1-
mir [101-———= —————mmm - 1-1--1- ato  |0-1-——-- 11111011 11100000 00--0-1-
L L i ann |1-0-—-—— —————— 101111110 11-——-0-
M1z |O——————= ————mmmm ——m————— - 0—--——- T [ D 1-—a——-
T e 0 a1z |1=0=—=—= ——m—m——m ——— - 1-—-01-
mis  |-—0-———= ——m—mmmm —m—————— -11--—-- @14 |Llmmmmmmm mmmm e e - 1-—-1--
mie O0——————— === 0 ais 0————--= == = 0--0
Miz  |-0————== ——mmmmmm ——m———— - 1----0- a1p  |~lmm—m—= —mmmm—mm —m—mm— - a-—-
T e — 1-—--01 I e —— 100-
mig -0 == = 1---1- ais 1-1--—— = 00-
mopg  |TTTTTTTT TS ST e 11 a19  |TTTTTTTT ST TS TS mmm e e 0
T e —— 0--—-1- T e ——— A-—-
ma2 Ol---—-—— - - 0----10 a1 -b---— - a-1-
Moy |1l-————= ————mmmm ——————— - 1-—-0- I Al-
ma4  |TTTTTTTT TSI ST s 0 a23  |TTTTTTTT TTTT TS ST s 0
mas -1-—-— - 1- a24 TCTTT T T TT T T T ST TS S
Mag  |10—————= ———————— - - 0----10 L a-—-
I e — -01---0- T e ——— Al-
masg 1---—— - 0 (22 1
Mag  |-l—————= —————m—— ———————— - 1----0- As8  |-Cmmmm—= mmmmm—mm —m—mmm - A——-
Mag  |-0—————= —————m—— ———————— - 1----0- @29 |-Bmmmm—= —mmmm—mm —m—mm - A-0-
ma31 -1-—-— - 0- (27 I 0-
m32  |TTTTTTTT TTT TS me e e 1- a3y  |TTTTTTTT T TS meT s e
m33  |TTTTTTTT ST s s 0—----- a3z  |TTTTTTTT ST mmm e e A---
ma3a4 0———-——— == = 1- a3z  |TTTTTTTT TTT TS Te T s 1-
mas O0——————— a34  |TTTTTTTT ST SmT s e
mae 1---————-—————— 1- a3s  |TTTTTTTT ST TS moT e e
mar7 1--——— - - 0——----- aze  |TTTTTTTT TTTTTT TS ST e A---
m3g  |TTTTTTTT ST TS Se s e agzy  |TTTTTTTT ST mmm e e 1-
mag O0——————= === ——————— - 1--——- a3g  |TTTTTTTT ST mmm e e A---
mao 1--——— - asg - 0-
7 N e 1--——- a40 C—————= = A---
ma2 1---———— - a4 B--——— 0-
L 1-————- [ e — A-—-
Maa 1---————-—————— 1- a43 B--——— 0-
2777 S e 44 C————=
M4e 1--——— - a4s B-------—-——
mar O————=== === —m e —mm a; (1 > 46)|======== —m——mm e e

m; (i > 48)[-====mm= mmmmmmm o oo oo

Table 3. Sufficient condition on {m;;} and {a; ;} of 58-round SHA-1
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)

— ’q’ : adjust a;; so that relations after 17-round hold.
In this case, the set of bits corresponding to ’q’ is exactly same to the set of adjusters.
The result of Gaussian elimination is as follows.

mi15,31 = 1, m1530 =1, m15,29 =0, m15 28 + mi10,28 + mg 29 + m7,29 + my4 28 + ma 28 =1,

m15.27 +m14,25 +m12,28 + m12,26 + m10,28 + m9,27 + mg 25 + mg 29 + mg 28 +m7 28 + m7 27 +mg, 26 +m5,28 +m4q,26 + m3,25 + m2 28 +
mq 25 + mg 28 =1,

m15,26 + m10,28 + m10,26 + mg,28 + mg 27 + m7,27 + mg,29 + m5 27 + mq 26 + m2 27 + m2,26 + mp,27 =1,

mi5,25 +m11,28 +m10,27 + m10,25 + m9, 28 + mg 27 + mg 26 + m7 26 + me,29 + mg,28 + m5,26 +™m4,25 + m3 28 + m2 28 + m2 26 +m2,25 +
mi 28 + mp 28 +mp,26 =0,

mi5,24 +m12,28 + m11,27 +™m10,26 +™10,24 + M9 28 + mg 27 + mg 29 + mg 26 +m8g 25 +m7 25 + mp,29 + me,28 + me,27 + m5,25 + M4 28 +
my 24 + m3 28 + m3,27 + ma 27 + m3 25 + m2 24 + mq 28 + my 27 + mg 27 + mp,25 = 1,

m15.23 + m12,28 + m12,27 + m11,26 + m10,25 + m10,23 + mg 27 + mg 26 + mg,28 + mg 25 + mg 24 + m7 29 + my7 24 + mg,28 + me,27 +
mg,26 + m5,24 + my 27 + mq 23 + m3 27 + m3 26 + m2.26 + m2,24 + m2 23 +my 27 +my 26 +mg 26 +mp,24 =1,

mi5,22 +mi14,25 +m12 28 +m12,27 + m11,25 +m10,27 +™m10,24 + m10,22 + M9, 28 + mg 27 +mg 26 + mg 27 +mg 24 +mg 23 +m7 28 +m7 27+
my7 23 + mg 27 + mg,25 + m5,23 + my4 28 + my 27 + my 22 +m3 26 + m2,28 + ma 27 + ma 25 + ma 23 + ma 22 +my 26 +mp,25 +mp,23 =0,
mi56 =1, mi55 =1, mi54 +mia5+miga+mgs+mgq+mos+moy=1,

mi15.3 + mi12,2 + mig,2 + mg,3 +my 3 +my2+m53+mygo+m3zq+mza+moz+maa+myo+mg3=0,

mi5.2+mi125 + m11,5 + m10,4 + m10,2 + mg a4 + mg 3 +my3+mp55+m53+mys5+mgo+mas+mogtmest+moz=1,

mi5,1 +m12,5 + m11,3 + m11,2 + m10,4 + m10,2 + mg,2 + mg,3 + mg,2 + m5,4 + my 5 +myg 4 +mygo+m331 +m34+mza+mas+
m2 4 + ma 3 +my,31 +mp,3 =0,

mi5,0+m1,0 =1, mi14,31 =0, mi430 =1, mi1g,29 =0, my4 28 + mg, 28 + mp,29 + m3,28 + m1,28 =0,

m14,27 + m12,28 + mg 27 + m7 29 +mg,28 + mq 28 + m3,27 + my 27 =0,

mi4,26 + m12,27 + m10,28 + mg 28 + mg 26 + m7 28 + mg 27 + my 28 + my 27 + m3,26 + m2 28 + my 26 =1,

mig4,24 + m12,27 + m12,25 + m11,28 + m10,27 + m10,26 + m9,26 + m9g,24 + mg 29 + m7 26 + me,20 + me,25 + m5,28 + myg 28 + mg 26 +
my 25 + m3 28 + m3,24 + m2 26 + m1,24 + mo,28 =0,

mi14,23 + m12,26 + m12,24 + m11,27 + m10,26 + ™m10,25 + m9,28 + mg,25 + mg 23 + mg ag + m7 25 + mg 28 + me,24 + m5,27 + mg 27 +
my 25 + my4 .24 + m3 28 + m3 27 + m3 23 + m2 25 + mq 28 + my 23 + mg 27 =1,

mi4,22 + m13,20 + m12,25 + m12 24 + m12 23 + m11,28 + m11,23 + m11,21 + m10,27 + mg 26 + mg 24 + mg 23 + mg 29 + mg 27 + mg 26 +
mg o5 + mg 22 + mg 20 +m7,26 +m7,25 +mg,29 + mp,23 + mg,22 + m5 28 + m5 25 + m5,21 + mq 28 + mq 26 +m4,25 + m4g,23 +m3,28 +
m3 24 + m3 21 + m2 26 + m2,20 + m1,24 + mp,28 + mo,25 + mp,20 =1,

mig,21 + mi12,27 + m12,24 + m12,22 + m11,25 + m10,28 + m10,27 + ™m10,24 + m10,23 + m9 28 + mg 26 + Mg, 23 + mg 21 + mg 29 + mg 26 +
my7 29 + m7 28 + m7 23 +mg 29 +mg,26 +mp,22 + m5,25 + m4,28 + myq 27 + myq 25 + mq 23 + mq 220 + m3 26 +m3,25 + m3,21 + m3,28 +
mg 23 +m1 26 +m1,21 + mg,25 =0,

mi14,20 +m12,26 + m12,23 + m12,21 + m11,28 + m11,24 + m10,28 + m10,27 + m10,26 + ™10,23 + ™10,22 + m9 27 + mg 25 + mg 22 + mg 20 +
mg 28 + mg 25 + m7,28 + m7 27 + m7 .22 + mg 29 + mg,28 + me,25 + me,21 + m5,24 + my 27 + my4 26 + m4g,24 + mg,22 +my 21 +m3 28 +
m3 25 + m3,24 + m3,20 + m2,27 + ma,22 + m1,25 + m1,20 + mp,28 + mp,24 + ma7,31 =1,

mi4,5 + mg 5 +mg5 =1,

migq.4 +mi25 +m11,3 +mi12 +mi0,4 +mi0,3 +mi10,2 + m10,1 + mg2 + mg 5+ m7 o+ mgs+mga+ms4+msot+mys+mygat
mgq.0+ m3,31 + m3,4 + m32+mo5+ma3+moo+my31+mpa+mo3+mpo2=1,

mig4,3 +m11,3 + m11,2 + mg 2+ my 4 +m7 2+ my 1 +mga+ms3+mygo+m33+mao+my31+my3 =0,

mig,2 + mi12,5 + m12,3 + m10,4 + mg,2 + m7.4 + mg,3 + mg 5 + my 4 +myg3+m3a+mas+magt+tmga=1,

migq,1 +mi12,4 +m11,2 +m10,2 + m9,3 +mg 3 +m7 2+mg 2+ ms5+ms52+my4+mz31+m34+m3a+mg+mag+mo3z+mg3 =0,
mi14,0 =0, m13,31 =0, m13.30 =0, m13,29 + mg 29 =0, m13 28 +mg 28 + m2 28 + mp,28 =0,

m13,27 + m11,28 + mg 29 + mg 27 +mg,20 + m5,28 + m3,28 + m2 27 + mp 27 = 1,

m13,26 +m11,27 + mg 28 + mg 28 +mg 26 + mg,28 + m5,27 + m3,28 + m3 27 + m3 .26 + m1,28 + mg,26 = 1,

m13,24 +m12,28 + m11,27 +m11,25 + m10,28 + m9 27 + mg 26 + mg 29 + mg 26 +mg 24 +m7 29 +m7 28 +me,26 +m5,25 + m4,28 +m3,28 +
m3 26 + m3,25 + m2 28 + m2 24 +m1,28 + m1,26 + mp,24 =0,

m13,23 + m12,27 + m11,26 + m11,24 + m10,28 + m10,27 + m9g 26 + mg,25 + mg 29 + mg 28 + mg 25 + mg 23 + my 29 + m728 + m7 27 +
mg,25 + mp5 28 + m5 24 + my 28 +my 27 + m3 27 + m3 25 + m3 24 + m2 27 + m3 23 +my 27 + mq 25 + mg,28 + mg,23 =0,

m13,22 + m12,26 + m11,28 + m11,25 + m11,23 + m10,27 + m10,26 + Mm9,28 + m9g 25 + Mg 24 + mg 28 + mg 27 + mg 24 + mg 22 + my7 28 +

my7 27 + m7 26 + me,29 + me,24 + m5,28 + m5 27 + mp5,23 + myg 27 + myg 26 + m3,28 + m3 26 + m3,24 + m3,23 + m2 28 + m2 26 +m2,22 +
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mj 26 + m1,24 +mp,28 + mo,27 + mp,22 =1,

m13,6 =0, m13,5 + m13,5 + m5,5 + my 5 + ma5 =0,

mi13,4 + mi12,5 + mi1,2 + m10,4 + m7,4 + m5 4 + m5 3 + m52 +my 5 +mg 4+ m331+ma5+mag+mao+mga =0,
m13,3 + mg 3 +mp5 .4+ m34+mo3+mp3=0,

m13,2 +mi10,3 + mig,2 + m10,1 + mg,2 + mg 2+ my7 4+ myo+myo+m34q+m33+mga+maz+moa+myg3z+my+mg3=0,
m13,1 +m10,2 + mg,3 + mg 3+ m7 4 +my7a+mga+mps3z+msa+myo+mza+mza+mog+mya+my3z+mge3=0,
mi13,0 +m1,31 =1, m12,31 =1, m1230 =0, mi2,29 =1,

mi2,0 + m4,0 +m3,0+m1,31 + m10 =0, m11,31 =1, m11,30 =0, m11,29 =1, m11,6 =1, m11,4 =1, m11,1 =1,

mi1,0 +m1,31 =0, mip,31 =0, m1p,30 =0, m10,29 =0, mig,6 =0, m10,5 + ma 5 + ma 5 =0,

m10,0 + ma,0 + m1,0 =0, mg 31 + m3.31 + m3,0+m1,0 =1, mg30 =0, mgo9 =1, mgg =0,

mg 5 +mg 5 +mg5+m35 =0 mgq =1 mg1 =1 mgg+mgo+mipo=0, mg3 =0 mggy =1 mg1 =0,

mg o =0, m7 31 +m331+m1,31 +m10=0,my3y =1, myp5 =1, m7 g+ m3p =0, mga; =0, mgzy =0, mgp =0,

m5 31 +m3,31 =0, m5 30 =1, m5 29 =1, m51 =1, ms o +m30+mi131 =1, myg31 =0, myg3z0 =0, mygn =0,

my 6 =0, my 1 =1, m3 30 =1, mg o9 =0, mge =1, mg3; =0, mggg =1, mg29 =0,mge=1,mgy1 =1,

mg o =1, my30 =0, myo9 =1 my5=0 myq=1 myy =1, mg31 =0, mggzy =0, mg29 =0

The result of the Conventional Message Modification After Step 2 in Algorithm 2, still 34
conditions remain as listed below:
17,3 = 1,017,2 = 0,017,1 = 0,026,1 = 15027,0 = 1,029,1 = 0,030,1 = 0,033,1 = 1,037,1 = 1,039,1 =
0,a41,1 = 0,a431 = 0,a20,30 + @180 = 1,a21,30 + a20,0 = 0,a24,30 + G220 = 0,a2530 + G240
1,a253+azs =0,a22+as2 =1,a2s30+as,0 = 0,a2,3+a273 =1,a29 30+0a,0=1,a293+axw3 =
1,a323 +asi3 = 1,a363 +ass3s = 1,ass 3 +asrs = 1,a39,31 + asg,1 = 1,a403 + ase3 = 1,a40,31 +
asg,1 = 1,a41,31 + as0,1 = 1,a4231 +as01 = 1,a4331 + as21 = 1,0423 +as13 = 1,a4431 + Ga21 =
1,a45,31 + G441 = 1.

Among the above conditions, there are five conditions a;7,3 = 1, a17,2 = 0, a17,1=0, @20,30 + 18,0 =
1, 21,30 +a20,0 = 0 which are related to only first 23 rounds. The probability that these five conditions
are satisfied after the conventional message modification (Step 2 of Algorithm 2) is 1/2°. For other
29 conditions, we adjust by using 21 semi-neutral bits and 11 adjusters after Step 3 in Algorithm 2.

New Collisions New collisions we found are listed in the following.

m = 0z1ead6636319 fe59edeaTddcbc79616420ad9523a f98 f28db0ad135d0edd62aec
6¢2da52¢3¢71606606ec74b2b02d545ebdd9e4663 1563194 f497592dd1506 f9
m' = 023ead6636519 fe5ac2ea7dd88e7961602ead95278998 f28d98ad135d1edd62ace
6¢2da52f7¢7160e446ec74 f2502d540¢1dd9e466b 1563596 497593 fd150699

m = 0216507a963da18¢5 f4195d14bd55695ea0cb08092 f79649bb0717a22658¢119 f ¢
5a36¢1 f809603830b08929187ae9842 f ab690d8710452419d585d012edca f0278

m' = 0236507a965da18c6d2195d108 f55695aaecb080d0979649b98717a22758¢119dc
5a36¢1fbf9603869489291c74€9842a81690d871845241dd785d012 f fca f0218

m = 0zxleae299630e fec5e5d2c494b573 f8eealle f20027b4 fbd160713 f0585alelbbe
6d332488a82958be0a108 f32a67a37dabeabld0c2c8ec4bd4b947b3ccd389b6d
m’ = 023eae299650e fec6c3d2c4908773 f8eaa flef20 f01b4 fbd198713 f0595alelb9e
6d33248be82958ec4a108 f72467a37881eabld0cac8ecd fd6b947b3ded389b0d



14

Control Control Controlled relation r;
sequence bit

LH b;

s124 16,7, 215,9> ¢14,9 a23,0 =

5123 16,9 agp 2 +asg2 =1

s122 216,13, 215,15, 215,12, 215,11 [222,1 =

s121 216,10 a21,3 + m20,3 =0

$120 16,8 21,1 =

s119 216,15> 216,20 20,3 + mig3 =1

s118 16,17 a19,0 =

S117 16,21 218,31 =1

5116 216,19 218,29 =1

$115 13,4 a182 =0

s114 13,3 a18,1 =0

5113 214,15 17,30 =0

s112 216,31 mi531 = 1

s111 16,29 mi5,29 =0

$110 216,28 m15,28 +™m10,28 + mg 29 + m7,29 + Mg 28 + mo 28 =1

5109 a16,27> 213,28 m15.27 + m14,25 + m12,28 + m12,26 + m10,28 + mg 27 + mg 25 + mg 29 +
mg og +my7 og+my o7 +mg 26 +mp 28 +mq 26+m3,25+m2,28+m1,25+
mp,28 =1

5108 16,26 m15.26 + m10,28 + m10,26 + ™m8,28 + mg 27 + m7 27 + mg 29 + m5,27 +
mgq,26 + m3,27 + m2 96 + mp,27 =1

107 16,25 mi5,25 + m11,28 +m10,27 + m10,25 + M9, 28 + mg 27 + mg 26 + m7,26 +
mg 29 +mg 28 +mp5 26 +myq 25 +m3 28 +m2 28 +m2 26+m2 25 +m1,28+
mo 28 +mp,26 =0

$106 16,24 m15,24 + m12,28 + m11,27 + m10,26 + ™10,24 + m9,28 + mg,27 +mg 29 +
mg 26 +mg,25 +m7 25 +me 29 +mg 28 +me,27 +m5,25 +mg 28 +my 24+
m3 28+m3 a7+mao o7+ma o5+ma 24+my 28+my 27+mp,27+mop,25 =

$105 16,23 m15,23 + m12 28 + m12,27 +m11,26 +™m10,25 + m10,23 + M9 27 +m9 26 +
mg 28 +mg 25 +mg 24 +m7 29 +m7 24 +me 28 +mg 27 +me,26 +m5,24+
my 27 +mg 23 +m3 27 +m3 26 +m2 26 +m2,24 +m2,23+m1 27 +m1 26+
mp,26 + mp,24 =1

$104 16,22 mi15,22 +mi14,25 +m12 28 +mi12,27 +m11,25 +m10,27 +™m10,24 +m10,22 +
mg 28 +mg 27 +mg 26 +mg 27 +mg 24 +mg 23 +m7 28 +m7 27 +m7 23+
mg 27 +me,25 +m5 23 +my 28 +my 27 +myg 22 +m3 26 +m2 28 +m2 27+
m2,25 + m2,23 + m2 22 + my,26 + mp,25 + mp,23 =0

5103 16,6 mi56 =1

5102 16,5 mi5p5 =1

s101 16,4 mi5,4 +m12,5 + mioa+megs5+myqtmostmag=1

5100 a16,2 m152+m125+m115+m104+m102+m84+m83+m73+m55+
mp5 3+ mg5+myotmostmagstmagtmps =1

s99 a16,1 mi51+mia 5 +mi1,3+mi1,2+mi04+mig2+mgatmg3z+mgat
mp5 4+m45+m4a+ma0+m331+m3a+mzo+ma5+maatmaz+
m1,31 + mp,3 =0

s98 16,0 mi5.0 +mi,0=

s97 a15,30 mi5,3 + m12,2 + mi0,2 + mg,3 + m7,3 + m7 3 +m53 +mygo+m3z4+
m3,2+ma3+moo+mya+mpg3=0

596 15,25 mi530 = 1

s95 214,26 mi14,31 =0

s04 214,25 miq,30 =1

$03 215,29 mi4,29 =0

s92 215,28 mi14,28 +mg,28 + mg,290 + m3,28 + m1,28 =0

s91 215,27 mi14,27 +m12 28 + mg,27 + m7 29 +mp,28 + mq,28 + m3 27 + my,27 =0

590 15,26 mi4,26 + m12,27 + m10,28 + mg, 28+mg 26 + mr7,28 + mg 27 + mg 28 +
my 57 + m3 96 + ma 08 + mi 06 =

S89 a15,24 mig4,24 + m12 27 +mi12,25 +m11,28 +m10,27 +mi10,26 +m9,26 +m9,24 +
mg 29 +m7 26 +mg 20 +me,25 +m5 28 +myg 28 +my 26 +m4g,25 +m3 28+
m3 94 +m3 06 + m1,24 +mp,28 =0

s88 a15,23 mi14,23 + m12 26 +m12,24 +m11,27 +m10,26 +™10,25 + M9, 28 +m9,25 +
mg 23 +mg 28 +m7 25 +me 28 +mg 24 +m5,27 +my 27 +myg 25 +my 24+
m3,28 + m3,27 + m3 23 + m2 25 + m1,28 + m1,23 + mp,27 =

S8T a15,22 mig4,22 +m13,20+m12,25 +m12,24 +m12,23+m11,28 +m11,23+m11,21+
mi0,27 + mg,26 + mg,24 + mg,23 + mg 29 + mg 27 + mg 26 + mg 25 +
mg 22 +mg 20 +m7 26 +m7 25 +mg 20 +me,23 +mg 22 +m5,28 +m5 25+
m5 21 +mg 28 +my 26 +myg,25 +my 23 +m3 28 +m3 24 +m3 21 +m2 26+
m2,20 +m1,24 + mo,28 + mp,25 + mp,20 =1

S86 a15,21 mi4,21 +mi12,27+m12 24 +m12,22+m11,25 +m10,28 +™m10,27 +™m10,24 +
m10,23 +mg 28 +mg 26+mg 23+mg 21 +mg 29+mg 26 +m7,20+m7 28+
my7 23 +mg 29 +mg 26 +me,22 +m5 25 +myg 28 +my 27 +myg 25 +my 23+
mgq,22+m3 26+m3 25+m3 21 +ma 28+ma 23+my,26+m1,21+mp,25 =0

s85 15,20 mi14,20 +m12,26 +m12,23 +m12 21 +m11,28 +m11,24 +m10,28 +™m10,27 +

mi10,26 + ™10,23 + m10,22 + m9g 27 + mg 25 + mg 22 + mg 20 + mg 28 +
mg 25 +m7 28 +m7 27 +m7 22 +mg 29 +me 28 +mg,25 +me,21 +m5 24+
my 27 +mg 26 +my4 24 +my 22 +my 21 +m3 28 +m3 25 +m3 .24 +m3 20+
m2,27 + m3 22 + my 25 + my,20 + mp,28 + mp,24 + mq7,31 =1

Table 4. Control bit and controlled relations of 58-round SHA-1 (I)




Control [Control
sequence| bit |Controlled relation r;
sq bi
S84 15,5 |[m14,5 + mg,5 + mg5 =1
s83 a15,4 [m14,4 +mi125 +m11,3 + m11,2 + m10,4 + m10,3 + m10,2 + m10,1 + M9 2
+mg 5 +my o+ mgs +meat+msat+mpso+mygs+mygq+mgo+m33t
+m34 +m3g2+mas5+ma3+maa+my 31 +mogq+mp,3+mp2=1
s82 214,30 |m14,3 + m11,3 + m11,2 + mg 2 + m7 4+ my o+ m7 1 +mg2+ms53
+m40+m33+mao+my31+my3=0
s81 a15,2 [m14,2 + mi125 + mi12,3 +m10,4 + mg,2 + m7 4+ mg 3 +ma5+mya
+m4g3+mgatmastmogt+mya=1
s80 a15,1 [m14,1 + m12,4 + m11,2 + m10,2 + mg,3 + mg 3 + my7 2 +mg2+ms55+
mp,2 + mg 4 +m3.31 +m34+m32+m3g1+mag+ma3+mp3z=0
s79 214,27 |[m14,0 =0
s78 213,26 |™m13,31 =0
sT7 213,25 |™m13,30 =0
s76 214,29 |m13,20 + mg 29 =0
sT75 214,28 |m13,28 + mg 28 + m2 28 + mp,28 =0
s74 213,22 |m13,27 + m11,28 + mg 29 + mg 27 + mg 29 + m5 28 + m3, 28 + ma a7 + mp,27 =1
s73 a13,21 |m13,26 + m11,27 + mg 28 + mg 28 + mg,26 + mg,28 + m5,27 + m3,28 + m3,27
+mo.26 + m1,28 + mp,26 = 1
s72 a14,24 |m13,24 + m12,28 + m11,27 + m11,25 + m10,28 + mg, 27 + mg 26 + mg,29 + mg,26
+mg 24 + my7 29 + my7 28 + mg 26 + m5,25 + mq,28 +m3,28 + m3,26 +m3,25 + m2 28
+m2 24 + my 28 +m1,26 + mp,24 =0
sT71 a14,23 |m13,23 + m12,27 + m11,26 + m11,24 + m19,28 + m10,27 + mg 26 + mg, 25 + mg 29+
mg 28 + mg 25 + mg 23 + m7 29 + m7 28 + m7 27 + mg,25 + m5,28 + m5,24 + m4 28
+my4 27 + m3 27 + m3,25 + m3 24 + m2,27 + ma 23 +my 27 + m1,25 + mp,28 + mp,23 =0
S70 a14,22 |m13,22 + m12,26 + m11,28 + m11,25 + m11,23 + m10,27 + m10,26 + m9,28 + M9 25
+mg 24 + mg 28 + mg 27 + mg 24 + mg 22 + m7,28 + m7, 27 + m7 26 + mg,20 + m6,24
+mp 28 + mp 27 + mp5 23 + my 27 + mq 26 + m3,28 + m3,26 + m3,24 +m3,23 + m2 28
+mo2 26 + m2,22 + m1 26 +m1,24 + mp,28 + mp 27 + mp22 =1
569 213,0 [m13,6 =0
s68 a14,5 [m13,5 + mi2,5 + m5 5 +mg5 +mas =
S6T a14,4 (m13,4 +mi25 + mi1,2 + mig,4 + m7 4 +m5 4+ m53+m52+mys5+mg4q+m33
+mo 5 +mogt+maot+my =0
566 214,3 [m13,3 + mg3+m54+m34+mo3+mp3=0
$65 13,28 |m13,2 + m10,3 + m10,2 + m10,1 + mg,2 + mg 2 +m74 +m7.2+my 0+ m3a+m33
+M32+M23+M22+M1 31 +m12+m03 =
64 a14,1 [m13,1 + m10,2 + mg 3 + mg 3 + m7 4 + m7 2+ mg2+ m53+m52+my0+ m3a
+mg o+ mag3+moo+my31 +mp3=0
52 T
$63| ®14.0 m130+M1 31 =1
$62[212,26|™12,31 = si | by v
s61|213,30|™m12,30 =0 s29|ag,29|m7,30 =1
$60[212,24|m12,29 = 1 sogl|agq |m75 =1
s509|@12,27|m12,0 + ma,0 + m3.0 + m1,31 + m1,0 =0 sor|ag6 |m75 =1
s58|211,26|™11,31 =1 s26| 28,0 |m7,0 + m3.0 =0
s57|®12,30{™11,30 = s25|a7,31|mg,31 =0
s56[211,24|m11,29 =1 s24|a7,29|mg,30 =0
s55| 212,5 [m11,6 =1 s23|a3,26|m5,31 + m3,31 =0
s54|211,0 [m11,6 =1 soa|as 25|mp5.30 = 1
s53| 212,4 [m11,4 =1 s21|a6,29|mp5,29 =1
ss2|@12,1 [m11,1 =1 s20| 26,1 [m5,1 =1
s51|@12,0 [m11,0 + m1,31 = s19|ag3,27|m5 0 +m3 0+ mi1,31 =1
$50[®10,26|™10,31 =0 s18|a4,26|m4,31 =0
$40|®11,30|™10,30 = s17|a4,25|™m4,30 =
s48|210,24|m10,290 =0 s16|a5,29|m4,29 = 0
s47|@11,5 |™m10,6 =0 s15| 25,6 |m4,6 =
s46| 10,0 |™10,5 + ma5 + ma 5 =0 s14| a5,1 |M4,1 =
s45|@10,27|™m10,0 + ma,0 + m1,0 =0 s13|a@3,25|m3.30 = 1
s44| 29,26 |m9,31 + m3,31 + m3 0 +mi10=1 s12|a3,24|m3,29 =0
s43| 9,25 |m9.30 =0 s11]| 4,6 |m3.6 =
s42[210,30|m9,30 =0 s10|@2,26|m2,31 =
s41| 29,24 |mg,29 =1 sg |a2,25|m2,30 =1
s40| 29,0 |m9,6 =0 sg |a2,24|m2 29 =
s30| a4,8 |mge =0 s7|a3,5 |m2e6 =1
s38| 10,5 |m9,5 + mg,5 + mg,5 + m3 5 =0 s6 | 22,6 |m2,6 =1
s3r| 10,4 (Mmo4 =1 s5 |a3,1 |ma,1 =1
s36| 29,28 |m9g,1 =1 s4|a25 |m1,5 =0
s35| @9,27 |m9g,0 + m3 .0+ m1,0=0 s3 |a1,28|m1,1 =1
s34| ag,26 |mg,31 =0 s2 |a1,25|m1,30 =0
s33| 29,29 |mg,30 =1 s1 |a1,24|m1,29 =1
s32| ag 28 |mg,1 =0 so [a1,23[m1,29 =1
s31|ag,27 [mg o =0
s30| 28,31 |m7,31 + m3,31 + m1,31 + m1,0=0

Table 5. Control bit and controlled relations of 58-round SHA-1 (II)(III)(IV)
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message
variable | 31-24 23-16 15-8 8-0 chaining

Mo |=0=—=== mmmmmmm= mmmmmmom —omooos variable | 31-24 23-16 15-8  8-0

mi e 01--1- ao  |01100111 01000101 00100011 00000001
ma L10-———- = ———————— -]~ 11 ai 101V--vV Y-—————= ———————— — 1-al0aa
ms  |-LO-——=—= —=—————= ———————— 1-————- a>  |01100vVy ----—- 0- -———- a--- 1-w00010
My |000===—= —======= ———m———= = 0----1- as  |0010--Vv -10---1a ------ 0- 0aX1a0WO
T e 1L as 11010vv- -01----- 0laaa--- 0W10-100
T [ e — 0 a5 |10w0laV- -1-01-aa --00100- Ow--01W1
M7 |LLm==m== —mmmmmmm —mmmmmom - 1----L as 11W-0110 -a-1001- 01100010 1-a1l11Wl
Mg |LL-—==== ——==mmm= —mmmmmmm oo 00 ar  |wlx-1110 alallil- -101-001 1---0-10
mo LOL--——= ———————— ——————— -0L1--1L as hOXvvv10 0000000a a001al-- 100X0-1h
mio  |LOL-—=== —======= —m—————- -OL----L as  |00XVrr-V 11000100 00000000 101-1-1y
mir |101-—=—= —m—mmmmm —mmmmmom - 1-1--1L ato  |Owl-rv-v 11111011 11100000 00hWO-1h
M1z |1Ll==m == ——mmmmmm e L ann | 1w0--V-V ——————- 101111110 11x—--0Y
mi3  |OLLLLL-L LL—--—-= ———————— -OLLLLLL ais  |OWl-rV-V ———————— ———————— -1XWa-Wh
mig LLOLLL-L LLLL---- —=—=———= - LLLLLO ais 1lwO--vv- -rr---—— ———————-- - 1-qq01ly
mis  |LLOLLLLL LL—--—-= —=—————— -11LLLLL aia  |irhhvvVh hh—----- QNNNNNGN Nihhhihh
Mig  |0————=== —————m—= ——mm———— ——————— 0 ais  |OrwhhhVh hhhh-—-N qNNqqNgN NNhhOhhO
miv -0-———== = - 1----0- aie Wiwhhhhh hhqNgNgN NNgNNqqq qWWhahhh
mig  |00———=—= ——=————= ——————— - 1----01 @17 |=0====== ——mm—m—m ——mm——— ———— 100-
mig -0 == = 1---1- ais 1-1--—— = 00-
mopg  |TTTTTTTT TS ST e 11 a19  |TTTTTTTT ST TS TS mmm e e 0
ma1  |=0=——=—= ———————= ——————— - 0----1- apg  |~Cm=—=== —=mm—m—m ——m—m——— ———— A-—-
ma2 Ol---—-—— - - 0----10 a1 -b---— - a-1-
Moy |1l-=—=== —mmmmmmm —mmmmmmm - 1---0- Aay  |mmmmmmmm —mmmmmmm mmmmmmmm e Al-
ma4  |TTTTTTTT TSI ST s 0 a23  |TTTTTTTT TTTT TS ST s 0
mas -1-—-— - 1- a24 TCTTT T T TT T T T ST TS S
Mag  |10=——=—= —=———mm= —m—m———— - 0----10 Q25 |-B-=—=== —mmmmmm= —mmmmmmm —o oo a-—-
Mmay  |~l==—m—= ——mm—m—m ———————- -01---0- Qpg  |mmmm—=m= —mmm—m—= ——m—— e ————- Al-
masg 1---—— - 0 (22 1
Mag  |~l==—=== —m—mmmmm —mmm—m—— - 1----0- A28 |Cmmmmm= —mmmmmmm mmmmmmmm oo A-—-
Mag | ~0———=== —=——mmm= —m—m—m—— - 1----0- @29 |-B==m=== —mmmmmmm —mmmmmmm oo A-0-
ma31 -1-—-— - 0- (27 I 0-
m32  |TTTTTTTT TTT TS me e e 1- a3y  |TTTTTTTT T TS meT s e
m33  |TTTTTTTT ST s s 0—----- a3z  |TTTTTTTT ST mmm e e A---
ma3a4 0———-——— == = 1- a3z  |TTTTTTTT TTT TS Te T s 1-
mas O0——————— a34  |TTTTTTTT ST SmT s e
mae 1---————-—————— 1- a3s  |TTTTTTTT ST TS moT e e
mar7 1--——— - - 0——----- aze  |TTTTTTTT TTTTTT TS ST e A---
m3g  |TTTTTTTT ST TS Se s e agzy  |TTTTTTTT ST mmm e e 1-
mag O0——————= === ——————— - 1--——- a3g  |TTTTTTTT ST mmm e e A---
mao 1--——— - asg - 0-
7 N e 1--——- a40 C—————= = A---
ma2 1---———— - a4 B--——— 0-
Mag  |======== —======= —m—mm——e - 1--———- I L — A-—-
Maa 1---————-—————— 1- a43 B--——— 0-
2777 S e 44 C————=
M4e 1--——— - a4s B-------—-——
mar O————=== === —m e —mm a; (1 > 46)|======== —m——mm e e

m; (i > 48)|======== —mmmmmm = —mmmmmmm —oomo

Table 6. ’Advanced’ sufficient conditions on {m; ;} and {a;;} for the 58-round SHA-1
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m = 021a9d9116b33b165¢51 £5734bd7761b4319b8b £ 12 fab5c2 £ 30b46cT3c66e1 f76
585d297¢b97102171ad29716b4e2 f5dTaa5b68 fal32 £8b185 F254eaadl 31455
m' = 023a9d9116d33b166¢31 £57308 7761503 f9b8b £509a65¢2 f 18b46¢73d66e1 fT4f
585d297 f f97102455ad2975654€2 £ 5850a5b68 f a932.f 8b587 f 254eab £ 1314585

m = 0x1adeb f36bcf6cb9e5380d8¢h482719¢h134cTb2abaecce fb0bb249bedf a35ba9
623026c02ed018bb0 f0ad fbca21ecd Thacd6d7b629647720525006c6¢4abe561
m' = 0x3a4eb f36dcf6cbac3380d8886827198b f 34c7b680aecce fISbb249bddf a35b89
623b26¢36ed018e94 f0ad f f c421ec4290c46d7h6a9647760725006¢7edabe501

8 Analysis of the full SHA-1 based on our method

For the full SHA-1, Wang’s attack tries to find a two-block collision, which is called a two-iteration
attack. Here we analyze a two-iteration attack based on our method. We note that our current result
is only for an attack on the first block, but our method would be efficient for an attack on the second
block.

8.1 Disturbance vector and Message differential

We start from a partial information of a disturbance vector and messge differential given by Wang et
al. and construct a message differential for the full SHA-1. Here we correct Wang’s message differential
by changing Aa1+4’31 and Aayy 5. As we stated in Section 3, it is important to choose A*tm, A~m,
Ata and A~ a carefully because a bad choice of plus/minus leads an indeterminate system of equations
as a result of Gaussian elimination. We can construct a system of equations which gives conditions to
take appropriate signature. We have to follow conditions given by such system of equations. For this
reason, we have to correct Wang’s message differential. We show a message differential we constructed
in Table 7.

8.2 Sufficient conditions on {m;} and {a;}

For the disturbance vector, the differential and the message differential given in the previous step, we
give sufficient conditions on the full SHA-1. We show obtained conditions in Table 8.

In Table 8, ’a’ means a;,; = a;—1,, 'A’ means a; j = a;—1,; + 1, b’ means a; ; = a;_1,(j+2 mod 32)5
‘B’ means a;; = G;_1,(j4+2 mod 32) + 1, 'C’ means a;; = @;_3(j4+2 mod 32) and 'C’ means a;; =
@;_2,(j+2 mod 32) T 1.

By the Gaussian elimination, we reduce all conditions on {m;} for 0 — 80-round to relations of
0 — 15-round. An elimination order of
{mi;}i=0,1,....15;j=0,1,...,31 We use here is: mg,ﬂ., <m;; if i’ <ior (i' =i and j' < j). The result of
Gaussian elimination is as follows. There are 167 conditions on {m; ;}.
mi15.31 =0, mi530 = 1, mi5,29 =1, m15.28 + m10,28 +mq,28 +ma,28 =0, m15,27 + m10,27 + mg 28 +myg 27 + m2,28 + m2 27 + mp,28 = 1,
mi5,26 +m10,28 + m10,26 + m8,28 + mg,27 + m7 27 + m5 27 + myg 26 + m2 27 + m2 26 + mp,27 =0, m15 25 + m11,28 +m10,27 + m10,25 +
mg 28 +mg 27 +mg 26 + m7,26 + m5,26 +m4,25 + m3,28 + ma,28 +m2 26 +m2 25 +m1 28 +mp,28 + mp,26 =0, m15,24 + m12,28 + m11,27 +
m10,26 +™10,24 + mg 28 + mg 27 + mg 26 + mg,25 + my7 25 + mg 27 + m5,25 + mg 28 + mq,24 + m3 28 + m3 27 + m2 27 + ma 25 + m2 24 +
mq 28 +my 27+mo,27+mo 25 =1, m15,23 +m12,28 + m12,27 +m11,26 +™m10,25 +™m10,23 +m9,27 + m9g 26 +mg 28 +mg 25 +mg 24 +m7 24+
my7 o+mg a7 +me,26 +m5,24 +mq 27 +myg 23+m3 27 +m3 26 +m2,26 +m2 24 +m223+m1 30 +m1,27+m1 26 +m1,0+m0,26 +m0,24 =0,

mi5,22 + mi12,27 + m12,26 + m11,25 + m10,28 + m10,24 + m10,22 + mg,28 + mg 26 + m9g 25 + mg 27 + mg 24 + mg 23 + m7 23 + mg,27 +
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AT Atm A~ m AT, Ata A~ a

0 [a0000003 00000001 0000002 7 — 0 | 00000000 00000000 00000000

T [20000030 20000020 00000010 i — 1 | e0000001 a0000000 40000001

2 [60000000 60000000 00000000 7 = 2 | 20000004 20000000 00000004

3 [c000002a 40000000 a000002a i — 3 |c07// /84 B03/f /84 40400000

2 [20000043 20000042 00000001 7 = 4 [800030e2 800010a0 00002042

5 [0000040_a0000000 10000040 i — 5 | 08408050 08008020 00400090

6 [d0000053 40000042 00000011 7 =6 80003200 00001200 80002000

7 [40000022 40000000 00000022 i =7 [0/ /8001 08000001 07F /8000

8 [20000000 00000000 20000000 7 — 8 | 00000008 00000008 00000000
7 = 0 [60000032 20000080 40000002 7 =0 80000101 80000100 00000001
7 — 10[60000043 60000041 00000002 i — 10] 00000002 00000002 00000000
7 = 11|20000040 00000000 20000040 7 = 11][00000100_ 00000000 00000100
7 — 12[c0000042 0000000 20000042 i — 12] 00000002 00000002 00000000
7 = 13|60000002 00000002 60000000 7 = 1300000000 00000000 00000000
i — 14|80000001 00000001 80000000 i — 14] 00000000 00000000 00000000
7 = 15/00000020 00000020 00000000 7 = 15/ 00000001 00000001 00000000
7 = 16/00000003 00000002 00000001 7 = 16/ 00000000 00000000 00000000
i — 17[40000052 00000002 40000050 i — 17] 80000002 80000002 00000000
7 = 18|40000040 00000000 40000040 i = 18] 00000002 00000002 00000000
i — 100000052 00000002 0000050 i — 10] 80000002 80000002 00000000
7 = 20|20000000 00000000 _a0000000 7 = 20/ 00000000 00000000 00000000
i — 2180000040 80000000 00000040 i 00000002 00000002 00000000
7 = 22|20000001 00000001 20000000 7 00000000 00000000 00000000
7 = 23|20000060 00000000 20000060 i 00000003 00000003 00000000
i 80000001 00000000 80000001 i 00000000 00000000 00000000
B 20000042 00000000 40000042 i 00000002 00000002 00000000
i 20000043 40000041 80000002 i 00000002 00000000 00000002
B 20000022 00000002 40000020 i 00000001_00000001_00000000
i 00000003 00000001 00000002 i 00000000 00000000 00000000
B 20000042 40000042 00000000 i 00000002 00000000 00000002
i 20000043 00000002 0000041 i 00000002 00000002 00000000
i 20000022 00000020 0000002 i 00000001_00000000_ 00000001
B 00000001 00000000 00000001 i 00000000 00000000 00000000
i 40000002 40000002 00000000 7 — 33] 00000000 00000000 00000000
B 20000043 c0000003 00000040 7 = 3400000002 00000002 00000000
i 40000062 40000000 00000062 i — 35[ 00000003 00000003 00000000
B 80000001 00000001 80000000 7 = 36/ 00000000 00000000 00000000
i 40000042 00000042 40000000 i — 37/ 00000002 00000000 00000002
i 40000042 40000000 00000042 7 — 38] 00000002 00000002 00000000
B 20000002 00000002 40000000 7 = 39/ 00000000 00000000 00000000
i 00000002 00000000 00000002 i — 40] 00000000 00000000 00000000
7 = 41|00000040 00000040 00000000 7 = 41[ 00000002 00000000 00000002
i — 43|80000002 80000002 00000000 i — 42] 00000000 00000000 00000000
7 = 43|80000000 00000000 80000000 7 = 43/ 00000000 00000000 00000000
i — 4480000002 80000002 00000000 i — 44] 00000000 00000000 00000000
7 = 45|80000040 80000000 00000040 7 = 45]00000002_00000002 00000000
7 = 46/00000000 00000000 00000000 7 = 46/ 00000000 00000000 00000000
i — 4780000040 80000000 00000040 i — 47] 00000002 00000002 00000000
7 = 4880000000 80000000 00000000 7 = 48] 00000000 00000000 00000000
7 — 40[00000040 00000000 00000040 i — 40]00000002_00000002_00000000
7 = 50|80000000 80000000 00000000 7 = 50| 00000000 00000000 00000000
i — 51|00000040 00000000 00000040 i — 51] 00000002 00000002 00000000
7 = 52|80000002 00000000 80000002 7 = 52/ 00000000 00000000 00000000
7 = 53/00000000 00000000 00000000 7 = 53] 00000000 00000000 00000000
i — 54|80000000 00000000 80000000 i — 54] 00000000 00000000 00000000
7 = 55|80000000 80000000 00000000 7 = 55/ 00000000 00000000 00000000
i — 56/00000000 00000000 00000000 i — 56] 00000000 00000000 00000000
7 = 57|00000000 00000000 00000000 7 = 57/ 00000000 00000000 00000000
7 — 58|00000000 00000000 00000000 i — 58] 00000000 00000000 00000000
7 = 59/00000000 00000000 00000000 7 = 59/ 00000000 00000000 00000000
i — 60|00000000 00000000 00000000 i — 60| 00000000 00000000 00000000
i — 61[00000000 00000000 00000000 i — 61[ 00000000 00000000 00000000
7 = 62|00000000 00000000 00000000 7 = 62/ 00000000 00000000 00000000
i — 63|00000000 00000000 00000000 i — 63/ 00000000 00000000 00000000
7 = 64|00000000 00000000 00000000 7 = 64/ 00000000 00000000 00000000
i = 65[00000000 00000000 00000000 i — 65] 00000000 00000000 00000000
7 = 66/00000004 00000004 00000000 7 = 66/ 00000000 00000000 00000000
i — 67|00000080 00000000 00000080 i — 67| 00000004 00000004 00000000
7 — 68|00000004 00000004 00000000 i — 68] 00000000 00000000 00000000
7 = 69/00000009 00000009 00000000 7 = 69/ 00000000 00000000 00000000
i — 70|00000101 00000001 00000100 i — 70] 00000008 00000008 00000000
7 = 71|00000009 00000008 00000001 7 = 7100000000 00000000 00000000
i — 72|00000012 00000012 00000000 i — 72] 00000000 00000000 00000000
7 = 73|00000202 00000002 00000200 7 = 73]/ 00000010 00000010 00000000
i — 74|0000001a 00000018 00000002 i — 74| 00000000 00000000 00000000
i = 75[00000124 00000004 00000120 i — 75] 00000008 00000008 00000000
7 = 76|0000040c_0000040c_ 00000000 7 = 76/ 00000020 00000000 00000020
i — 77|00000026_00000002 00000024 i — 77] 00000000 00000000 00000000
7 = 78|0000004a 00000002 00000048 7 = 78]/ 00000000 00000000 00000000
i — 70|0000080a_ 00000808 00000002 i — 70] 00000040 00000000 00000040
7 = 80/00000000 00000000 00000000 7 = 80/ 00000000 00000000 00000000

Table 7. A message differential for the full SHA-1




message
variable

Cchaining
31-2423-16 15-8 8-0 variable

31 - 24

23 - 16

15 - 8

8 -0

mQ

a0

01100111

01000101

00100011

00000001

my

ai

010--—-0

-0-01-0-

10-0-10-

---a0101

m2g

a2

-100---1

Oaailaia

01lala011

1--ailal

ms3

a3

01011-—-

—-1000000

00000000

01--a0al

m4

a4

0-101--a

---10000

00101000

010---10

a5

0-0101-1

-1-11110

00111-00

10010100

a6

1-0aiala

alalaaa-—

--10010-

--01-0--

--0-0111

11111111

111-010-

0-0-0110

-10---01

11110000

010-111-

1---000-

11111111

111~

——=-1-01

-1--1-0-

T1--0--—-

1--

o p—_

mar

mag

ms0

m51

mgo

m53

mya

m55

m56

m57

mg9

mE0

mea1

me2

mea3

me4

mes

mee

mET

meg

me9

m7o

m71

my7o

my73

m74

mys

m76

my77

m78

my7g

mgo

280
Table 8. Sufficient conditions for the full SHA-1
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mg 26 + mg,25 + m5,23 + m4 28 + my4 26 + M4, 22 +m3 26 +m3,25 + m2,28 + m2 25 + ma 23 + ma 22 +my 26 +m1,25 +mp,25 +mp,23 =0,
mi5,21 +™m12,28 +m12,26 +™m12,25 +™m11,28 +™m11,24 + m10,27 +™m10,23 +™m10,21 +™m9,28 + m9g 27 +mg 25 +m9g 24 +mg 26 +mg, 23 +mg 22+
my7 27+m7 22+mg 26 +me,25 +me,24+m5,22+my 28 +my 27 +myg 25+myg 21 +m3 25+m3 24 +m2 27 +m2 24 +ma 22+ma 21 +my 28 +m1 25+
m1,24 +mg 28 +mp,24 +mp,22 =0, m15 20 +m12 28 + m12,27 + m12 25 +m12,24 + m11,28 +m11,27 + m11,23 +™m10,26 +™m10,22 +™10,20 +
mg o8 +mg 27 +mg 26 +mg 24 +mg 23 +mg a8 +mg 25 +mg 22 +mg 21 +m7 26 +m7 21 +mg, 25 +mg,24 +mg,23 +m5 27 +m5 21 +myg 27+
my 26 +m4q 24 +myq 20 +m3 24 +m3 23 +m3 26 +m2 23+m3 21 +m3 20+m1,28+m1,27+m1 24+m1 23+mp 28+m0,27+m0,23+mp,21 =1,
mi5,19 +m12,27 +m12,26 +m12,24 +m12,23 +m11,27+m11,26 +™m11,22+m 10,25 +™10,21 +™10,19 +m9 27 +m9g 26 +m9g 25 +mg 23 +mg 22+
mg 28 +mg 27+mg 24+mg 21 +mg 20+m7 25+m7 20+m7,0+me,24+me,23+mp,22+m5 27+m5 26+m5,20+m4,26 +m4,25+mg 23+m4g 10+
m3 23 +m3 22+m2 25 +ma 23+ma29+ma 19+my 30+mi 28+my 27 +my 26 +m1,23+m1 22+my o+mp,27+mg, 26 +mp,22+m0,20 =1,
m15,18 + m12,26 + m12 25 + m12,23 + m12 22 + m11,26 + m11,25 + m11,21 + m10,24 + m10,20 + ™10,18 + m9, 28 + mg 26 + mg, 25 + m9g 24 +
mg 22 + mg 21 + mg o8 +mg 27 +mg 26 +mg,23 + mg 20 + mg,19 + m7 24 + m7 19 + mg,27 + mg,23 + mg,22 + mg,21 + m5,27 + m5,26 +
m5 25 + mp5,19 + m4,25 + mg 24 + mg 22 + my 18 + m3,22 + m3 21 + ma,28 + m2.24 + m2 21 + ma 19 + m2,18 + m1,27 + m1 26 + m1,25 +
my 22 +my1 21 +mg 26 +mp,25 + mo,21 + mp,19 =0, m15,17 + m12,25 + m12 24 + m12 22 + m12,21 + m11,25 + m11,24 +m11,20 +™10,23 +
mi10,19 + m10,17 + m9 28 + mg 27 + mg 25 + mg 24 + mg 23 + mg 21 +mg 20 +mg,27 + mg 26 + mg,25 + mg 22 + mg 19 + mg 18 + m7.27 +
my7 23 +my 18 +mg,27 +mg, 26 +mg,22 +mg,21 +me,20 + m5,26 +m5,25 +m5,24 +m5,18 + Mg 24 +myg 23 +mg 21 +mq 17 +m3 21 +m3 20+
mg 28 + m2 27 + m2 23 +m3 20 + m2 18 + m2,17 + m1 26 + m1,25 + m1 24 +my 21 + mq 30 +mp,28 + mg,25 + mp,24 +mg,20 +mp,18 = 0,
mi5,16 + m13,11 + m12,28 + m12,27 + m12,24 + m12 20 + m12,19 + m12,15 + m11,27 + m11,25 + m11,24 +m11,23+ ™11, 21 +m11,17 +m11,14 +
mi1,12 +m10,28 +™m10,27 +™10,26 +™10,23 +™10,22 +™m10,19 + m10,15 + m9,27 + m9g 25 +mg 24 + mg 22 +mg 20+ mg 19 +mg 18 +m9,17 +
mg 14+mg 13+mg 28 +mg 27 +mg 25+mg,24+mg 21+mg 20+mg,18+mg 16+mg,13+mg,11+m7,26 +m7 24+m7 21+m7 20+m716+m7,15+
my7 o+meg,23+meg,22+mg 21 +mg 19+mg,18+me,13+m5,27+m5 20 +m5,10+m5 16 +™m5,12+m4q, 28+ myq 26+m4g 25+mg 15+ m3 26+m3,24+
m3 23+m3 21+m3 20+m3 18+m3,17+m3 15+m3 13+m3 12+ma 27+m2 26+ma 24+m3 20+m2 19+m2 16+m215+m2 11+m1 30+m1 28+
myq a7+myq 26+m 25+m1 24+my 22+my 20+m1 19+m1 18 +m 1 15+m1,13+m1 0+mo, 28 +m0,26 +m0,24+m0,21+m0,20+m0,16+™m0,11 =
1, m15,15+m13,14 +m12,26 +m12,24 +m12,23 +m12 20 +m12,19 +m12,18 + m11,24 +™m11,23 +m11,20 +™11,18 +™m11,17 +™11,15 +m 10,28 +
mi0,27+m10,26 +m10,22+m10,19+m10,18 +™10,17 +™m10,15 +™m9 28 +m9g 25 +mg 23+mg 22 +mg 20+mg,19+mg 18 +m9g,17+m9 16 +mg 27+
mg 25+mg 24+mg 19+mg,17+mg 14 +m7 26 +m7,24+m7 23+m7 21+m7 20+m7 190+m7 18 +m7 16 +™m7 0+me,27+me,26 +™m6,24+m6,23+
mg 21+mg,20+me,19+me,18+mp,16 +m5,26 +m5,24+m5 20 +m5,19+m5,16+m5,15+m4q,27+m4 26 +m4,25 +myg 23+m4g 22+mq 21+myg 18+
my 15+m3 28 +m3 27+m3 25+m3 24+m3 22+m3 21+m3 20+m3,19+m3,16+m3,15+m2,27+m3 26 +m2,23+m2 21+ma20+m2 16 +m2,15+
m2 14 +m1 .30 +m1,26 +m1,25 +m1,24+m1 23 +m1,22+m1 21 +m1,19+m1,16+m1,0+m0,24 +m0,20 +m0,19 +m0,18 +™0,16 +™0,14 =0,
mi15,14 + m13,14 + m12,26 + m12,24 + m12,21 + m12,19 + m11,27 + m11,24 + m11,21 +™11,20 + m11,15 +™10,27 + m10,22 + ™m10,21 + m10,20 +
m10,19 +m10,18 +™10,16 +™10,14 +m9,28 +m9 26 + M9 25 +m9g 24 +m9g 22 +m9g 18 +m9 16 +mg 28 +mg 26 +mg 24 +mg 220+mg 20+mg 15+
mg 14+my7 26+my7 23+my 19+my 18+my7 15+m7 0+me,27+me,25+me,24+me,21 +me,10+me,18+me,17+me,16+m5,27+m5 21 +m5,20+
mpg 19 +myg 28 +my 27 +my 25 +my 23 +my 21 +myg 20 +myg 19 +my4 14 +m3 25 + m3 24 +m3 22 +m3 21 +m3 20 +m3,17+m3,16 + m3,15 +
mg a7+ma 24+mo 23+mo 18+ma 17+ma 15+mq 30+m1 26 +m1 25+m1 23+m 20+my 17+my 16+m1,0+m0,26+m0,25+m0,24+m0,23+
mq,21+mp,20+m0,19+m0,17+m0,15+m0,14 = 1, m15,12+m12,27+m12 20 +m12,19+m12,17+m 12,16 +™11,28 +m11,27+™m11,26 t™ 11,25+
mi11,20 +™11,19 +™11,15 +™10,27 +™10,25 + ™10,24 + ™10,18 +™10,14 +™m10,12 +™m9,27 + m9g 23 + mg 22 +mg 20 +m9g 19 +m9g 18 + m9,16 +
mg 15+mg 28 +mg o7+mg o5+mg 24+mg 22+mg 21+mg 20+mg,17+mg,14+mg 13+m7 26+m7 25+m7 24+m7 23+my 22+m7 18+my7 13+
my7 o+meg,27+meg 26 +meg,25+mg 24 +mg,22+mg 21 +me,17+me,16 +m6,15+m5,26 +™m5,24 +m5 21 +m5 20+ m5 19+ m5,13+mg 25+m4 24+
my 19 +myg 18 +my 16 + m4,12 +m3 28 + m3 27 + m3 25 + m3 16 + m3,15 + m2,28 + m3 23 + m3 22+ m2 18 +m2 15 +m2 13 +m3 12 +mq 30+
my,21+m1,20+m1,19+m1,16 +™m1,15 +™m1,0 +mp,28 +mp,27 + m0o,23 + m0o,20 + m0,19 +™m0,15 +m0,13 = 1, m15,7+m156 +m9g,6 +mg,2+
my7 6+m7 3+mg 5+me 3+ms 5+m5a4+ms2+ms 1+my 4+my a+m3z atma5+mag+maz3+ma+my 3+my 1+mpg,3+mpo,2+mrg 11 =1,
mi15,5 =0, mi5.4 +m7 3 +m72+mg 5 +me3+ms4+ms53+mya+mga+mas+myz+maa+may+my30+mi3+my1+mp3 =0,
m15.3 +m73 +mya+myo+mgs +ms5 +ms4+ mpa+msq +mg3+mas+ megq+maz+moy+myz0+mi+mp3 =0,
mi52 + my7,.3+my o+ myo+mgs+me3+mss+mpat+ms+mgat+mga+mas+mag+mezt+moy+mypztmyo+my+
mg,3 + mpg,2 = 0, mi5,1 + mg 2+ m7 3+ m7ya+m7o+ms53+mya+mgg+maa+myo+mgyg+ mpg2 =0, msz0+m30 =1,
mig4,31 = 1, mi4.30 = 1, m14,29 = 0, myg 28 + mg 28 + m3 28 + m1,28 = 1, mi1g,27 + mi12,28 + mg 27 + mg 28 + m3 27 + m1 27 =1,
mi4,26 + m12,27 + m10,28 + mg,28 + mg 26 + mg,27 + mg,28 + myg 27 + m3 26 + m2,28 + m1,26 =1, m14,25 + m12,28 + m12,26 + m10,28 +
m10,27 + mg, 27 + mg 25 + m7 27 + mg 26 + my4 27 + my 26 + m3,25 + m2 27 + my 25 =1, m14 24 + m12 27 + m12 25 + m11,28 + m10,27 +
m10,26 + m9,26 + m9,24 + m7 26 + mg,25 + m4 28 +m4 26 +m4 25 +m3 28 +m3 24 +m2 26 +m1,24 +mg 28 =0, m1423+m1226+m1224+
m11,27 + m10,26 +m10,25 + mg,28 + Mg 25 + mg 23 +mg 28 + m7 25 + mg,24 + m5,27 + mq 27 + My 25 + Mg 24 + m3 28 + m3,27 + m3 23 +
mg 25 +mj, 28 +m1 23 + mpo,27 =1, m14 22 + mi12 28 + mi12 25 + m12,23 + m11,26 +™10,28 +™10,25 + m10,24 + m9,27 + m9g 24 + mg 22 +
mg 27 + m7 24 + mg 27 + mg,23 + m5,26 + m4,28 + M4, 26 + ™m4,24 + My 23 +m3 27 +m3 26 +m3 22 +m2 24 +my1 27 +m1 22 +mp,26 =1,

mi4,21 + m12,27 + m12 24 + m12 22 + m11 25 + m19,28 + m10,27 + m10,24 + m10,23 + mg 28 + mg 26 + mg 23 + mg 21 + mg 26 + m7,23 +
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mg 26 + mg,22 + m5 25 + M4 28 + my 27 +my 25 +my 23 +my 22 +m3 26 +m3 25 + m3 21 + ma 28 + ma 23 +my 26 +m1,21 +mp,25 =1,
mig4,20+m12,26 +™m12,23 +m12,21 +m11,28 +m11,24+m10,28 +m10,27 +™m10,26 +™10,23 +™m10,22 +m9 27 +mg 25 +mg 22+mg 20+mg,28+
mg 25 +m7 27 +m7 22 +me 25 + mpe,21 +m5 24 +mg 27 +myg 26 +m4,24 +m4 22 +myg 21 +m3 28 +m3 25 +m3,24 +m3 20 +m2,27 +m2 22+
m1 25 +m1 20 +mp,28 +mp,24 =0, m14,19 +m12 25 +m12,22+m12 20 +m11,28 +m11,27 +m11,23 +m10,28 +™10,27 +™m10,26 +™10,25 +
m10,22 +m10,21 +mg 28 +mg 26 +mg, 24 +mg 21 +mg 19+ mg 27 +mg 24 +m7 27 +m7 26 +m7 21+mg 27 +mg,24 +mg 20 +m5,23+mq 28+
my 26 +myq 25 +mgq 23 +mg 21 +my 20 +m3 27 +m3 24 +m3 23+m3 19 +m3 26 +m2 21 +m1 28 +m1 24+m1 19+mp,28 +m0,27+mp,23 =1,
mi4,18 + m13,14 + m12,28 + m12,26 + m12,22 + m12,21 + m12,19 + m12,18 + m11,27 + m11,26 + m11,24 +™m11,20 + m11,17 +™11,15 + m10,27 +
mi0,25+m10,24 +m10,22+m10,20+™m10,19 +™10,18 +m9,28 + mg 27 +mg 26 +m9g 25+mg 23 +mg 21 +mg 18+m9g 17 +mg 16 +™m8, 26 +m8 20+
mg 19+mg 16+mg,14+my7 27+my7 26+m7 24+m7 23+my 19+m7 18+m7 o+me,27+me, 25 +me,21+me,19+me,16+m5,26+m5,23+m5,20+
mp5 19+m5,15+mq 27+myg 26+ma,24+mg 23+my 22+mg 20+mg,18+m3,27+m3 26 +m3,25+m3,24+m3 23+m3 21+m3 20+m3,16+m3,15+
mg a7+ma 23+ma 18+m2 14+m1 30+m1 27+m1 26 +m1 25+m1 23+m1 21+my 16+m1,0+m0o,27+m0,24+m0,23+m0,20+m0,10+m0,14 =
1, mig,17 +m12,27 +mi12,23 +m12,20 +m12,18 + m11,27 +m11,26 +™m11,25 +™m11,21 +™10,28 +™10,26 +™10,25 +™10,24 +™10,23 +™ 10,20 +
mi10,19 +m9,26 + m9,24 +mg 22 +mg 19 +mg 17 +mg 28 + mg 25 +mg 22 +m7 27 +m7 25 +m7 24 +m7 19 +mg 27 +me,26 +mp,25 +m6,22+
mg 18 +m5 27 +mp5 26 +m5,21 +myg 28 +my 27 +my 26 +mg,24+mg 23 +myg 21+myg 19+my4 18 +m3 28 +m3 25 +m3 22+m3 21 +m3 17+m2 28+
mg 04 +m2 19 +m1 28 +m1 26+m1,22+m1,17+m0,26 +™m0,25 +™mp,21 =1, m14,16+m12,26 +m12,22 +m12 19 +m12 17+m11,26 +™m11,25 +
mi1,24 +m11,20 +m10,28 +™m10,27 +™m10,25 +™m10,24 +m10,23 +m10,22 +m10,19 +™m10,18 + M9 28 +m9 25 +mg 23 +m9g 21 +mg 18 +m9 16+
mg o7+mg o4+mg o1+my ar+my ae+my 24+my23+my 18+my o+me,27+me,26+me,25 +m6,24+me,21+me,17+m5 26 +m5 25+m5,20+
my 28 +my 27+my 26 +m4 25 +m4 23+my 22+my 20+mg,18+m4a,17+m3 28 +m3 27+m3 24+m3 21 +m3 20+m3,16 +m2,28 +m2,27+m2 23+
m2 18 +m1,30 +m1,28 +m1,27 + m1 25 +m1,21 +m1,16 +m1,0 +m0,25 + m0,24 +m0,20 =0, mi14,15 + m12,25 + m12,21 + m12,18 + m12,16 +
myq,25+m11,24+m11,23+m11,19+m10,28 +m10,27+m10,26 +™10,24 +m10,23 +m10,22+m10,21 +m10,18 +m 10,17 +m9 28 +m9g 27+mg 24+
mg 22 +mg 20 +mg 17 +mg 15 +mg 28 + mg 26 +m8g,23 + mg 20 +m7,26 +m7,25 +m7 23 +m7 20+ my7 17 +mg 26 +me,25 +mp,24 +mg,23+
mg 20 +mg,16 + m5,25 +m5,24 + m5,19 + M4 28 +myq 27 +my 26 +my 25 +my4 24 +my 22 +my 21 +myg 19 +my 17 +my 16 +m3,27 + m3 26 +
m3 23 +m3 20+m3,19 +m3,15 + ma,28 +ma 27 +m2 26 +ma 22 +m2 17 +m1 27 +m1 26 +m1,24 +m1,20+m1,15 +m0,24 +m0,23 +m0,19 =0,
mi14,13 +m13,14 + m12,27 + m12,26 + m12,24 + m12,23 + m12,22 +m12,10 + m12,18 + m12,16 + m12,14 + m11,28 + m11,24 +m11,23 + m11,21 +
mi11,20 +™11,15 +™10,28 +™10,25 +™10,24 + ™10,20 + ™10,18 +™10,16 +™10,15 +™m9,25 + m9g 22 + mg 21 +mg 18 + m9 17 +m9 16 +m9,15 +
mg 13+mg 2g+mg 26+mg,24+mg 23+mg 21+mg20+mg 190+mg 18+mg 16+mg 14a+mr 27+my o5+my 214+my 19+my 18+my 15+my7 o+
mg 26+me,25+me,24+meg,22+mp,18+m6,16+me,14+m5,27+m5 20+m5,19+m5 17+m5 15+m4,27+mg 24 +myg 220+myg 20 +ma 18+ Mg 17+
my 15 +mg,14 + m3 27 + m3 22+ m3 20 + m3,17 + m3,16 + m3,15 + m3,13 + m2, 27 + m2 26 + m2 24 +m2 23 + ma,18 + m2,15 + m2,14 +m1,30 +
my 28 +m1,26 +m1,24+m1 22+m1 21 +m1,16 +m1,13 +m1 0+m0,28 +m0,26 +m0,24 +m0,23 +m0p,21 +m0,20+m0,19 +™0,17 + ™m0,14 =0,
mig,12 +m13,11 +m12,28 + m12,27 + m12,26 + m12,23 + m12,22 +m12 21 + m12,19 + m12,18 + m12,13 +m11,28 + m11,27 +™m11,25 + m11,22+
mi11,20 +m11,19 +™11,17 +m11,16 + ™m11,14 + m11,12 + m10,28 + m10,26 +™10,25 + m10,24 + ™m10,21 + m10,20 +™10,16 + ™10,14 + M9 28 +
mg o7 +mg 26 +mg 24 +mg 23+mg 21 +mg 19 +mg 18 + mg 13 +m9g 12 +mg 28 +mg 26 +mg 25 +mg 23 +mg 16 +mg,13+mg 11 +m7 24+
my 23+my o1 +my19g+mrar+mriigt+mr s +mr 14 +m7 0+ me,26 +me,25 +mp,21 +mp,18 +mp,17 +m5,27 +m5,24 +mp5 23 +mp5 22+
m5 21 +m5.20+m5,19 +m5,17 + M5 12 + Mg 27 +mg 24 +myg 21 +my 20 +m4,19 +m4g 18 +m4g,15 +mg,14 +m4,13 + m3 28 + m3 26 +™m3,23 +
m3 22 +m3 21 +m3 20 +m3,19 +m3,18 + m3,16 + ™3,15 + m3,13 + ma,25 + m2 23 + m2 22 +m2 20 +m2,19 + ma,17 + m2 15 +m2 14 + m2,11 +
myq 30 +m1,26+m1,24+my 22+my 21+my 18 +my 17+ m1 15 +m 1,13 +m1 12+m o+ mg, 28 +mp, 26 +m0,23+m0,19+m0,17+m0,11 =0,
mi4,5 =0, mig 4 +m55 +m34 =0 miq3+mgo+myz+mrg+mes+mg3+mea+mss+msa+mso+mgat+mos+mag+
mg 3+ mg 1 +my2+my g +my+mp4+mo3+mp2 =0, miga+mgatmyatmsy+tmsot+ms+myot+mag+my+mgyg =0,
mig,1+mg 2+my7 3+my7 a+mg5+mg3+msa+ms3+msat+tms1+mya+tmz4+mzat+my5+maz+myot+ma1+my 3+mg3+mg2 =0,
migq,0 =0, m13,31 =1, m13 30 =1, m13,29 =1, m13 28 +mg 28 +m2,28 +mp,28 =1, m13,27 + m11, 28 +mg, 27 +m3 28 +m2 27 +mg,27 =0,
m13,26 + ™m11,27 + mg,28 + mg 28 + mg,26 + m5,27 + m3,28 + m3,27 + ma,26 + m1,28 + mg,26 =0, m13,25 + m11,28 + m11,26 + m9,28 +
mg o7 +mg 27 + mg a5 + mg,27 + m5 26 + m3,27 + m3,26 + m2,25 + m1,27 + mo,25 = 1, m13,24 + m12,28 + m11,27 + m11,25 + m10,28 +
mg o7 + mg o6 + mg 26 + mg 24 + me,26 + m5,25 + ma,28 + m3,28 + m3,26 + m3,25 + m2 28 + m2 .24 + m1 .28 + m1 .26 + mp,24 = 0,
m13,23 +m12,27 +m11,26 +™m11,24 +™10,28 +™m10,27 +™m9,26 + ™9 25 +mg 28 + mg 25 + mg 23 +m7 27 +mp,25 + m5,24 +myg 28 +my 27+
m3 27 + m3 25 + m3,24 + m2 27 + m3 23 +m1 27 + m1,25 + mpg,28 + mp,23 =1, m13,22 + m12,26 + m11,28 + m11,25 + m11,23 + m10,27 +
mi0,26 +m9,28 + M9, 25 + mg 24 + mg 28 + mg 27 +mg 24 + mg 22+m7 27 +m7 26 +me,24 +m5 27 +m5 23 +my 27 +my 26 +m3,28+m3,26+
m3 24 +m3 23+ma 28 +mo 26+ma 23+m1 26+m1,24+mp 28 +mp,27+mp,22 =1, m13 21 +m1225+m11,27 +m11,24+m11,22+m10,28 +
m10,26 +™m10,25 + Mg, 28 + Mg 27 +mg 24 +mg 23 +mg 27 +mg o5 +mg 23+mg 21+m7 27+m7 26 +m7 25 +mg,23+m5 27 +mp5 26+mp 22+
my 26 + m4 25 + m3 28 + m3, 27 + m3 25 + m3 23 + m3 22 + m3 27 + ma 25 + ma 21 + mq 28 + m1 25 +mq 23 +mg,27 + mg,26 +mp,21 =0,
m13,20 + m12,28 + m12,24 + m11,28 + m11,26 + m11,23 + m11,21 + mi10,28 + m10,27 + m10,25 + m10,24 + mg,27 + mg 26 + mg 23 +
mg 22 + mg 26 + mg,25 + mg 22 + mg 20 + m7,26 + m7,25 + m7 24 + mg,27 + mg,22 + m5 26 + m5,25 + m5,21 + mg,25 + mg 24 + m3 28 +

m3g o7 + m3 26 + m3,24 + m3 22 + m3 21 + m2 26 + ma,24 + m2,20 + m1,27 + m1 24 + m1,22 + mp,28 + mg,26 + mo,25 + mp,20 = O,
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m13,19 + m12,27 + m12,23 + m11,27 + m11,25 + m11,22 +m11,20 + m10,27 +™10,26 +™10,24 + ™10,23 +™m9,26 + m9, 25 + mg 22 + mg 21 +
mg 28 + mg 25 + mg 24 + mg 21 + mg,19 + m7 25 + m7 24 + m7 23 + m7 0 + mg 26 + mg,21 + m5,27 + m5,25 + m5,24 + m5,20 + m4,28 +
my 24 + my4 23 + m3 27 + m3 26 + m3,25 + m3,23 + m3,21 + m3,20 + m2,28 + m2,25 + m2 23 + ma 19 + m1,30 + m1,26 + m1,23 +m1,21 +
m1,0 +mp, 28 +mo,27 + mp,25 + mp,24 + mp,19 = 0, m13,18 + m12,28 + m12,26 + m12,22 + m11,28 + m11,26 + ™11,24 + m11,21 +m11,19 +
m10,26 +m10,25 +™m10,23 + m10,22 + mg 25 + mg 24 + mg 21 +mg 20 + mg 27 + mg 24 +mg 23 +mg 20 + mg 18 + m7,27 + m7 24 + m7 23+
my 22 + mg 27 + mg,25 + me,20 + mp,27 + m5,26 + m5,24 + m5,23 + m519 + myq 27 + mq 23 + mq 22 + m3 28 +m3,26 +m3,25 + m3,24 +
m3 22 + m3 20 +m3,19 + m2,27 + m2,24 +m2 22 +m2,18 + m1,25 + m1,22 +m1 20 + mo,28 + m0o,27 + m0o,26 + m0,24 + m0,23 + mp,18 =1,
m13,17 + m12,27 + mi12.25 + mi12,21 + m11,27 + m11,25 + m11,23 + m11,20 + m11,18 + m10,25 + ™m10,24 + m10,22 + m10,21 + m9,24 +
mg 23 + mg 20 + mg 19 + mg 26 +mg,23 +mg 22 +mg 19 + mg,17 + m7 27 + m7 26 + m7 23 + m7 22 + m7 21 +mg 26 + mp,24 + mg,19 +
mg 26 + m5,25 + mp5 23 + m5 22 + m5 18 + myg 28 + my 26 + my 22 + myg 21 + m3 28 + m3 27 + m3 25 + m3 24 + m3 23 +m3 21 +m3 19 +
m3 18 + m2 28 + m2 26 + m2,23 + m2 21 + ma 17 + mq 28 + m1 24 + my 21 +my 19 + mg, 27 + m0o,26 + m0,25 + mp,23 + mp,22 + mp,17 = 1,
m13,16 + m12,28 + m12,26 + m12,24 + m12,20 + m11,26 + m11,24 + m11,22+m11,19 +™m11,17 +m10,28 +™10,24 + m10,23 +™10,21 + m10,20 +
mg 28 +mg 23 +mg 22 +mg 19 +mg 18 + mg 25 + mg 22 +mg 21 +mg, 18 + mg,16 + m7,27 +m7,26 +m7 25 + m7 22 +m7 21 +m7 20 +me,27+
mg 25 +mg,23 +me,18 + m5,25 + mp5,24 +m5 22 +m5 21 +m5,17 +my 28 +my 27 +myg 25 +myg 21 +myg 20 +m3,27 + m3 26 +m3,24 +m3,23+
m3 23 +m3 20 +m3,18 + m3,17 + m2 27 + ma 25+ m2 23 + m2 29 +m2,16 + m1,28 + m1 27 +m1 23+ mq 20 +m1,18 +mp,28 + mp,26 +™m0,25 +
mq,24 +mg 22 +mp,21 +mp,16 = 1, m13,15 + m13,14 + m12,27 + m12 26 + m12,25 + m12 24 + m12 23+ m12 22 +m12 19 +m12,18 + ™m11,28 +
mi1,25 +m11,24 +m11,23 +m11,22+m11,21 +™m11,20 +™m11,18 +m11,17 +m11,16 +m11,15 + m10,27 + m10,26 + ™10,23 + ™m10,21 + m10,20 +
m10,18 +mg 28 + m9 27 +mg 26 + mg 22 +mg 20 +mg,18 + m9g 16 +m8,24 + mg,23 +mg 21 +mg 19 +mg 17 +mg 16 +mg,15 + mg,14+m7 27+
my7 26 +m7,23 +m7 21 +m7 18 +m7 0+ me,27 +me, 25 + me,24 + mg,23 +me,22 + mg 21 +me,17 + me,16 +m5,26 + m5,24 +m5,22 +m5 21 +
mp5 19 +mp5,16 +mp,15 + ma, 28 +m4 27 +myg 25 +mq 24 +myq 23 +myg 20+m4,18 +m3,28 + M3 27 + m3,26 +m3,24 +m3 23+m3,20+m3,19+
m3 18 +m3,17 + m3,15 + m2 28 + m3 27 + ma 26 + m2 25 + m2 24 + m2 23 +m3 21 +ma 20 +m2 19+ m2 18 +m2 15 +m2 14 +my1 .30 +m1,27+
my 25 +my 22 +m1 21 +my 19 +m118 +m1,17 + m116 + m1,0 +mo,27 + mo,26 + mo,25 + m0,22 + mp,21 + mo,19 + m0,15 + mp,14 = 1,
m13,13 + m12 25 +m12,23 + m12,21 +mi12,17 +m11,27 +m11,23 +m11,21 +m11,19 +™11,16 + m11,14 +™10,28 + m10,25 + ™m10,21 + ™m10,20 +
mi10,18 + m10,17 + m9 28 + mg 27 + mg 25 + mg 20 + mg,19 + mg 16 + m9,15 + mg 28 + mg 22 + mg 19 + mg, 18 + mg,15 + mg,13 + m7,26 +
my7 24 +m7 23 +m7 22+m7 19+m7 18 +m7 17 +me,27 +me,25 +me,24 + mpe,22 +m6,20 +™m6,15 +m5,27 + m5,26 + m5,25 + M5 22 +m5,21 +
mpg 19 +m5 18 +m5 14 +my4 28 + My 27 +my 25 +myg 24 +my 20 +my 18 + my 17 +m3 28 + m3 26 + m3 24 +m3 23 +m3 21 +m3 20 +m3,19+
m3 17 +m3 15 +m3,14 + m2 26 + m2 24 + ma 22+ m2 19 +m2 17 +m2 13 +m1 28 +m1 25 +mq 24+ mq 20 +m1 17 +m1,15 +mp,28 + m0,25 +
mq,23 +mp,22 + mo,21 + mp,19 + mo,18 + m0,13 =0, m13,5 + m7 2+ mg,2 +m5 5 +m52+my 4+mo3+mo2+ma+mi3z0+mio=1,
m13,4 + m5,5 + m3 4 + ma 4+ mpoq =0, m33 +mg2+m53 +m52+ms51 +mgo+mga+mag+maa+ma1 +myo+mp2=1,
m13,2 + mg 2+ my7 o+ m53+ma22+my 30+ mo2=0,mi31 =0,mi30+m1,30 =1, m12,31 =0, mj230 =0, mi2,29 =1, mi26 =1,
mi2 5+my ot+mgotmp otmyg s+mga+mo5tmo gtmootma 14+my30+mi,0 =1, mi2a4+mgq =0, mi23+my 3+myo+meg3z+ms3+
mpg o+mp 1 +my 3+m3g2+myatmy1+my 1+mg 4 =0, mig2+my3+mg3+ms3+myz+mgatmyatmyz+myat+mygt+mpyg =1,
mig21 =1, mi2 0 =1, m11,31 =0, m11,30 =0, m1129 =1, mi1,6 =1, mi1,5 + mga+m34 =0,mi14+m73+m7o+myo+mgs+
mg 3 + m5 3+ m52 +m51 +mygo+mas5+ma3+mao+may +my3+my o+ my 1 +mg3+moa2 =1 mi1,3+m7o+mi30 =0,
mi1,2 + mg a2 +m7 3+ m7a+myo+mss5+ms54+msa+mya+mza+mzo+mag+myz+mia+moget+moa2=1mi11 =1,
mi1,0+m1,30 =1, m10,31 =1, m10,30 =0, m19,29 =0, m19,6 =0, m1g,5 +mg5+ma5 =1, mig4+m73+mgs5+mg3+mg2+msa+
mp 3+mpo+mgot+mzatmas+maq+myz+my1+myot+mo3 =1 mig3+my3+myo+mes+mss+tmsatmsztms+mza+
m3o+my5+maa+ma+my30+mi1+mp,3 =0, mig2+my3+myo+mes+mg3+meatmsst+ms3z+mgotmast+maztmoot
mi,30 +m1,3 +m1,1+mp,a+mp,3+mp,2 =0,mjp,1 =1, mip,0 =0, mg 31 =1, mg 30 =1, mg 29 =0, mg 5 =0,mg 4 =0, mg3g+mga+
my7 3+m7 0+me 5+me,3+me,2+ms5 5+ms5 4+ms 2+myg2+ma5+mag4+maz+ma+my 3+my a+my1+my o0+mo4+mg,3+mp,2 =0,
mg 2+mg 2+me 5+me,3+mps,4+mps,3+ms a+ma 5+ma 3+mo a2+ma1+my 30+mi,3+my,2+my 1+mg4+mg 3 =0,mg 1 =1,mg g =0,
mg 31 =0, mg 30 =1, mgog =1, mg3g+my g+myotmyot+mgz+msatmsz+mza+mzotmoqg+maz+ma1+my 30+my 3+mp2 =0,
mg 1+ m7,3+ mg5+mg3+m53+m34q+mza+mas+me3z+mya+myzg+myy+mogq+mpo3+mp2 =0 mgpo=0, my73 =0,
m7.30 = 0, m7y 29 =0, myog =0, mp5 =1, mypg+m7ya+ms54+m53+ms2+mzga+maga+mgogye =1, mp; =1, mga =0,

mg 30 = 0, mg,29 = 0, mg 28 = 0, mgg =0, mgg =1, mg,1 =0, mgo =1, ms31 =0, mgzy =0, mgag =0, mgag =1, mzgeg =1,

>

ms5,0 +m1,30 + m1,0 =0, mg 31 =0, mg 30 =0, my 29 =0, mge =0,my1 =0,myqo=1,m331 =1, mgzg =0, mgag =1, mg5 =1,
mg,3 =1, mg1 =1, mg0+mq0 =0,ma31 =1, my3) =0, ma99 =0,m30+my3z0=1 m1,31 +m1,30 =1, mi,29 =0, my5 =0,

miy4 =1, mp31 =1, mg30 =0, mg29 =1 mg1 =1, mgp =0
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8.3 Control bits and controlled relations

We determine control bits and controlled relations as in Table 9, 10, 11 and 12 where a control
sequence denotes a pair of a control bit and a controlled relation.

Now we summarize our advanced sufficient conditions on {m; ;}and {a; ;} by showing two tables
(Table 13). Symbols in Table 13 mean:

—’a’,’A’, b’ 'B’, 'c’, ’C’: as in Section 8.2.

— 'L’ means the leading term of controlled relation of Table 9, 10, 11 and 12.

— "w’, 'W: adjust a; ; so that m;;q1 ; =0, 1, respectively.

= v’, 'V’ adjust a;; so that m; ;427 mod 32) = 0, 1, respectively.

— ’h’: adjust a;; so that corresponding controlled relation including m;,1 ; as leading term holds.

— ’r’ means to adjust a; ; so that corresponding controlled relation including
M (j4+27 mod 32) as leading term holds.

= ’x’, 'y’ adjust a;41,j-1, a;,;—1 so that m; ; = 0, respectively.

= X, ’Y: adjust a;q1,5-1, a;,;—1 so that m; ; = 1, respectively.

— 'N’: semi-neutral bit.

— ’q’ : adjust a;; so that relations after 17-round hold.

— 'F’ : etc.

By using our advanced sufficient conditions on {a;;} and Algorithm 1 which is used as Step 2 in
Algorithm 2, we can adjust the value of {m; ;j}i=0,1,... ,15;j=0,1,... 31 according to the order defined as
my o < my;ifi' <ior (i’ =iand j' < j). By the proposed method we can modify a message so that
all sufficient conditions on message {m; ;} and some sufficient conditions on chaining variable {a;;}
of first 26 rounds. Still 73 conditions remain. 9 of those are conditions only for 0-26 round. These 9
conditions are as listed in the following.

Result of the Conventional Message Modification. After Step 2 in Algorithm 2, there are
following 9 conditions in round 17-26.

a173 =0, a1g3+air3 =0, as22 +a2,2 =0, az3,1 =0, az4,30 +az2,0 =0, a24,3 +a23,3 =0, azs30 + az4,0 =1,
azs,1 =0, az,1 = 1.

Remaining conditions after Step 3. After Step 3 in Algorithm 2, there are following 64 remaining
conditions on {a; ;}.
ag7,0 = 0, a28,30 + @26,0 = 1, a28,3 + a27,3 =0, an9,30 + @28,0 =0, a29,3 + a28,3 =0, ang,1 =1, agp,1 =0, a31,0 =1, a32,30 + 230,0 =0,
a33,30 + @32,0 = 0, a33,3 + a32,3 = 0, agg 3 + a33,3 = 1, azg,2 + a33,2 =1, azg1 = 0, ag5,1 = 0, ag5,0 = 0, a36,30 + @34,0 = O,
a36,3 + a35,3 = 1, a37,30 + @36,0 = 1, a37,3 + a36,3 = 1, ag7;1 = 1, agg;1 = 0, aq0,31 + a39,1 = 1, aq0,3 +a39,3 = 1, aq11 = 1,
ag2 31 +a40,1 = 1, a43,31 + @421 =1, a44,3 +a433 =1, a451 =0, a46,31 + @a4,1 = 1, a46,3 + a45,3 = 1, aa7,31 + a46,1 =1, ag7,;1 =0,
a48,31 + a46,1 = 1, a48,3 + a47,3 = 1, a49,31 + a48,1 = 1, aq9,1 =0, a50,31 + a48,1 = 1, a50,3 + a49,3 = 1, a51,31 + a50,1 =1, a51,1 =0,
a52,31 + a50,1 = 1, a53,31 + a52,1 = 1, age,4 + a5,4 = 1, ag7,2 = 0, agg,0 + ae6,2 = 1, agg,5 + ag8,5 = 1, agg,0 + ap8,2 = 1, a70,3 = 0,
a71,1 +a69,3 = 1, ara6 +a71,6 = 1, a72,;1 +a71,3 =1, a734 =0, arg5 +ar35 =1, ar42 +ar24 =1,a757 +arg7 =1, ar53 =0,
a7s5,2 +a74,4 =1,a76,5 =1, a76,1 +a74,3 =1, a77,3 +ar55 =1, a77,1 +a76,3 =1, arg,3 +ar7,5 =0,a796 = 1.

Now there are 64 remaining conditions on {a; ;} for 27-80 round. To adjust these 64 conditions,
we use semi-neutral bits as we described in Algorithm 2. In this case, we use 10 semi-neutral bits
(corresponding to ’N’ in Table 13) and 8 adjusters which are the bits 1-bit-left to 'N’.

8.4 Complexity

Now we consider the complexity when we use the improved message modification proposed as Al-
gorithm 2. Since there are 9 remaining conditions in round 17-26 which should be tested in Step 3,
the probability that the output of Step 2 pass the test of Step 3 is 1/2°. And since there are 64
remaining conditions on {a; ;} after Step 3 and we have 10 semi-neutral bits, the probability that the
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ctrl. seq.

control bits

controlled relation

5168

15,8

a3p,2 +azg 2 =1

S167

216,6

a26,2 +a252 =

$166

215,7

S165

13,7

1
25,3 +a243 =0
a24,3 +a233 =0

$164

213,9

asgz g =0

$163

216,10

@223 +a21,3 =0

$162

216,11

a21,29 + 220,31 =0

S$161

216,8

agy1 =0

S160

16,9

20,29 =0

S159

215,10

a30,3 + 19,3 =0

$158

215,11

219,31 =0

S157

15,9

219,29 + 21831 =0

S156

14,8

19,1 =0

$155

214,11

218,31 =1

S154

215,14

218,29 =1

$153

213,8

ajg,1 =0

$152

213,11

17,31 =0

S151

213,10

a17,30 =0

$150

213,13

aj7.1 =0

5149

216,31

m15,31 =0

5148

216,29

mi529 = 1

5147

216,28

mi15,28 +m10,28 + m4q,28 + m2,28 =0

5146

16,27

m15,27 + m10,27 + mg 28 + mq,27 + m3 28 + mo 27 + mp,28 =1

$145

216,26

m15,26 +m10,28 + m10,26 +mg,28 + mg,27 + m7 27 + m5 27 +my 26 +m2 27 + m2 26+
mg,27 =0

$144

a16,25

mi5,25 + m11,28 + m10,27 + m10,25 + m9,28 + mg 27 + mg 26 + m7,26 + m5,26 +
mgq,25 + m3,28 + m2 28 + m2 26 + ma,25 + m1,28 + mp,28 + mp,26 =0

$143

a16,24

mi15,24 + m12,28 + m11,27 + m10,26 + ™10,24 + mg,28 + mg 27 + mg 26 + mg 25 +
m7 25 + mg,27 + m5 25 + mg 28 +myg 24 + m3 28 + m3 27 + m2 27 +ma 25 + ma 24 +
my,28 + m1,27 + mg 27 + mp,25 =1

5142

16,23

m15.23 + m12 28 + m12,27 + m11,26 + m10,25 + m10,23 + mg, 27 + mg 26 + mg 28 +
mg 25 + mg 24 + m7 24 + m7 0+ me,27 + me,26 + m5,24 + mg 27 + my 23 +m327 +
m3,26 + m2,26 +m2 24 + m2 23 +mj 30 +m1,27 +m1,26 +m1,0+m0,26 +mp,24 =0

5141

a16,22

mi15 22+mi2 27+mi2.26+m11,25+m10,28+m10,24+m10,22+mg 28+mg 26+mg 25+
mg o7+mg 24+mg 23+my7 23+me 27+me,26+me,25+m5,23+m4,28+mq,26+m4g, 22+
m3 26 +m3 95 + m3 28 + m2 95 + ma 93 + mp 22 +mq, 96 +m1,25 +mp,25 + mp,23 =0

5140

a16,21

mi5.21 +m12 28 + m12,26 + m12,25 + m11,28 + m11,24 + m10,27 + m10,23 + m10,21 +
mg o8 +mg 27 + mg 25 + mg 24 +mg 26 +mg 23 +mg 22+ my7 o7 +my7 o2+ mg o+
mg 25 + mg,24 + m5 22 +my 28 + my 27 + my 25 + my 21 + m3 25 + m3 24 + m2 27 +
mo,24 + m3 20 + m2 91 + mq 28 +my 25 + my,94 + mp,28 +mp,24 +mp,22 =0

$139

16,20

mi15.20 +m12,28 + m12,27 + m12.25 + m12,24 + m11,28 + m11,27 + m11,23 + m1g,2
m10,22 +m10,20 + Mg, 28 + Mg, 27 +mg 26 + m9g 24 +mg 23 +mg 28 +mg a5 +mg 2
mg 21 +m7 26 +my7 21 +mg 25 + mg,24 + mg 23 +mp5,27 + m5 21 +my 27 +my 2
™m4 24 +m4 20 +m3,24 + m3 23 +m2 26 +ma,23 +m2 21 +ma 20 +mi28 +m1,2
mi,24 +m1,23 + mp,28 + mp,27 + mp,23 + mp21 =1

5138

16,19

mi5,19 + m12 27 + m12,26 + m12,24 + m12,23 +m11,27 +™m11,26 + ™11,22 + ™m10,25 +
m10,21 +m10,19 + mg 27 + mg 26 +mg, 25 + mg 23 + mg 22 +mg 28 + mg 27 + mg 24 +
mg 21+mg o0 +my7 25+my o0+my o+me,24+me,23+me22+mp5 27 +ms5 26+ms5,20+
my 26+mg 25+myg 23+m4 19+m3 23+m3 22+ma o5+ma 20+mo 20+m2 19+m1,30+
my,28 + m1,27 + m1,96 + m1,23+mq 22 +my 0+ mp,27 +mp,26 + ™mp,22 +™mp,20 =1

S137

216,18

m15,18 + m12,26 + m12,25 + m12,23 + m12,22 +m11,26 +™11,25 + ™m11,21 + ™m10,24 +
m10,20 +m10,18 + M9, 28 + mg 26 +mg, 25 + mg 24 +mg 22 +mg 21 +mg 28 +mg 27+
mg 26 +mg 23 +mg 20 +mg 19 + m7 24 +m7 19 +mg 27 + mg,23 + mg,22 + mg,21 +
mp o7 +my5 26 +mp5 25 + m5 19 + m4 25 + M4 24 +my 22+ M4 18 + m3 22 + M3 21 +
mg 08 +m2 24 + m2 21 +m3 19 + m2 18 + m1,27 + m1 26 +m1 25 + m1 22 +m1 21
mo,26 +mo,25 + mo,21 + mp,19 =0

$136

16,17

mi15,17 + m12,25 + m12,24 + m12,22 + m12 21 +m11,25 + ™11,24 + ™m11,20 + ™10,23
m10,19 +m10,17 +mg 28 + mg 27 +mg 25 + mg 24 +mg 23 +mg 21 +mg 20 +mg 27
mg 26 +mg 25 + mg 22 +mg 19 + mg 18 + m7 27 +m7 23+ my7 18 +mg 27 +mg,26
mg,22 +mg 21 +mg,20 + m5,26 + m5,25 + mp5,24 +m5 18 + m4 24 +myg 23 +m4 21
my 17 +m3,21 + m3 20 + m2,28 + ma,27 + m2 23 + m2 20 + m2,18 + m2,17 + m1,26
my,25 + m1,24 + my 21 +my,20 +mp,28 + mo,25 + mp,24 + mp,20 + mp,18 =0

$135

216,16

mi5.16 + m13,11 + m12,28 + m12, 27 + m12 24 + m12,20 + m12,19 + m12,15 + m11,27 +
mi1,25 +m11,24 +m11,23 +m11,21 +m11,17 +m11,14 +™m11,12 + m10,28 + ™10,27 +
m10,26 +™m10,23 +™m10,22 +m10,19 +™m10,15 +™mg,27 +mg 25 +mg 24 +mg 22 +mg 20+
mg 19 + mg 18 + mg 17 + mg 14 + m9,13 + mg 28 + mg 27 + mg 25 + mg,24 + mg 21 +
mg 20+mg, 18 +mg, 16 +mg,13+mg,11+m7 26 +m7 24+m7 21+m7 20+m7,16+m7,15+
m7.0+mg,23+me,22+me,21 +me,10+m6,18 +™mp,13+m5,27+m5 20 +m5,19+m5,16+
m5 12+my4 28 +my4 26 +m4 25 +m4,15+m3 26 +m3 24+m3 22+m3 21+m3 20+m3,18+
m3 17+m3 15 +m3,13+m3 12+ma a7+ma 26+m2 24+m2 20+m219+ma16+m2,15+
mg 11+m1,30+m1,28+m1 27+m1 26 +m1,25+m1,24+m1,20+m1,20+m1,19+m1,18+
mi1,15 +m1,13 + m1,0 + mo,28 + mo,26 + ™m0,24 + mp,21 + mp,20 + mo,16 + mp,11 =1

$134

a16,15

m15,15 + m13,14 + m12 26 +m12,24 + m12 23 + m12,20 + m12,19 + m12,18 + m11,24 +
mi11,23 +m11,20 +™11,18 +™m11,17 + m11,15 + m10,28 + m10,27 + ™10,26 + ™m10,22 +
m10,19 +™10,18 +™10,17 +™10,15 + m9,28 + m9 25 + mg 23 +mg 22 +mg 20 +mg 19+
mg 18 +mg 17 + mg 16 + mg,27 + mg 25 + mg 24 + mg 19 + mg 17 + mg,14 +m7 26 +
my 24+my 23+my 21 +my og+my 19+mr 18+mr 16 +m7,0+me 27 +mg,26+mg,24+
mg 23+mg,21+mg,20+meg,19+me,18 +me,16+m5,26 +™m5,24+m5,20+m5,19+m5,16+
mp 15+mg o7 +myg 26+m4 25+m4 23+myg 20+my 21+mg 18+myg 15+m3 28+m3 27+
m3 o5+m3 24+m3 02+m301+m3 0+m3 19+m316+m3,15+ma27+ma 26+m2 23+
m2 21+m2 20+m2 16 +m2,15+ma,14+m1 30+m1,26+m1,25+m1,24+m1,23+m 22+
my,21 +m1,19 +m1,16 + m1,0 + mo,24 +mo,20 +m0,19 + m0,18 + m0,16 +™m0p,14 =0

5133

a16,14

mi5,14 + m13,14 + m12,26 + m12,24 + m12,21 +m12,19 +m11,27 + ™11, 24 + ™11, 21 +
m11,20 + m11,15 + m10,27 + m10,22 + m10,21 +™10,20 +™10,19 + ™10,18 + ™10,16 +
m10,14 +mg, 28 +mg 26 + mg 25 + mg 24 +mg 22 +mg 18 + m9g 16 + mg,28 + mg 26 +
mg 24 + mg 22 + mg 20 + mg,15 + mg,14 + m7,26 + m7,23 + m7 19 + m7,18 + m7,15 +
my7 0+mg 27 +me,25 +me,24 +m6,21+m6,19 +me,18 +™m6,17+m6,16 + 5,27 +m5 21+
m5 20 + m5,19 + m4 28 +myg 27 +myg 25 + myg 23 + myg 21 +myg 20 +mg,19 +mg14 +
m3 25+m3 24+m3 22+m3 21+m3 20+m3,17+m3 16+m3,15+m2 27+ma 24+m3 23+
m2 18 +ma 17 +ma 15+m1,30+m1,26 +™m1,25 +m1 23+m1 22+m1 17+m1,16+m1,0+
mo,26 +™m0,25 + mo,24 +mp,23 +mo,21 +mp,20 +mp,19 + m0o,17 +m0,15 +mp,14 =1

$132

a16,12

mi5,12 + m12,27 + m12 20 +m12,19 + m12,17 + m12,16 + m11,28 + m11,27 + m11,26 +
mi11,25 +m11,20 +™m11,19 +™m11,15 + m10,27 + m10,25 + m10,24 + ™10,18 + m10,14 +
mi10,12 +m9,27 +mg 23 + mg 22 +mg 20 + mg,19 +mg,18 + m9,16 + m9,15 + mg 28 +
mg 27 + mg 26 + mg 24 + mg 22 + mg 21 + mg 20 + mg 17 + mg 14 + mg,13 + m7,26 +
my o5+my 24+my o3+my oo+my 18+mr 13+m7 o0+ me,27+me 26 +mg,25+mg,24+
mg 22+mg 21 +mg 17+meg 16+me,15+m5,26+m5,24+m5 21+m5 20+mp5 19+m5,13+
my o5+mg 24+mg 19+m4 18+m4 16 +m4a,12+m3 28 +m3 27+m3 a5+m3 16+m3,15+
mg 08 +mg 23+mo 9o+ma 18+ma 15+ma 13+m2 12+m1,30+m1,21+m1,20+™m1,10+
mi1,16 +m1,15 + m1,0 + mo,28 + mo,27 + mp,23 + mp,20 + m0,19 + m0,15 + mp,13 =1

Table 9.

Control bits and controlled relations for the full SHA-1 (T)




ctrl. se

q.[control bits

controlled relation

$131

16,7

mi5.7+mi5,6 +mg6+mgat+mrgtmrzt+mgs+me3+tmss+msa+msotms 1+
m44t+matmgotmostmoatmogtmort+miz+mii+mos+moatmrgir =1

$130

16,5

mi155 =0

$129

16,4

mi15,4 +m7.3+m7 2+ mg5+me3+ms4+ms3+mgo+mga+mays+maz+maat

m2,1 +m1,30 + m1,3+m1,1 +mp,3 =

5128

a16,2

m152+m73+m7'z~‘+m70+me5+me3+ﬂ155+ms4+"151+M42+"1321+mrz5+
m24+m23+m21+m13+m12+m11+m03+m02=

S127

16,0

mi15.0+m1,30 =

5126

a13,20

m15,3 +m7.3+m7o+m7og+mes+mss5+msa+msa+ms 1 +myg3+mas+magt

m2,3 +ma1 +my.30+m1,1 +mp3 =

S125

213,18

mis 1+m8 2+tmr3t+mrotmyzotms3+mygot+mgat+tmaotmyostmpqetmpe=0

5124

213,15

m15,30 =

$123

215,31

miq,31 =1

$122

215,30

miq,30 =1

5121

215,29

mi4,29 =0

5120

215,28

mi4,28 + mg 28 + m3 28 + my,28 =1

S119

15,27

mi4,27 + m12,28 + mg 27 + mg 98 + m3 27 + mi o7 =1

$118

15,26

m14,26 +m12,27 + m10,28 + m9 28 + mg 26 + mg,27 + m4q 28 + m4g,27 + m3,26 + m2 28 +
mi 06 = 1

$117

a15,25

mi14,25 +m12,28 + m12 26 +m10,28 + m10,27 + mg,27 + mg 25 + m7 27 + mg 26 +m4, 27 +
mgq,26 + m3 25 + mo 27 + my,25 =1

$116

a15,24

mi14,24 +m12,27 +mi12 25 +m11,28 +m10,27 +m10,26 +™9,26 +™m9,24 + m7 26 +me,25 +
myg 28 + mg,26 + myg,25 + m3 28 + m3,24 + ma,26 + m1,24 + mp,28 =0

S115

15,23

mi4,23 +m12,26 +m12,24 + m11,27 +m10,26 + m10,25 + mg, 28 +mg 25 + mg 23+ mg 28+
m7 o5 + mg 24 + mp 27 + m4 07 + my 25 + myg 24 + m3 28 + m3 27 + m3 23 + ma o5 +
mi,28 + mi,23 + mg o7 =1

5114

a15,22

mi4 22 + m12,28 + m12 25 + m12 23 + m11,26 + m10,28 + m10,25 + m10,24 + mg 2
mg 24 + mg 22 + mg o7 + my7 24 + mg 27 + mg 23 + m5 26 + mq,28 + m4,26 + mg, 2
m4,23 + m3 07 + m3 96 + m3,22 + m3 24 +mq1,07 +m1,22 +mp,26 =

$113

a15,21

miq,21+m12,27 +m12 24+m12,22+m11,25+m10,28 +m10,27 +m10, 24+m10 23 +mg 28

my 53 + m4 09 + m3 06 + m3 05 + m3 .21 + ma 08 + mo 03 + my 96 F m1,01 + mo,25 =

s112

a15,20

mi14,20 + m12,26 + m12,23 + m12,21 + m11,28 + m11,24 + m10,28 + m10,27 + ™m10,26
m10,23 + m10,22 + mg 27 + mg 25 + mg 22 + mg 20 + mg 28 + mg 25 + m7 27 + m7 22
meg 25 + mg 21 + mp5,24 + mg 27 + my4 26 + myg 24 +mg 22 + my 21 + m3 28 + m325
m3,24 + m3 00 + m2 27 + m3 22 + my 25 + my,30 + mp,28 + mp,24 =0

7 F
+
F
mg 36+mg 23 +mg 21 +mg 26 +m7, 23+ mg 26 +mg,22 +m5,05+m4 08 +ma a7 +m4 25 -i{
F
+
+

S111

a15,19

mi14,19 + m12,25 + m12,22 + m12,20 + m11,28 + m11,27 + m11,23 + m10,28 + m10,27 +
m10,26 +™m10,25 + m10,22 +m10,21 +™m9,28 + m9g 26 + M9 24 + mg 21 +mg 19 + mg 27 +
mg 24 + m7 27 + m7 26 + m7,21 + mg 27 + me,24 + mg,20 + m5,23 + my4,28 + mg 26 +
myg 25 + my4 23 + mg 21 + mg 20 + m3,27 + m3 24 + m3,23 +m3 19 + ma,26 + m2,21 +
m1,28 + m1,24 + m1,19 + mp,28 + mpo 27+ mp 23 =1

$110

a15,18

mi14,18 +m13,14+m12,28+m12 26 +m12,22+m13,21 +m12 19+m12,18+m11,27+m11,26+
mi11,24+mi11,20+m11,17+m11,15+m10,27+m10,25 +™m10,24+m10,22+m 10,20 +™10,19+
m10,18 +m9,28 +mg 27 +mg 26 +mg 25 +mg 23 +mg 21 +mg 18 +mg 17 +m9g 16 +mg,26+
mg 20 +mg 19 +mg 16 + mg 14 +m7 27 + m7 26 +m7 24 +m7 23 +m719+m7 18 +m7 0+
mg 27 +mg 25 +mg,21+me, 19 +mg,16 + m5,26 +m5,23 +mp 20 +m5 19 +mp5 15 +ma 27+
my4 26 +ma 24 +m4 23+my 20 +myg 20+m4,18 +m3 27 +m3 26+m3,205 +m3 24+m3 23+
m3 21 +m3 20+m3,16 +m3,15 +m2 27+m2 23 +m2 18+ ma 14a+m1,30 +™m1,27+m1,26+
my,25+my,23+my 214+m1,16 +m1,0+m0,27+m0,24 +m0,23+mp 20+m0,19+m0,14 =1

5109

a15,17

mi4,17 + m12,27 + m12 23 + m12,20 + m12,18 + m11,27 + m11,26 + m11,25 + m11,21 +
m10,28 +m10,26 + m10,25 +™m10,24 +m10,23 +m10,20 + m10,19 + M9, 26 +m9,24 + mg 22+
mg 19 + mg 17 + mg og + mg o5 + mg oz + my o7 + my o5 + myaq4 +m7 19 + mg,27 +
mg,26 + mg,25 + mg,22 + mg 18 + m5,27 + mp5 26 + m5 21 + mg 028 + my 27 + myg 26 +
my4 24 + mg 23 +mg.21 +myg 19 + ma 18 + m3,28 + m3 25 + m3 22 + m3 21 + m3 .17 +
mg,28 + m3,24 + m2 19 +m1,28 + m1,96 + m1,22 + m1,17 + mp, 26 + mp,25 + mp,21 =1

5108

15,16

mi4,16 + m12,26 + m12,22 + m12,19 + m12,17 + m11,26 + m11,25 + m11,24 + m11,20 +
mip,28 + m10,27 + m10,25 + m10,24 + m10,23 + m10,22 + m10,19 + m10,18 + mg 28 +
mg 25 + mg 23 + mg 21 + mg 18 + mg 16 + mg,27 + mg 24 + mg 21 + m727 + my7 26 +
my 24 +my 23+my 18 +my7 o+mg,27+me,26+me,25 +me,24 +mg,21 +mg, 17 +m5,26 +
ms5 25 + mp5 20 + mg,28 + mg 27 + myg 26 + m4,25 + mg .23 + my 22 + myg 20 + mg18 +
mg 17 +m3 28 +m3 27 +m3 24 +m3 21 +m3 20+m3,16 +m2,28 +ma 27 +m2 23+ma 18+
m1,30 + m1,28 + m1, 27 + m1,25 + m1,21 + m1,16 + m1,0 + m0,25 + mp,24 + mp,20 =0

$107

15,15

mi4,15 + m12 25 + m12 21 + m12,18 + m12,16 + m11,25 + m11,24 + m11,23 + m11,19 +
mip,28 + m10,27 + ™m10,26 + ™m10,24 + m10,23 + m10,22 + m10,21 + m10,18 + m10,17 +
mg 28 +mg 27 +mg 24 +mg 22+mg 20+mg 17 +mg 15+ mg 28 +mg 26 +mg 23+mg 20+
m7 26 +m7 25 +m7 23+my7 22 +m7 17+ mg 26 +me,25 +m6,24+me,23 +mp,20+m6,16 +
ms5 25 +mp5 24 +m5 19 +my4 28 +my 27 +my 26 +my 25 +myg 24 +mg 22 +my 21 +my 19+
mg 17 +m4, 16 +m3,27 +m3 26 +m3,23+m3 20 +m3,19+m3,15+m2,28 +m2 27 +m2 26+
mo 22 +mo 17 +my1,27 + m1,26 + m1,24 + m1,20 + m1,15 + mo,24 + mp,23 + mp,19 =0

$106

a15,13

mi14,13 + m13,14 + m12,27 + m12,26 + m12,24 + m12 23 + m12,22 + mi12,19 + m12,18 +
mi12,16 + m12,14 + m11,28 + m11,24 + m11,23 + m11,21 + m11,20 + m11,15 + m10,28 +
m10,25 +m10,24 + m10,20 +™10,18 + m10,16 +™10,15 + ™9, 25 + mg,22 + mg 21 +mg 18 +
mg 17 + mg 16 + mg,15 + mg 13 + mg 28 + mg 26 + mg 24 + mg 23 + mg,21 + mg 20 +
mg 19 + mg 18 + mg,16 + mg,14 + m7,27 + m7 25 + m7 21 + m7 19 + m7,18 + m7,15 +
m7.0+mg 26 +m6,25 +™m6,24 + mp,22 +m6,18 + m6,16 +™m6,14 + m5,27 + m5,20 +m5,19 +
mp5 17 + m5 15 + m4,27 + myg 24 + mg 22 + m4 20 + ma 18 + ma 17 + m4,15 + ma 14 +
m3 o7 +m3 22+m3 o0+m3 17+m3 16+m3,15 +m3 13+ ma 27+ ma 26 +m2 24+m3 23+
ma 18 +m2 15+ma 14 +m1 30 +m1,28+m1,26 +m1,24+m1,220+m1,21 +m1,16+m1,13+
m1,0 +mp,28 + mo,26 + m0,24 + mp,23 + mp,21 +mp,20 + m0,19 + mo,17 + mp,14 =0

5105

a15,12

mi4,12 + m13,11 + m12 28 + m12,27 + m12 26 + m12, 23 + m12,22 + m12,21 + m12,19 +
mi2,18 + m12,13 + m11,28 + m11,27 + m11,25 + m11,22 + m11,20 + m11,19 + m11,17 +
mi1,16 + m11,14 + m11,12 + m10,28 + m10,26 + m10,25 + m10,24 + m10,21 + m10,20 +
m10,16+m10,14+m9, 28 +mg 27+mg 26+mg 24+mg 23+mg 21+mg 19+mg 18+mg 13+
mg 12+mg 28 +mg 26+ mg 25 +mg 23 +mg 16 +mg,13+mg 11+m7 24+m7 23+m7 21+
my 19 +my a7 +my 16 +my15+m7 14 +mr o+ mg 26 +me,25+me,21+mg,18 +mp,17+
ms5 27 +mp 24 +m5 23+ mp5 22 +m5 21 +m5 20 +m5,19+m5,17+m5,12+myg 27 +myg 24+
myg 21 +my4 20 +ma,10+myg 18 +my 15 +my 14 +my 13 +m3 28 +m3 26 +m3 23 +m3 22+
m3 21 +m3 20+m3,19+m3,18 +m3,16 +m3,15 +m3,13+m2 25 +ma 23 +m2 22+ma 20+
mo 19+ma 17 +ma 15+ m2 14 +ma 11 +m1 30 +m1,26 +™m1,24+m1,22+m1 21 +m118+
my,17+my15+my13+my12+my 0+mo,28+mp,26 +mp,23+mo,19+m0,17+mp,11 =0

$104

15,5

mig 5 =0

5103

a15,4

miq4 +m55 +m3q=0

$102

a9,2

mi14,3 +mgo+m73+m7g+me s+ me3+me2+ms s+ msa+mso+tmgat+mas+
ma2,4 +ma3+mo1+mia+myy +my0+mo4+mo3+mp2=0

S101

15,2

miq,2+mgo+myot+msg+tmso+ms1+mgo+tmoy +myq +mpg =0

5100

a15,1

migq.1 +mga+my3+myotmgs+mgat+tmsat+msz+msotms1+myot+mza+t
mg2 +ma5 +ma3z+maa+moy +my3+mp3+mpgo =0

Table 10. Control bits and controlled relations for the full SHA-1 (II)




26

ctrl. s

control bits

controlled relation

S99

213,22

mi14,0 =0

S98

213,26

m13.31 =1

S97

214,30

m13,30 =1

596

14,29

mi3,29 =1

S95

214,28

m13,28 +mg 28 + m2 28 + mp,28 =1

594

214,27

m13,27 + m11,28 + mg 27 + m3 28 + ma 27 + mp,27 =0

93

14,26

m13,26+m11,27+mg 28+mg 28+mg 26+m5 27+m3 28+m3 27+m2 26+m1,28+mp,26 =
0

592

a14,25

m13,25 +m11,28 + m11,26 + mg, 28+m9 27 + mg 27 + mg 25 + mg 27 + m5 26 + m3,27 +
m3 96 +m2,25 + m1,07 + mp,25 = 1

S91

a14,24

m13,24 +mi2,28 + m11,27 + m11,25 + m10,28 + M9, 27 + mg,26 +mg 26 +™mg,24 + mg,26 +
mp,25 + mq,28 + m3 28 + m3 26 + m3 25 + m2,28 + m2,24 + m1 28 + my 26 + mp,24 =0

90

a14,23

m13,23+m12 27 +m11,26 +m11,24 + m10,28 + m10,27 + m9 26 +m9, 25 + mg 28 + mg 25 +
mg 23 + m7 27 + mg 25 + m5 24 + mg 28 + m4, 27 + m3 27 + m3 25 + m3,24 + m2 27 +
mg,23 + my 27 + my,95 + mp,28 + mp,23 =1

89

a14,22

m13,22+m12,26 +m11,28 +™11,25 +™m11,23 +m 10,27 +m10,26 +™9,28 +m9 25 +m9g 24
mg 28 + mg o7 + mg 24 + mg 22 + m7 27 + m7 26 + mg 24 + mp 27 + m5 23 + my 27
my4 26 + m3 28 + m3 .26 + m3 24 + m3 23 + ma 28 +m2 26 + ma 22 +m1,26 +m1 24
mp,28 + mp,27 + mg 22 =1

S88

a14,21

m13,21 + m12,25 + m11,27 + m11,24 + m11,22 + mi1p,28 + m10,26 + ™m10,25 + mo,
mg 27 + mg 24 + mg 23 + mg o7 + mg o + mg 23 + mg 21 + my 27 + my7 26 + m7,
mg 23 + m5 o7 + m5 .06 + m5 22 + my 26 + mq,25 + m3,28 + m3,27 + m3,25 + m3,
m3,22 + ma 27 + ma 25 + mp 21 + my 98 + m1,25 + m1,23 + mg 27 + mp,26 + m0,21

[SESAY)
|| @ oo

S87

a14,20

m13,20 + m12,28 + m12,24 + m11,28 + m11,26 + m11,23 + m11,21 + ™m10,28 + m10,2
m10,25 + m10,24 + m9 27 + mg 26 + m9 23 + mg 22 + mg 26 + mg 25 + mg,22 + mg 2
m7 26 + m7 25 + m7 04 + mg 27 + mg 22 + mp5,26 + m5,25 + m5.21 + myg,05 + my 2
m3 o8 + m3 27 + m3 26 + m3 24 + m3 22 + m3 21 + m2 26 + m2 24 +ma,20 +m1 2
m1,24 +m1,22 + mp,28 + mp,26 + mp,25 + mp,20 =0

+++ o+t +++

7
0
4
7

S86

14,19

m13,19 + m12,27 + m12,23 + m11,27 + m11,25 + m11,22 + m11,20 + m10,27 + ™m10,26 +
m10,24 +m10,23+mg 26 +m9,25+mg 22+mg 21 +mg 28 +mg 25+mg 24+mg 21 +mg 19+
my 25 +my a4 +m7 23 +my g+mg26+me,21+ms5 27 +mp5 25+ m5 24 +mp5,20 +mq,28 +
my4 24 +myg 23+m3 27 +m3 26+m3 25+m3 23+m3 21 +m3 20+ma,28+m2 25+ma 23+
ma,19+m1,30+mi1,26+m1,23+m1,21+mq,0+mp,28 +mp,27+m0p,25+m0p,24+m0,19 =0

sS85

14,18

m13,18 + m12,28 + m12,26 + m12,22 + m11,28 + m11,26 + m11,24 + m11,21 + m11,19 +
m10,26 +m10,25 +m10,23 + m10,22 + mg 25 +mg 24 + mg 21 +mg 20 +mg 27 +mg 24 +
mg 23 + mg oo + mg,18 + m7 o7 + m7 24 + my7 23 + my7 23 + mg 27 + mg,25 + mg,20 +
mp 27 + mp5 06 + mp5,24 + mp5 23 + m5,19 + my 27 + my 23 + myq 23 + m3 28 + m3.26 +
m3 25 + m3 24 + m3 22 + m3 20 + m3,19 + m2,27 + m2 24 + mg 22 + m2 18 + m1 25 +
m1,22 +m1,20 + mp,28 + mp,27 + mp,26 + mo,24 + mp,23 + mp,18 =

S84

a14,17

m13,17 + m12,27 + m12 25 + m12,21 + m11,27 + m11,25 + m11,23 + m11,20 + m11,18 +
mi0,25 + m10,24 + m10,22 + m10,21 + mg 24 +mg 23 + mg 20 +m9g 19 + mg 26 +mg 23 +
mg 22 +mg 19+mg 17+ m7 27 +m7 26 +m7 23+my7 22+my 21+mg 26 +me,24+me, 19+
mp 26 +m5 25 +mp 23 +m5 20 +mp5 18 +m4 28 +my 26 +m4a 22+m4 21 +m3 28 +m3 27+
m3 o5 +m3 24+m3 23+m3 21 +m3 19+m3 18 +m2 28 +m2 26+ma,23+m2 21 +ma 17+
my,28 + m1,24 + m1 .21 + m1,19 + mg,27 + mp,26 + m0,25 + mp,23 + mp .22 + mp,17 =1

83

14,16

m13,16 + m12,28 + m12 26 + m12,24 + m12, 20 + m11,26 + m11,24 + m11,22 + m11,19 +
m11,17 +m10,28 + m10,24 + m10,23 + m10,21 +m10,20 + m9,28 + Mg, 23 +mg 22 +m9g 19+
mg 18 + mg o5 + mg o2 + mg o1 + mg 18 + mg 16 + my27 + my 26 + m7 25 + my 22 +
my 21 + my7 20 + mg 27 + mg 25 + mg,23 + mg,18 + m5,25 + m5.24 + m5,22 + m521 +
ms5 17 + my4 28 + mg 27 + mg 25 + myg 21 + myg 20 + m3,27 + m3 26 + m3,24 + m3,23 +
m3 22+m3 20+m3,18 +m3,17 +m2 27 +m2 25 +ma 22 +m2 20+m2,16 +m1,28 +m1,27+
my1,23 + m1,20 + m1,18 + mo,28 + mo,26 + mp,25 + m0o,24 + mo,22 + mo,21 + mp,16 =1

582

a14,15

m13,15 + m13,14 + m12 27 + m12,26 + m12,25 + m12 24 + m12 23 + m12,22 + m12,19 +
mi2,18 + m11,28 + m11,25 + m11,24 + m11,23 + m11,22 + m11,21 + m11,20 + m11,18 +
mi11,17 + m11,16 + m11,15 + m10,27 + m10,26 + m10,23 + ™m10,21 + m10,20 + ™10,18 +
mg 28 + mg 27 + mg 26 + mg 22 + mg 20 + mg 18 + mg,16 + mg 24 + mg,23 + mg 21 +
mg 19 + mg 17 + mg,16 + mg,15 + mg,14 + m7 27 + m7.26 + m7 23 + m7,21 + m7,18 +
m7.0+me 27 +mg 25 +mg,24 +mp, 23 +mg,22 +mg,21 +™m6,17 +™m6,16 +m5,26 +™m5,24 +
ms5 22 + m5 21 + mp5,19 + m5,16 + m5,15 + m4 28 + mg 27 + myg 25 + myg 24 + mg 23 +
mg 20 + m4,18 + m3,28 + m3 .27 + m3,26 + m3,24 + m3,23 + m3 20 + m3,19 + m3,18 +
m3 17 +m3 15 +mg 28 + m2 a7 +m3 26+ ma o5 +m2 24 +mo 23+ma 21 +m2 20+ma 19+
ma 18 +m2 15+ma 14+m1 30 +m1,27+m1, 25 +m1 22 +m1 21+m1,190+m1 18 +m1,17+
m1,16 + m1,0 + mo,27 + mo,26 + mo,25 + mp,22 + mp,21 + mp,19 + mo,15 + mp,14 =1

S81

14,13

m13,13 + mi12,25 + m12,23 + m12,21 + m12,17 + m11,27 + m11,23 + m11,21 + ™m11,19
mi1,16 + m11,14 + m10,28 + m10,25 + m10,21 + m10,20 + m10,18 + m10,17 + M9, 28
mg 27 + mg o5 + mg 20 + mg 19 + mg 16 + mg 15 + mg 28 + mg 23 + mg 19 + mg 18
mg 15 + mg 13 + m7,26 + m7 24 + my 23 + m7 03 +my 19 + my 18 + m7 17 + me,27
meg,25 + mg 24 + mg 22 + mg,20 + mg,15 + m5 27 + m5 26 + m5 25 + m5 22 + m5 21
mp5 19 + m5 18 + mp, 14 + m4 28 + ma 27 + m4, 05 + m4 24 + mg 220 + My 18 + ma 17
m3 28 + m3 26 + m3,24 + m3 23 + m3 21 + m3 30 + m3 19 + m3,17 + m3,15 + m3,14
mg 26 + m2 24 + ma 22 + ma19 + m2,17 + m2,13 + m1,28 + m1 25 + m1,24 + m1 20
mi,17 + m1,15 + mo,28 + mo,25 + mo,23 + mp,22 + mo,21 + mo,19 + mo,18 + m0,13 =

S80

a14,5

“lot ettt

m13.5 + mg o+ mgo+mss+msot+myga+masz+moofmog+myiz0+tmio=

S79

14,4

mi13.4+ms55 +m3a+mag+mpgqg=0

S78

214,3

m13,3+me,2+ms3+msatms1t+mygotmygotmogtmogotmait+miotmo2=

ST7

a9.4

m13,2 + mg o+ m70+ms53+mo2+my30+mp2=0

S76

214,1

mi31 =0

S75

214,0

mi13,0 +mi1,30 =1

S74

212,26

m12,31 =0

S73

213,30

m12,30 =0

S72

213,29

mig,29 =1

S71

?8.,8

mi12,6 =

S70

213,5

mi2,5+mro2tmeatmsotmygstmgatmostmaztmaotma+mygzotmio=1

569

a13,4

min4+myq =0

68

13,3

mi2 3+my7 3+my o+mg 3+ms 3+ms ot+mps 1+mg 3+m3 otmo otma1+my1+mpo4 =
0

S67

212,28, 24,2

mi2,2 + m7,3 + mg3+m53+my3+mgatmas+tmygt+myiatmio+moqg=1

566

213,1

mig 1 =1

S65

213,0

mig =1

564

212,31

m11,31 =0

S63

212,30

m11,30 =0

s62

212,29

mi1,29 =1

S61

27,8

mi11,6 =

S60

a12,5

mi11,5 + mg 4 +m34 =0

$59

12,4

mi1,4+m7.3+m72+m7 o+ me5+me3+ms, 3+m52+m5 1 +mg2+ma5+mo3+
ma,2+ma1 +my3+miatm 11+m03+m02=

S58

a12,3

m11,3 +m7o+mi1,30 =0

Table 11. Control bits and controlled relations for the full SHA-1 (III)




ctrl. seq.[control bits|controlled relation

s57 a12,2 mi11,2 +mgo+my3+myro+myo+mss+mse+mso+mgo+mggt+mgat+magt
m1.30 +mio+moga+mpo=1

556 211,28 |mi11,1 =1

s55 212,0 mi11,0+m1,30 =1

554 210,26 |™10,31 =1

s53 210,25 |™10,30 =0

s52 @10,24 |m10,290 =0

s51 26,8 mi0,6 =0

550 11,5 mi10,5 + ma5+maps =1

549 a11,4 m04+M73+7n65+MG3+7n62+7n54+M53+M52+M42+M32+M25+mg4+
mi3+mii+mip+mos =1

S48 ag,1 m10,3 +m7,3+m70+mg5+m55+ms54+ms3+ms 1 +m3a+mgoat+mas+maat
m2,1 +m1,30 + m1,1 +mp,3=0

s47 a11,2 mi10,2 +m7,3+m7 0+mg5+me 3+ me2+ms5+ms3+mza+mas5+ma3z+maat
my1,30 + m1,3 +my,1 +mp,4 +mp,3+mp,2 =0

s46 11,1 mip,1 =1

545 211,0 m10,0 =0

s44 210,31 |m9,31 =1

543 10,28 |m9,29 =0

s42 210,5 mg,5 =0

s41 10,4 mg.4 =0

s40 a3,4,235 mg3+mg2+M73+M70+7n65+MG3+MG2+M55+M54+m52+7n42+m25+
moy +mog+my g4+ mig+mig+miy+mio+moa+mps+mpo =0

539 a10,2 mg2+ms2+m65+m63+7“54+m53+m52+m25+m23+m22+m21+m130+
mi3+mia+miq+mpa+mpsz=0

538 29,28 mg,1 =1

537 210,0 mgo =0

536 28,26 mg,31 =0

s35 29,29 mg,29 =1

s34 ag8,0 mg 3+m73+mya+myo+mg3+msa+mps3+mza+mza+magt+mogztmar+
m130 +mi,3+mpo =0

$33 ag,3,a1,5 |mg,1 +m7,3 +mg 5 +mg3+m53+m34+m3a+mas+maz+moa+myz+my+
mp,4 +mp,3 +mp,2 =0

s32 ag 27 mg,0 =0

531 28,31 m7,31 =0

s30 ag 28 m7,28 =0

529 ag.,5 m7,5 =1

s28 ag 4 m7z4+myo+msga+ms3+mgo+mgo+moot+mpg=1

s27 a3,25 mz7,1 =1

526 a7,31 me,31 =0

525 27,30 mg,30 =0

524 22,31 me,29 =0

523 a7,28 mg,28 =0

s22 27,6 mg e =0

s21 ar,4 me,4 =1

520 25,25 mp,31 =0

s19 26,30 mp5,30 =0

518 a5,23 mp,28 =1

s17 26,6 mse =1

516 26,0 ms5.0+m1,30 +m1.0=0

515 24,26 mgq,31 =0

s14 25,30 mq4,30 =0

513 a4,23 mgq,29 =0

s12 a3,26 m3,31 =1

s11 24,30 m3.30 =0

s10 a3,24 mg,29 =1

s9 a4,4,a1,7 |/m35 =1

s8 a4,3 mgg=1

s7 a1,27 m3,0+m1,0=0

s6 2,26 mg.31 =1

s5 22,25 m2.30 =0

s4 21,25 m2,0+mi1,30 =1

s3 25 m15 =0

s2 21,26 my1,31 +my.30 =1

s1 21,23 mi,29 =0

Table 12. Control bits and controlled relations for the full SHA-1 (IV)

27
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message chaining
variable|31 - 24 23 -16 15-8 8-0 variable 31 - 24 23-16 15-8 8-0

mq 1-1----- an 01100111 01000101 00100011 00000001
mq aq 010-FrFO y0-01-0- 10-0-10- F-Fa0101
mo ao F100-Vvi OaalOala Olala0ii i-wallal
m3 ag 01011VFV -1000000 00000000 01FFalail
my ay 0wi0iv-a y--10000 00101000 OL0XWF10
mp ag 0w0101y1 V1i-11110 00111-00 10010100
mg ag 1w0alaOa alalaaa- --10010F -WOLFOFh
my ag wwOw0111 11111111 111-010F Ow0OW0110
mg ag wiOwvvO1 11110000 010-111F 1-WhOOOF
mg ag 00WV--11 11111111 111----0 ---FiFOL
m1Q -OLLLL10 ai1g Wiix-Vvv - -1wwihOw
myq —1LLLLLL ayy  |100V-——- - -1hhOhWw
mio - - -1LLL-1L ajn WWF— - - -1hhhhOh
my13 |L{ILLLLL LLLLLLLL —-LLLLOL a13  |OwW--V-- -F-F-F-- FNqNqqqq qLhhhOWW
mq4 1LLLLLLL LLLLLLLL --LLLLLO aiq 1WWhhhhh hhhhhhhh hNhNQNNq NNhhhiwh
15 |LLLLLLLL LLLLLLLL L-OLLLLL a1p |Wiwhhhhh qlwhORRO
mig a1g |wiWhhhhh hqwhihAh
mi7 a7

mig a18

mi9 219

ma0 a20

may a21

maz a2

mag a23

maq a24q

mas a25

mag 226

ma7 a2t

my aog

mag9 a29

m30 30

m3q 31

m3a ag32

m33 @33

m3q a3q

m35 a35

m36 36

m37 a37

mg, @38

m39 a39

ma4Q a40

maq aq]

my40 aq2 |C

my3 as3  |B

mg4 agq |mmmmmmmm mmmmmmmm mmmmmmem - A---
m45 aq5

m46 a46

mq7 a47

myg agg  |C-—————= === —————--= -—---. A-—-
m49 a49

ms0 agQ  |C-—————= === ——————-= -—---. A-—-
ms51 a51

mpo asy  |C

mg3 a5z |B

m5q agq

ms5 a55

m56 56

ms7 a5t

ms, a58

ms59 a59

m60 @60

me1 ag]

mea ag2

me3 @63

me4q agq

mes a5

me6 66

me7 a7

me, a8

me9 a9

m70 a70

m7y ary

myo aro

m73 ar3

m7q ara

m7s ars

m76 ar6

myy a7y

m7g arg

m79 arg

mgo g0

Table 13. Advanced sufficient conditions

} and {a;,;} with semi-neutral bits for the full SHA-1
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modified message in Step 4 pass the final test of Step 4 is 1/2°*. Hence when we use Algorithm 2, we
have the complexity to find a collision for the full SHA-1 is 254 message modifications experimentally,
because Step 4 is a dominant part of the algorithm. As stated in [9], we can relax 3 conditions from
the above remaining conditions. Hence the total complexity is reduced to 2°' message modification,
though symbolic computations are very slow at this moment.

8.5 An example of a partial result of Algorithm 2.
We show an example of a message m = (mg, m1, ..., my5) obtained by Algorithm 2.

m = aa740c82 9f91e819 84c3e50f a898306b 1e5b4111 1867d96b 0616ea9b 014a2f32
7092980 d5e4d6c6 9d49d0ba 3b8087d3 32717277 edcec899 dcbH37498 63bcab15

The above m satisfies all message conditions of 0-80 rounds and all chaining variable conditions of
0-28 rounds.

9 A concluding note

This paper yields an improved method for cryptanalysis of SHA-1 which originates from an explana-
tion of the mathematical basis for Wang’s attack and its improvement. We provide the detailed pro-
cedures which are based on a novel message modification technique. The proposed method improves
the complexity of an attack against 58-round SHA-1 and we found many new collisions. Moreover,
the complexity of the first iteration in a two-iteration attack against the full SHA-1 is reduced from
262 message modification to 2°!.
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Appendix:

weight? - Our strategy

As we stated in Section 2, a choice of “differential” is very important. Here we show how to find

good “differential’.

Our strategy is as follows.

— Find a message differential in which difference appears only on continuing 4-bits. There are a few

How to find good message differential with low hamming

message differential patterns which have values only on 3- or 4- bits.

— Find another message-differentials of continuing 4-bit by shifting the one obtained in the previous

step.

— Substitute message-differentials into each round and combine them (adding a disturbance vector)

and obtain a 'better’ message differential.

If we start from Wang’s message-differential with continuing 4-bit, we have the results as in Fig. 77,
Fig. 7?. By our experiments, Wang’s disturbance vector for 58-round SHA-1 seems a best possible

one.

i Atm A" m| i Atm A" m]| i Atm A™m
0{20000000 0(20 0 3140 0{80000000
1{40000020|20000012|21|40000040 2141 0 40
2(20000000 {40000043|22|{80000041|{40000002|42 0{80000000
3(20000000 40|23 2(c0000020 (43 0 40
410000040 2124 1 0|44 0{80000002
5 0{60000002|25 0140000002 (45 0 0
6(80000001 0|26(40000041|80000002|46 0{80000000
7 0 20|27 42|40000020|47|80000000 0
8 3 0[28 1/80000000(48 0 0
9140000040 12|29 2140000040(49 0 0
10{40000040 0|30{40000002 40(50 0 0
11{40000000 |a0000052|31 2(40000000 (51 0 0
12 0[a0000000|32 0 2(52 0 0
13({80000040 0(33 40 0[53 0 0
14(20000001 0|34 (80000000 2|54 0 0
15|20000000 60(35(80000000 0(55 0 0
1680000001 0(36 0[80000002 (56 0 0
17(40000002 40|37 40|80000000|57 0 0
18] c0000002 41|38 0 0
19(40000000 22(39(80000000 40

Table. A message-differential for 58-round SHA-1 of continuous 4-round
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Fig. 1. Finding good disturbance vector (I)

5 dadodedade sadbdodd de 5 dadodeddde
7 00000 809998 7 00
600000 700000 600000
200000 600000 200000
400000 5 00000 400000
00000 o000 300000
00000 o000 200000
00000 o000 100000
00000 o000 000000
00000 00009 900000
000080000000 o000 500000
i | i
3 0.0 80000000 0 80000000 cance 99000 4000000.0 80000000
4 02080000000 0 90008 80000000 0
20 80000000 0 80000040 20580 0000000 0 80000000
02 0 80000040 40 0004040 80000000 0
2 80000040 40 80000040 0095%'% 0000000 0 80000000
0102 40 80000040 1 00t &0 00 80000000 0
102 100 80000040 100 2000 900500 45 100 2 0000000 0 0
103 406 2000 106 80600440 100 100 3002990 498 — © 80000000
400 6000 100 800004 4 400 8000 100 440 440 80000000 0
8000 400 80000440 440 100! 5 5000 400 440 4. — 0000000 0 0
1902 1900100060 8910154 19601900 16000 000000 80000000
1 1
1100100 100000 101240 220 80000000 890000

405502 88002 500440 c8126040 80004440 405500 88000 500440 8126 00000000 80000000
88002 1401100 08126040 8000 260: 88000 1401100 8126040 44: 0: 60000000 800000
1401100 20498103 80004440 8026040 410500 1401100 20498100 4440 8026040 410500 80000000 0
20498103 11102 8026040 410500 4032452 20498100 11100 8026040 410500 324524 00 401
11102 20098100 410500 40324524 801160¢ 6 11100 20098100 410500 324524 11606 040000000 800000
20098100 1041400 40324524 80116064 80160044 5 20098100 1041400 324524 116064 160044 40000000 80000000 80000000
1041400 91491 80116064 801600 041400 c91490 116064 160044 45 80000000 80000000
91491 458192 80160044 4575b0 58307244 91490 458190 160044 457500 80000000 0 4000000
2 458192 580112 457500 58307244 905 458190 580110 457500 18307 2 2.2 0 40000000 800000
1580112 1154600 58307244 905420 580110 115060 18307244 10542034 2342760 1 2 0 40000000 80000000 80000000
0 115d6c0 60010911 90542034 82342760 50431754 15060 60c1c910 10542034 2342760 5043175 0 0 1 80000000 80000000
9 60c1c911 41508002 82342760 50431754 ca0bdd0s 6016910 415080d0 2342760 50431754 a0bd408 9 12 80000000 0 60000000
8 415080 31754 Ga0b4408 18491984 1508000 8409080 50431754 a0b4408 18491984 8 2200000000 0
7 8d0; 1065051 ca0bad08 18491984 8805304c 8409080 41005051 a0b4408 18491984 805304c 7 20 60000000 0 80000000
6 410c5d51 28241023 18491984 8805304c 113a0e40 6 410c5051 28241020 18491984 805304c 113a0e40 6 030800000000
5 28201023 61246610 8805304 113a0040 96050128 5 28241020 61246610 805304c 11320040 3cb50128 5 3080000000 0 20000000
4 61246610 2014c132 1130640 9cb50128 812a1c74 4 61246610 20140130 11330240 3c050128 1221074 4 02020000000 000
3 2014c132 44083900 9chS0128 812a1c74 bached 3 20140130 44083900 3ch50128 12aic74 1ach6408 3 20 20000000 80000000 20000000
2 44683900 72440422 81221074 bach6408 54269904 2 44¢83900 2040420 12aic74 1ach6408 542699e4 2 0 80000002 80000000 20000000 0
1 72d404a2 4387142 bach6408 5426994 14242172 1 12440420 428710 1ach6408 542699e4 542421 1 80000002 2 20000000 0 40000000
0 43871d2 0209022 5426994 14202172 cd81656 0 4387100 60209020 5426994 54202172 0481656 0_2 80000002 0 40000001
6b2d9022 50926791 14202172 cd81656 697525: 66209020 50926791 54202172 cd1656 69752528 o

52528
b485c8 cdB1656 69752528 cd68d0bd

8
50926791 51 50926791 50b485¢c9 cd81656 69752528 4d68d0bd 010

500485¢8 33605958 69752528 cd68d0bd d0177256. 500485¢9 33605958 69752528 4d68d0bd 50177256 100 80000000 80000000
33605958 abd494a1 cd68dObd d0177256 4148885 33605958 a5d494a1 4ds! 256 84148885 00 80000000 80000000 80000000
a5d494al 35a342(7 d0177256 4148885 852754a a5d494al 35a34215 50177256 84148885 68527542 02 80000000 80000000 60000000
35a342(7 405dc9Bb 4148885 852754a bda7fed! 35234215 4050cf 148885 68527543 bdafed! 2.2 80000000 60000000 0

405c95b 10522214 8527542 bda7led] bbbdc010
10522214 2149528 bda7ied1 bbbdc010 c4a2033
21490528 i69ifb46 bbbdc010 c4a2033 18009c77
=0 169ffb46 eef70042 c422033 18009¢77 20060110

2260000000 0 40000000
2 80000001 0 40000000 20000000
To0ifbdt cef70043 c4a2033 3800977 20060110 26 S 0a000 Aso0Ls08 Buobns00 %

Fig. 2. Finding good disturbance vector (II)



