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Abstra
t. Re
ently, Wang proposed a new method to 
ryptanalyze SHA-1 and found 
ollisions

of the 58-round SHA-1. The 
omplexity of Wang's method to 
ryptanalyze the 58-round SHA-1

is 2

34

SHA-1 
omputation. Moreover, Wang et al. gave the 
omplexity evaluation against the

full SHA-1 whi
h is 
laimed to be 2

62

. The aim of this arti
le is to sophisti
ate and improve

Wang's atta
k by using Gr�obner basis te
hniques and to redu
e the 
omplexity of the atta
k

for SHA-1. In this arti
le, we apply Gr�obner basis te
hniques to a 
ryptanalysis of SHA-1. We

introdu
e a new notion of "semi-neutral bit" and propose an improved message modi�
ation

te
hnique based on Gr�obner basis te
hnique. In the 
ase of the 58-round SHA-1, the 
omplexity

of an atta
k based on our improved message modi�
ation is 2

8

message modi�
ation whi
h is

equivalent to 2

31

SHA-1 experimentally in our latest implementation. We found many new


ollisions for the 58-round SHA-1. Moreover, in the 
ase of the full SHA-1, the 
omplexity

of our algorithm when it is applied to the �rst iteration of a two-iteration atta
k for the full

SHA-1 is 2

51

message modi�
ation (symboli
 
omputation), whereas Wang's method needs 2

62

.

Though the 
omplexity of the atta
k for the full SHA-1 is redu
ed, symboli
 
omputations are

still very slow at this moment. However we 
onje
ture that our algorithm 
an be improved by

te
hniques of error 
orre
ting 
ode and Gr�obner basis.

Keywords: SHA-1, Gr�obner basis, di�erential atta
k

1 Introdu
tion

MD4 is a �rst dedi
ated hash fun
tion proposed by R. Rivest in 1990, and MD5 was proposed as

an improved version of MD4 in 1991 also by R. Rivest. Following the same design paradigm, SHA-0

was published by NIST in 1993 and SHA-1 was issued by NIST in 1995 as a Federal Information

Pro
essing Standard. SHA-2 was also proposed by NIST as an improved version of SHA-1 where the

length of hash results are 256, 384, 512.

In the �rst 
ryptanalysis of these algorithms, Dobbertin [4℄ has found semi-free start 
ollision

of MD5. Later on, Wang [15℄, [14℄ has proposed 
ollision atta
k on SHA-0 whose 
omplexity was

estimated to be as 2

45

SHA-0 
omputation. Chabaud-Joux [3℄ independently found a di�erential


ollision atta
k against SHA-0 using essentially the same pattern. Introdu
ing a new approa
h based

on the neutral bit, near-
ollisions and multi-
ollisions, for SHA-0 and a redu
ed SHA-1 have been

reported in [2℄, [6℄, [1℄.
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Employing the modular di�erential atta
k and a message modi�
ation te
hnique, Wang [16℄ has

found 
ollisions for the following hash fun
tions MD4, MD5, HAVAL-128, RIPEMD, and in [7℄,

[12℄, it is proposed how to break MD4, RIPEMD, MD5 and other hash fun
tions, with the atta
k


omplexity against MD4 and MD5 proportional to 2

8

and 2

37

, respe
tively. In [13℄ and [11℄, eÆ
ient


ollision sear
h atta
ks against SHA-0 and 58-round SHA-1 have been reported as well as a 
omplexity

evaluation against the full SHA-1 
laimed to be 2

69

SHA-1 
omputation and in the improved approa
h

to be 2

62

. (
f. [10℄, [9℄, [17℄)

In this arti
le, we apply our method to analyze the 58-round SHA-1 and the full SHA-1. Our

method is based on the Gaussian elimination and Gr�obner basis te
hniques. Our key ideas are to

view a set of suÆ
ient 
onditions as a system of equations via non-linear boolean fun
tions and to


onsider message modi�
ations as error-
orre
ting pro
edures for non-linear 
odes. Starting from a

disturban
e ve
tor for SHA-1, we determine suÆ
ient 
onditions for a message to have a 
ollision

message with respe
t to the given disturban
e ve
tor, tables of 
ontrol bits and 
ontrol relations

whi
h needed in the 
onventional message modi�
ation, and a list of semi-neutral bits and adjusters

whi
h are de�ned later and used in our improved message modi�
ation. From the above information,

the 
omplexity of our method to �nd a 
ollision is estimated. In the 
ase of 58-round SHA-1, the


omplexity of our method to �nd a 
ollision is 2

8

message modi�
ations(though our implementation

is very slow, equivalent to 2

31

SHA-1 
omputation experimentally) whereas Wang's method needs 2

34

SHA-1 
omputation. Moreover we found many 
ollisions for 58-round SHA-1 whi
h are di�erent from

Wang's result. In the 
ase of the full SHA-1, the 
omplexity of the �rst iteration in a two-iteration

atta
k for the full SHA-1 is estimated to be 2

51

message modi�
ation, whereas Wang's method needs

2

62

. Though the 
omplexity is redu
ed to 2

51

message modi�
ation, symboli
 
omputations are very

slow at this moment. However we 
onje
ture that our algorithm 
an be improved by te
hniques of

error 
orre
ting 
odes and Gr�obner basis.

Finally, we give an outline of this arti
le. In Se
tion 2, we give the des
ription of SHA-1 and

summarize Wang's analysis. In Se
tion 3, we give some notation and de�nitions. In Se
tion 4, we

show our method to 
ryptanalysis of SHA-1. In Se
tion 5, we explain how to 
onstru
t suÆ
ient


onditions and how to 
onstru
t advan
ed suÆ
ient 
onditions by using the Gaussian elimination.

In Se
tion 6, we introdu
e a new notion 
alled semi-neutral bit, and propose an improved message

modi�
ation. Moreover, we give an algebrai
 des
riptions for our improved message modi�
ation and


onsider the relation with error-
orre
ting pro
ess for error-
orre
ting 
odes. In Se
tion 7, we show

our result of 
ryptanalysis for the 58-round SHA-1. In Se
tion 8, we show our result of 
ryptanalysis

for the full SHA-1. Same as Wang's atta
k, our 
ryptanalysis for the full SHA-1 is a two-iteration

atta
k, that is, a 
ryptanalysis for the full SHA-1 to �nd a two-blo
k 
ollision. In Appendix, we give

a short remark on how to 
onstru
t a message di�erential with low Hamming weight.

2 Des
ription of SHA-1 and Wang's analysis

2.1 SHA-1 algorithm

The hash fun
tion SHA-1 generates a 160-bit hash result from a message of length less than 2

64

bits.

It has the Merkle/Damgard stru
ture like other hash fun
tions, and has 160-bit 
haining values and a

512-bit message blo
k, and initial 
haining values (IV) are �xed. From a 512-bit blo
k of the padded

message, SHA-1 divides it into 16� 32-bit words (m

0

;m

1

; � � � ;m

15

) and expands the message by

m

i

= (m

i�3

�m

i�8

�m

i�14

�m

i�16

)n 1

for i = 16; � � � ; 79, where x n n denotes n-bit left rotation of x. Using expanded messages, for

i = 0; 1; � � � ; 79,

a

i+1

= (a

i

n 5) + f

i

(b

i

; 


i

; d

i

) + e

i

+m

i

+ k

i+1

;

b

i+1

= a

i

; 


i+1

= b

i

n 30; d

i+1

= 


i

; e

i+1

= d

i
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where the initial 
haining value IV = (a

0

; b

0

; 


0

; d

0

; e

0

) is (0x67452301, 0xef
dab89, 0x98bad
fe,

0x10325476, 0x
3d2e1f0) and fun
tions f

i

are de�ned as in Table 1. In the following, we express

32-bit words as hexade
imal numbers.

round Boolean fun
tion f

i


onstant k

i

1� 20 IF: (x ^ y) _ (:x ^ z) 0x5a827999

21� 40 XOR: x� y � z 0x6ed6eba1

41� 60 MAJ: (x ^ y) ^ (x _ z) ^ (y _ z) 0x8fabb
d


61� 80 XOR: x� y � z 0x
a62
1d6

Table 1. De�nition of fun
tion f

i

2.2 Wang's atta
k

Wang's atta
k is summarized as follows.

{ Find disturban
e ve
tor with low Hamming weight (di�eren
e for subtra
tions modulo 2

32

).

{ Constru
t di�erential paths by spe
ifying 
onditions so that the di�erential path will o

ur with

high probabilities.

{ Generate a message randomly, modify it using message modi�
ation te
hniques, and �nd a 
olli-

sion.

By this method, Wang et al. has su

eeded in �nding 
ollisions of MD4, MD5, RIPEMD, SHA-0

and 58-round SHA-1.

In the 
ase of the full SHA-1, Wang's atta
k needs to use a two-iteration, i.e. ea
h message in

a 
ollision in
luding two message blo
ks (1024-bit). They proposed a disturban
e ve
tor for the full

SHA-1 and estimated the 
omplexity of their atta
k. Using a message modi�
ation te
hnique they

greatly improved the 
ollision probability. In [11℄, they 
laimed that 
omplexity to �nd a 
ollision

of the full SHA-1 is 2

69

and in CRYPTO'05 Rump Session, they 
laimed that they have improved


omplexity into 2

62

. In the Rump Session, they 
laimed that they found new 
ollision path of SHA-1

and des
ribed strategies for a message modi�
ation. This strategy is: First they determine whi
h

message bits are possible 
andidates for modi�
ation. The message modi�
ation pro
ess must respe
t

all 
haining variable 
onditions and message 
onditions may require adding extra 
haining variable


onditions in round 1-16 and message 
onditions. The message modi�
ation follows 
ertain topologi
al

order 
oming from 
orrelations among 
haining variable 
onditions.

3 De�nition and Notation

We take a 
omplete set of representatives of Z=2

32

Z as f0; 1; 2; : : : ; 2

32

� 1g. and identify the ring

Z=2

32

Z as the set f0; 1; 2; : : : ; 2

32

� 1g. When we ignore 
arry e�e
ts in the arithmeti
 of Z=2

32

Z, we


onsider the ring Z=2

32

Z as the ve
tor spa
e F

32

2

by using a set theoreti
al bije
tive mapping

F

32

2

3 (x

31

; x

30

; : : : ; x

0

) 7! x

31

2

31

+ x

30

2

30

+ � � �+ x

1

2

1

+ x

0

2

0

2 Z=2

32

Z.

De�nition 1. Let m = (m

31

;m

30

; : : : ;m

0

), m

0

= (m

0

31

;m

0

30

; : : : ;m

0

0

) be ve
tors of F

32

2

. For a pair

(m;m

0

), we de�ne the following notation.

�

+

m

j

=

(

1 if (m

j

;m

0

j

) = (0; 1)

0 otherwise;

�

�

m

j

=

(

1 if (m

j

;m

0

j

) = (1; 0)

0 otherwise;

We de�ne �

�

m

j

by �

�

m

j

= �

+

m

j

��

�

m

j

. Moreover, we de�ne

�

+

m = (�

+

m

31

; �

+

m

30

; : : : ; �

+

m

0

), �

�

m = (�

�

m

31

; �

�

m

30

; : : : ; �

�

m

0

)

and �

�

m = �

+

m��

�

m.
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It is obvious that �

�

m

j

= m

0

j

+m

j

2 F

2

and �

�

m = m

0

+m 2 F

32

2

.

Using the above de�nition, a \disturban
e ve
tor" and a \di�erential" are de�ned as follows.

De�nition 2. Let m

i

, a

i

, b

i

, 


i

, d

i

, e

i

be as in the de�nition of SHA-1 and m

0

i

, a

0

i

, b

0

i

, 


0

i

, d

0

i

, e

0

i

another message and its variables. They 
an be 
onsidered as ve
tors of F

32

2

. Then, following Wang's

notation, we 
all a ve
tor in the form (�

�

m

i

; �

�

a

i

; �

�

b

i

; �

�




i

; �

�

d

i

; �

�

e

i

)

i=0;1;:::;79

a \disturban
e

ve
tor", and (�

+

m

i

; �

�

m

i

; �

+

a

i

; �

�

a

i

; : : : ; �

+

e

i

; �

�

e

i

)

i=0;1;:::;79

a \di�erential". We also 
all an

element of Z=2

32

Z identi�ed with (�

+

m

i

; �

�

m

i

; �

+

a

i

; �

�

a

i

; : : : ) a \di�erential".

Sin
e a disturban
e ve
tor ignores the sign `�', there are many di�erent ve
tors (�

+

m

i;j

; �

�

m

i;j

; : : : )


orresponding to the same disturban
e ve
tor. So, the 
hoi
e of a representative (�

+

m

i;j

; �

�

m

i;j

; : : : ),

that is, the 
hoi
e of a di�erential is important in an analysis of SHA-1.

It is 
onvenient to use the following de�nition to 
onsider the ambiguity of the 
hoi
e of a di�er-

ential.

De�nition 3. For a message spa
e M = Z=2

32

Z, we de�ne a fun
tion f : (M � M) ! M by

(x

1

; x

2

) 7! (x

1

� x

2

) where we 
onsider

0

�

0

as subtra
tion of Z=2

32

Z. We de�ne di�erential ÆM by

ÆM = (M�M)= � where for Æm

1

; Æm

2

2 ÆM , Æm

1

� Æm

2

is satis�ed if and only if f(Æm

1

) = f(Æm

2

).

Proposition 1. ÆM

�

=

M

Proof. This is obvious from the de�nition of ÆM .

We de�ne operator + in ÆM as follows. For Æm

1

= (m

+

1

;m

�

1

) 2 ÆM , Æm

2

= (m

+

2

;m

�

2

) 2 ÆM ,

Æm

1

+ Æm

2

= (m

+

1

+m

+

2

;m

�

1

+m

�

2

)

Same as the 
ase of disturban
e ve
tors, a 
hoi
e of a representative (m;m

0

) for a given 
lass Æm is

very important. When Æm is given as a part of a disturban
e ve
tor, we 
all a representative (m;m

0

) for

it a \message di�erential". The important problem is to �nd a good message di�erential. Heuristi
ally,

a good message di�erential has low Hamming weight. To �nd su
h good message di�erential, we use

the following 
al
ulation.

{ Cal
ulate Æm

3

= (m

+

3

;m

�

3

) = Æm

1

+ Æm

2

= (m

+

1

+m

+

2

;m

�

1

+m

�

2

).

{ Can
el the bit of (m

+

3

;m

�

3

): If m

+

3;j

= m

�

3;j

= 1, 
hange m

+

3;j

= m

�

3;j

= 0.

We de�ne operator � in ÆM as follows. For Æm

1

= (m

+

1

;m

�

1

), Æm

2

= (m

+

2

;m

�

2

),

Æm

1

� Æm

2

= (m

+

1

+m

�

2

;m

�

1

+m

+

2

)

In 
al
ulation, we also use the steps given below.

{ Cal
ulate Æm

3

= (m

�

3

;m

�

3

) = Æm

1

� Æm

2

= (m

+

1

+m

�

2

;m

�

1

+m

+

2

)

{ Can
el the bit of (m

+

3

;m

�

3

): If m

+

3;j

= m

�

3;j

= 1, 
hange m

+

3;j

= m

�

3;j

= 0.

In order to 
he
k whether Æm

1

= Æm

2

or not, we only have to 
al
ulate Æm

1

� Æm

2

and 
he
k

Æm

1

� Æm

2

= (0; 0).

4 Our method

Our method to 
ryptanalyze SHA-1 is des
ribed as follows.

1. Find disturban
e ve
tor with low Hamming weight from 21-round to �nal round. In this 
al
ula-

tion we approximate MAJ fun
tion as XOR whi
h holds with probability 3=4 per round.
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2. From �rst round to 20-round, �nd a di�erential (di�eren
e for subtra
tions modulo 2

32

) so that

Æa

�4

(= Æe

0

n 2), Æa

�3

(= Æd

0

n 2), Æa

�2

( Æ


0

n 2), Æa

�1

(= Æb

0

), Æa

0

is a lo
al 
ollision. We

ignore 
arry e�e
ts here.

3. Cal
ulate suÆ
ient 
onditions on fa

i

g

i=0;1;:::;20


onsidering 
arry e�e
ts by our semi-automati


method.

4. Determine advan
ed suÆ
ient 
onditions on m

i

by the Gaussian elimination based method.

5. Determine advan
ed suÆ
ient 
onditions on a

i

whi
h 
ontain information for an improved message

modi�
ation te
hnique.

6. Generate a message randomly, and modify it using 
onventional/improved message modi�
ation

te
hniques and �nd 
ollisions.

In the above, Step 4, 5 and 6 are based on our new idea. In Step 4, we use the Gaussian elimination

and in Step 5, we use an idea from Gr�obner basis te
hniques. A method used in Step 6 is based on

an idea analogous to error-
orre
ting for non-linear 
odes. Sin
e the method of Step 1 and 2 is based

on the essentially same idea of Wang's atta
k, we omit the details of Step 1 and 2 and only des
ribe

steps after from Step 3.

5 SuÆ
ient 
onditions for 
ollisions

For a given disturban
e ve
tor and a 
onstru
ted di�erential we 
an determine suÆ
ient 
onditions

for 
ollisions on m

i

and a

i

su
h that if m

00

i

(and a

00

i

) satis�es these 
onditions, we 
an obtain a pair of

messages whose di�erential 
oin
ides with a disturban
e ve
tor and gives a SHA-1 
ollision. By the


onstru
tion, suÆ
ient 
onditions depend on a 
hoi
e of a disturban
e ve
tor and its di�erential.

5.1 How to 
al
ulate suÆ
ient 
onditions on a

i

?

In this step, we may only 
onsider expanded messages by ignoring relations arising from the message

expansion.

For a given disturban
e ve
tor, we 
al
ulate suÆ
ient 
onditions of 
haining variables by adjusting

b

i

, 


i

, d

i

so that

Æf

i

(b

i

; 


i

; d

i

) = Æa

i+1

� (Æa

i

n 5)� Æe

i

� Æm

i

:

In this 
al
ulation, we must adjust 
arry e�e
ts by hand, be
ause it is diÆ
ult to 
al
ulate full-

automati
ally.

5.2 Gaussian elimination and advan
ed suÆ
ient 
onditions

Here we 
onsider to analyze n-round SHA-1 (58 � n � 80). In order to 
al
ulate the suÆ
ient


ondition on fm

i;j

g

i=0;1;��� ;n;j=0;1;:::;31

, we must take into a

ount that �

+

m

i;j

= 1 implies m

i;j

= 0

and �

�

m

i;j

= 1 implies m

i;j

= 1. This is done manually.

Moreover we also 
onsider the relations derived from the key expansion

m

i

= (m

i�3

�m

i�8

�m

i�14

�m

i�16

)n 1

and we 
an rewrite all 
onditions on m

i

in all rounds into relations of 0 � 15-round by using the

Gaussian elimination. Here all relations are 
onsidered as equations over F

2

and an elimination order

of fm

i;j

g

i=0;1;:::;15;j=0;1;:::;31

is given by

m

0

i

0

;j

0

� m

i;j

if i

0

� i or (i

0

= i and j

0

� j):

Exe
ute the Gaussian elimination for the system of equations whi
h 
onsists of all 
onditions on all

rounds, we obtain redu
ed 
onditions only on 0� 15-round.
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The important thing is thatm

i;j


an be viewed as a polynomial on a

k;l

, (k � i+1), be
ausem

i;j


an

be viewed as a boolean fun
tion on a

k;l

, (k � i+1) by the de�nition of SHA-1. So it is useful to 
onsider

an elimination order of fa

i;j

g. We 
an 
onsider an elimination order of fa

i;j

g

i=0;1;:::;15;j=0;1;:::;31

by

a

0

i

0

;j

0

� a

i;j

if i

0

� i or (i

0

= i and j

0

� j):

These two orders are di�erent but approximately similar be
ause a transformation between them is

not so 
ompli
ated.

Basi
ally, we use the order of fa

i;j

g but not all relations 
an be sorted in a theoreti
al way, so

experimentally we adjust the order in some relations. By using the Gaussian elimination with the

order, we redu
e a system of equations via original suÆ
ient 
onditions to a redu
ed row e
helon

form. Then in spite of original suÆ
ient 
onditions, we use the obtained system of equations in a

redu
ed row e
helon form as new suÆ
ient 
onditions. We 
all them advan
ed suÆ
ient 
onditions.

On the other hand, for 
onditions on fa

i;j

g, we 
onstru
t advan
ed suÆ
ient 
onditions by adding

the information on \
ontrol bits", \semi-neutral bits" and \adjusters" de�ned in the next se
tion to

original suÆ
ient 
onditions.

6 Message modi�
ation te
hniques of m

i

To �nd a 
ollision, we start from a random message and then modify it to satisfy suÆ
ient 
onditions.

A te
hnique to modify a message appropriately is 
alled message modi�
ation, whi
h was �rstly

introdu
ed by Wang. Here we introdu
e an improved message modi�
ation te
hnique.

We 
all Wang's message modi�
ation the 
onventional message modi�
ation and use it to have

a \pre-
ollision", that is, a 
ollision from the �rst round to a restri
ted round. Then we use our

improved message modi�
ation to �nd a real 
ollision.

6.1 Conventional message modi�
ation.

First we des
ribe the 
onventional message modi�
ation. We note that in [14℄ and [15℄, this te
hnique

has been explained but not in detail.

In our pro
edure we use te
hnique of modifying fa

i;j

g instead of fm

i;j

g. When (a

0

; b

0

; 


0

; d

0

; e

0

)

is �xed, it is 
lear that (m

0

;m

1

; � � � ;m

15

) 
orresponds to (a

1

; a

2

; � � � ; a

16

) bije
tively, whi
h implies

that modi�
ation of fa

i;j

g is theoreti
ally equivalent to modi�
ation of fm

i;j

g in the 
ase of SHA-1.

In our method, the 
onventional message modi�
ation is used to �nd a 
ollision in �rst R rounds

for some R. The bound R is determined by the number of total rounds of a 
onsidered version of

SHA-1. We 
an take R = 23 in the 
ase of 58-round of SHA-1 and R = 26 in the 
ase of the full

SHA-1.

First we 
ompile a list of 
ontrolled relations and 
ontrol bits asso
iated to the �rst R-rounds.

The set of 
ontrolled relations 
onsists of advan
ed suÆ
ient 
onditions 
ontaining fm

i;j

g (i � 15)

and fa

i;j

g (i � 30). Control bits are determined for ea
h 
ontrolled relation. Control bits are 
hosen

among a

i;j

whi
h appears in a leading term or a term 'near' leading term in m

i;j

, where m

i;j

is


onsidered as a boolean fun
tion on a

i;j

's.

If a 
ontrolled relation is not satis�ed by a 
urrent message, we adjust the message by 
hanging

values of 
ontrol bits asso
iated to the 
ontrolled relation. In the list, 
ontrolled relations are listed

following the elimination order used in the Gaussian elimination. Ea
h 
ontrolled relation with 
ontrol

bits asso
iated to it is labeled by s

i

where i denotes the order in the list.

By using the above setting, a basi
 pro
edure for the 
onventional message modi�
ation is given

as follows.

Algorithm 1 (Conventional Message Modi�
ation) Pro
edures for message modi�
ation: Preset the

maximal number of trials M and the maximal round R.

1. Set r = 0.
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2. Generate (a

1

; a

2

; � � � ; a

16

) randomly.

3. Set i = 0.

4. In
rement i until the 
ontrolled relation r

i

of s

i

is not satis�ed. If all relations are satis�ed go to

�nal step. If r > M , give up and return to Step 2.

5. Adjust 
ontrol bits a

i;j

of s

i

so that 
orresponding 
ontrolled relation and suÆ
ient 
ondition on

fa

i;j

g hold. After adjusting, set i = 0 and r = r+1 and go to Step 3 and repeat the pro
ess until

all 
ontrolled relations hold.

6. If all 
ontrolled relations are satis�ed, 
he
k whether all suÆ
ient 
onditions on the message

fm

i;j

g and all suÆ
ient 
onditions on the 
haining variable fa

ij

g of 1-R round hold or not. If

they hold then �nish, otherwise return to the �rst step.

The most important issue is that 
hanging the 
ontrol bit a

i;j

may a�e
t the 
ontrolled relation

r

k

(k < i) of previous step. In su
h situation, we have to go ba
k to i = k and 
orre
t 
ontrolled

relations again.

By using the 
onventional message modi�
ation, we modify a message so that all suÆ
ient 
on-

ditions on the message fm

i;j

g and all suÆ
ient 
onditions on the 
haining variable fa

ij

g of �rst R

rounds hold.

6.2 Neutral bit, semi-neutral bit and adjuster

To adjust remaining 
onditions after R-round (R = 23 for the 58-round SHA-1 and R = 26 for the

full SHA-1), we use semi-neutral bits and adjusters de�ned below.

Assume that message 
onditions and some 
haining variable 
onditions are satis�ed. If 
hanging

some bit of 
haining variable does not a�e
t these 
onditions, the bit is 
alled a neutral bit, following

Wang's terminology. To adjust a message to satisfy remaining 
onditions, it is useful to use neutral

bits. But in the 
ase of SHA-1, there are not enough neutral bits. Here we introdu
e a notion of

semi-neutral bits, a generalization of neutral bits. Assume again that message 
onditions and some


haining variable 
onditions are satis�ed. If an e�e
t of 
hanging a bit of 
haining variable 
an be

easily eliminated so that all 
onditions previously satis�ed are satis�ed, we 
all the bit as a semi-

neutral bit. E�e
ts of 
hanging semi-neutral bits 
an be eliminated by 
ontrolling a little number of

bits. We 
all su
h bit an adjuster.

The 
hoi
e of a set of semi-neutral bits and adjusters is not unique. So we should 
hoose it

heuristi
ally.

6.3 Improved message modi�
ation to �nd 
ollisions of SHA-1

Using semi-neutral bits and adjusters, we 
onstru
t a more eÆ
ient algorithm to �nd 
ollisions of

SHA-1.

A new pro
edure to �nd 
ollisions of SHA-1 is as follows.

Algorithm 2 (Improved Message Modi�
ation for SHA-1) Pro
edures for message:

1. Generate (a

1

; a

2

; � � � ; a

16

) randomly.

2. Using the 
onventional message modi�
ation des
ribed in Algorithm 1, modify (a

1

; a

2

; � � � ; a

80

)

so that all message 
onditions and some 
haining variable 
onditions from the 17-th round to the

R-th round hold. If this step fails, return to Step 1.

3. If remaining 
haining variable 
onditions from the 17-th round to the R-th round are not satis�ed,

return to Step 1 and repair until all 
onditions are satis�ed (It 
an be satis�ed probabilisti
ally).

4. Change values of semi-neutral bits and adjusters and 
he
k whether 
haining variable 
onditions

from the R-th round to the �nal round are satis�ed.

5. Repeat all pro
edure above until all 
haining variable 
onditions are satis�ed.
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Remark 1. (1) In round 17-R, there are un
ontrolled relations. In the 
ase of our experiment on the

58-round SHA-1, there are 5 un
ontrolled relations where R = 23. In the 
ase of the full SHA-1, there

are 26 un
ontrolled relations where R = 26.

(2) As we show in Se
tion 8, in the 
ase of our experiment on the full SHA-1, we use 10 semi-

neutral bits and 8 adjusters. The pro
edure in Step 4 is equivalent to solve a system of polynomial

equations via suÆ
ient 
onditions with semi-neutral bits and adjusters as unknown variables. So we


an use Gr�obner basis te
hnique in Step 4. In Se
tion 6.4, we give algebrai
 des
ription for the above

algorithm related to Gr�obner basis and error-
orre
ting 
odes.

6.4 Algebrai
 Des
ription of Message Modi�
ation and the Relation to

Error-Corre
ting Codes

Here we give another point of view whi
h may be useful for further improvements.

Algebrai
 Des
ription of message modi�
ation. We 
an explain Algorithm 2 in terms of ideals

of a polynomial ring and Gr�obner basis. Here we 
onsider n-round SHA-1 (58 � n � 80).

Let F

2

[X℄ be a polynomial ring over F

2

with variables X

i;j

, i = 0; 1; : : : ; n and j = 0; 1; : : : ; 31.

Let J be an ideal in F

2

[X℄ generated by fX

2

i;j

+ X

i;j

g

i=0;1;:::;n;j=0;1;:::;31

and B

n

a quotient ring

F

2

[X℄=J . Note that B

n

represents the set of all boolean fun
tions with variables X

i;j

, i = 0; 1; : : : ; n

and j = 0; 1; : : : ; 31. For the simpli
ity of notation, we write an element in B

n

as f(X).

For a randomly taken (a

1

; a

2

; � � � ; a

16

) 2 (F

32

2

)

16

, a = fa

i;j

g

i=0;1;:::;n;j=0;1;:::;31

are determined.

We asso
iate this a to the ideal in B

n

generated by fX

i;j

+ a

i;j

g

i=0;1;:::;n;j=0;1;:::;31

. Sin
e m

i;j

is

determined by a

i;j

's, we may 
onsider those relations as fun
tions on a

i;j

's. Moreover, sin
e 
ontrolled

relations are equations via boolean fun
tions, they 
an be expressed as polynomials on a

i;j

's. So by

repla
ing a

i;j

by the variable X

i;j

, we may 
onsider 
ontrolled relations are equations in the form

f(X) = 0 where f 2 B

n

. Put g

i;j

= X

i;j

+ a

i;j

for ea
h i; j, let I be an ideal generated by g

i;j

's and

let (f

1

; f

2

; : : : ) an ordered set of polynomials asso
iated to the list of 
ontrolled relations. Controlled

relation and 
ontrol bits in the list are repla
ed by f

i

's and g

i;j

. We 
all f

i

a 
ontrol equation and we


all g

i;j


orresponding a 
ontrol bit a 
ontrol polynomial. Note that all 
ontrol relations f

i

are in a

subring F

2

[fX

i;j

g

i=0;1;:::;R;j=0;1;:::;31

℄ where R is determined by n, R = 23 when n = 58 and R = 26

when n = 80 for example.

Let T := ff

j

g be the set of all 
onditions in a table of advan
ed suÆ
ient 
onditions on whi
h


hanging semi-neutral bits a�e
t. Let N be the set of all semi-neutral bits and adjusters. Put P :=

f(i; j) j a

i;j

2 Ng and let I

2

be the ideal generated by all polynomials g

i;j

= X

i;j

+ a

i;j

for (i; j) 62 P

and let

�

B

n

a quotient ring B

n

=I

2

. For ea
h f

j

in T , let

�

f

j

be an equation f

j

mod I

2

and let T a

system of equations whi
h 
onsists of all

�

f

j

.

Then, Algorithm 2 is des
ribed as follows.

Algorithm 3 Pro
edures for message modi�
ation: Preset the maximal number of trials M and the


ontrol bound R.

1. Set r = 0 and generate (a

1

; a

2

; � � � ; a

16

) 2 (F

32

2

)

16

randomly.

2. Set i = 0.

3. In
rement i until f

i

6� 0 mod I. If all f

i

are 
ontained in I, go to Step 5. If r > M , give up and

return to Step 1.

4. For 
ontrol polynomials fg

j;l

g asso
iated to f

i

, repla
e appropriate g

j;l

(X

j;l

) by g

j;l

(X

j;l

+1) in I

to satisfy f

i

� 0 mod I. After adjusting, set r = r + 1 and return to Step 2.

5. If f � 0 mod I for all polynomial f(X) asso
iated to suÆ
ient 
onditions till R round, go to

Step 6. Otherwise, return to Step 1.

6. Solve a system of equations T in R

2

by using Gr�obner basis algorithm.

7. Che
k whether a modi�ed message yields 
ollision or not. If it does not generate 
ollision, return

to Step 1. If it generates 
ollision, �nish.
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Note that in the above algorithm, an ideal I is repla
ed by a new one in Step 2. We also remark

that in a system of polynomial equation 
onsidered in Step 6 in the above algorithm, most of equations


oming from 
ontrolled relations are trivial, that is,

�

f

i

� 0 in R

2

.

Relation between message modi�
ation and de
oding of error-
orre
ting 
odes. Let S

be the set of all points in F =

�

F

32

2

�

16

satisfying advan
ed suÆ
ient 
onditions on fa

i;j

g. Note

that S is a non-linear subset of F be
ause there are non-linear 
onditions. Then, for a given a 2 F

whi
h is not ne
essarily 
ontained in S, to �nd an element in S by modifying a is analogous to

a de
oding problem in error-
orre
ting 
odes. Hen
e, a 
onventional message modi�
ation and a

proposed improved message modi�
ation in
luding 
hanging semi-neutral bits 
an be viewed as an

error-
orre
ting pro
ess for a non-linear 
ode S in F . More pre
isely, for a non-linear 
ode S in F ,

an error-
orre
tion 
an be a
hieved by manipulating 
ontrol bits and semi-neutral bits.

7 Analysis of the 58-round SHA-1 based on our method

In the 
ase of the 58-round SHA-1, the 
onventional message modi�
ation (Step 2 in Algorithm 2) is

applied to 1-23 round.

The 
omplexity of the atta
k for the 58-round SHA-1 is given as follows. After Step 2, there are 5

un
ontrolled relations in round 17-23. So the probability that output of Step 2 pass the test in Step 3

is 1=2

5

. For after 23-round, there are 29 remaining 
onditions. To adjust these 29 
onditions, we use 21

semi-neutral bits and 16 adjusters. Hen
e the total 
omplexity is improved to 2

5

+2

29�21

� 2

8

message

modi�
ations(equivalent to 2

31

SHA-1 
omputation with our latest implementation, experimentally),

whereas Wang's method needs 2

34

SHA-1 
omputation.

Here we show the result on 58-round SHA-1.

Disturban
e ve
tor and Message di�erential path. We start from the disturban
e ve
tor whi
h

is the same as the one Wang gave. (Of 
ourse, our method is appli
able to other disturban
e ve
tors.)

Then we 
onstru
t a di�erential asso
iated to the disturban
e ve
tor. Constru
ted one is the same

one as Wang obtained in [11℄. Expli
it form of the di�erential is given in Table 2.

SuÆ
ient 
onditions, the result of Gaussian elimination, 
ontrol bits and 
ontrolled

relations. We show suÆ
ient 
onditions on 58-round SHA-1 (Table 3), the result of Gaussian elimi-

nations, a table of 
ontrol bits and 
ontrolled relations (Table 4, 5), and advan
ed suÆ
ient 
onditions

(Table 6) in the following pages. In the following table,

{ 'a' means a

i;j

= a

i�1;j

,

{ 'A' means a

i;j

= a

i�1;j

+ 1,

{ 'b' means a

i;j

= a

i�1;(j+2 mod 32)

,

{ 'B' means a

i;j

= a

i�1;(j+2 mod 32)

+ 1,

{ '
' means a

i;j

= a

i�2;(j+2 mod 32)

{ 'C' means a

i;j

= a

i�2;(j+2 mod 32)

+ 1.

{ 'L' means the leading term of 
ontrolled relation of Table 9, 10, 11 and 12.

{ 'w', 'W': adjust a

i;j

so that m

i+1;j

= 0; 1, respe
tively.

{ 'v', 'V': adjust a

i;j

so that m

i;(j+27 mod 32)

= 0; 1, respe
tively.

{ 'h': adjust a

i;j

so that 
orresponding 
ontrolled relation in
luding m

i+1;j

as leading term holds.

{ 'r' means to adjust a

i;j

so that 
orresponding 
ontrolled relation in
luding

m

i;(j+27 mod 32)

as leading term holds.

{ 'x', 'y': adjust a

i+1;j�1

, a

i;j�1

so that m

i;j

= 0, respe
tively.

{ 'X', 'Y': adjust a

i+1;j�1

, a

i;j�1

so that m

i;j

= 1, respe
tively.

{ 'N': semi-neutral bit.
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i �

+

m

i

�

�

m

i

�

+

a

i

�

�

a

i

58 4 0 0 0

57 0 0 0 0

56 0 0 0 0

55 0 0 0 0

54 0 0 0 0

53 0 0 0 0

52 0 0 0 0

51 0 0 0 0

50 0 0 0 0

49 0 0 0 0

48 0 0 0 0

47 80000000 0 0 0

46 0 80000000 0 0

45 0 0 0 0

44 0 80000002 0 0

43 0 40 2 0

42 0 80000000 0 0

41 0 40 2 0

40 0 80000000 0 0

39 80000000 40 2 0

38 0 0 0 0

37 40 80000000 0 2

36 0 80000002 0 0

35 80000000 0 0 0

34 80000000 2 0 0

33 40 0 0 2

32 0 2 0 0

31 2 40000000 0 0

30 40000002 40 2 0

29 2 40000040 2 0

i �

+

m

i

�

�

m

i

�

+

a

i

�

�

a

i

28 1 80000000 0 0

27 42 40000020 0 1

26 40000041 80000002 0 2

25 0 40000002 0 0

24 1 0 0 0

23 2 
0000020 1 0

22 80000041 40000002 0 2

21 40000040 2 0 2

20 0 3 0 0

19 40000000 22 1 0

18 
0000002 41 2 0

17 40000002 40 2 0

16 80000001 0 0 0

15 20000000 60 1 0

14 20000001 0 0 0

13 80000040 0 0 2

12 0 a0000000 0 0

11 40000000 a0000052 102 80000000

10 40000040 0 0 0

9 40000040 12 8003�00 40002

8 3 0 1fe0000 2000000

7 0 20 209 100180

6 80000001 0 1008000 4000

5 0 60000002 10100600 08080801

4 e0000040 2 8012 4024

3 20000000 40 201 0

2 20000000 40000043 80000014 60000002

1 40000020 20000012 40000000 20000000

0 20000000 0 0 0

Table 2. fm

i

g and fa

i

g of di�erential of 58-round SHA-1
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message

variable 31 - 24 23 - 16 15 - 8 8 - 0

m

0

--0----- -------- -------- --------

m

1

-01----- -------- -------- --01--1-

m

2

-10----- -------- -------- -1----11

m

3

--0----- -------- -------- -1------

m

4

000----- -------- -------- -0----1-

m

5

-11----- -------- -------- ------1-

m

6

0------- -------- -------- -------0

m

7

-------- -------- -------- --1-----

m

8

-------- -------- -------- ------00

m

9

-0------ -------- -------- -0-1--1-

m

10

-0------ -------- -------- -0------

m

11

101----- -------- -------- -1-1--1-

m

12

1-1----- -------- -------- --------

m

13

0------- -------- -------- -0------

m

14

--0----- -------- -------- -------0

m

15

--0----- -------- -------- -11-----

m

16

0------- -------- -------- -------0

m

17

-0------ -------- -------- -1----0-

m

18

00------ -------- -------- -1----01

m

19

-0------ -------- -------- --1---1-

m

20

-------- -------- -------- ------11

m

21

-0------ -------- -------- -0----1-

m

22

01------ -------- -------- -0----10

m

23

11------ -------- -------- --1---0-

m

24

-------- -------- -------- -------0

m

25

-1------ -------- -------- ------1-

m

26

10------ -------- -------- -0----10

m

27

-1------ -------- -------- -01---0-

m

28

1------- -------- -------- -------0

m

29

-1------ -------- -------- -1----0-

m

30

-0------ -------- -------- -1----0-

m

31

-1------ -------- -------- ------0-

m

32

-------- -------- -------- ------1-

m

33

-------- -------- -------- -0------

m

34

0------- -------- -------- ------1-

m

35

0------- -------- -------- --------

m

36

1------- -------- -------- ------1-

m

37

1------- -------- -------- -0------

m

38

-------- -------- -------- --------

m

39

0------- -------- -------- -1------

m

40

1------- -------- -------- --------

m

41

-------- -------- -------- -1------

m

42

1------- -------- -------- --------

m

43

-------- -------- -------- -1------

m

44

1------- -------- -------- ------1-

m

45

-------- -------- -------- --------

m

46

1------- -------- -------- --------

m

47

0------- -------- -------- --------

m

i

(i � 48) -------- -------- -------- --------


haining

variable 31 - 24 23 - 16 15 - 8 8 - 0

a

0

01100111 01000101 00100011 00000001

a

1

101----- -------- -------- -1-a10aa

a

2

01100--- ------0- ----a--- 1--00010

a

3

0010---- -10---1a ------0- 0a-1a0-0

a

4

11010--- -01----- 01aaa--- 0-10-100

a

5

10-01a-- -1-01-aa --00100- 0---01-1

a

6

11--0110 -a-1001- 01100010 1-a111-1

a

7

-1--1110 a1a1111- -101-001 1---0-10

a

8

-0----10 0000000a a001a1-- 100-0-1-

a

9

00------ 11000100 00000000 101-1-1-

a

10

0-1----- 11111011 11100000 00--0-1-

a

11

1-0----- -------1 01111110 11----0-

a

12

0-1----- -------- -------- -1--a---

a

13

1-0----- -------- -------- -1---01-

a

14

1------- -------- -------- -1---1--

a

15

0------- -------- -------- ----0--0

a

16

-1------ -------- -------- ----a---

a

17

-0------ -------- -------- ----100-

a

18

1-1----- -------- -------- -----00-

a

19

-------- -------- -------- -------0

a

20

-C------ -------- -------- ----A---

a

21

-b------ -------- -------- ----a-1-

a

22

-------- -------- -------- -----A1-

a

23

-------- -------- -------- -------0

a

24

-
------ -------- -------- --------

a

25

-B------ -------- -------- ----a---

a

26

-------- -------- -------- -----A1-

a

27

-------- -------- -------- -------1

a

28

-
------ -------- -------- ----A---

a

29

-B------ -------- -------- ----A-0-

a

30

-------- -------- -------- ------0-

a

31

-------- -------- -------- --------

a

32

-------- -------- -------- ----A---

a

33

-------- -------- -------- ------1-

a

34

-------- -------- -------- --------

a

35

-------- -------- -------- --------

a

36

-------- -------- -------- ----A---

a

37

-------- -------- -------- ------1-

a

38

-------- -------- -------- ----A---

a

39

B------- -------- -------- ------0-

a

40

C------- -------- -------- ----A---

a

41

B------- -------- -------- ------0-

a

42

C------- -------- -------- ----A---

a

43

B------- -------- -------- ------0-

a

44

C------- -------- -------- --------

a

45

B------- -------- -------- --------

a

i

(i � 46) -------- -------- -------- --------

Table 3. SuÆ
ient 
ondition on fm

ij

g and fa

i;j

g of 58-round SHA-1
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{ 'q' : adjust a

i;j

so that relations after 17-round hold.

In this 
ase, the set of bits 
orresponding to 'q' is exa
tly same to the set of adjusters.

The result of Gaussian elimination is as follows.

m

15;31

= 1, m

15;30

= 1, m

15;29

= 0, m

15;28

+m

10;28

+m

8;29

+m

7;29

+m

4;28

+m

2;28

= 1,

m

15;27

+m

14;25

+m

12;28

+m

12;26

+m

10;28

+m

9;27

+m

9;25

+m

8;29

+m

8;28

+m

7;28

+m

7;27

+m

6;26

+m

5;28

+m

4;26

+m

3;25

+m

2;28

+

m

1;25

+m

0;28

= 1,

m

15;26

+m

10;28

+m

10;26

+m

8;28

+m

8;27

+m

7;27

+m

6;29

+m

5;27

+m

4;26

+m

2;27

+m

2;26

+m

0;27

= 1,

m

15;25

+m

11;28

+m

10;27

+m

10;25

+m

9;28

+m

8;27

+m

8;26

+m

7;26

+m

6;29

+m

6;28

+m

5;26

+m

4;25

+m

3;28

+m

2;28

+m

2;26

+m

2;25

+

m

1;28

+m

0;28

+m

0;26

= 0,

m

15;24

+m

12;28

+m

11;27

+m

10;26

+m

10;24

+m

9;28

+m

9;27

+m

8;29

+m

8;26

+m

8;25

+m

7;25

+m

6;29

+m

6;28

+m

6;27

+m

5;25

+m

4;28

+

m

4;24

+m

3;28

+m

3;27

+m

2;27

+m

2;25

+m

2;24

+m

1;28

+m

1;27

+m

0;27

+m

0;25

= 1,

m

15;23

+ m

12;28

+ m

12;27

+ m

11;26

+ m

10;25

+ m

10;23

+ m

9;27

+ m

9;26

+ m

8;28

+ m

8;25

+ m

8;24

+ m

7;29

+ m

7;24

+ m

6;28

+ m

6;27

+

m

6;26

+m

5;24

+m

4;27

+m

4;23

+m

3;27

+m

3;26

+m

2;26

+m

2;24

+m

2;23

+m

1;27

+m

1;26

+m

0;26

+m

0;24

= 1,

m

15;22

+m

14;25

+m

12;28

+m

12;27

+m

11;25

+m

10;27

+m

10;24

+m

10;22

+m

9;28

+m

9;27

+m

9;26

+m

8;27

+m

8;24

+m

8;23

+m

7;28

+m

7;27

+

m

7;23

+m

6;27

+m

6;25

+m

5;23

+m

4;28

+m

4;27

+m

4;22

+m

3;26

+m

2;28

+m

2;27

+m

2;25

+m

2;23

+m

2;22

+m

1;26

+m

0;25

+m

0;23

= 0,

m

15;6

= 1, m

15;5

= 1, m

15;4

+m

12;5

+m

10;4

+m

4;5

+m

4;4

+m

2;5

+m

2;4

= 1,

m

15;3

+m

12;2

+m

10;2

+m

8;3

+m

7;3

+m

7;2

+m

5;3

+m

4;2

+m

3;4

+m

3;2

+m

2;3

+m

2;2

+m

1;2

+m

0;3

= 0,

m

15;2

+m

12;5

+m

11;5

+m

10;4

+m

10;2

+m

8;4

+m

8;3

+m

7;3

+m

5;5

+m

5;3

+m

4;5

+m

4;2

+m

2;5

+m

2;3

+m

2;2

+m

0;3

= 1,

m

15;1

+m

12;5

+ m

11;3

+m

11;2

+ m

10;4

+m

10;2

+ m

9;2

+m

8;3

+m

8;2

+ m

5;4

+ m

4;5

+ m

4;4

+m

4;0

+ m

3;31

+ m

3;4

+m

3;2

+ m

2;5

+

m

2;4

+m

2;3

+m

1;31

+m

0;3

= 0,

m

15;0

+m

1;0

= 1, m

14;31

= 0, m

14;30

= 1, m

14;29

= 0, m

14;28

+m

9;28

+m

6;29

+m

3;28

+m

1;28

= 0,

m

14;27

+m

12;28

+m

9;27

+m

7;29

+m

6;28

+m

4;28

+m

3;27

+m

1;27

= 0,

m

14;26

+m

12;27

+m

10;28

+m

9;28

+m

9;26

+m

7;28

+m

6;27

+m

4;28

+m

4;27

+m

3;26

+m

2;28

+m

1;26

= 1,

m

14;24

+ m

12;27

+ m

12;25

+ m

11;28

+ m

10;27

+ m

10;26

+ m

9;26

+ m

9;24

+ m

8;29

+ m

7;26

+ m

6;29

+ m

6;25

+ m

5;28

+ m

4;28

+ m

4;26

+

m

4;25

+m

3;28

+m

3;24

+m

2;26

+m

1;24

+m

0;28

= 0,

m

14;23

+ m

12;26

+ m

12;24

+ m

11;27

+ m

10;26

+ m

10;25

+ m

9;28

+ m

9;25

+ m

9;23

+ m

8;28

+ m

7;25

+ m

6;28

+ m

6;24

+ m

5;27

+ m

4;27

+

m

4;25

+m

4;24

+m

3;28

+m

3;27

+m

3;23

+m

2;25

+m

1;28

+m

1;23

+m

0;27

= 1,

m

14;22

+m

13;20

+m

12;25

+m

12;24

+m

12;23

+m

11;28

+m

11;23

+m

11;21

+m

10;27

+m

9;26

+m

9;24

+m

9;23

+m

8;29

+m

8;27

+m

8;26

+

m

8;25

+m

8;22

+m

8;20

+m

7;26

+m

7;25

+m

6;29

+m

6;23

+m

6;22

+m

5;28

+m

5;25

+m

5;21

+m

4;28

+m

4;26

+m

4;25

+m

4;23

+m

3;28

+

m

3;24

+m

3;21

+m

2;26

+m

2;20

+m

1;24

+m

0;28

+m

0;25

+m

0;20

= 1,

m

14;21

+m

12;27

+m

12;24

+m

12;22

+m

11;25

+m

10;28

+m

10;27

+m

10;24

+m

10;23

+m

9;28

+m

9;26

+m

9;23

+m

9;21

+m

8;29

+m

8;26

+

m

7;29

+m

7;28

+m

7;23

+m

6;29

+m

6;26

+m

6;22

+m

5;25

+m

4;28

+m

4;27

+m

4;25

+m

4;23

+m

4;22

+m

3;26

+m

3;25

+m

3;21

+m

2;28

+

m

2;23

+m

1;26

+m

1;21

+m

0;25

= 0,

m

14;20

+m

12;26

+m

12;23

+m

12;21

+m

11;28

+m

11;24

+m

10;28

+m

10;27

+m

10;26

+m

10;23

+m

10;22

+m

9;27

+m

9;25

+m

9;22

+m

9;20

+

m

8;28

+m

8;25

+m

7;28

+m

7;27

+m

7;22

+m

6;29

+m

6;28

+m

6;25

+m

6;21

+m

5;24

+m

4;27

+m

4;26

+m

4;24

+m

4;22

+m

4;21

+m

3;28

+

m

3;25

+m

3;24

+m

3;20

+m

2;27

+m

2;22

+m

1;25

+m

1;20

+m

0;28

+m

0;24

+m

47;31

= 1,

m

14;5

+m

8;5

+m

6;5

= 1,

m

14;4

+m

12;5

+m

11;3

+m

11;2

+m

10;4

+m

10;3

+m

10;2

+m

10;1

+m

9;2

+m

8;5

+m

7;2

+m

6;5

+m

6;4

+m

5;4

+m

5;2

+m

4;5

+m

4;4

+

m

4;0

+m

3;31

+m

3;4

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+m

1;31

+m

0;4

+m

0;3

+m

0;2

= 1,

m

14;3

+m

11;3

+m

11;2

+m

8;2

+m

7;4

+m

7;2

+m

7;1

+m

6;2

+m

5;3

+m

4;0

+m

3;3

+m

2;2

+m

1;31

+m

1;3

= 0,

m

14;2

+m

12;5

+m

12;3

+m

10;4

+m

9;2

+m

7;4

+m

6;3

+m

4;5

+m

4;4

+m

4;3

+m

3;2

+m

2;5

+m

2;4

+m

1;2

= 1,

m

14;1

+m

12;4

+m

11;2

+m

10;2

+m

9;3

+m

8;3

+m

7;2

+m

6;2

+m

5;5

+m

5;2

+m

4;4

+m

3;31

+m

3;4

+m

3;2

+m

3;1

+m

2;4

+m

2;3

+m

0;3

= 0,

m

14;0

= 0, m

13;31

= 0, m

13;30

= 0, m

13;29

+m

8;29

= 0, m

13;28

+m

8;28

+m

2;28

+m

0;28

= 0,

m

13;27

+m

11;28

+m

8;29

+m

8;27

+m

6;29

+m

5;28

+m

3;28

+m

2;27

+m

0;27

= 1,

m

13;26

+m

11;27

+m

9;28

+m

8;28

+m

8;26

+m

6;28

+m

5;27

+m

3;28

+m

3;27

+m

2;26

+m

1;28

+m

0;26

= 1,

m

13;24

+m

12;28

+m

11;27

+m

11;25

+m

10;28

+m

9;27

+m

9;26

+m

8;29

+m

8;26

+m

8;24

+m

7;29

+m

7;28

+m

6;26

+m

5;25

+m

4;28

+m

3;28

+

m

3;26

+m

3;25

+m

2;28

+m

2;24

+m

1;28

+m

1;26

+m

0;24

= 0,

m

13;23

+ m

12;27

+ m

11;26

+ m

11;24

+ m

10;28

+ m

10;27

+ m

9;26

+ m

9;25

+ m

8;29

+ m

8;28

+ m

8;25

+ m

8;23

+ m

7;29

+ m

7;28

+ m

7;27

+

m

6;25

+m

5;28

+m

5;24

+m

4;28

+m

4;27

+m

3;27

+m

3;25

+m

3;24

+m

2;27

+m

2;23

+m

1;27

+m

1;25

+m

0;28

+m

0;23

= 0,

m

13;22

+m

12;26

+m

11;28

+m

11;25

+m

11;23

+m

10;27

+m

10;26

+m

9;28

+m

9;25

+m

9;24

+m

8;28

+m

8;27

+m

8;24

+m

8;22

+m

7;28

+

m

7;27

+m

7;26

+m

6;29

+m

6;24

+m

5;28

+m

5;27

+m

5;23

+m

4;27

+m

4;26

+m

3;28

+m

3;26

+m

3;24

+m

3;23

+m

2;28

+m

2;26

+m

2;22

+
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m

1;26

+m

1;24

+m

0;28

+m

0;27

+m

0;22

= 1,

m

13;6

= 0, m

13;5

+m

12;5

+m

5;5

+m

4;5

+m

2;5

= 0,

m

13;4

+m

12;5

+m

11;2

+m

10;4

+m

7;4

+m

5;4

+m

5;3

+m

5;2

+m

4;5

+m

4;4

+m

3;31

+m

2;5

+m

2;4

+m

2;2

+m

1;2

= 0,

m

13;3

+m

8;3

+m

5;4

+m

3;4

+m

2;3

+m

0;3

= 0,

m

13;2

+m

10;3

+m

10;2

+m

10;1

+m

9;2

+m

8;2

+m

7;4

+m

7;2

+m

4;0

+m

3;4

+m

3;3

+m

3;2

+m

2;3

+m

2;2

+m

1;31

+m

1;2

+m

0;3

= 0,

m

13;1

+m

10;2

+m

9;3

+m

8;3

+m

7;4

+m

7;2

+m

6;2

+m

5;3

+m

5;2

+m

4;0

+m

3;4

+m

3;2

+m

2;3

+m

2;2

+m

1;31

+m

0;3

= 0,

m

13;0

+m

1;31

= 1, m

12;31

= 1, m

12;30

= 0, m

12;29

= 1,

m

12;0

+m

4;0

+m

3;0

+m

1;31

+m

1;0

= 0, m

11;31

= 1, m

11;30

= 0, m

11;29

= 1, m

11;6

= 1, m

11;4

= 1, m

11;1

= 1,

m

11;0

+m

1;31

= 0, m

10;31

= 0, m

10;30

= 0, m

10;29

= 0, m

10;6

= 0, m

10;5

+m

4;5

+m

2;5

= 0,

m

10;0

+m

4;0

+m

1;0

= 0, m

9;31

+m

3;31

+m

3;0

+m

1;0

= 1, m

9;30

= 0, m

9;29

= 1, m

9;6

= 0,

m

9;5

+m

8;5

+m

6;5

+m

3;5

= 0, m

9;4

= 1, m

9;1

= 1, m

9;0

+m

3;0

+m

1;0

= 0, m

8;31

= 0, m

8;30

= 1, m

8;1

= 0,

m

8;0

= 0, m

7;31

+m

3;31

+m

1;31

+m

1;0

= 0, m

7;30

= 1, m

7;5

= 1, m

7;0

+m

3;0

= 0, m

6;31

= 0, m

6;30

= 0, m

6;0

= 0,

m

5;31

+m

3;31

= 0, m

5;30

= 1, m

5;29

= 1, m

5;1

= 1, m

5;0

+m

3;0

+m

1;31

= 1, m

4;31

= 0, m

4;30

= 0, m

4;29

= 0,

m

4;6

= 0, m

4;1

= 1, m

3;30

= 1, m

3;29

= 0, m

3;6

= 1, m

2;31

= 0, m

2;30

= 1, m

2;29

= 0, m

2;6

= 1, m

2;1

= 1,

m

2;0

= 1, m

1;30

= 0, m

1;29

= 1, m

1;5

= 0, m

1;4

= 1, m

1;1

= 1, m

0;31

= 0, m

0;30

= 0, m

0;29

= 0

The result of the Conventional Message Modi�
ation After Step 2 in Algorithm 2, still 34


onditions remain as listed below:

a

17;3

= 1; a

17;2

= 0; a

17;1

= 0; a

26;1

= 1; a

27;0

= 1; a

29;1

= 0; a

30;1

= 0; a

33;1

= 1; a

37;1

= 1; a

39;1

=

0; a

41;1

= 0; a

43;1

= 0; a

20;30

+ a

18;0

= 1; a

21;30

+ a

20;0

= 0; a

24;30

+ a

22;0

= 0; a

25;30

+ a

24;0

=

1; a

25;3

+a

24;3

= 0; a

26;2

+a

25;2

= 1; a

28;30

+a

26;0

= 0; a

28;3

+a

27;3

= 1; a

29;30

+a

28;0

= 1; a

29;3

+a

28;3

=

1; a

32;3

+ a

31;3

= 1; a

36;3

+ a

35;3

= 1; a

38;3

+ a

37;3

= 1; a

39;31

+ a

38;1

= 1; a

40;3

+ a

39;3

= 1; a

40;31

+

a

38;1

= 1; a

41;31

+ a

40;1

= 1; a

42;31

+ a

40;1

= 1; a

43;31

+ a

42;1

= 1; a

42;3

+ a

41;3

= 1; a

44;31

+ a

42;1

=

1; a

45;31

+ a

44;1

= 1:

Among the above 
onditions, there are �ve 
onditions a

17;3

= 1, a

17;2

= 0, a

17;1=0

, a

20;30

+a

18;0

=

1, a

21;30

+a

20;0

= 0 whi
h are related to only �rst 23 rounds. The probability that these �ve 
onditions

are satis�ed after the 
onventional message modi�
ation (Step 2 of Algorithm 2) is 1=2

5

. For other

29 
onditions, we adjust by using 21 semi-neutral bits and 11 adjusters after Step 3 in Algorithm 2.

New Collisions New 
ollisions we found are listed in the following.

m = 0x1ead6636319fe59e4ea7dd
b
79616420ad9523af98f28db0ad135d0e4d62ae


6
2da52
3
7160b606e
74b2b02d545ebdd9e4663f1563194f497592dd1506f9

m

0

= 0x3ead6636519fe5a
2ea7dd88e7961602ead95278998f28d98ad135d1e4d62a



6
2da52f7
7160e446e
74f2502d540
1dd9e466bf1563596f497593fd150699

m = 0x16507a963da18
5f4195d14bd55695ea0
b08092f79649bb0717a22658
119f


5a36
1f8b960383b08929187ae9842fab690d8710452419d585d012ed
af0278

m

0

= 0x36507a965da18
6d2195d108f55695aae
b080d0979649b98717a22758
119d


5a36
1fbf9603869489291
74e9842a81690d871845241dd785d012ff
af0218

m = 0x1eae299630efe
5e5d2
494b573f8eea11ef20b27b4fbd1b0713f0585a1e1bbe

6d332488a82958be0a108f32a67a37dabeab1d0
2
8e
4bd4b947b3

d389b6d

m

0

= 0x3eae299650efe
6
3d2
4908773f8eaaf1ef20f01b4fbd198713f0595a1e1b9e

6d33248be82958e
4a108f72467a37881eab1d0
a
8e
4fd6b947b3ded389b0d



14

Control Control Controlled relation r

i

sequen
e bit

s

i

b

i

s

124

a

16;7

; a

15;9

; a

14;9

a

23;0

= 0

s

123

a

16;9

a

22;2

+ a

21;2

= 1

s

122

a

16;13

; a

15;15

; a

15;12

; a

15;11

a

22;1

= 1

s

121

a

16;10

a

21;3

+m

20;3

= 0

s

120

a

16;8

a

21;1

= 1

s

119

a

16;15

; a

16;20

a

20;3

+m

19;3

= 1

s

118

a

16;17

a

19;0

= 0

s

117

a

16;21

a

18;31

= 1

s

116

a

16;19

a

18;29

= 1

s

115

a

13;4

a

18;2

= 0

s

114

a

13;3

a

18;1

= 0

s

113

a

14;15

a

17;30

= 0

s

112

a

16;31

m

15;31

= 1

s

111

a

16;29

m

15;29

= 0

s

110

a

16;28

m

15;28

+m

10;28

+m

8;29

+m

7;29

+m

4;28

+m

2;28

= 1

s

109

a

16;27

; a

13;28

m

15;27

+m

14;25

+m

12;28

+m

12;26

+m

10;28

+m

9;27

+m

9;25

+m

8;29

+

m

8;28

+m

7;28

+m

7;27

+m

6;26

+m

5;28

+m

4;26

+m

3;25

+m

2;28

+m

1;25

+

m

0;28

= 1

s

108

a

16;26

m

15;26

+m

10;28

+m

10;26

+m

8;28

+m

8;27

+m

7;27

+m

6;29

+m

5;27

+

m

4;26

+m

2;27

+m

2;26

+m

0;27

= 1

s

107

a

16;25

m

15;25

+m

11;28

+m

10;27

+m

10;25

+m

9;28

+m

8;27

+m

8;26

+m

7;26

+

m

6;29

+m

6;28

+m

5;26

+m

4;25

+m

3;28

+m

2;28

+m

2;26

+m

2;25

+m

1;28

+

m

0;28

+m

0;26

= 0

s

106

a

16;24

m

15;24

+m

12;28

+m

11;27

+m

10;26

+m

10;24

+m

9;28

+m

9;27

+m

8;29

+

m

8;26

+m

8;25

+m

7;25

+m

6;29

+m

6;28

+m

6;27

+m

5;25

+m

4;28

+m

4;24

+

m

3;28

+m

3;27

+m

2;27

+m

2;25

+m

2;24

+m

1;28

+m

1;27

+m

0;27

+m

0;25

= 1

s

105

a

16;23

m

15;23

+m

12;28

+m

12;27

+m

11;26

+m

10;25

+m

10;23

+m

9;27

+m

9;26

+

m

8;28

+m

8;25

+m

8;24

+m

7;29

+m

7;24

+m

6;28

+m

6;27

+m

6;26

+m

5;24

+

m

4;27

+m

4;23

+m

3;27

+m

3;26

+m

2;26

+m

2;24

+m

2;23

+m

1;27

+m

1;26

+

m

0;26

+m

0;24

= 1

s

104

a

16;22

m

15;22

+m

14;25

+m

12;28

+m

12;27

+m

11;25

+m

10;27

+m

10;24

+m

10;22

+

m

9;28

+m

9;27

+m

9;26

+m

8;27

+m

8;24

+m

8;23

+m

7;28

+m

7;27

+m

7;23

+

m

6;27

+m

6;25

+m

5;23

+m

4;28

+m

4;27

+m

4;22

+m

3;26

+m

2;28

+m

2;27

+

m

2;25

+m

2;23

+m

2;22

+m

1;26

+m

0;25

+m

0;23

= 0

s

103

a

16;6

m

15;6

= 1

s

102

a

16;5

m

15;5

= 1

s

101

a

16;4

m

15;4

+m

12;5

+m

10;4

+m

4;5

+m

4;4

+m

2;5

+m

2;4

= 1

s

100

a

16;2

m

15;2

+m

12;5

+m

11;5

+m

10;4

+m

10;2

+m

8;4

+m

8;3

+m

7;3

+m

5;5

+

m

5;3

+m

4;5

+m

4;2

+m

2;5

+m

2;3

+m

2;2

+m

0;3

= 1

s

99

a

16;1

m

15;1

+m

12;5

+m

11;3

+m

11;2

+m

10;4

+m

10;2

+m

9;2

+m

8;3

+m

8;2

+

m

5;4

+m

4;5

+m

4;4

+m

4;0

+m

3;31

+m

3;4

+m

3;2

+m

2;5

+m

2;4

+m

2;3

+

m

1;31

+m

0;3

= 0

s

98

a

16;0

m

15;0

+m

1;0

= 1

s

97

a

15;30

m

15;3

+m

12;2

+m

10;2

+m

8;3

+m

7;3

+m

7;2

+m

5;3

+m

4;2

+m

3;4

+

m

3;2

+m

2;3

+m

2;2

+m

1;2

+m

0;3

= 0

s

96

a

15;25

m

15;30

= 1

s

95

a

14;26

m

14;31

= 0

s

94

a

14;25

m

14;30

= 1

s

93

a

15;29

m

14;29

= 0

s

92

a

15;28

m

14;28

+m

9;28

+m

6;29

+m

3;28

+m

1;28

= 0

s

91

a

15;27

m

14;27

+m

12;28

+m

9;27

+m

7;29

+m

6;28

+m

4;28

+m

3;27

+m

1;27

= 0

s

90

a

15;26

m

14;26

+m

12;27

+m

10;28

+m

9;28

+m

9;26

+m

7;28

+m

6;27

+m

4;28

+

m

4;27

+m

3;26

+m

2;28

+m

1;26

= 1

s

89

a

15;24

m

14;24

+m

12;27

+m

12;25

+m

11;28

+m

10;27

+m

10;26

+m

9;26

+m

9;24

+

m

8;29

+m

7;26

+m

6;29

+m

6;25

+m

5;28

+m

4;28

+m

4;26

+m

4;25

+m

3;28

+

m

3;24

+m

2;26

+m

1;24

+m

0;28

= 0

s

88

a

15;23

m

14;23

+m

12;26

+m

12;24

+m

11;27

+m

10;26

+m

10;25

+m

9;28

+m

9;25

+

m

9;23

+m

8;28

+m

7;25

+m

6;28

+m

6;24

+m

5;27

+m

4;27

+m

4;25

+m

4;24

+

m

3;28

+m

3;27

+m

3;23

+m

2;25

+m

1;28

+m

1;23

+m

0;27

= 1

s

87

a

15;22

m

14;22

+m

13;20

+m

12;25

+m

12;24

+m

12;23

+m

11;28

+m

11;23

+m

11;21

+

m

10;27

+ m

9;26

+ m

9;24

+ m

9;23

+ m

8;29

+ m

8;27

+ m

8;26

+ m

8;25

+

m

8;22

+m

8;20

+m

7;26

+m

7;25

+m

6;29

+m

6;23

+m

6;22

+m

5;28

+m

5;25

+

m

5;21

+m

4;28

+m

4;26

+m

4;25

+m

4;23

+m

3;28

+m

3;24

+m

3;21

+m

2;26

+

m

2;20

+m

1;24

+m

0;28

+m

0;25

+m

0;20

= 1

s

86

a

15;21

m

14;21

+m

12;27

+m

12;24

+m

12;22

+m

11;25

+m

10;28

+m

10;27

+m

10;24

+

m

10;23

+m

9;28

+m

9;26

+m

9;23

+m

9;21

+m

8;29

+m

8;26

+m

7;29

+m

7;28

+

m

7;23

+m

6;29

+m

6;26

+m

6;22

+m

5;25

+m

4;28

+m

4;27

+m

4;25

+m

4;23

+

m

4;22

+m

3;26

+m

3;25

+m

3;21

+m

2;28

+m

2;23

+m

1;26

+m

1;21

+m

0;25

= 0

s

85

a

15;20

m

14;20

+m

12;26

+m

12;23

+m

12;21

+m

11;28

+m

11;24

+m

10;28

+m

10;27

+

m

10;26

+m

10;23

+m

10;22

+m

9;27

+m

9;25

+m

9;22

+m

9;20

+m

8;28

+

m

8;25

+m

7;28

+m

7;27

+m

7;22

+m

6;29

+m

6;28

+m

6;25

+m

6;21

+m

5;24

+

m

4;27

+m

4;26

+m

4;24

+m

4;22

+m

4;21

+m

3;28

+m

3;25

+m

3;24

+m

3;20

+

m

2;27

+m

2;22

+m

1;25

+m

1;20

+m

0;28

+m

0;24

+m

47;31

= 1

Table 4. Control bit and 
ontrolled relations of 58-round SHA-1 (I)
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Control Control

sequen
e bit Controlled relation r

i

s

i

b

i

s

84

a

15;5

m

14;5

+m

8;5

+m

6;5

= 1

s

83

a

15;4

m

14;4

+m

12;5

+m

11;3

+m

11;2

+m

10;4

+m

10;3

+m

10;2

+m

10;1

+m

9;2

+m

8;5

+m

7;2

+m

6;5

+m

6;4

+m

5;4

+m

5;2

+m

4;5

+m

4;4

+m

4;0

+m

3;31

+m

3;4

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+m

1;31

+m

0;4

+m

0;3

+m

0;2

= 1

s

82

a

14;30

m

14;3

+m

11;3

+m

11;2

+m

8;2

+m

7;4

+m

7;2

+m

7;1

+m

6;2

+m

5;3

+m

4;0

+m

3;3

+m

2;2

+m

1;31

+m

1;3

= 0

s

81

a

15;2

m

14;2

+m

12;5

+m

12;3

+m

10;4

+m

9;2

+m

7;4

+m

6;3

+m

4;5

+m

4;4

+m

4;3

+m

3;2

+m

2;5

+m

2;4

+m

1;2

= 1

s

80

a

15;1

m

14;1

+m

12;4

+m

11;2

+m

10;2

+m

9;3

+m

8;3

+m

7;2

+m

6;2

+m

5;5

+

m

5;2

+m

4;4

+m

3;31

+m

3;4

+m

3;2

+m

3;1

+m

2;4

+m

2;3

+m

0;3

= 0

s

79

a

14;27

m

14;0

= 0

s

78

a

13;26

m

13;31

= 0

s

77

a

13;25

m

13;30

= 0

s

76

a

14;29

m

13;29

+m

8;29

= 0

s

75

a

14;28

m

13;28

+m

8;28

+m

2;28

+m

0;28

= 0

s

74

a

13;22

m

13;27

+m

11;28

+m

8;29

+m

8;27

+m

6;29

+m

5;28

+m

3;28

+m

2;27

+m

0;27

= 1

s

73

a

13;21

m

13;26

+m

11;27

+m

9;28

+m

8;28

+m

8;26

+m

6;28

+m

5;27

+m

3;28

+m

3;27

+m

2;26

+m

1;28

+m

0;26

= 1

s

72

a

14;24

m

13;24

+m

12;28

+m

11;27

+m

11;25

+m

10;28

+m

9;27

+m

9;26

+m

8;29

+m

8;26

+m

8;24

+m

7;29

+m

7;28

+m

6;26

+m

5;25

+m

4;28

+m

3;28

+m

3;26

+m

3;25

+m

2;28

+m

2;24

+m

1;28

+m

1;26

+m

0;24

= 0

s

71

a

14;23

m

13;23

+m

12;27

+m

11;26

+m

11;24

+m

10;28

+m

10;27

+m

9;26

+m

9;25

+m

8;29

+

m

8;28

+m

8;25

+m

8;23

+m

7;29

+m

7;28

+m

7;27

+m

6;25

+m

5;28

+m

5;24

+m

4;28

+m

4;27

+m

3;27

+m

3;25

+m

3;24

+m

2;27

+m

2;23

+m

1;27

+m

1;25

+m

0;28

+m

0;23

= 0

s

70

a

14;22

m

13;22

+m

12;26

+m

11;28

+m

11;25

+m

11;23

+m

10;27

+m

10;26

+m

9;28

+m

9;25

+m

9;24

+m

8;28

+m

8;27

+m

8;24

+m

8;22

+m

7;28

+m

7;27

+m

7;26

+m

6;29

+m

6;24

+m

5;28

+m

5;27

+m

5;23

+m

4;27

+m

4;26

+m

3;28

+m

3;26

+m

3;24

+m

3;23

+m

2;28

+m

2;26

+m

2;22

+m

1;26

+m

1;24

+m

0;28

+m

0;27

+m

0;22

= 1

s

69

a

13;0

m

13;6

= 0

s

68

a

14;5

m

13;5

+m

12;5

+m

5;5

+m

4;5

+m

2;5

= 0

s

67

a

14;4

m

13;4

+m

12;5

+m

11;2

+m

10;4

+m

7;4

+m

5;4

+m

5;3

+m

5;2

+m

4;5

+m

4;4

+m

3;31

+m

2;5

+m

2;4

+m

2;2

+m

1;2

= 0

s

66

a

14;3

m

13;3

+m

8;3

+m

5;4

+m

3;4

+m

2;3

+m

0;3

= 0

s

65

a

13;28

m

13;2

+m

10;3

+m

10;2

+m

10;1

+m

9;2

+m

8;2

+m

7;4

+m

7;2

+m

4;0

+m

3;4

+m

3;3

+m

3;2

+m

2;3

+m

2;2

+m

1;31

+m

1;2

+m

0;3

= 0

s

64

a

14;1

m

13;1

+m

10;2

+m

9;3

+m

8;3

+m

7;4

+m

7;2

+m

6;2

+m

5;3

+m

5;2

+m

4;0

+m

3;4

+m

3;2

+m

2;3

+m

2;2

+m

1;31

+m

0;3

= 0

s

i

b

i

r

i

s

63

a

14;0

m

13;0

+m

1;31

= 1

s

62

a

12;26

m

12;31

= 1

s

61

a

13;30

m

12;30

= 0

s

60

a

12;24

m

12;29

= 1

s

59

a

12;27

m

12;0

+m

4;0

+m

3;0

+m

1;31

+m

1;0

= 0

s

58

a

11;26

m

11;31

= 1

s

57

a

12;30

m

11;30

= 0

s

56

a

11;24

m

11;29

= 1

s

55

a

12;5

m

11;6

= 1

s

54

a

11;0

m

11;6

= 1

s

53

a

12;4

m

11;4

= 1

s

52

a

12;1

m

11;1

= 1

s

51

a

12;0

m

11;0

+m

1;31

= 0

s

50

a

10;26

m

10;31

= 0

s

49

a

11;30

m

10;30

= 0

s

48

a

10;24

m

10;29

= 0

s

47

a

11;5

m

10;6

= 0

s

46

a

10;0

m

10;5

+m

4;5

+m

2;5

= 0

s

45

a

10;27

m

10;0

+m

4;0

+m

1;0

= 0

s

44

a

9;26

m

9;31

+m

3;31

+m

3;0

+m

1;0

= 1

s

43

a

9;25

m

9;30

= 0

s

42

a

10;30

m

9;30

= 0

s

41

a

9;24

m

9;29

= 1

s

40

a

9;0

m

9;6

= 0

s

39

a

4;8

m

9;6

= 0

s

38

a

10;5

m

9;5

+m

8;5

+m

6;5

+m

3;5

= 0

s

37

a

10;4

m

9;4

= 1

s

36

a

9;28

m

9;1

= 1

s

35

a

9;27

m

9;0

+m

3;0

+m

1;0

= 0

s

34

a

8;26

m

8;31

= 0

s

33

a

9;29

m

8;30

= 1

s

32

a

8;28

m

8;1

= 0

s

31

a

8;27

m

8;0

= 0

s

30

a

8;31

m

7;31

+m

3;31

+m

1;31

+m

1;0

= 0

s

i

b

i

r

i

s

29

a

8;29

m

7;30

= 1

s

28

a

8;4

m

7;5

= 1

s

27

a

6;6

m

7;5

= 1

s

26

a

8;0

m

7;0

+m

3;0

= 0

s

25

a

7;31

m

6;31

= 0

s

24

a

7;29

m

6;30

= 0

s

23

a

3;26

m

5;31

+m

3;31

= 0

s

22

a

5;25

m

5;30

= 1

s

21

a

6;29

m

5;29

= 1

s

20

a

6;1

m

5;1

= 1

s

19

a

3;27

m

5;0

+m

3;0

+m

1;31

= 1

s

18

a

4;26

m

4;31

= 0

s

17

a

4;25

m

4;30

= 0

s

16

a

5;29

m

4;29

= 0

s

15

a

5;6

m

4;6

= 0

s

14

a

5;1

m

4;1

= 1

s

13

a

3;25

m

3;30

= 1

s

12

a

3;24

m

3;29

= 0

s

11

a

4;6

m

3;6

= 1

s

10

a

2;26

m

2;31

= 0

s

9

a

2;25

m

2;30

= 1

s

8

a

2;24

m

2;29

= 0

s

7

a

3;5

m

2;6

= 1

s

6

a

2;6

m

2;6

= 1

s

5

a

3;1

m

2;1

= 1

s

4

a

2;5

m

1;5

= 0

s

3

a

1;28

m

1;1

= 1

s

2

a

1;25

m

1;30

= 0

s

1

a

1;24

m

1;29

= 1

s

0

a

1;23

m

1;29

= 1

Table 5. Control bit and 
ontrolled relations of 58-round SHA-1 (II)(III)(IV)
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message

variable 31 - 24 23 - 16 15 - 8 8 - 0

m

0

--0----- -------- -------- --------

m

1

-01----- -------- -------- --01--1-

m

2

L10----- -------- -------- -1----11

m

3

-L0----- -------- -------- -1------

m

4

000----- -------- -------- -0----1-

m

5

L11----- -------- -------- ------1L

m

6

0L------ -------- -------- -------0

m

7

LL------ -------- -------- --1----L

m

8

LL------ -------- -------- ------00

m

9

L0L----- -------- -------- -0L1--1L

m

10

L0L----- -------- -------- -0L----L

m

11

101----- -------- -------- -1-1--1L

m

12

1L1----- -------- -------- -------L

m

13

0LLLLL-L LL------ -------- -0LLLLLL

m

14

LL0LLL-L LLLL---- -------- --LLLLL0

m

15

LL0LLLLL LL------ -------- -11LLLLL

m

16

0------- -------- -------- -------0

m

17

-0------ -------- -------- -1----0-

m

18

00------ -------- -------- -1----01

m

19

-0------ -------- -------- --1---1-

m

20

-------- -------- -------- ------11

m

21

-0------ -------- -------- -0----1-

m

22

01------ -------- -------- -0----10

m

23

11------ -------- -------- --1---0-

m

24

-------- -------- -------- -------0

m

25

-1------ -------- -------- ------1-

m

26

10------ -------- -------- -0----10

m

27

-1------ -------- -------- -01---0-

m

28

1------- -------- -------- -------0

m

29

-1------ -------- -------- -1----0-

m

30

-0------ -------- -------- -1----0-

m

31

-1------ -------- -------- ------0-

m

32

-------- -------- -------- ------1-

m

33

-------- -------- -------- -0------

m

34

0------- -------- -------- ------1-

m

35

0------- -------- -------- --------

m

36

1------- -------- -------- ------1-

m

37

1------- -------- -------- -0------

m

38

-------- -------- -------- --------

m

39

0------- -------- -------- -1------

m

40

1------- -------- -------- --------

m

41

-------- -------- -------- -1------

m

42

1------- -------- -------- --------

m

43

-------- -------- -------- -1------

m

44

1------- -------- -------- ------1-

m

45

-------- -------- -------- --------

m

46

1------- -------- -------- --------

m

47

0------- -------- -------- --------

m

i

(i � 48) -------- -------- -------- --------


haining

variable 31 - 24 23 - 16 15 - 8 8 - 0

a

0

01100111 01000101 00100011 00000001

a

1

101V--vV Y------- -------- -1-a10aa

a

2

01100vVv ------0- ----a--- 1-w00010

a

3

0010--Vv -10---1a ------0- 0aX1a0W0

a

4

11010vv- -01----- 01aaa--- 0W10-100

a

5

10w01aV- -1-01-aa --00100- 0w--01W1

a

6

11W-0110 -a-1001- 01100010 1-a111W1

a

7

w1x-1110 a1a1111- -101-001 1---0-10

a

8

h0Xvvv10 0000000a a001a1-- 100X0-1h

a

9

00XVrr-V 11000100 00000000 101-1-1y

a

10

0w1-rv-v 11111011 11100000 00hW0-1h

a

11

1w0--V-V -------1 01111110 11x---0Y

a

12

0w1-rV-V -------- -------- -1XWa-Wh

a

13

1w0--vv- -rr----- -------- -1-qq01y

a

14

1rhhvvVh hh------ qNNNNNqN N1hhh1hh

a

15

0rwhhhVh hhhh---N qNNqqNqN NNhh0hh0

a

16

W1whhhhh hhqNqNqN NNqNNqqq qWWhahhh

a

17

-0------ -------- -------- ----100-

a

18

1-1----- -------- -------- -----00-

a

19

-------- -------- -------- -------0

a

20

-C------ -------- -------- ----A---

a

21

-b------ -------- -------- ----a-1-

a

22

-------- -------- -------- -----A1-

a

23

-------- -------- -------- -------0

a

24

-
------ -------- -------- --------

a

25

-B------ -------- -------- ----a---

a

26

-------- -------- -------- -----A1-

a

27

-------- -------- -------- -------1

a

28

-
------ -------- -------- ----A---

a

29

-B------ -------- -------- ----A-0-

a

30

-------- -------- -------- ------0-

a

31

-------- -------- -------- --------

a

32

-------- -------- -------- ----A---

a

33

-------- -------- -------- ------1-

a

34

-------- -------- -------- --------

a

35

-------- -------- -------- --------

a

36

-------- -------- -------- ----A---

a

37

-------- -------- -------- ------1-

a

38

-------- -------- -------- ----A---

a

39

B------- -------- -------- ------0-

a

40

C------- -------- -------- ----A---

a

41

B------- -------- -------- ------0-

a

42

C------- -------- -------- ----A---

a

43

B------- -------- -------- ------0-

a

44

C------- -------- -------- --------

a

45

B------- -------- -------- --------

a

i

(i � 46) -------- -------- -------- --------

Table 6. 'Advan
ed' suÆ
ient 
onditions on fm

i;j

g and fa

i;j

g for the 58-round SHA-1
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m = 0x1a9d9116b33b165e51f5734bd7761b4319b8bf12fa65
2f30b46
73
66e1f76f

585d297
b97102171ad29716b4e2f5d7aa5b68fa132f8b185f254eaad13145e5

m

0

= 0x3a9d9116d33b166
31f57308f7761b03f9b8bf509a65
2f18b46
73d66e1f74f

585d297ff97102455ad2975654e2f5850a5b68fa932f8b587f254eabf1314585

m = 0x1a4e6f36b
f6
b9e5380d8
b482719
b134
7b2a6ae

efb0bb249b
dfa35ba9

623b26
02ed018bb0f0a4fb
a21e
47ba
46d7b629647720525006
6
4ab
561

m

0

= 0x3a4e6f36d
f6
ba
3380d8886827198bf34
7b680ae

ef98bb249bddfa35b89

623b26
36ed018e94f0a4ff
421e
4290
46d7b6a9647760725006
7e4ab
501

8 Analysis of the full SHA-1 based on our method

For the full SHA-1, Wang's atta
k tries to �nd a two-blo
k 
ollision, whi
h is 
alled a two-iteration

atta
k. Here we analyze a two-iteration atta
k based on our method. We note that our 
urrent result

is only for an atta
k on the �rst blo
k, but our method would be eÆ
ient for an atta
k on the se
ond

blo
k.

8.1 Disturban
e ve
tor and Message di�erential

We start from a partial information of a disturban
e ve
tor and messge di�erential given by Wang et

al. and 
onstru
t a message di�erential for the full SHA-1. Here we 
orre
t Wang's message di�erential

by 
hanging �a

+

14;31

and �a

�

14;31

. As we stated in Se
tion 3, it is important to 
hoose �

+

m, �

�

m,

�

+

a and�

�

a 
arefully be
ause a bad 
hoi
e of plus/minus leads an indeterminate system of equations

as a result of Gaussian elimination. We 
an 
onstru
t a system of equations whi
h gives 
onditions to

take appropriate signature. We have to follow 
onditions given by su
h system of equations. For this

reason, we have to 
orre
t Wang's message di�erential. We show a message di�erential we 
onstru
ted

in Table 7.

8.2 SuÆ
ient 
onditions on fm

i

g and fa

i

g

For the disturban
e ve
tor, the di�erential and the message di�erential given in the previous step, we

give suÆ
ient 
onditions on the full SHA-1. We show obtained 
onditions in Table 8.

In Table 8, 'a' means a

i;j

= a

i�1;j

, 'A' means a

i;j

= a

i�1;j

+ 1, 'b' means a

i;j

= a

i�1;(j+2 mod 32)

,

'B' means a

i;j

= a

i�1;(j+2 mod 32)

+ 1, '
' means a

i;j

= a

i�2;(j+2 mod 32)

and 'C' means a

i;j

=

a

i�2;(j+2 mod 32)

+ 1.

By the Gaussian elimination, we redu
e all 
onditions on fm

i

g for 0 � 80-round to relations of

0� 15-round. An elimination order of

fm

i;j

g

i=0;1;:::;15;j=0;1;:::;31

we use here is: m

0

i

0

;j

0

� m

i;j

if i

0

� i or (i

0

= i and j

0

� j). The result of

Gaussian elimination is as follows. There are 167 
onditions on fm

i;j

g.

m

15;31

= 0, m

15;30

= 1, m

15;29

= 1, m

15;28

+m

10;28

+m

4;28

+m

2;28

= 0, m

15;27

+m

10;27

+m

8;28

+m

4;27

+m

2;28

+m

2;27

+m

0;28

= 1,

m

15;26

+m

10;28

+m

10;26

+m

8;28

+m

8;27

+m

7;27

+m

5;27

+m

4;26

+m

2;27

+m

2;26

+m

0;27

= 0, m

15;25

+m

11;28

+m

10;27

+m

10;25

+

m

9;28

+m

8;27

+m

8;26

+m

7;26

+m

5;26

+m

4;25

+m

3;28

+m

2;28

+m

2;26

+m

2;25

+m

1;28

+m

0;28

+m

0;26

= 0, m

15;24

+m

12;28

+m

11;27

+

m

10;26

+m

10;24

+m

9;28

+m

9;27

+m

8;26

+m

8;25

+m

7;25

+m

6;27

+m

5;25

+m

4;28

+m

4;24

+m

3;28

+m

3;27

+m

2;27

+m

2;25

+m

2;24

+

m

1;28

+m

1;27

+m

0;27

+m

0;25

= 1, m

15;23

+m

12;28

+m

12;27

+m

11;26

+m

10;25

+m

10;23

+m

9;27

+m

9;26

+m

8;28

+m

8;25

+m

8;24

+m

7;24

+

m

7;0

+m

6;27

+m

6;26

+m

5;24

+m

4;27

+m

4;23

+m

3;27

+m

3;26

+m

2;26

+m

2;24

+m

2;23

+m

1;30

+m

1;27

+m

1;26

+m

1;0

+m

0;26

+m

0;24

= 0,

m

15;22

+m

12;27

+m

12;26

+m

11;25

+m

10;28

+m

10;24

+m

10;22

+m

9;28

+m

9;26

+m

9;25

+m

8;27

+m

8;24

+m

8;23

+m

7;23

+m

6;27

+
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�

�

m �

+

m �

�

m

i = 0 a0000003 00000001 a0000002

i = 1 20000030 20000020 00000010

i = 2 60000000 60000000 00000000

i = 3 e000002a 40000000 a000002a

i = 4 20000043 20000042 00000001

i = 5 b0000040 a0000000 10000040

i = 6 d0000053 d0000042 00000011

i = 7 d0000022 d0000000 00000022

i = 8 20000000 00000000 20000000

i = 9 60000032 20000030 40000002

i = 10 60000043 60000041 00000002

i = 11 20000040 00000000 20000040

i = 12 e0000042 
0000000 20000042

i = 13 60000002 00000002 60000000

i = 14 80000001 00000001 80000000

i = 15 00000020 00000020 00000000

i = 16 00000003 00000002 00000001

i = 17 40000052 00000002 40000050

i = 18 40000040 00000000 40000040

i = 19 e0000052 00000002 e0000050

i = 20 a0000000 00000000 a0000000

i = 21 80000040 80000000 00000040

i = 22 20000001 00000001 20000000

i = 23 20000060 00000000 20000060

i = 24 80000001 00000000 80000001

i = 25 40000042 00000000 40000042

i = 26 
0000043 40000041 80000002

i = 27 40000022 00000002 40000020

i = 28 00000003 00000001 00000002

i = 29 40000042 40000042 00000000

i = 30 
0000043 00000002 
0000041

i = 31 
0000022 00000020 
0000002

i = 32 00000001 00000000 00000001

i = 33 40000002 40000002 00000000

i = 34 
0000043 
0000003 00000040

i = 35 40000062 40000000 00000062

i = 36 80000001 00000001 80000000

i = 37 40000042 00000042 40000000

i = 38 40000042 40000000 00000042

i = 39 40000002 00000002 40000000

i = 40 00000002 00000000 00000002

i = 41 00000040 00000040 00000000

i = 42 80000002 80000002 00000000

i = 43 80000000 00000000 80000000

i = 44 80000002 80000002 00000000

i = 45 80000040 80000000 00000040

i = 46 00000000 00000000 00000000

i = 47 80000040 80000000 00000040

i = 48 80000000 80000000 00000000

i = 49 00000040 00000000 00000040

i = 50 80000000 80000000 00000000

i = 51 00000040 00000000 00000040

i = 52 80000002 00000000 80000002

i = 53 00000000 00000000 00000000

i = 54 80000000 00000000 80000000

i = 55 80000000 80000000 00000000

i = 56 00000000 00000000 00000000

i = 57 00000000 00000000 00000000

i = 58 00000000 00000000 00000000

i = 59 00000000 00000000 00000000

i = 60 00000000 00000000 00000000

i = 61 00000000 00000000 00000000

i = 62 00000000 00000000 00000000

i = 63 00000000 00000000 00000000

i = 64 00000000 00000000 00000000

i = 65 00000000 00000000 00000000

i = 66 00000004 00000004 00000000

i = 67 00000080 00000000 00000080

i = 68 00000004 00000004 00000000

i = 69 00000009 00000009 00000000

i = 70 00000101 00000001 00000100

i = 71 00000009 00000008 00000001

i = 72 00000012 00000012 00000000

i = 73 00000202 00000002 00000200

i = 74 0000001a 00000018 00000002

i = 75 00000124 00000004 00000120

i = 76 0000040
 0000040
 00000000

i = 77 00000026 00000002 00000024

i = 78 0000004a 00000002 00000048

i = 79 0000080a 00000808 00000002

i = 80 00000000 00000000 00000000

�

�

a �

+

a �

�

a

i = 0 00000000 00000000 00000000

i = 1 e0000001 a0000000 40000001

i = 2 20000004 20000000 00000004

i = 3 
07fff84 803fff84 40400000

i = 4 800030e2 800010a0 00002042

i = 5 084080b0 08008020 00400090

i = 6 80003a00 00001a00 80002000

i = 7 0fff8001 08000001 07ff8000

i = 8 00000008 00000008 00000000

i = 9 80000101 80000100 00000001

i = 10 00000002 00000002 00000000

i = 11 00000100 00000000 00000100

i = 12 00000002 00000002 00000000

i = 13 00000000 00000000 00000000

i = 14 00000000 00000000 00000000

i = 15 00000001 00000001 00000000

i = 16 00000000 00000000 00000000

i = 17 80000002 80000002 00000000

i = 18 00000002 00000002 00000000

i = 19 80000002 80000002 00000000

i = 20 00000000 00000000 00000000

i = 21 00000002 00000002 00000000

i = 22 00000000 00000000 00000000

i = 23 00000003 00000003 00000000

i = 24 00000000 00000000 00000000

i = 25 00000002 00000002 00000000

i = 26 00000002 00000000 00000002

i = 27 00000001 00000001 00000000

i = 28 00000000 00000000 00000000

i = 29 00000002 00000000 00000002

i = 30 00000002 00000002 00000000

i = 31 00000001 00000000 00000001

i = 32 00000000 00000000 00000000

i = 33 00000000 00000000 00000000

i = 34 00000002 00000002 00000000

i = 35 00000003 00000003 00000000

i = 36 00000000 00000000 00000000

i = 37 00000002 00000000 00000002

i = 38 00000002 00000002 00000000

i = 39 00000000 00000000 00000000

i = 40 00000000 00000000 00000000

i = 41 00000002 00000000 00000002

i = 42 00000000 00000000 00000000

i = 43 00000000 00000000 00000000

i = 44 00000000 00000000 00000000

i = 45 00000002 00000002 00000000

i = 46 00000000 00000000 00000000

i = 47 00000002 00000002 00000000

i = 48 00000000 00000000 00000000

i = 49 00000002 00000002 00000000

i = 50 00000000 00000000 00000000

i = 51 00000002 00000002 00000000

i = 52 00000000 00000000 00000000

i = 53 00000000 00000000 00000000

i = 54 00000000 00000000 00000000

i = 55 00000000 00000000 00000000

i = 56 00000000 00000000 00000000

i = 57 00000000 00000000 00000000

i = 58 00000000 00000000 00000000

i = 59 00000000 00000000 00000000

i = 60 00000000 00000000 00000000

i = 61 00000000 00000000 00000000

i = 62 00000000 00000000 00000000

i = 63 00000000 00000000 00000000

i = 64 00000000 00000000 00000000

i = 65 00000000 00000000 00000000

i = 66 00000000 00000000 00000000

i = 67 00000004 00000004 00000000

i = 68 00000000 00000000 00000000

i = 69 00000000 00000000 00000000

i = 70 00000008 00000008 00000000

i = 71 00000000 00000000 00000000

i = 72 00000000 00000000 00000000

i = 73 00000010 00000010 00000000

i = 74 00000000 00000000 00000000

i = 75 00000008 00000008 00000000

i = 76 00000020 00000000 00000020

i = 77 00000000 00000000 00000000

i = 78 00000000 00000000 00000000

i = 79 00000040 00000000 00000040

i = 80 00000000 00000000 00000000

Table 7. A message di�erential for the full SHA-1
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message

variable 31 - 24 23 - 16 15 - 8 8 - 0

m

0

1-1----- -------- -------- ------10

m

1

--0----- -------- -------- --01----

m

2

-00----- -------- -------- --------

m

3

101----- -------- -------- --1-1-1-

m

4

--0----- -------- -------- -0----01

m

5

0-01---- -------- -------- -1------

m

6

00-0---- -------- -------- -0-1--01

m

7

00-0---- -------- -------- --1---1-

m

8

--1----- -------- -------- --------

m

9

-10----- -------- -------- --00--1-

m

10

-00----- -------- -------- -0----10

m

11

--1----- -------- -------- -1------

m

12

001----- -------- -------- -1----1-

m

13

-11----- -------- -------- ------0-

m

14

1------- -------- -------- -------0

m

15

-------- -------- -------- --0-----

m

16

-------- -------- -------- ------01

m

17

-1------ -------- -------- -1-1--0-

m

18

-1------ -------- -------- -1------

m

19

111----- -------- -------- -1-1--0-

m

20

1-1----- -------- -------- --------

m

21

0------- -------- -------- -1------

m

22

--1----- -------- -------- -------0

m

23

--1----- -------- -------- -11-----

m

24

1------- -------- -------- -------1

m

25

-1------ -------- -------- -1----1-

m

26

10------ -------- -------- -0----10

m

27

-1------ -------- -------- --1---0-

m

28

-------- -------- -------- ------10

m

29

-0------ -------- -------- -0----0-

m

30

11------ -------- -------- -1----01

m

31

11------ -------- -------- --0---1-

m

32

-------- -------- -------- -------1

m

33

-0------ -------- -------- ------0-

m

34

00------ -------- -------- -1----00

m

35

-0------ -------- -------- -11---1-

m

36

1------- -------- -------- -------0

m

37

-1------ -------- -------- -0----0-

m

38

-0------ -------- -------- -1----1-

m

39

-1------ -------- -------- ------0-

m

40

-------- -------- -------- ------1-

m

41

-------- -------- -------- -0------

m

42

0------- -------- -------- ------0-

m

43

1------- -------- -------- --------

m

44

0------- -------- -------- ------0-

m

45

0------- -------- -------- -1------

m

46

-------- -------- -------- --------

m

47

0------- -------- -------- -1------

m

48

0------- -------- -------- --------

m

49

-------- -------- -------- -1------

m

50

0------- -------- -------- --------

m

51

-------- -------- -------- -1------

m

52

1------- -------- -------- ------1-

m

53

-------- -------- -------- --------

m

54

1------- -------- -------- --------

m

55

0------- -------- -------- --------

m

56

-------- -------- -------- --------

m

57

-------- -------- -------- --------

m

58

-------- -------- -------- --------

m

59

-------- -------- -------- --------

m

60

-------- -------- -------- --------

m

61

-------- -------- -------- --------

m

62

-------- -------- -------- --------

m

63

-------- -------- -------- --------

m

64

-------- -------- -------- --------

m

65

-------- -------- -------- --------

m

66

-------- -------- -------- -----0--

m

67

-------- -------- -------- 1-------

m

68

-------- -------- -------- -----0--

m

69

-------- -------- -------- ----0--0

m

70

-------- -------- -------1 -------0

m

71

-------- -------- -------- ----0--1

m

72

-------- -------- -------- ---0--0-

m

73

-------- -------- ------1- ------0-

m

74

-------- -------- -------- ---00-1-

m

75

-------- -------- -------1 --1--0--

m

76

-------- -------- -----0-- ----00--

m

77

-------- -------- -------- --1--10-

m

78

-------- -------- -------- -1--1-0-

m

79

-------- -------- ----0--- ----0-1-

m

80

-------- -------- -------- --------


haining

variable 31 - 24 23 - 16 15 - 8 8 - 0

a

0

01100111 01000101 00100011 00000001

a

1

010----0 -0-01-0- 10-0-10- ---a0101

a

2

-100---1 0aa10a1a 01a1a011 1--a11a1

a

3

01011--- -1000000 00000000 01--a0a1

a

4

0-101--a ---10000 00101000 010---10

a

5

0-0101-1 -1-11110 00111-00 10010100

a

6

1-0a1a0a a0a1aaa- --10010- --01-0--

a

7

--0-0111 11111111 111-010- 0-0-0110

a

8

-10---01 11110000 010-111- 1---000-

a

9

00----11 11111111 111----0 ----1-01

a

10

-11----- -------- -----a-- -1--1-0-

a

11

100----- -------- -------1 -1--0---

a

12

-------- -------- -------- -1----0-

a

13

0------- -------- -------- -1---0--

a

14

1------- -------- -------- -----1--

a

15

-------- -------- -------- ----0--0

a

16

-1------ -------- -------- ----1-A-

a

17

00------ -------- -------- ----0-0-

a

18

1-1----- -------- -------- ----a-0-

a

19

0-b----- -------- -------- ------0-

a

20

--0----- -------- -------- ----a---

a

21

--b----- -------- -------- ------0-

a

22

-------- -------- -------- ----aa--

a

23

-------- -------- -------- ------00

a

24

-
------ -------- -------- ----a---

a

25

-B------ -------- -------- ----a-0-

a

26

-------- -------- -------- -----A1-

a

27

-------- -------- -------- -------0

a

28

-C------ -------- -------- ----a---

a

29

-b------ -------- -------- ----a-1-

a

30

-------- -------- -------- -----A0-

a

31

-------- -------- -------- -------1

a

32

-
------ -------- -------- --------

a

33

-b------ -------- -------- ----a---

a

34

-------- -------- -------- ----AA0-

a

35

-------- -------- -------- ------00

a

36

-
------ -------- -------- ----A---

a

37

-B------ -------- -------- ----A-1-

a

38

-------- -------- -------- ------0-

a

39

-------- -------- -------- --------

a

40

B------- -------- -------- ----A---

a

41

-------- -------- -------- ------1-

a

42

C------- -------- -------- --------

a

43

B------- -------- -------- --------

a

44

-------- -------- -------- ----A---

a

45

-------- -------- -------- ------0-

a

46

C------- -------- -------- ----A---

a

47

B------- -------- -------- ------0-

a

48

C------- -------- -------- ----A---

a

49

B------- -------- -------- ------0-

a

50

C------- -------- -------- ----A---

a

51

B------- -------- -------- ------0-

a

52

C------- -------- -------- --------

a

53

B------- -------- -------- --------

a

54

-------- -------- -------- --------

a

55

-------- -------- -------- --------

a

56

-------- -------- -------- --------

a

57

-------- -------- -------- --------

a

58

-------- -------- -------- --------

a

59

-------- -------- -------- --------

a

60

-------- -------- -------- --------

a

61

-------- -------- -------- --------

a

62

-------- -------- -------- --------

a

63

-------- -------- -------- --------

a

64

-------- -------- -------- --------

a

65

-------- -------- -------- --------

a

66

-------- -------- -------- ---A----

a

67

-------- -------- -------- -----0--

a

68

-------- -------- -------- -------C

a

69

-------- -------- -------- --A----B

a

70

-------- -------- -------- ----0---

a

71

-------- -------- -------- ------C-

a

72

-------- -------- -------- -A----B-

a

73

-------- -------- -------- ---0----

a

74

-------- -------- -------- --A--C--

a

75

-------- -------- -------- A---0B--

a

76

-------- -------- -------- --1---C-

a

77

-------- -------- -------- ----C-B-

a

78

-------- -------- -------- ----b---

a

79

-------- -------- -------- -1------

a

80

-------- -------- -------- --------

Table 8. SuÆ
ient 
onditions for the full SHA-1



20

m

6;26

+m

6;25

+m

5;23

+m

4;28

+m

4;26

+m

4;22

+m

3;26

+m

3;25

+m

2;28

+m

2;25

+m

2;23

+m

2;22

+m

1;26

+m

1;25

+m

0;25

+m

0;23

= 0,

m

15;21

+m

12;28

+m

12;26

+m

12;25

+m

11;28

+m

11;24

+m

10;27

+m

10;23

+m

10;21

+m

9;28

+m

9;27

+m

9;25

+m

9;24

+m

8;26

+m

8;23

+m

8;22

+

m

7;27

+m

7;22

+m

6;26

+m

6;25

+m

6;24

+m

5;22

+m

4;28

+m

4;27

+m

4;25

+m

4;21

+m

3;25

+m

3;24

+m

2;27

+m

2;24

+m

2;22

+m

2;21

+m

1;28

+m

1;25

+

m

1;24

+m

0;28

+m

0;24

+m

0;22

= 0, m

15;20

+m

12;28

+m

12;27

+m

12;25

+m

12;24

+m

11;28

+m

11;27

+m

11;23

+m

10;26

+m

10;22

+m

10;20

+

m

9;28

+m

9;27

+m

9;26

+m

9;24

+m

9;23

+m

8;28

+m

8;25

+m

8;22

+m

8;21

+m

7;26

+m

7;21

+m

6;25

+m

6;24

+m

6;23

+m

5;27

+m

5;21

+m

4;27

+

m

4;26

+m

4;24

+m

4;20

+m

3;24

+m

3;23

+m

2;26

+m

2;23

+m

2;21

+m

2;20

+m

1;28

+m

1;27

+m

1;24

+m

1;23

+m

0;28

+m

0;27

+m

0;23

+m

0;21

= 1,

m

15;19

+m

12;27

+m

12;26

+m

12;24

+m

12;23

+m

11;27

+m

11;26

+m

11;22

+m

10;25

+m

10;21

+m

10;19

+m

9;27

+m

9;26

+m

9;25

+m

9;23

+m

9;22

+

m

8;28

+m

8;27

+m

8;24

+m

8;21

+m

8;20

+m

7;25

+m

7;20

+m

7;0

+m

6;24

+m

6;23

+m

6;22

+m

5;27

+m

5;26

+m

5;20

+m

4;26

+m

4;25

+m

4;23

+m

4;19

+

m

3;23

+m

3;22

+m

2;25

+m

2;22

+m

2;20

+m

2;19

+m

1;30

+m

1;28

+m

1;27

+m

1;26

+m

1;23

+m

1;22

+m

1;0

+m

0;27

+m

0;26

+m

0;22

+m

0;20

= 1,

m

15;18

+m

12;26

+m

12;25

+m

12;23

+m

12;22

+m

11;26

+m

11;25

+m

11;21

+m

10;24

+m

10;20

+m

10;18

+m

9;28

+m

9;26

+m

9;25

+m

9;24

+

m

9;22

+m

9;21

+m

8;28

+m

8;27

+m

8;26

+m

8;23

+m

8;20

+m

8;19

+m

7;24

+m

7;19

+m

6;27

+m

6;23

+m

6;22

+m

6;21

+m

5;27

+m

5;26

+

m

5;25

+m

5;19

+m

4;25

+m

4;24

+m

4;22

+m

4;18

+m

3;22

+m

3;21

+m

2;28

+m

2;24

+m

2;21

+m

2;19

+m

2;18

+m

1;27

+m

1;26

+m

1;25

+

m

1;22

+m

1;21

+m

0;26

+m

0;25

+m

0;21

+m

0;19

= 0, m

15;17

+m

12;25

+m

12;24

+m

12;22

+m

12;21

+m

11;25

+m

11;24

+m

11;20

+m

10;23

+

m

10;19

+m

10;17

+m

9;28

+m

9;27

+m

9;25

+m

9;24

+m

9;23

+m

9;21

+m

9;20

+m

8;27

+m

8;26

+m

8;25

+m

8;22

+m

8;19

+m

8;18

+m

7;27

+

m

7;23

+m

7;18

+m

6;27

+m

6;26

+m

6;22

+m

6;21

+m

6;20

+m

5;26

+m

5;25

+m

5;24

+m

5;18

+m

4;24

+m

4;23

+m

4;21

+m

4;17

+m

3;21

+m

3;20

+

m

2;28

+m

2;27

+m

2;23

+m

2;20

+m

2;18

+m

2;17

+m

1;26

+m

1;25

+m

1;24

+m

1;21

+m

1;20

+m

0;28

+m

0;25

+m

0;24

+m

0;20

+m

0;18

= 0,

m

15;16

+m

13;11

+m

12;28

+m

12;27

+m

12;24

+m

12;20

+m

12;19

+m

12;15

+m

11;27

+m

11;25

+m

11;24

+m

11;23

+m

11;21

+m

11;17

+m

11;14

+

m

11;12

+m

10;28

+m

10;27

+m

10;26

+m

10;23

+m

10;22

+m

10;19

+m

10;15

+m

9;27

+m

9;25

+m

9;24

+m

9;22

+m

9;20

+m

9;19

+m

9;18

+m

9;17

+

m

9;14

+m

9;13

+m

8;28

+m

8;27

+m

8;25

+m

8;24

+m

8;21

+m

8;20

+m

8;18

+m

8;16

+m

8;13

+m

8;11

+m

7;26

+m

7;24

+m

7;21

+m

7;20

+m

7;16

+m

7;15

+

m

7;0

+m

6;23

+m

6;22

+m

6;21

+m

6;19

+m

6;18

+m

6;13

+m

5;27

+m

5;20

+m

5;19

+m

5;16

+m

5;12

+m

4;28

+m

4;26

+m

4;25

+m

4;15

+m

3;26

+m

3;24

+

m

3;22

+m

3;21

+m

3;20

+m

3;18

+m

3;17

+m

3;15

+m

3;13

+m

3;12

+m

2;27

+m

2;26

+m

2;24

+m

2;20

+m

2;19

+m

2;16

+m

2;15

+m

2;11

+m

1;30

+m

1;28

+

m

1;27

+m

1;26

+m

1;25

+m

1;24

+m

1;22

+m

1;20

+m

1;19

+m

1;18

+m

1;15

+m

1;13

+m

1;0

+m

0;28

+m

0;26

+m

0;24

+m

0;21

+m

0;20

+m

0;16

+m

0;11

=

1, m

15;15

+m

13;14

+m

12;26

+m

12;24

+m

12;23

+m

12;20

+m

12;19

+m

12;18

+m

11;24

+m

11;23

+m

11;20

+m

11;18

+m

11;17

+m

11;15

+m

10;28

+

m

10;27

+m

10;26

+m

10;22

+m

10;19

+m

10;18

+m

10;17

+m

10;15

+m

9;28

+m

9;25

+m

9;23

+m

9;22

+m

9;20

+m

9;19

+m

9;18

+m

9;17

+m

9;16

+m

8;27

+

m

8;25

+m

8;24

+m

8;19

+m

8;17

+m

8;14

+m

7;26

+m

7;24

+m

7;23

+m

7;21

+m

7;20

+m

7;19

+m

7;18

+m

7;16

+m

7;0

+m

6;27

+m

6;26

+m

6;24

+m

6;23

+

m

6;21

+m

6;20

+m

6;19

+m

6;18

+m

6;16

+m

5;26

+m

5;24

+m

5;20

+m

5;19

+m

5;16

+m

5;15

+m

4;27

+m

4;26

+m

4;25

+m

4;23

+m

4;22

+m

4;21

+m

4;18

+

m

4;15

+m

3;28

+m

3;27

+m

3;25

+m

3;24

+m

3;22

+m

3;21

+m

3;20

+m

3;19

+m

3;16

+m

3;15

+m

2;27

+m

2;26

+m

2;23

+m

2;21

+m

2;20

+m

2;16

+m

2;15

+

m

2;14

+m

1;30

+m

1;26

+m

1;25

+m

1;24

+m

1;23

+m

1;22

+m

1;21

+m

1;19

+m

1;16

+m

1;0

+m

0;24

+m

0;20

+m

0;19

+m

0;18

+m

0;16

+m

0;14

= 0,

m

15;14

+m

13;14

+m

12;26

+m

12;24

+m

12;21

+m

12;19

+m

11;27

+m

11;24

+m

11;21

+m

11;20

+m

11;15

+m

10;27

+m

10;22

+m

10;21

+m

10;20

+

m

10;19

+m

10;18

+m

10;16

+m

10;14

+m

9;28

+m

9;26

+m

9;25

+m

9;24

+m

9;22

+m

9;18

+m

9;16

+m

8;28

+m

8;26

+m

8;24

+m

8;22

+m

8;20

+m

8;15

+

m

8;14

+m

7;26

+m

7;23

+m

7;19

+m

7;18

+m

7;15

+m

7;0

+m

6;27

+m

6;25

+m

6;24

+m

6;21

+m

6;19

+m

6;18

+m

6;17

+m

6;16

+m

5;27

+m

5;21

+m

5;20

+

m

5;19

+m

4;28

+m

4;27

+m

4;25

+m

4;23

+m

4;21

+m

4;20

+m

4;19

+m

4;14

+m

3;25

+m

3;24

+m

3;22

+m

3;21

+m

3;20

+m

3;17

+m

3;16

+m

3;15

+

m

2;27

+m

2;24

+m

2;23

+m

2;18

+m

2;17

+m

2;15

+m

1;30

+m

1;26

+m

1;25

+m

1;23

+m

1;22

+m

1;17

+m

1;16

+m

1;0

+m

0;26

+m

0;25

+m

0;24

+m

0;23

+

m

0;21

+m

0;20

+m

0;19

+m

0;17

+m

0;15

+m

0;14

= 1,m

15;12

+m

12;27

+m

12;20

+m

12;19

+m

12;17

+m

12;16

+m

11;28

+m

11;27

+m

11;26

+m

11;25

+

m

11;20

+m

11;19

+m

11;15

+m

10;27

+m

10;25

+m

10;24

+m

10;18

+m

10;14

+m

10;12

+m

9;27

+m

9;23

+m

9;22

+m

9;20

+m

9;19

+m

9;18

+m

9;16

+

m

9;15

+m

8;28

+m

8;27

+m

8;26

+m

8;24

+m

8;22

+m

8;21

+m

8;20

+m

8;17

+m

8;14

+m

8;13

+m

7;26

+m

7;25

+m

7;24

+m

7;23

+m

7;22

+m

7;18

+m

7;13

+

m

7;0

+m

6;27

+m

6;26

+m

6;25

+m

6;24

+m

6;22

+m

6;21

+m

6;17

+m

6;16

+m

6;15

+m

5;26

+m

5;24

+m

5;21

+m

5;20

+m

5;19

+m

5;13

+m

4;25

+m

4;24

+

m

4;19

+m

4;18

+m

4;16

+m

4;12

+m

3;28

+m

3;27

+m

3;25

+m

3;16

+m

3;15

+m

2;28

+m

2;23

+m

2;22

+m

2;18

+m

2;15

+m

2;13

+m

2;12

+m

1;30

+

m

1;21

+m

1;20

+m

1;19

+m

1;16

+m
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+m

6;5

+m

6;3

+m

6;2

+m

5;5

+m

5;4

+m

5;2

+m

4;2

+m

2;5

+m

2;4

+m

2;3

+m

2;1

+m

1;3

+m

1;2

+m

1;1

+m

1;0

+m

0;4

+m

0;3

+m

0;2

= 0,

m

9;2

+m

8;2

+m

6;5

+m

6;3

+m

5;4

+m

5;3

+m

5;2

+m

2;5

+m

2;3

+m

2;2

+m

2;1

+m

1;30

+m

1;3

+m

1;2

+m

1;1

+m

0;4

+m

0;3

= 0, m

9;1

= 1, m

9;0

= 0,

m

8;31

= 0,m

8;30

= 1,m

8;29

= 1,m

8;3

+m

7;3

+m

7;2

+m

7;0

+m

6;3

+m

5;4

+m

5;3

+m

3;4

+m

3;2

+m

2;4

+m

2;3

+m

2;1

+m

1;30

+m

1;3

+m

0;2

= 0,

m

8;1

+m

7;3

+m

6;5

+m

6;3

+m

5;3

+m

3;4

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+m

1;3

+m

1;1

+m

0;4

+m

0;3

+m

0;2

= 0, m

8;0

= 0, m

7;31

= 0,

m

7;30

= 0, m

7;29

= 0, m

7;28

= 0, m

7;5

= 1, m

7;4

+ m

7;2

+ m

5;4

+ m

5;3

+ m

5;2

+ m

3;2

+ m

2;2

+ m

0;4

= 1, m

7;1

= 1, m

6;31

= 0,

m

6;30

= 0, m

6;29

= 0, m

6;28

= 0, m

6;6

= 0, m

6;4

= 1, m

6;1

= 0, m

6;0

= 1, m

5;31

= 0, m

5;30

= 0, m

5;29

= 0, m

5;28

= 1, m

5;6

= 1,

m

5;0

+m

1;30

+m

1;0

= 0, m

4;31

= 0, m

4;30

= 0, m

4;29

= 0, m

4;6

= 0, m

4;1

= 0, m

4;0

= 1, m

3;31

= 1, m

3;30

= 0, m

3;29

= 1, m

3;5

= 1,

m

3;3

= 1, m

3;1

= 1, m

3;0

+ m

1;0

= 0, m

2;31

= 1, m

2;30

= 0, m

2;29

= 0, m

2;0

+ m

1;30

= 1, m

1;31

+ m

1;30

= 1, m

1;29

= 0, m

1;5

= 0,

m

1;4

= 1, m

0;31

= 1, m

0;30

= 0, m

0;29

= 1, m

0;1

= 1, m

0;0

= 0.
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8.3 Control bits and 
ontrolled relations

We determine 
ontrol bits and 
ontrolled relations as in Table 9, 10, 11 and 12 where a 
ontrol

sequen
e denotes a pair of a 
ontrol bit and a 
ontrolled relation.

Now we summarize our advan
ed suÆ
ient 
onditions on fm

i;j

gand fa

i;j

g by showing two tables

(Table 13). Symbols in Table 13 mean:

{ 'a', 'A', 'b', 'B', '
', 'C': as in Se
tion 8.2.

{ 'L' means the leading term of 
ontrolled relation of Table 9, 10, 11 and 12.

{ 'w', 'W': adjust a

i;j

so that m

i+1;j

= 0; 1, respe
tively.

{ 'v', 'V': adjust a

i;j

so that m

i;(j+27 mod 32)

= 0; 1, respe
tively.

{ 'h': adjust a

i;j

so that 
orresponding 
ontrolled relation in
luding m

i+1;j

as leading term holds.

{ 'r' means to adjust a

i;j

so that 
orresponding 
ontrolled relation in
luding

m

i;(j+27 mod 32)

as leading term holds.

{ 'x', 'y': adjust a

i+1;j�1

, a

i;j�1

so that m

i;j

= 0, respe
tively.

{ 'X', 'Y': adjust a

i+1;j�1

, a

i;j�1

so that m

i;j

= 1, respe
tively.

{ 'N': semi-neutral bit.

{ 'q' : adjust a

i;j

so that relations after 17-round hold.

{ 'F' : et
.

By using our advan
ed suÆ
ient 
onditions on fa

i;j

g and Algorithm 1 whi
h is used as Step 2 in

Algorithm 2, we 
an adjust the value of fm

i;j

g

i=0;1;��� ;15;j=0;1;��� ;31

a

ording to the order de�ned as

m

0

i

0

;j

0

� m

i;j

if i

0

� i or (i

0

= i and j

0

� j). By the proposed method we 
an modify a message so that

all suÆ
ient 
onditions on message fm

i;j

g and some suÆ
ient 
onditions on 
haining variable fa

ij

g

of �rst 26 rounds. Still 73 
onditions remain. 9 of those are 
onditions only for 0-26 round. These 9


onditions are as listed in the following.

Result of the Conventional Message Modi�
ation. After Step 2 in Algorithm 2, there are

following 9 
onditions in round 17-26.

a

17;3

= 0, a

18;3

+ a

17;3

= 0, a

22;2

+ a

21;2

= 0, a

23;1

= 0, a

24;30

+ a

22;0

= 0, a

24;3

+ a

23;3

= 0, a

25;30

+ a

24;0

= 1,

a

25;1

= 0, a

26;1

= 1.

Remaining 
onditions after Step 3. After Step 3 in Algorithm 2, there are following 64 remaining


onditions on fa

i;j

g.

a

27;0

= 0, a

28;30

+ a

26;0

= 1, a

28;3

+ a

27;3

= 0, a

29;30

+ a

28;0

= 0, a

29;3

+ a

28;3

= 0, a

29;1

= 1, a

30;1

= 0, a

31;0

= 1, a

32;30

+ a

30;0

= 0,

a

33;30

+ a

32;0

= 0, a

33;3

+ a

32;3

= 0, a

34;3

+ a

33;3

= 1, a

34;2

+ a

33;2

= 1, a

34;1

= 0, a

35;1

= 0, a

35;0

= 0, a

36;30

+ a

34;0

= 0,

a

36;3

+ a

35;3

= 1, a

37;30

+ a

36;0

= 1, a

37;3

+ a

36;3

= 1, a

37;1

= 1, a

38;1

= 0, a

40;31

+ a

39;1

= 1, a

40;3

+ a

39;3

= 1, a

41;1

= 1,

a

42;31

+ a

40;1

= 1, a

43;31

+ a

42;1

= 1, a

44;3

+ a

43;3

= 1, a

45;1

= 0, a

46;31

+ a

44;1

= 1, a

46;3

+ a

45;3

= 1, a

47;31

+ a

46;1

= 1, a

47;1

= 0,

a

48;31

+ a

46;1

= 1, a

48;3

+ a

47;3

= 1, a

49;31

+ a

48;1

= 1, a

49;1

= 0, a

50;31

+ a

48;1

= 1, a

50;3

+ a

49;3

= 1, a

51;31

+ a

50;1

= 1, a

51;1

= 0,

a

52;31

+ a

50;1

= 1, a

53;31

+ a

52;1

= 1, a

66;4

+ a

65;4

= 1, a

67;2

= 0, a

68;0

+ a

66;2

= 1, a

69;5

+ a

68;5

= 1, a

69;0

+ a

68;2

= 1, a

70;3

= 0,

a

71;1

+ a

69;3

= 1, a

72;6

+ a

71;6

= 1, a

72;1

+ a

71;3

= 1, a

73;4

= 0, a

74;5

+ a

73;5

= 1, a

74;2

+ a

72;4

= 1, a

75;7

+ a

74;7

= 1, a

75;3

= 0,

a

75;2

+ a

74;4

= 1, a

76;5

= 1, a

76;1

+ a

74;3

= 1, a

77;3

+ a

75;5

= 1, a

77;1

+ a

76;3

= 1, a

78;3

+ a

77;5

= 0, a

79;6

= 1.

Now there are 64 remaining 
onditions on fa

i;j

g for 27-80 round. To adjust these 64 
onditions,

we use semi-neutral bits as we des
ribed in Algorithm 2. In this 
ase, we use 10 semi-neutral bits

(
orresponding to 'N' in Table 13) and 8 adjusters whi
h are the bits 1-bit-left to 'N'.

8.4 Complexity

Now we 
onsider the 
omplexity when we use the improved message modi�
ation proposed as Al-

gorithm 2. Sin
e there are 9 remaining 
onditions in round 17-26 whi
h should be tested in Step 3,

the probability that the output of Step 2 pass the test of Step 3 is 1=2

9

. And sin
e there are 64

remaining 
onditions on fa

i;j

g after Step 3 and we have 10 semi-neutral bits, the probability that the
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trl. seq. 
ontrol bits 
ontrolled relation

s

168

a

15;8

a

30;2

+ a

29;2

= 1

s

167

a

16;6

a

26;2

+ a

25;2

= 1

s

166

a

15;7

a

25;3

+ a

24;3

= 0

s

165

a

13;7

a

24;3

+ a

23;3

= 0

s

164

a

13;9

a

23;0

= 0

s

163

a

16;10

a

22;3

+ a

21;3

= 0

s

162

a

16;11

a

21;29

+ a

20;31

= 0

s

161

a

16;8

a

21;1

= 0

s

160

a

16;9

a

20;29

= 0

s

159

a

15;10

a

20;3

+ a

19;3

= 0

s

158

a

15;11

a

19;31

= 0

s

157

a

15;9

a

19;29

+ a

18;31

= 0

s

156

a

14;8

a

19;1

= 0

s

155

a

14;11

a

18;31

= 1

s

154

a

15;14

a

18;29

= 1

s

153

a

13;8

a

18;1

= 0

s

152

a

13;11

a

17;31

= 0

s

151

a

13;10

a

17;30

= 0

s

150

a

13;13

a

17;1

= 0

s

149

a

16;31

m

15;31

= 0

s

148

a

16;29

m

15;29

= 1

s

147

a

16;28

m

15;28

+m

10;28

+m

4;28

+m

2;28

= 0

s

146

a

16;27

m

15;27

+m

10;27

+m

8;28

+m

4;27

+m

2;28

+m

2;27

+m

0;28

= 1

s

145

a

16;26

m

15;26

+m

10;28

+m

10;26

+m

8;28

+m

8;27

+m

7;27

+m

5;27

+m

4;26

+m

2;27

+m

2;26

+

m

0;27

= 0

s

144

a

16;25

m

15;25

+ m

11;28

+ m

10;27

+ m

10;25

+ m

9;28

+ m

8;27

+ m

8;26

+ m

7;26

+ m

5;26

+

m

4;25

+m

3;28

+m

2;28

+m

2;26

+m

2;25

+m

1;28

+m

0;28

+m

0;26

= 0

s

143

a

16;24

m

15;24

+ m

12;28

+ m

11;27

+ m

10;26

+ m

10;24

+ m

9;28

+ m

9;27

+ m

8;26

+ m

8;25

+

m

7;25

+m

6;27

+m

5;25

+m

4;28

+m

4;24

+m

3;28

+m

3;27

+m

2;27

+m

2;25

+m

2;24

+

m

1;28

+m

1;27

+m

0;27

+m

0;25

= 1

s

142

a

16;23

m

15;23

+m

12;28

+m

12;27

+m

11;26

+m

10;25

+m

10;23

+m

9;27

+m

9;26

+m

8;28

+

m

8;25

+m

8;24

+m

7;24

+m

7;0

+m

6;27

+m

6;26

+m

5;24

+m

4;27

+m

4;23

+m

3;27

+

m

3;26

+m

2;26

+m

2;24

+m

2;23

+m

1;30

+m

1;27

+m

1;26

+m

1;0

+m

0;26

+m

0;24

= 0

s

141

a

16;22

m

15;22

+m

12;27

+m

12;26

+m

11;25

+m

10;28

+m

10;24

+m

10;22

+m

9;28

+m

9;26

+m

9;25

+

m

8;27

+m

8;24

+m

8;23

+m

7;23

+m

6;27

+m

6;26

+m

6;25

+m

5;23

+m

4;28

+m

4;26

+m

4;22

+

m

3;26

+m

3;25

+m

2;28

+m

2;25

+m

2;23

+m

2;22

+m

1;26

+m

1;25

+m

0;25

+m

0;23

= 0

s

140

a

16;21

m

15;21

+m

12;28

+m

12;26

+m

12;25

+m

11;28

+m

11;24

+m

10;27

+m

10;23

+m

10;21

+

m

9;28

+m

9;27

+m

9;25

+m

9;24

+m

8;26

+m

8;23

+m

8;22

+m

7;27

+m

7;22

+m

6;26

+

m

6;25

+m

6;24

+m

5;22

+m

4;28

+m

4;27

+m

4;25

+m

4;21

+m

3;25

+m

3;24

+m

2;27

+

m

2;24

+m

2;22

+m

2;21

+m

1;28

+m

1;25

+m

1;24

+m

0;28

+m

0;24

+m

0;22

= 0

s

139

a

16;20

m

15;20

+m

12;28

+m

12;27

+m

12;25

+m

12;24

+m

11;28

+m

11;27

+m

11;23

+m

10;26

+

m

10;22

+m

10;20

+m

9;28

+m

9;27

+m

9;26

+m

9;24

+m

9;23

+m

8;28

+m

8;25

+m

8;22

+

m

8;21

+m

7;26

+m

7;21

+m

6;25

+m

6;24

+m

6;23

+m

5;27

+m

5;21

+m

4;27

+m

4;26

+

m

4;24

+m

4;20

+m

3;24

+m

3;23

+m

2;26

+m

2;23

+m

2;21

+m

2;20

+m

1;28

+m

1;27

+

m

1;24

+m

1;23

+m

0;28

+m

0;27

+m

0;23

+m

0;21

= 1

s

138

a

16;19

m

15;19

+m

12;27

+m

12;26

+m

12;24

+m

12;23

+m

11;27

+m

11;26

+m

11;22

+m

10;25

+

m

10;21

+m

10;19

+m

9;27

+m

9;26

+m

9;25

+m

9;23

+m

9;22

+m

8;28

+m

8;27

+m

8;24

+

m

8;21

+m

8;20

+m

7;25

+m

7;20

+m

7;0

+m

6;24

+m

6;23

+m

6;22

+m

5;27

+m

5;26

+m

5;20

+

m

4;26

+m

4;25

+m

4;23

+m

4;19

+m

3;23

+m

3;22

+m

2;25

+m

2;22

+m

2;20

+m

2;19

+m

1;30

+

m

1;28

+m

1;27

+m

1;26

+m

1;23

+m

1;22

+m

1;0

+m

0;27

+m

0;26

+m

0;22

+m

0;20

= 1

s

137

a

16;18

m

15;18

+m

12;26

+m

12;25

+m

12;23

+m

12;22

+m

11;26

+m

11;25

+m

11;21

+m

10;24

+

m

10;20

+m

10;18

+m

9;28

+m

9;26

+m

9;25

+m

9;24

+m

9;22

+m

9;21

+m

8;28

+m

8;27

+

m

8;26

+m

8;23

+m

8;20

+m

8;19

+m

7;24

+m

7;19

+m

6;27

+m

6;23

+m

6;22

+m

6;21

+

m

5;27

+m

5;26

+m

5;25

+m

5;19

+m

4;25

+m

4;24

+m

4;22

+m

4;18

+m

3;22

+m

3;21

+

m

2;28

+m

2;24

+m

2;21

+m

2;19

+m

2;18

+m

1;27

+m

1;26

+m

1;25

+m

1;22

+m

1;21

+

m

0;26

+m

0;25

+m

0;21

+m

0;19

= 0

s

136

a

16;17

m

15;17

+m

12;25

+m

12;24

+m

12;22

+m

12;21

+m

11;25

+m

11;24

+m

11;20

+m

10;23

+

m

10;19

+m

10;17

+m

9;28

+m

9;27

+m

9;25

+m

9;24

+m

9;23

+m

9;21

+m

9;20

+m

8;27

+

m

8;26

+m

8;25

+m

8;22

+m

8;19

+m

8;18

+m

7;27

+m

7;23

+m

7;18

+m

6;27

+m

6;26

+

m

6;22

+m

6;21

+m

6;20

+m

5;26

+m

5;25

+m

5;24

+m

5;18

+m

4;24

+m

4;23

+m

4;21

+

m

4;17

+m

3;21

+m

3;20

+m

2;28

+m

2;27

+m

2;23

+m

2;20

+m

2;18

+m

2;17

+m

1;26

+

m

1;25

+m

1;24

+m

1;21

+m

1;20

+m

0;28

+m

0;25

+m

0;24

+m

0;20

+m

0;18

= 0

s

135

a

16;16

m

15;16

+m

13;11

+m

12;28

+m

12;27

+m

12;24

+m

12;20

+m

12;19

+m

12;15

+m

11;27

+

m

11;25

+m

11;24

+m

11;23

+m

11;21

+m

11;17

+m

11;14

+m

11;12

+m

10;28

+m

10;27

+

m

10;26

+m

10;23

+m

10;22

+m

10;19

+m

10;15

+m

9;27

+m

9;25

+m

9;24

+m

9;22

+m

9;20

+

m

9;19

+m

9;18

+m

9;17

+m

9;14

+m

9;13

+m

8;28

+m

8;27

+m

8;25

+m

8;24

+m

8;21

+

m

8;20

+m

8;18

+m

8;16

+m

8;13

+m

8;11

+m

7;26

+m

7;24

+m

7;21

+m

7;20

+m

7;16

+m

7;15

+

m

7;0

+m

6;23

+m

6;22

+m

6;21

+m

6;19

+m

6;18

+m

6;13

+m

5;27

+m

5;20

+m

5;19

+m

5;16

+

m

5;12

+m

4;28

+m

4;26

+m

4;25

+m

4;15

+m

3;26

+m

3;24

+m

3;22

+m

3;21

+m

3;20

+m

3;18

+

m

3;17

+m

3;15

+m

3;13

+m

3;12

+m

2;27

+m

2;26

+m

2;24

+m

2;20

+m

2;19

+m

2;16

+m

2;15

+

m

2;11

+m

1;30

+m

1;28

+m

1;27

+m

1;26

+m

1;25

+m

1;24

+m

1;22

+m

1;20

+m

1;19

+m

1;18

+

m

1;15

+m

1;13

+m

1;0

+m

0;28

+m

0;26

+m

0;24

+m

0;21

+m

0;20

+m

0;16

+m

0;11

= 1

s

134

a

16;15

m

15;15

+m

13;14

+m

12;26

+m

12;24

+m

12;23

+m

12;20

+m

12;19

+m

12;18

+m

11;24

+

m

11;23

+m

11;20

+m

11;18

+m

11;17

+m

11;15

+m

10;28

+m

10;27

+m

10;26

+m

10;22

+

m

10;19

+m

10;18

+m

10;17

+m

10;15

+m

9;28

+m

9;25

+m

9;23

+m

9;22

+m

9;20

+m

9;19

+

m

9;18

+m

9;17

+m

9;16

+m

8;27

+m

8;25

+m

8;24

+m

8;19

+m

8;17

+m

8;14

+m

7;26

+

m

7;24

+m

7;23

+m

7;21

+m

7;20

+m

7;19

+m

7;18

+m

7;16

+m

7;0

+m

6;27

+m

6;26

+m

6;24

+

m

6;23

+m

6;21

+m

6;20

+m

6;19

+m

6;18

+m

6;16

+m

5;26

+m

5;24

+m

5;20

+m

5;19

+m

5;16

+

m

5;15

+m

4;27

+m

4;26

+m

4;25

+m

4;23

+m

4;22

+m

4;21

+m

4;18

+m

4;15

+m

3;28

+m

3;27

+

m

3;25

+m

3;24

+m

3;22

+m

3;21

+m

3;20

+m

3;19

+m

3;16

+m

3;15

+m

2;27

+m

2;26

+m

2;23

+

m

2;21

+m

2;20

+m

2;16

+m

2;15

+m

2;14

+m

1;30

+m

1;26

+m

1;25

+m

1;24

+m

1;23

+m

1;22

+

m

1;21

+m

1;19

+m

1;16

+m

1;0

+m

0;24

+m

0;20

+m

0;19

+m

0;18

+m

0;16

+m

0;14

= 0

s

133

a

16;14

m

15;14

+m

13;14

+m

12;26

+m

12;24

+m

12;21

+m

12;19

+m

11;27

+m

11;24

+m

11;21

+

m

11;20

+m

11;15

+m

10;27

+m

10;22

+m

10;21

+m

10;20

+m

10;19

+m

10;18

+m

10;16

+

m

10;14

+m

9;28

+m

9;26

+m

9;25

+m

9;24

+m

9;22

+m

9;18

+m

9;16

+m

8;28

+m

8;26

+

m

8;24

+m

8;22

+m

8;20

+m

8;15

+m

8;14

+m

7;26

+m

7;23

+m

7;19

+m

7;18

+m

7;15

+

m

7;0

+m

6;27

+m

6;25

+m

6;24

+m

6;21

+m

6;19

+m

6;18

+m

6;17

+m

6;16

+m

5;27

+m

5;21

+

m

5;20

+m

5;19

+m

4;28

+m

4;27

+m

4;25

+m

4;23

+m

4;21

+m

4;20

+m

4;19

+m

4;14

+

m

3;25

+m

3;24

+m

3;22

+m

3;21

+m

3;20

+m

3;17

+m

3;16

+m

3;15

+m

2;27

+m

2;24

+m

2;23

+

m

2;18

+m

2;17

+m

2;15

+m

1;30

+m

1;26

+m

1;25

+m

1;23

+m

1;22

+m

1;17

+m

1;16

+m

1;0

+

m

0;26

+m

0;25

+m

0;24

+m

0;23

+m

0;21

+m

0;20

+m

0;19

+m

0;17

+m

0;15

+m

0;14

= 1

s

132

a

16;12

m

15;12

+m

12;27

+m

12;20

+m

12;19

+m

12;17

+m

12;16

+m

11;28

+m

11;27

+m

11;26

+

m

11;25

+m

11;20

+m

11;19

+m

11;15

+m

10;27

+m

10;25

+m

10;24

+m

10;18

+m

10;14

+

m

10;12

+m

9;27

+m

9;23

+m

9;22

+m

9;20

+m

9;19

+m

9;18

+m

9;16

+m

9;15

+m

8;28

+

m

8;27

+m

8;26

+m

8;24

+m

8;22

+m

8;21

+m

8;20

+m

8;17

+m

8;14

+m

8;13

+m

7;26

+

m

7;25

+m

7;24

+m

7;23

+m

7;22

+m

7;18

+m

7;13

+m

7;0

+m

6;27

+m

6;26

+m

6;25

+m

6;24

+

m

6;22

+m

6;21

+m

6;17

+m

6;16

+m

6;15

+m

5;26

+m

5;24

+m

5;21

+m

5;20

+m

5;19

+m

5;13

+

m

4;25

+m

4;24

+m

4;19

+m

4;18

+m

4;16

+m

4;12

+m

3;28

+m

3;27

+m

3;25

+m

3;16

+m

3;15

+

m

2;28

+m

2;23

+m

2;22

+m

2;18

+m

2;15

+m

2;13

+m

2;12

+m

1;30

+m

1;21

+m

1;20

+m

1;19

+

m

1;16

+m

1;15

+m

1;0

+m

0;28

+m

0;27

+m

0;23

+m

0;20

+m

0;19

+m

0;15

+m

0;13

= 1

Table 9. Control bits and 
ontrolled relations for the full SHA-1 (I)
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trl. seq. 
ontrol bits 
ontrolled relation

s

131

a

16;7

m

15;7

+m

15;6

+m

9;6

+m

8;2

+m

7;6

+m

7;3

+m

6;5

+m

6;3

+m

5;5

+m

5;4

+m

5;2

+m

5;1

+

m

4;4

+m

4;2

+m

3;2

+m

2;5

+m

2;4

+m

2;3

+m

2;1

+m

1;3

+m

1;1

+m

0;3

+m

0;2

+m

79;11

= 1

s

130

a

16;5

m

15;5

= 0

s

129

a

16;4

m

15;4

+m

7;3

+m

7;2

+m

6;5

+m

6;3

+m

5;4

+m

5;3

+m

4;2

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+

m

2;1

+m

1;30

+m

1;3

+m

1;1

+m

0;3

= 0

s

128

a

16;2

m

15;2

+m

7;3

+m

7;2

+m

7;0

+m

6;5

+m

6;3

+m

5;5

+m

5;4

+m

5;1

+m

4;2

+m

3;2

+m

2;5

+

m

2;4

+m

2;3

+m

2;1

+m

1;3

+m

1;2

+m

1;1

+m

0;3

+m

0;2

= 0

s

127

a

16;0

m

15;0

+m

1;30

= 1

s

126

a

13;20

m

15;3

+m

7;3

+m

7;2

+m

7;0

+m

6;5

+m

5;5

+m

5;4

+m

5;2

+m

5;1

+m

4;3

+m

2;5

+m

2;4

+

m

2;3

+m

2;1

+m

1;30

+m

1;1

+m

0;3

= 0

s

125

a

13;18

m

15;1

+m

8;2

+m

7;3

+m

7;2

+m

7;0

+m

5;3

+m

4;2

+m

3;4

+m

2;2

+m

1;2

+m

0;4

+m

0;2

= 0

s

124

a

13;15

m

15;30

= 1

s

123

a

15;31

m

14;31

= 1

s

122

a

15;30

m

14;30

= 1

s

121

a

15;29

m

14;29

= 0

s

120

a

15;28

m

14;28

+m

9;28

+m

3;28

+m

1;28

= 1

s

119

a

15;27

m

14;27

+m

12;28

+m

9;27

+m

4;28

+m

3;27

+m

1;27

= 1

s

118

a

15;26

m

14;26

+m

12;27

+m

10;28

+m

9;28

+m

9;26

+m

6;27

+m

4;28

+m

4;27

+m

3;26

+m

2;28

+

m

1;26

= 1

s

117

a

15;25

m

14;25

+m

12;28

+m

12;26

+m

10;28

+m

10;27

+m

9;27

+m

9;25

+m

7;27

+m

6;26

+m

4;27

+

m

4;26

+m

3;25

+m

2;27

+m

1;25

= 1

s

116

a

15;24

m

14;24

+m

12;27

+m

12;25

+m

11;28

+m

10;27

+m

10;26

+m

9;26

+m

9;24

+m

7;26

+m

6;25

+

m

4;28

+m

4;26

+m

4;25

+m

3;28

+m

3;24

+m

2;26

+m

1;24

+m

0;28

= 0

s

115

a

15;23

m

14;23

+m

12;26

+m

12;24

+m

11;27

+m

10;26

+m

10;25

+m

9;28

+m

9;25

+m

9;23

+m

8;28

+

m

7;25

+ m

6;24

+ m

5;27

+ m

4;27

+ m

4;25

+ m

4;24

+ m

3;28

+ m

3;27

+ m

3;23

+ m

2;25

+

m

1;28

+m

1;23

+m

0;27

= 1

s

114

a

15;22

m

14;22

+ m

12;28

+ m

12;25

+ m

12;23

+ m

11;26

+ m

10;28

+ m

10;25

+ m

10;24

+ m

9;27

+

m

9;24

+ m

9;22

+ m

8;27

+ m

7;24

+ m

6;27

+ m

6;23

+ m

5;26

+ m

4;28

+ m

4;26

+ m

4;24

+

m

4;23

+m

3;27

+m

3;26

+m

3;22

+m

2;24

+m

1;27

+m

1;22

+m

0;26

= 1

s

113

a

15;21

m

14;21

+m

12;27

+m

12;24

+m

12;22

+m

11;25

+m

10;28

+m

10;27

+m

10;24

+m

10;23

+m

9;28

+

m

9;26

+m

9;23

+m

9;21

+m

8;26

+m

7;23

+m

6;26

+m

6;22

+m

5;25

+m

4;28

+m

4;27

+m

4;25

+

m

4;23

+m

4;22

+m

3;26

+m

3;25

+m

3;21

+m

2;28

+m

2;23

+m

1;26

+m

1;21

+m

0;25

= 1

s

112

a

15;20

m

14;20

+ m

12;26

+m

12;23

+m

12;21

+m

11;28

+m

11;24

+m

10;28

+ m

10;27

+m

10;26

+

m

10;23

+m

10;22

+m

9;27

+m

9;25

+m

9;22

+m

9;20

+m

8;28

+m

8;25

+m

7;27

+m

7;22

+

m

6;25

+ m

6;21

+ m

5;24

+ m

4;27

+ m

4;26

+ m

4;24

+ m

4;22

+ m

4;21

+ m

3;28

+ m

3;25

+

m

3;24

+m

3;20

+m

2;27

+m

2;22

+m

1;25

+m

1;20

+m

0;28

+m

0;24

= 0

s

111

a

15;19

m

14;19

+ m

12;25

+m

12;22

+m

12;20

+m

11;28

+m

11;27

+m

11;23

+ m

10;28

+m

10;27

+

m

10;26

+m

10;25

+m

10;22

+m

10;21

+m

9;28

+m

9;26

+m

9;24

+m

9;21

+m

9;19

+m

8;27

+

m

8;24

+ m

7;27

+ m

7;26

+ m

7;21

+ m

6;27

+ m

6;24

+ m

6;20

+ m

5;23

+ m

4;28

+ m

4;26

+

m

4;25

+ m

4;23

+ m

4;21

+ m

4;20

+ m

3;27

+ m

3;24

+ m

3;23

+ m

3;19

+ m

2;26

+ m

2;21

+

m

1;28

+m

1;24

+m

1;19

+m

0;28

+m

0;27

+m

0;23

= 1

s

110

a

15;18

m

14;18

+m

13;14

+m

12;28

+m

12;26

+m

12;22

+m

12;21

+m

12;19

+m

12;18

+m

11;27

+m

11;26

+

m

11;24

+m

11;20

+m

11;17

+m

11;15

+m

10;27

+m

10;25

+m

10;24

+m

10;22

+m

10;20

+m

10;19

+

m

10;18

+m

9;28

+m

9;27

+m

9;26

+m

9;25

+m

9;23

+m

9;21

+m

9;18

+m

9;17

+m

9;16

+m

8;26

+

m

8;20

+m

8;19

+m

8;16

+m

8;14

+m

7;27

+m

7;26

+m

7;24

+m

7;23

+m

7;19

+m

7;18

+m

7;0

+

m

6;27

+m

6;25

+m

6;21

+m

6;19

+m

6;16

+m

5;26

+m

5;23

+m

5;20

+m

5;19

+m

5;15

+m

4;27

+

m

4;26

+m

4;24

+m

4;23

+m

4;22

+m

4;20

+m

4;18

+m

3;27

+m

3;26

+m

3;25

+m

3;24

+m

3;23

+

m

3;21

+m

3;20

+m

3;16

+m

3;15

+m

2;27

+m

2;23

+m

2;18

+m

2;14

+m

1;30

+m

1;27

+m

1;26

+

m

1;25

+m

1;23

+m

1;21

+m

1;16

+m

1;0

+m

0;27

+m

0;24

+m

0;23

+m

0;20

+m

0;19

+m

0;14

= 1

s

109

a

15;17

m

14;17

+ m

12;27

+m

12;23

+m

12;20

+m

12;18

+m

11;27

+m

11;26

+ m

11;25

+m

11;21

+

m

10;28

+m

10;26

+m

10;25

+m

10;24

+m

10;23

+m

10;20

+m

10;19

+m

9;26

+m

9;24

+m

9;22

+

m

9;19

+ m

9;17

+ m

8;28

+ m

8;25

+ m

8;22

+ m

7;27

+ m

7;25

+ m

7;24

+ m

7;19

+ m

6;27

+

m

6;26

+ m

6;25

+ m

6;22

+ m

6;18

+ m

5;27

+ m

5;26

+ m

5;21

+ m

4;28

+ m

4;27

+ m

4;26

+

m

4;24

+ m

4;23

+ m

4;21

+ m

4;19

+ m

4;18

+ m

3;28

+ m

3;25

+ m

3;22

+ m

3;21

+ m

3;17

+

m

2;28

+m

2;24

+m

2;19

+m

1;28

+m

1;26

+m

1;22

+m

1;17

+m

0;26

+m

0;25

+m

0;21

= 1

s

108

a

15;16

m

14;16

+ m

12;26

+m

12;22

+m

12;19

+m

12;17

+m

11;26

+m

11;25

+ m

11;24

+m

11;20

+

m

10;28

+ m

10;27

+ m

10;25

+ m

10;24

+ m

10;23

+ m

10;22

+ m

10;19

+ m

10;18

+ m

9;28

+

m

9;25

+ m

9;23

+ m

9;21

+ m

9;18

+ m

9;16

+ m

8;27

+ m

8;24

+ m

8;21

+ m

7;27

+ m

7;26

+

m

7;24

+m

7;23

+m

7;18

+m

7;0

+m

6;27

+m

6;26

+m

6;25

+m

6;24

+m

6;21

+m

6;17

+m

5;26

+

m

5;25

+ m

5;20

+ m

4;28

+ m

4;27

+ m

4;26

+ m

4;25

+ m

4;23

+ m

4;22

+ m

4;20

+ m

4;18

+

m

4;17

+m

3;28

+m

3;27

+m

3;24

+m

3;21

+m

3;20

+m

3;16

+m

2;28

+m

2;27

+m

2;23

+m

2;18

+

m

1;30

+m

1;28

+m

1;27

+m

1;25

+m

1;21

+m

1;16

+m

1;0

+m

0;25

+m

0;24

+m

0;20

= 0

s

107

a

15;15

m

14;15

+ m

12;25

+m

12;21

+m

12;18

+m

12;16

+m

11;25

+m

11;24

+ m

11;23

+m

11;19

+

m

10;28

+ m

10;27

+m

10;26

+m

10;24

+m

10;23

+m

10;22

+m

10;21

+ m

10;18

+m

10;17

+

m

9;28

+m

9;27

+m

9;24

+m

9;22

+m

9;20

+m

9;17

+m

9;15

+m

8;28

+m

8;26

+m

8;23

+m

8;20

+

m

7;26

+m

7;25

+m

7;23

+m

7;22

+m

7;17

+m

6;26

+m

6;25

+m

6;24

+m

6;23

+m

6;20

+m

6;16

+

m

5;25

+m

5;24

+m

5;19

+m

4;28

+m

4;27

+m

4;26

+m

4;25

+m

4;24

+m

4;22

+m

4;21

+m

4;19

+

m

4;17

+m

4;16

+m

3;27

+m

3;26

+m

3;23

+m

3;20

+m

3;19

+m

3;15

+m

2;28

+m

2;27

+m

2;26

+

m

2;22

+m

2;17

+m

1;27

+m

1;26

+m

1;24

+m

1;20

+m

1;15

+m

0;24

+m

0;23

+m

0;19

= 0

s

106

a

15;13

m

14;13

+ m

13;14

+m

12;27

+m

12;26

+m

12;24

+m

12;23

+m

12;22

+ m

12;19

+m

12;18

+

m

12;16

+ m

12;14

+m

11;28

+m

11;24

+m

11;23

+m

11;21

+m

11;20

+ m

11;15

+m

10;28

+

m

10;25

+m

10;24

+m

10;20

+m

10;18

+m

10;16

+m

10;15

+m

9;25

+m

9;22

+m

9;21

+m

9;18

+

m

9;17

+ m

9;16

+ m

9;15

+ m

9;13

+ m

8;28

+ m

8;26

+ m

8;24

+ m

8;23

+ m

8;21

+ m

8;20

+

m

8;19

+ m

8;18

+ m

8;16

+ m

8;14

+ m

7;27

+ m

7;25

+ m

7;21

+ m

7;19

+ m

7;18

+ m

7;15

+

m

7;0

+m

6;26

+m

6;25

+m

6;24

+m

6;22

+m

6;18

+m

6;16

+m

6;14

+m

5;27

+m

5;20

+m

5;19

+

m

5;17

+ m

5;15

+ m

4;27

+ m

4;24

+ m

4;22

+ m

4;20

+ m

4;18

+ m

4;17

+ m

4;15

+ m

4;14

+

m

3;27

+m

3;22

+m

3;20

+m

3;17

+m

3;16

+m

3;15

+m

3;13

+m

2;27

+m

2;26

+m

2;24

+m

2;23

+

m

2;18

+m

2;15

+m

2;14

+m

1;30

+m

1;28

+m

1;26

+m

1;24

+m

1;22

+m

1;21

+m

1;16

+m

1;13

+

m

1;0

+m

0;28

+m

0;26

+m

0;24

+m

0;23

+m

0;21

+m

0;20

+m

0;19

+m

0;17

+m

0;14

= 0

s

105

a

15;12

m

14;12

+ m

13;11

+m

12;28

+m

12;27

+m

12;26

+m

12;23

+m

12;22

+ m

12;21

+m

12;19

+

m

12;18

+ m

12;13

+m

11;28

+m

11;27

+m

11;25

+m

11;22

+m

11;20

+ m

11;19

+m

11;17

+

m

11;16

+ m

11;14

+m

11;12

+m

10;28

+m

10;26

+m

10;25

+m

10;24

+ m

10;21

+m

10;20

+

m

10;16

+m

10;14

+m

9;28

+m

9;27

+m

9;26

+m

9;24

+m

9;23

+m

9;21

+m

9;19

+m

9;18

+m

9;13

+

m

9;12

+m

8;28

+m

8;26

+m

8;25

+m

8;23

+m

8;16

+m

8;13

+m

8;11

+m

7;24

+m

7;23

+m

7;21

+

m

7;19

+m

7;17

+m

7;16

+m

7;15

+m

7;14

+m

7;0

+m

6;26

+m

6;25

+m

6;21

+m

6;18

+m

6;17

+

m

5;27

+m

5;24

+m

5;23

+m

5;22

+m

5;21

+m

5;20

+m

5;19

+m

5;17

+m

5;12

+m

4;27

+m

4;24

+

m

4;21

+m

4;20

+m

4;19

+m

4;18

+m

4;15

+m

4;14

+m

4;13

+m

3;28

+m

3;26

+m

3;23

+m

3;22

+

m

3;21

+m

3;20

+m

3;19

+m

3;18

+m

3;16

+m

3;15

+m

3;13

+m

2;25

+m

2;23

+m

2;22

+m

2;20

+

m

2;19

+m

2;17

+m

2;15

+m

2;14

+m

2;11

+m

1;30

+m

1;26

+m

1;24

+m

1;22

+m

1;21

+m

1;18

+

m

1;17

+m

1;15

+m

1;13

+m

1;12

+m

1;0

+m

0;28

+m

0;26

+m

0;23

+m

0;19

+m

0;17

+m

0;11

= 0

s

104

a

15;5

m

14;5

= 0

s

103

a

15;4

m

14;4

+m

5;5

+m

3;4

= 0

s

102

a

9;2

m

14;3

+m

8;2

+m

7;3

+m

7;0

+m

6;5

+m

6;3

+m

6;2

+m

5;5

+m

5;4

+m

5;2

+m

4;2

+m

2;5

+

m

2;4

+m

2;3

+m

2;1

+m

1;2

+m

1;1

+m

1;0

+m

0;4

+m

0;3

+m

0;2

= 0

s

101

a

15;2

m

14;2

+m

8;2

+m

7;2

+m

5;4

+m

5;2

+m

5;1

+m

4;2

+m

2;1

+m

1;1

+m

0;4

= 0

s

100

a

15;1

m

14;1

+m

8;2

+m

7;3

+m

7;2

+m

6;5

+m

6;3

+m

5;4

+m

5;3

+m

5;2

+m

5;1

+m

4;2

+m

3;4

+

m

3;2

+m

2;5

+m

2;3

+m

2;2

+m

2;1

+m

1;3

+m

0;3

+m

0;2

= 0

Table 10. Control bits and 
ontrolled relations for the full SHA-1 (II)
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trl. seq. 
ontrol bits 
ontrolled relation

s

99

a

13;22

m

14;0

= 0

s

98

a

13;26

m

13;31

= 1

s

97

a

14;30

m

13;30

= 1

s

96

a

14;29

m

13;29

= 1

s

95

a

14;28

m

13;28

+m

8;28

+m

2;28

+m

0;28

= 1

s

94

a

14;27

m

13;27

+m

11;28

+m

8;27

+m

3;28

+m

2;27

+m

0;27

= 0

s

93

a

14;26

m

13;26

+m

11;27

+m

9;28

+m

8;28

+m

8;26

+m

5;27

+m

3;28

+m

3;27

+m

2;26

+m

1;28

+m

0;26

=

0

s

92

a

14;25

m

13;25

+m

11;28

+m

11;26

+m

9;28

+m

9;27

+m

8;27

+m

8;25

+m

6;27

+m

5;26

+m

3;27

+

m

3;26

+m

2;25

+m

1;27

+m

0;25

= 1

s

91

a

14;24

m

13;24

+m

12;28

+m

11;27

+m

11;25

+m

10;28

+m

9;27

+m

9;26

+m

8;26

+m

8;24

+m

6;26

+

m

5;25

+m

4;28

+m

3;28

+m

3;26

+m

3;25

+m

2;28

+m

2;24

+m

1;28

+m

1;26

+m

0;24

= 0

s

90

a

14;23

m

13;23

+m

12;27

+m

11;26

+m

11;24

+m

10;28

+m

10;27

+m

9;26

+m

9;25

+m

8;28

+m

8;25

+

m

8;23

+ m

7;27

+ m

6;25

+ m

5;24

+ m

4;28

+ m

4;27

+ m

3;27

+ m

3;25

+ m

3;24

+ m

2;27

+

m

2;23

+m

1;27

+m

1;25

+m

0;28

+m

0;23

= 1

s

89

a

14;22

m

13;22

+m

12;26

+m

11;28

+m

11;25

+m

11;23

+m

10;27

+m

10;26

+m

9;28

+m

9;25

+m

9;24

+

m

8;28

+ m

8;27

+ m

8;24

+ m

8;22

+ m

7;27

+ m

7;26

+ m

6;24

+ m

5;27

+ m

5;23

+ m

4;27

+

m

4;26

+ m

3;28

+ m

3;26

+ m

3;24

+ m

3;23

+ m

2;28

+ m

2;26

+ m

2;22

+ m

1;26

+ m

1;24

+

m

0;28

+m

0;27

+m

0;22

= 1

s

88

a

14;21

m

13;21

+ m

12;25

+ m

11;27

+ m

11;24

+ m

11;22

+ m

10;28

+ m

10;26

+ m

10;25

+ m

9;28

+

m

9;27

+ m

9;24

+ m

9;23

+ m

8;27

+ m

8;26

+ m

8;23

+ m

8;21

+ m

7;27

+ m

7;26

+ m

7;25

+

m

6;23

+ m

5;27

+ m

5;26

+ m

5;22

+ m

4;26

+ m

4;25

+ m

3;28

+ m

3;27

+ m

3;25

+ m

3;23

+

m

3;22

+m

2;27

+m

2;25

+m

2;21

+m

1;28

+m

1;25

+m

1;23

+m

0;27

+m

0;26

+m

0;21

= 0

s

87

a

14;20

m

13;20

+m

12;28

+m

12;24

+m

11;28

+m

11;26

+ m

11;23

+m

11;21

+m

10;28

+m

10;27

+

m

10;25

+m

10;24

+m

9;27

+m

9;26

+m

9;23

+m

9;22

+m

8;26

+m

8;25

+m

8;22

+m

8;20

+

m

7;26

+ m

7;25

+ m

7;24

+ m

6;27

+ m

6;22

+ m

5;26

+ m

5;25

+ m

5;21

+ m

4;25

+ m

4;24

+

m

3;28

+ m

3;27

+ m

3;26

+ m

3;24

+ m

3;22

+ m

3;21

+ m

2;26

+ m

2;24

+ m

2;20

+ m

1;27

+

m

1;24

+m

1;22

+m

0;28

+m

0;26

+m

0;25

+m

0;20

= 0

s

86

a

14;19

m

13;19

+m

12;27

+m

12;23

+m

11;27

+m

11;25

+ m

11;22

+m

11;20

+m

10;27

+m

10;26

+

m

10;24

+m

10;23

+m

9;26

+m

9;25

+m

9;22

+m

9;21

+m

8;28

+m

8;25

+m

8;24

+m

8;21

+m

8;19

+

m

7;25

+m

7;24

+m

7;23

+m

7;0

+m

6;26

+m

6;21

+m

5;27

+m

5;25

+m

5;24

+m

5;20

+m

4;28

+

m

4;24

+m

4;23

+m

3;27

+m

3;26

+m

3;25

+m

3;23

+m

3;21

+m

3;20

+m

2;28

+m

2;25

+m

2;23

+

m

2;19

+m

1;30

+m

1;26

+m

1;23

+m

1;21

+m

1;0

+m

0;28

+m

0;27

+m

0;25

+m

0;24

+m

0;19

= 0

s

85

a

14;18

m

13;18

+m

12;28

+m

12;26

+m

12;22

+m

11;28

+ m

11;26

+m

11;24

+m

11;21

+m

11;19

+

m

10;26

+m

10;25

+m

10;23

+m

10;22

+m

9;25

+m

9;24

+m

9;21

+m

9;20

+m

8;27

+m

8;24

+

m

8;23

+ m

8;20

+ m

8;18

+ m

7;27

+ m

7;24

+ m

7;23

+ m

7;22

+ m

6;27

+ m

6;25

+ m

6;20

+

m

5;27

+ m

5;26

+ m

5;24

+ m

5;23

+ m

5;19

+ m

4;27

+ m

4;23

+ m

4;22

+ m

3;28

+ m

3;26

+

m

3;25

+ m

3;24

+ m

3;22

+ m

3;20

+ m

3;19

+ m

2;27

+ m

2;24

+ m

2;22

+ m

2;18

+ m

1;25

+

m

1;22

+m

1;20

+m

0;28

+m

0;27

+m

0;26

+m

0;24

+m

0;23

+m

0;18

= 1

s

84

a

14;17

m

13;17

+m

12;27

+m

12;25

+m

12;21

+m

11;27

+ m

11;25

+m

11;23

+m

11;20

+m

11;18

+

m

10;25

+m

10;24

+m

10;22

+m

10;21

+m

9;24

+m

9;23

+m

9;20

+m

9;19

+m

8;26

+m

8;23

+

m

8;22

+m

8;19

+m

8;17

+m

7;27

+m

7;26

+m

7;23

+m

7;22

+m

7;21

+m

6;26

+m

6;24

+m

6;19

+

m

5;26

+m

5;25

+m

5;23

+m

5;22

+m

5;18

+m

4;28

+m

4;26

+m

4;22

+m

4;21

+m

3;28

+m

3;27

+

m

3;25

+m

3;24

+m

3;23

+m

3;21

+m

3;19

+m

3;18

+m

2;28

+m

2;26

+m

2;23

+m

2;21

+m

2;17

+

m

1;28

+m

1;24

+m

1;21

+m

1;19

+m

0;27

+m

0;26

+m

0;25

+m

0;23

+m

0;22

+m

0;17

= 1

s

83

a

14;16

m

13;16

+m

12;28

+m

12;26

+m

12;24

+m

12;20

+ m

11;26

+m

11;24

+m

11;22

+m

11;19

+

m

11;17

+m

10;28

+m

10;24

+m

10;23

+m

10;21

+m

10;20

+m

9;28

+m

9;23

+m

9;22

+m

9;19

+

m

9;18

+ m

8;25

+ m

8;22

+ m

8;21

+ m

8;18

+ m

8;16

+ m

7;27

+ m

7;26

+ m

7;25

+ m

7;22

+

m

7;21

+ m

7;20

+ m

6;27

+ m

6;25

+ m

6;23

+ m

6;18

+ m

5;25

+ m

5;24

+ m

5;22

+ m

5;21

+

m

5;17

+ m

4;28

+ m

4;27

+ m

4;25

+ m

4;21

+ m

4;20

+ m

3;27

+ m

3;26

+ m

3;24

+ m

3;23

+

m

3;22

+m

3;20

+m

3;18

+m

3;17

+m

2;27

+m

2;25

+m

2;22

+m

2;20

+m

2;16

+m

1;28

+m

1;27

+

m

1;23

+m

1;20

+m

1;18

+m

0;28

+m

0;26

+m

0;25

+m

0;24

+m

0;22

+m

0;21

+m

0;16

= 1

s

82

a

14;15

m

13;15

+m

13;14

+m

12;27

+m

12;26

+m

12;25

+ m

12;24

+m

12;23

+m

12;22

+m

12;19

+

m

12;18

+m

11;28

+m

11;25

+m

11;24

+m

11;23

+ m

11;22

+m

11;21

+m

11;20

+m

11;18

+

m

11;17

+m

11;16

+m

11;15

+m

10;27

+m

10;26

+ m

10;23

+m

10;21

+m

10;20

+m

10;18

+

m

9;28

+ m

9;27

+ m

9;26

+ m

9;22

+ m

9;20

+ m

9;18

+ m

9;16

+ m

8;24

+ m

8;23

+ m

8;21

+

m

8;19

+ m

8;17

+ m

8;16

+ m

8;15

+ m

8;14

+ m

7;27

+ m

7;26

+ m

7;23

+ m

7;21

+ m

7;18

+

m

7;0

+m

6;27

+m

6;25

+m

6;24

+m

6;23

+m

6;22

+m

6;21

+m

6;17

+m

6;16

+m

5;26

+m

5;24

+

m

5;22

+ m

5;21

+ m

5;19

+ m

5;16

+ m

5;15

+ m

4;28

+ m

4;27

+ m

4;25

+ m

4;24

+ m

4;23

+

m

4;20

+ m

4;18

+ m

3;28

+ m

3;27

+ m

3;26

+ m

3;24

+ m

3;23

+ m

3;20

+ m

3;19

+ m

3;18

+

m

3;17

+m

3;15

+m

2;28

+m

2;27

+m

2;26

+m

2;25

+m

2;24

+m

2;23

+m

2;21

+m

2;20

+m

2;19

+

m

2;18

+m

2;15

+m

2;14

+m

1;30

+m

1;27

+m

1;25

+m

1;22

+m

1;21

+m

1;19

+m

1;18

+m

1;17

+

m

1;16

+m

1;0

+m

0;27

+m

0;26

+m

0;25

+m

0;22

+m

0;21

+m

0;19

+m

0;15

+m

0;14

= 1

s

81

a

14;13

m

13;13

+m

12;25

+m

12;23

+m

12;21

+m

12;17

+ m

11;27

+m

11;23

+m

11;21

+m

11;19

+

m

11;16

+ m

11;14

+ m

10;28

+ m

10;25

+ m

10;21

+ m

10;20

+ m

10;18

+ m

10;17

+ m

9;28

+

m

9;27

+ m

9;25

+ m

9;20

+ m

9;19

+ m

9;16

+ m

9;15

+ m

8;28

+ m

8;22

+ m

8;19

+ m

8;18

+

m

8;15

+ m

8;13

+ m

7;26

+ m

7;24

+ m

7;23

+ m

7;22

+ m

7;19

+ m

7;18

+ m

7;17

+ m

6;27

+

m

6;25

+ m

6;24

+ m

6;22

+ m

6;20

+ m

6;15

+ m

5;27

+ m

5;26

+ m

5;25

+ m

5;22

+ m

5;21

+

m

5;19

+ m

5;18

+ m

5;14

+ m

4;28

+ m

4;27

+ m

4;25

+ m

4;24

+ m

4;22

+ m

4;18

+ m

4;17

+

m

3;28

+ m

3;26

+ m

3;24

+ m

3;23

+ m

3;21

+ m

3;20

+ m

3;19

+ m

3;17

+ m

3;15

+ m

3;14

+

m

2;26

+ m

2;24

+ m

2;22

+ m

2;19

+ m

2;17

+ m

2;13

+ m

1;28

+ m

1;25

+ m

1;24

+ m

1;20

+

m

1;17

+m

1;15

+m

0;28

+m

0;25

+m

0;23

+m

0;22

+m

0;21

+m

0;19

+m

0;18

+m

0;13

= 0

s

80

a

14;5

m

13;5

+m

7;2

+m

6;2

+m

5;5

+m

5;2

+m

4;4

+m

2;3

+m

2;2

+m

2;1

+m

1;30

+m

1;0

= 1

s

79

a

14;4

m

13;4

+m

5;5

+m

3;4

+m

2;4

+m

0;4

= 0

s

78

a

14;3

m

13;3

+m

6;2

+m

5;3

+m

5;2

+m

5;1

+m

4;2

+m

3;2

+m

2;4

+m

2;2

+m

2;1

+m

1;0

+m

0;2

= 1

s

77

a

9;4

m

13;2

+m

8;2

+m

7;0

+m

5;3

+m

2;2

+m

1;30

+m

0;2

= 0

s

76

a

14;1

m

13;1

= 0

s

75

a

14;0

m

13;0

+m

1;30

= 1

s

74

a

12;26

m

12;31

= 0

s

73

a

13;30

m

12;30

= 0

s

72

a

13;29

m

12;29

= 1

s

71

a

8;8

m

12;6

= 1

s

70

a

13;5

m

12;5

+m

7;2

+m

6;2

+m

5;2

+m

4;5

+m

4;4

+m

2;5

+m

2;3

+m

2;2

+m

2;1

+m

1;30

+m

1;0

= 1

s

69

a

13;4

m

12;4

+m

4;4

= 0

s

68

a

13;3

m

12;3

+m

7;3

+m

7;2

+m

6;3

+m

5;3

+m

5;2

+m

5;1

+m

4;3

+m

3;2

+m

2;2

+m

2;1

+m

1;1

+m

0;4

=

0

s

67

a

12;28

; a

4;2

m

12;2

+m

7;3

+m

6;3

+m

5;3

+m

4;3

+m

3;2

+m

2;2

+m

1;3

+m

1;2

+m

1;0

+m

0;4

= 1

s

66

a

13;1

m

12;1

= 1

s

65

a

13;0

m

12;0

= 1

s

64

a

12;31

m

11;31

= 0

s

63

a

12;30

m

11;30

= 0

s

62

a

12;29

m

11;29

= 1

s

61

a

7;8

m

11;6

= 1

s

60

a

12;5

m

11;5

+m

8;4

+m

3;4

= 0

s

59

a

12;4

m

11;4

+m

7;3

+m

7;2

+m

7;0

+m

6;5

+m

6;3

+m

5;3

+m

5;2

+m

5;1

+m

4;2

+m

2;5

+m

2;3

+

m

2;2

+m

2;1

+m

1;3

+m

1;2

+m

1;1

+m

0;3

+m

0;2

= 1

s

58

a

12;3

m

11;3

+m

7;0

+m

1;30

= 0

Table 11. Control bits and 
ontrolled relations for the full SHA-1 (III)
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trl. seq. 
ontrol bits 
ontrolled relation

s

57

a

12;2

m

11;2

+m

8;2

+m

7;3

+m

7;2

+m

7;0

+m

5;5

+m

5;4

+m

5;2

+m

4;2

+m

3;4

+m

3;2

+m

2;4

+

m

1;30

+m

1;2

+m

0;4

+m

0;2

= 1

s

56

a

11;28

m

11;1

= 1

s

55

a

12;0

m

11;0

+m

1;30

= 1

s

54

a

10;26

m

10;31

= 1

s

53

a

10;25

m

10;30

= 0

s

52

a

10;24

m

10;29

= 0

s

51

a

6;8

m

10;6

= 0

s

50

a

11;5

m

10;5

+m

4;5

+m

2;5

= 1

s

49

a

11;4

m

10;4

+m

7;3

+m

6;5

+m

6;3

+m

6;2

+m

5;4

+m

5;3

+m

5;2

+m

4;2

+m

3;2

+m

2;5

+m

2;4

+

m

1;3

+m

1;1

+m

1;0

+m

0;3

= 1

s

48

a

6;1

m

10;3

+m

7;3

+m

7;0

+m

6;5

+m

5;5

+m

5;4

+m

5;3

+m

5;1

+m

3;4

+m

3;2

+m

2;5

+m

2;2

+

m

2;1

+m

1;30

+m

1;1

+m

0;3

= 0

s

47

a

11;2

m

10;2

+m

7;3

+m

7;0

+m

6;5

+m

6;3

+m

6;2

+m

5;5

+m

5;3

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+

m

1;30

+m

1;3

+m

1;1

+m

0;4

+m

0;3

+m

0;2

= 0

s

46

a

11;1

m

10;1

= 1

s

45

a

11;0

m

10;0

= 0

s

44

a

10;31

m

9;31

= 1

s

43

a

10;28

m

9;29

= 0

s

42

a

10;5

m

9;5

= 0

s

41

a

10;4

m

9;4

= 0

s

40

a

3;4

; a

3;5

m

9;3

+m

8;2

+m

7;3

+m

7;0

+m

6;5

+m

6;3

+m

6;2

+m

5;5

+m

5;4

+m

5;2

+m

4;2

+m

2;5

+

m

2;4

+m

2;3

+m

2;1

+m

1;3

+m

1;2

+m

1;1

+m

1;0

+m

0;4

+m

0;3

+m

0;2

= 0

s

39

a

10;2

m

9;2

+m

8;2

+m

6;5

+m

6;3

+m

5;4

+m

5;3

+m

5;2

+m

2;5

+m

2;3

+m

2;2

+m

2;1

+m

1;30

+

m

1;3

+m

1;2

+m

1;1

+m

0;4

+m

0;3

= 0

s

38

a

9;28

m

9;1

= 1

s

37

a

10;0

m

9;0

= 0

s

36

a

8;26

m

8;31

= 0

s

35

a

9;29

m

8;29

= 1

s

34

a

8;0

m

8;3

+m

7;3

+m

7;2

+m

7;0

+m

6;3

+m

5;4

+m

5;3

+m

3;4

+m

3;2

+m

2;4

+m

2;3

+m

2;1

+

m

1;30

+m

1;3

+m

0;2

= 0

s

33

a

6;3

; a

1;5

m

8;1

+m

7;3

+m

6;5

+m

6;3

+m

5;3

+m

3;4

+m

3;2

+m

2;5

+m

2;3

+m

2;2

+m

1;3

+m

1;1

+

m

0;4

+m

0;3

+m

0;2

= 0

s

32

a

8;27

m

8;0

= 0

s

31

a

8;31

m

7;31

= 0

s

30

a

8;28

m

7;28

= 0

s

29

a

8;5

m

7;5

= 1

s

28

a

8;4

m

7;4

+m

7;2

+m

5;4

+m

5;3

+m

5;2

+m

3;2

+m

2;2

+m

0;4

= 1

s

27

a

3;25

m

7;1

= 1

s

26

a

7;31

m

6;31

= 0

s

25

a

7;30

m

6;30

= 0

s

24

a

2;31

m

6;29

= 0

s

23

a

7;28

m

6;28

= 0

s

22

a

7;6

m

6;6

= 0

s

21

a

7;4

m

6;4

= 1

s

20

a

5;25

m

5;31

= 0

s

19

a

6;30

m

5;30

= 0

s

18

a

5;23

m

5;28

= 1

s

17

a

6;6

m

5;6

= 1

s

16

a

6;0

m

5;0

+m

1;30

+m

1;0

= 0

s

15

a

4;26

m

4;31

= 0

s

14

a

5;30

m

4;30

= 0

s

13

a

4;23

m

4;29

= 0

s

12

a

3;26

m

3;31

= 1

s

11

a

4;30

m

3;30

= 0

s

10

a

3;24

m

3;29

= 1

s

9

a

4;4

; a

1;7

m

3;5

= 1

s

8

a

4;3

m

3;3

= 1

s

7

a

1;27

m

3;0

+m

1;0

= 0

s

6

a

2;26

m

2;31

= 1

s

5

a

2;25

m

2;30

= 0

s

4

a

1;25

m

2;0

+m

1;30

= 1

s

3

a

2;5

m

1;5

= 0

s

2

a

1;26

m

1;31

+m

1;30

= 1

s

1

a

1;23

m

1;29

= 0

Table 12. Control bits and 
ontrolled relations for the full SHA-1 (IV)
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message

variable 31 - 24 23 - 16 15 - 8 8 - 0

m

0

1-1----- -------- -------- ------10

m

1

L-0----- -------- -------- --01----

m

2

L00----- -------- -------- -------L

m

3

101----- -------- -------- --1-1-1L

m

4

LL0----- -------- -------- -0----01

m

5

0L01---- -------- -------- -1-----L

m

6

00L0---- -------- -------- -0-1--01

m

7

00-0---- -------- -------- --1L--1-

m

8

L-1----- -------- -------- ----L--L

m

9

L10----- -------- -------- --00-L1L

m

10

L00----- -------- -------- -0LLLL10

m

11

LL1----- -------- -------- -1LLLLLL

m

12

001----- -------- -------- -1LLL-1L

m

13

L11LLLLL LLLLLLLL L-L----- --LLLL0L

m

14

1LLLLLLL LLLLLLLL L-LL---- --LLLLL0

m

15

LLLLLLLL LLLLLLLL LL-L---- L-0LLLLL

m

16

-------- -------- -------- ------01

m

17

-1------ -------- -------- -1-1--0-

m

18

-1------ -------- -------- -1------

m

19

111----- -------- -------- -1-1--0-

m

20

1-1----- -------- -------- --------

m

21

0------- -------- -------- -1------

m

22

--1----- -------- -------- -------0

m

23

--1----- -------- -------- -11-----

m

24

1------- -------- -------- -------1

m

25

-1------ -------- -------- -1----1-

m

26

10------ -------- -------- -0----10

m

27

-1------ -------- -------- --1---0-

m

28

-------- -------- -------- ------10

m

29

-0------ -------- -------- -0----0-

m

30

11------ -------- -------- -1----01

m

31

11------ -------- -------- --0---1-

m

32

-------- -------- -------- -------1

m

33

-0------ -------- -------- ------0-

m

34

00------ -------- -------- -1----00

m

35

-0------ -------- -------- -11---1-

m

36

1------- -------- -------- -------0

m

37

-1------ -------- -------- -0----0-

m

38

-0------ -------- -------- -1----1-

m

39

-1------ -------- -------- ------0-

m

40

-------- -------- -------- ------1-

m

41

-------- -------- -------- -0------

m

42

0------- -------- -------- ------0-

m

43

1------- -------- -------- --------

m

44

0------- -------- -------- ------0-

m

45

0------- -------- -------- -1------

m

46

-------- -------- -------- --------

m

47

0------- -------- -------- -1------

m

48

0------- -------- -------- --------

m

49

-------- -------- -------- -1------

m

50

0------- -------- -------- --------

m

51

-------- -------- -------- -1------

m

52

1------- -------- -------- ------1-

m

53

-------- -------- -------- --------

m

54

1------- -------- -------- --------

m

55

0------- -------- -------- --------

m

56

-------- -------- -------- --------

m

57

-------- -------- -------- --------

m

58

-------- -------- -------- --------

m

59

-------- -------- -------- --------

m

60

-------- -------- -------- --------

m

61

-------- -------- -------- --------

m

62

-------- -------- -------- --------

m

63

-------- -------- -------- --------

m

64

-------- -------- -------- --------

m

65

-------- -------- -------- --------

m

66

-------- -------- -------- -----0--

m

67

-------- -------- -------- 1-------

m

68

-------- -------- -------- -----0--

m

69

-------- -------- -------- ----0--0

m

70

-------- -------- -------1 -------0

m

71

-------- -------- -------- ----0--1

m

72

-------- -------- -------- ---0--0-

m

73

-------- -------- ------1- ------0-

m

74

-------- -------- -------- ---00-1-

m

75

-------- -------- -------1 --1--0--

m

76

-------- -------- -----0-- ----00--

m

77

-------- -------- -------- --1--10-

m

78

-------- -------- -------- -1--1-0-

m

79

-------- -------- ----0--- ----0-1-

m

80

-------- -------- -------- --------


haining

variable 31 - 24 23 - 16 15 - 8 8 - 0

a

0

01100111 01000101 00100011 00000001

a

1

010-FrF0 y0-01-0- 10-0-10- F-Fa0101

a

2

F100-Vv1 0aa10a1a 01a1a011 1-wa11a1

a

3

01011VFV -1000000 00000000 01FFa0a1

a

4

0w101v-a y--10000 00101000 010XWF10

a

5

0w0101y1 V1-11110 00111-00 10010100

a

6

1w0a1a0a a0a1aaa- --10010F -W01F0Fh

a

7

ww0w0111 11111111 111-010F 0w0W0110

a

8

w10wvv01 11110000 010-111F 1-Wh000F

a

9

00WV--11 11111111 111----0 ---F1F01

a

10

W11x-Vvv -------- -----a-- -1ww1h0w

a

11

100V---- -------- -------1 -1hh0hWw

a

12

wwWF-v-- -------- -------- -1hhhh0h

a

13

0wW--V-- -F-F-F-- FNqNqqqq q1hhh0WW

a

14

1WWhhhhh hhhhhhhh hNhNqNNq NNhhh1wh

a

15

WWwhhhhh hhhhhhhh hqhhqqqq qNwh0hh0

a

16

w1Whhhhh hhhhhhhh hhNhqqqq hqwh1hAh

a

17

00------ -------- -------- ----0-0-

a

18

1-1----- -------- -------- ----a-0-

a

19

0-b----- -------- -------- ------0-

a

20

--0----- -------- -------- ----a---

a

21

--b----- -------- -------- ------0-

a

22

-------- -------- -------- ----aa--

a

23

-------- -------- -------- ------00

a

24

-
------ -------- -------- ----a---

a

25

-B------ -------- -------- ----a-0-

a

26

-------- -------- -------- -----A1-

a

27

-------- -------- -------- -------0

a

28

-C------ -------- -------- ----a---

a

29

-b------ -------- -------- ----a-1-

a

30

-------- -------- -------- -----A0-

a

31

-------- -------- -------- -------1

a

32

-
------ -------- -------- --------

a

33

-b------ -------- -------- ----a---

a

34

-------- -------- -------- ----AA0-

a

35

-------- -------- -------- ------00

a

36

-
------ -------- -------- ----A---

a

37

-B------ -------- -------- ----A-1-

a

38

-------- -------- -------- ------0-

a

39

-------- -------- -------- --------

a

40

B------- -------- -------- ----A---

a

41

-------- -------- -------- ------1-

a

42

C------- -------- -------- --------

a

43

B------- -------- -------- --------

a

44

-------- -------- -------- ----A---

a

45

-------- -------- -------- ------0-

a

46

C------- -------- -------- ----A---

a

47

B------- -------- -------- ------0-

a

48

C------- -------- -------- ----A---

a

49

B------- -------- -------- ------0-

a

50

C------- -------- -------- ----A---

a

51

B------- -------- -------- ------0-

a

52

C------- -------- -------- --------

a

53

B------- -------- -------- --------

a

54

-------- -------- -------- --------

a

55

-------- -------- -------- --------

a

56

-------- -------- -------- --------

a

57

-------- -------- -------- --------

a

58

-------- -------- -------- --------

a

59

-------- -------- -------- --------

a

60

-------- -------- -------- --------

a

61

-------- -------- -------- --------

a

62

-------- -------- -------- --------

a

63

-------- -------- -------- --------

a

64

-------- -------- -------- --------

a

65

-------- -------- -------- --------

a

66

-------- -------- -------- ---A----

a

67

-------- -------- -------- -----0--

a

68

-------- -------- -------- -------C

a

69

-------- -------- -------- --A----B

a

70

-------- -------- -------- ----0---

a

71

-------- -------- -------- ------C-

a

72

-------- -------- -------- -A----B-

a

73

-------- -------- -------- ---0----

a

74

-------- -------- -------- --A--C--

a

75

-------- -------- -------- A---0B--

a

76

-------- -------- -------- --1---C-

a

77

-------- -------- -------- ----C-B-

a

78

-------- -------- -------- ----b---

a

79

-------- -------- -------- -1------

a

80

-------- -------- -------- --------

Table 13. Advan
ed suÆ
ient 
onditions on fm

i;j

g and fa

i;j

g with semi-neutral bits for the full SHA-1
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modi�ed message in Step 4 pass the �nal test of Step 4 is 1=2

54

. Hen
e when we use Algorithm 2, we

have the 
omplexity to �nd a 
ollision for the full SHA-1 is 2

54

message modi�
ations experimentally,

be
ause Step 4 is a dominant part of the algorithm. As stated in [9℄, we 
an relax 3 
onditions from

the above remaining 
onditions. Hen
e the total 
omplexity is redu
ed to 2

51

message modi�
ation,

though symboli
 
omputations are very slow at this moment.

8.5 An example of a partial result of Algorithm 2.

We show an example of a message m = (m

0

;m

1

; : : : ;m

15

) obtained by Algorithm 2.

m = aa740
82 9f91e819 84
3e50f a898306b 1e5b4111 1867d96b 0616ea95 014a2f32

7ae92980 d5e4d6
6 9d49d0ba 3b8087d3 32717277 ed
e
899 d
537498 63b
a615

The above m satis�es all message 
onditions of 0-80 rounds and all 
haining variable 
onditions of

0-28 rounds.

9 A 
on
luding note

This paper yields an improved method for 
ryptanalysis of SHA-1 whi
h originates from an explana-

tion of the mathemati
al basis for Wang's atta
k and its improvement. We provide the detailed pro-


edures whi
h are based on a novel message modi�
ation te
hnique. The proposed method improves

the 
omplexity of an atta
k against 58-round SHA-1 and we found many new 
ollisions. Moreover,

the 
omplexity of the �rst iteration in a two-iteration atta
k against the full SHA-1 is redu
ed from

2

62

message modi�
ation to 2

51

.
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Appendix: How to �nd good message di�erential with low hamming

weight? - Our strategy

As we stated in Se
tion 2, a 
hoi
e of \di�erential" is very important. Here we show how to �nd

good \di�erential'.

Our strategy is as follows.

{ Find a message di�erential in whi
h di�eren
e appears only on 
ontinuing 4-bits. There are a few

message di�erential patterns whi
h have values only on 3- or 4- bits.

{ Find another message-di�erentials of 
ontinuing 4-bit by shifting the one obtained in the previous

step.

{ Substitute message-di�erentials into ea
h round and 
ombine them (adding a disturban
e ve
tor)

and obtain a 'better' message di�erential.

If we start fromWang's message-di�erential with 
ontinuing 4-bit, we have the results as in Fig. ??,

Fig. ??. By our experiments, Wang's disturban
e ve
tor for 58-round SHA-1 seems a best possible

one.

i �

+

m �

�

m i �

+

m �

�

m i �

+

m �

�

m

0 20000000 0 20 0 3 40 0 80000000

1 40000020 20000012 21 40000040 2 41 0 40

2 20000000 40000043 22 80000041 40000002 42 0 80000000

3 20000000 40 23 2 
0000020 43 0 40

4 e0000040 2 24 1 0 44 0 80000002

5 0 60000002 25 0 40000002 45 0 0

6 80000001 0 26 40000041 80000002 46 0 80000000

7 0 20 27 42 40000020 47 80000000 0

8 3 0 28 1 80000000 48 0 0

9 40000040 12 29 2 40000040 49 0 0

10 40000040 0 30 40000002 40 50 0 0

11 40000000 a0000052 31 2 40000000 51 0 0

12 0 a0000000 32 0 2 52 0 0

13 80000040 0 33 40 0 53 0 0

14 20000001 0 34 80000000 2 54 0 0

15 20000000 60 35 80000000 0 55 0 0

16 80000001 0 36 0 80000002 56 0 0

17 40000002 40 37 40 80000000 57 0 0

18 
0000002 41 38 0 0

19 40000000 22 39 80000000 40

Table. A message-di�erential for 58-round SHA-1 of 
ontinuous 4-round
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i = 0 d0000002

i = 1 20000000

i = 2 60000002

i = 3 60000003

i = 4 20000000

i = 5 e0000002

i = 6 60000002

i = 7 80000001

i = 8 0

i = 9 3

i = 10 40000002

i = 11 40000000

i = 12 e0000002

i = 13 a0000000

i = 14 80000000

i = 15 20000001

i = 16 20000000

i = 17 80000001

i = 18 40000002

i = 19 c0000003

i = 20 40000002

i = 21 3

i = 22 40000002

i = 23 c0000003

i = 24 c0000002

i = 25 1

i = 26 40000002

i = 27 c0000003

i = 28 40000002

i = 29 80000001

i = 30 40000002

i = 31 40000002

i = 32 40000002

i = 33 2

i = 34 0

i = 35 80000002

i = 36 80000000

i = 37 80000002

i = 38 80000000

i = 39 0

i = 40 80000000

i = 41 80000000

i = 42 0

i = 43 80000000

i = 44 0

i = 45 80000002

i = 46 0

i = 47 80000000

i = 48 80000000

i = 49 0

i = 50 0

i = 51 0

i = 52 0

i = 53 0

i = 54 0

i = 55 0

i = 56 0

i = 57 0

i = 58 0

i = 0 d0000022

i = 1 20000000

i = 2 60000032

i = 3 60000043

i = 4 20000040

i = 5 e0000042

i = 6 60000002

i = 7 80000001

i = 8 20

i = 9 3

i = 10 40000052

i = 11 40000040

i = 12 e0000052

i = 13 a0000000

i = 14 80000040

i = 15 20000001

i = 16 20000060

i = 17 80000001

i = 18 40000042

i = 19 c0000043

i = 20 40000022

i = 21 3

i = 22 40000042

i = 23 c0000043

i = 24 c0000022

i = 25 1

i = 26 40000002

i = 27 c0000043

i = 28 40000062

i = 29 80000001

i = 30 40000042

i = 31 40000042

i = 32 40000002

i = 33 2

i = 34 40

i = 35 80000002

i = 36 80000000

i = 37 80000002

i = 38 80000040

i = 39 0

i = 40 80000040

i = 41 80000000

i = 42 40

i = 43 80000000

i = 44 40

i = 45 80000002

i = 46 0

i = 47 80000000

i = 48 80000000

i = 49 0

i = 50 0

i = 51 0

i = 52 0

i = 53 0

i = 54 0

i = 55 0

i = 56 0

i = 57 0

i = 58 0

i = 0 20

i = 1 0

i = 2 30

i = 3 40

i = 4 40

i = 5 40

i = 6 0

i = 7 0

i = 8 20

i = 9 0

i = 10 50

i = 11 40

i = 12 50

i = 13 0

i = 14 40

i = 15 0

i = 16 60

i = 17 0

i = 18 40

i = 19 40

i = 20 20

i = 21 0

i = 22 40

i = 23 40

i = 24 20

i = 25 0

i = 26 0

i = 27 40

i = 28 60

i = 29 0

i = 30 40

i = 31 40

i = 32 0

i = 33 0

i = 34 40

i = 35 0

i = 36 0

i = 37 0

i = 38 40

i = 39 0

i = 40 40

i = 41 0

i = 42 40

i = 43 0

i = 44 40

i = 45 0

i = 46 0

i = 47 0

i = 48 0

i = 49 0

i = 50 0

i = 51 0

i = 52 0

i = 53 0

i = 54 0

i = 55 0

i = 56 0

i = 57 0

i = 58 0

⊕ =

Fig. 1. Finding good disturban
e ve
tor (I)

da db dc dd de

t = 58  0 0 0 0 0

t = 57  0 0 0 0 0

t = 56  0 0 0 0 0

t = 55  0 0 0 0 0

t = 54  0 0 0 0 0

t = 53  0 0 0 0 0

t = 52  0 0 0 0 0

t = 50  0 0 0 0 0

t = 49  0 0 0 0 0

t = 48  0 0 0 0 0

t = 47  0 0 0 0 80000000

t = 46  0 0 0 80000000 0

t = 51  0 0 0 0 0

t = 45  0 0 80000000 0 80000000

t = 44  0 2 0 80000000 0

t = 43  2 0 80000000 0 80000040

t = 42  0 2 0 80000040 40

t = 41  2 0 80000040 40 80000040

t = 40  0 102 40 80000040 100

t = 39  102 100 80000040 100 2000

t = 38  100 102 100 2000 100

t = 37  102 400 2000 100 80000440

t = 36  400 8000 100 80000440 440

t = 35  8000 400 80000440 440 100000

t = 34  400 1102 440 100000 80101540

t = 33  1102 1100 100000 80101540 80022000

t = 32  1100 400000 80101540 80022000 500440

t = 31  400000 405502 80022000 500440 c8126040

t = 30  405502 88002 500440 c8126040 80004440

t = 29  88002 1401100 c8126040 80004440 8026040

t = 28  1401100 20498103 80004440 8026040 410500

t = 27  20498103 11102 8026040 410500 40324524

t = 26  11102 20098100 410500 40324524 80116064

t = 25  20098100 1041400 40324524 80116064 80160044

t = 24  1041400 c91491 80116064 80160044 4575b0

t = 23  c91491 458192 80160044 4575b0 58307244

t = 22  458192 580112 4575b0 58307244 90542034

t = 21  580112 115d6c0 58307244 90542034 82342760

t = 20  115d6c0 60c1c911 90542034 82342760 50431754

t = 19  60c1c911 415080d2 82342760 50431754 ca0b4408

t = 18  415080d2 8d09d82 50431754 ca0b4408 18491984

t = 17  8d09d82 410c5d51 ca0b4408 18491984 8805304c

t = 16  410c5d51 282d1023 18491984 8805304c 113a0e40

t = 15  282d1023 61246610 8805304c 113a0e40 9cb50128

t = 14  61246610 2014c132 113a0e40 9cb50128 812a1c74

t = 13  2014c132 44e83900 9cb50128 812a1c74 bacb6408

t = 12  44e83900 72d404a2 812a1c74 bacb6408 542699e4

t = 11  72d404a2 4a871d2 bacb6408 542699e4 142d2172

t = 10  4a871d2 eb2d9022 542699e4 142d2172 cd81656

t = 9  eb2d9022 509a6791 142d2172 cd81656 69752528

t = 8  509a6791 50b485c8 cd81656 69752528 cd68d0bd

t = 7  50b485c8 33605958 69752528 cd68d0bd d0177256

t = 6  33605958 a5d494a1 cd68d0bd d0177256 4148885

t = 5  a5d494a1 35a342f7 d0177256 4148885 852754a

t = 4  35a342f7 405dc95b 4148885 852754a bda7fed1

t = 3  405dc95b 10522214 852754a bda7fed1 bbbdc010

t = 2  10522214 2149d528 bda7fed1 bbbdc010 c4a2033

t = 1  2149d528 f69ffb46 bbbdc010 c4a2033 18009c77

t = 0  f69ffb46 eef70042 c4a2033 18009c77 200b01f0

da db dc dd de

t = 58  0 0 0 0 0

t = 57  0 0 0 0 0

t = 56  0 0 0 0 0

t = 55  0 0 0 0 0

t = 54  0 0 0 0 0

t = 53  0 0 0 0 0

t = 52  0 0 0 0 0

t = 51  0 0 0 0 0

t = 50  0 0 0 0 0

t = 49  0 0 0 0 0

t = 48  0 0 0 0 0

t = 47  0 0 0 0 80000000

t = 46  0 0 0 80000000 0

t = 45  0 0 80000000 0 80000000

t = 44  0 2 0 80000000 0

t = 43  2 0 80000000 0 80000000

t = 42  0 2 0 80000000 0

t = 41  2 0 80000000 0 80000000

t = 40  0 2 0 80000000 0

t = 39  2 0 80000000 0 0

t = 38  0 2 0 0 0

t = 37  2 0 0 0 80000000

t = 36  0 0 0 80000000 0

t = 35  0 0 80000000 0 0

t = 34  0 2 0 0 80000000

t = 33  2 0 0 80000000 80000000

t = 32  0 0 80000000 80000000 0

t = 31  0 2 80000000 0 c0000000

t = 30  2 2 0 c0000000 80000000

t = 29  2 0 c0000000 80000000 0

t = 28  0 3 80000000 0 0

t = 27  3 2 0 0 40000000

t = 26  2 0 0 40000000 80000000

t = 25  0 0 40000000 80000000 80000000

t = 24  0 1 80000000 80000000 0

t = 23  1 2 80000000 0 40000000

t = 22  2 2 0 40000000 80000000

t = 21  2 0 40000000 80000000 80000000

t = 20  0 1 80000000 80000000 0

t = 19  1 2 80000000 0 c0000000

t = 18  2 2 0 c0000000 0

t = 17  2 0 c0000000 0 80000000

t = 16  0 3 0 80000000 0

t = 15  3 0 80000000 0 a0000000

t = 14  0 2 0 a0000000 80000000

t = 13  2 0 a0000000 80000000 a0000000

t = 12  0 80000002 80000000 a0000000 0

t = 11  80000002 2 a0000000 0 40000000

t = 10  2 80000002 0 40000000 0

t = 9  80000002 0 40000000 0 0

t = 8  0 1 0 0 80000000

t = 7  1 0 0 80000000 80000000

t = 6  0 0 80000000 80000000 80000000

t = 5  0 2 80000000 80000000 60000000

t = 4  2 2 80000000 60000000 0

t = 3  2 2 60000000 0 40000000

t = 2  2 80000001 0 40000000 a0000000

t = 1  80000001 0 40000000 a0000000 80000000

t = 0  0 1 a0000000 80000000 80000000

da db dc dd de
t = 58  0 0 0 0 0
t = 57  0 0 0 0 0
t = 56  0 0 0 0 0
t = 55  0 0 0 0 0
t = 54  0 0 0 0 0
t = 53  0 0 0 0 0
t = 52  0 0 0 0 0
t = 51  0 0 0 0 0
t = 50  0 0 0 0 0
t = 49  0 0 0 0 0
t = 48  0 0 0 0 0
t = 47  0 0 0 0 0
t = 46  0 0 0 0 0
t = 45  0 0 0 0 0
t = 44  0 0 0 0 0
t = 43  0 0 0 0 40
t = 42  0 0 0 40 40
t = 41  0 0 40 40 40
t = 40  0 100 40 40 100
t = 39  100 100 40 100 2000
t = 38  100 100 100 2000 100
t = 37  100 400 2000 100 440
t = 36  400 8000 100 440 440
t = 35  8000 400 440 440 100000
t = 34  400 1100 440 100000 101540
t = 33  1100 1100 100000 101540 22000
t = 32  1100 400000 101540 22000 500440
t = 31  400000 405500 22000 500440 8126040
t = 30  405500 88000 500440 8126040 4440
t = 29  88000 1401100 8126040 4440 8026040
t = 28  1401100 20498100 4440 8026040 410500
t = 27  20498100 11100 8026040 410500 324524
t = 26  11100 20098100 410500 324524 116064
t = 25  20098100 1041400 324524 116064 160044
t = 24  1041400 c91490 116064 160044 4575b0
t = 23  c91490 458190 160044 4575b0 18307244
t = 22  458190 580110 4575b0 18307244 10542034
t = 21  580110 115d6c0 18307244 10542034 2342760
t = 20  115d6c0 60c1c910 10542034 2342760 50431754
t = 19  60c1c910 415080d0 2342760 50431754 a0b4408
t = 18  415080d0 8d09d80 50431754 a0b4408 18491984
t = 17  8d09d80 410c5d51 a0b4408 18491984 805304c
t = 16  410c5d51 282d1020 18491984 805304c 113a0e40
t = 15  282d1020 61246610 805304c 113a0e40 3cb50128
t = 14  61246610 2014c130 113a0e40 3cb50128 12a1c74
t = 13  2014c130 44e83900 3cb50128 12a1c74 1acb6408
t = 12  44e83900 f2d404a0 12a1c74 1acb6408 542699e4
t = 11  f2d404a0 4a871d0 1acb6408 542699e4 542d2172
t = 10  4a871d0 6b2d9020 542699e4 542d2172 cd81656
t = 9  6b2d9020 509a6791 542d2172 cd81656 69752528
t = 8  509a6791 50b485c9 cd81656 69752528 4d68d0bd
t = 7  50b485c9 33605958 69752528 4d68d0bd 50177256
t = 6  33605958 a5d494a1 4d68d0bd 50177256 84148885
t = 5  a5d494a1 35a342f5 50177256 84148885 6852754a
t = 4  35a342f5 405dc959 84148885 6852754a bda7fed1
t = 3  405dc959 10522216 6852754a bda7fed1 fbbdc010
t = 2  10522216 a149d529 bda7fed1 fbbdc010 c4a2033
t = 1  a149d529 f69ffb46 fbbdc010 c4a2033 38009c77
t = 0  f69ffb46 eef70043 c4a2033 38009c77 a00b01f0

⊕ =

cancel

Fig. 2. Finding good disturban
e ve
tor (II)


