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Abstract. Simulatable security is a security notion for multi-partgtocols that implies strong com-
posability features. The main definitional flavours of siatable security are standard simulatability,
universal simulatability, and black-box simulatabilidl three come in “computational,” “statistical”
and “perfect” subflavours indicating the considered adwgabpower. Universal and black-box simu-
latability, in all of their subflavours, are already knowndgwoarantee that the concurrent composition
even of a polynomial number of secure protocols stays secure

We show that computational standard simulatability doasallow for secure concurrent composition
of polynomially many protocols, but we also show that staidd standard simulatabilitsoes The first
result assumes the existence of an interesting cryptograpbl (namely time-lock puzzles), and its
proof employs a cryptographic multi-party computation imirteresting and unconventional way.
Keywords: Reactive Simulatability, Universal Composability, cormemt composition.

1 Introduction

There are several ways to define what it means for a multispautocol to be secure. A very
elegant and general way is the concept of simulatable secWfith simulatable security, one first
states what the protocol should do by specifying a singledihost that completes the protocol
task ideally and securely by construction. For instancejstéd host for tossing a common coin
for a set of parties would simply uniformly and randomly s#na bit b and then senad to
each party. A simulatably secure protocol for coin toss most be indistinguishable (in a well-
defined sense) from this ideal setting. More specificallyproiocol environment must be able to
detect differences between executions with the real pobted executions with the trusted host
in feasible time.

Thus, simulatable security actually establishes a sgawlition that considers a protocol se-
curerelativeto a suitable idealisation. However, when the idealisatiornhe considered protocol
class is obvious, then a protocol is simply called securgliaitly meaning security relative to
that idealisation. Consequently, simulatable securipturas the notion of a secure refinement
of one system by another. In particular, it proved useful ggagform to show that a crypto-
graphic implementation of a symbolic protocol is securdragiaryptoanalytic attacks (see, e.g.,
[9, 5, 1, 23]). But simulatable security also helps to amalifge information-theoretic security
guarantees of a one-time pad in a nice and convenient mafingi2].

For defining and analysing a large protocol, a divide-armugoer approach is generally help-
ful and sometimes even necessary. However, to allow for autapogrotocol analysis, it is crucial
that the composition of secure protocols stays secure.r&eomposition of security properties
should not be taken for granted: E.g., [37, 38] shows tharaéwotions of non-interference are
not preserved under composition. (This can be rectified, bygderiving properties sufficient



for non-interference-preserving composition [46] or atliig the non-interference notion [35].)
Similarly, most definitions of the cryptographic tool of Bdeknowledge proof systems do not
allow for securely composing even only two systems [28]c8iit is a difficult and laborious
task to prove the different composability properties anemefaich and every security property, it
can be of great advantage to simply show that a protocol iglatably secure. From this, many
different security properties can be derived: e.g., pradiem of integrity properties [40, 3], non-
interference [4, 6], liveness properties [8], or key and sage secrecy [7]. One can then make
use of the composability guarantees simulatable secuvigsg

As just hinted, all flavours of simulatable security giveta@gr composition guarantees. Namely,
all flavours guarantee thatanstanthumber of secure protocols can be composed in an arbitrary,
concurrent manner without loss of security. Due to thesepomability guarantees, simulatable
security could be used for defining and analysing protocaktactions for a very large class
of protocol tasks in a modular way. Examples include a coatmrially sound analysis of the
Needham-Schroeder-Lowe protocol [5], an electronic payrsgstem [2], and a cryptographic
construction for realizing a large class of protocol tagid [

However, in some scenarios, it might be desirable to compuse® protocols at once. In
fact, many commonly deployed cryptographic protocol cartsions use a polynomial number of
instances of primitives (i.e., subprotocols), e.g. [45,2Z8. The analysis of such constructions is
generally reduced to analysing only one instance of eaath prémitive typeat once. For deriving
security of the whole construction, of course secure comiitiy of a polynomial number of
instancesof each primitive type is needed.

So in this contribution, we investigate how simulatableusiég behaves under composition of
apolynomialnumber of secure protocols. The flavours “universal sinabitity” and “black-box
simulatability” of simulatable security are already knowenallow for this type of composition
(see [18, 10]). However, whether this also holds for the rothain flavour “standard simulatabil-
ity”, which is the default security notion in the Reactivarilatability framework [41, 11], was
explicitly posted as an open question in [10].

We show that computational standard simulatability (inckhadversaries are computation-
ally bounded) does not allow for secure composition of a pagial number of protocols. We
also show that statistical and perfect standard simulétatwhich capture information-theoretic
security and in which adversaries are unbounded) do allowhfe type of composition, and we
give a general composition theorem for that case. Below,iweaymore detailed explanation.

Note that although this shows that the default notion of gcim the Reactive Simulatability
framework does not imply polynomially bounded concurremmposability, this has no impact
on existingsecurity proofs in that framework. These all show black-bowulatability, which is
known to imply polynomially bounded concurrent composahil

Related Work/Technical OverviewThe concept of simulatability has a long history (see, e.g.,
[44, 30, 29, 14, 39, 16, 40, 17, 41, 18, 11, 21]). In recent gjgiarparticular the simulatability
frameworks of Reactive Simulatability [41, 11] and Uniadr€omposability [18, 21] proved
useful for analysing security properties of protocols istiibuted systems.

In both frameworks, a protocdi; is considereds secure aanother protocallZ, (usually an
idealisation of the respective protocol task))Mf is indistinguishable frondZ, in every protocol
context. This should hold also in the presence of attadks viie should have that every attack on
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M, can be simulated by an attack at,. (So every weakness dff; must be already present in
the ideal specificatio/,.)

A little more formally, this means that for eveaglversaryA attackingl/, there is an adver-
saryS (usually referred to as th@mulato that attacks\/,, such that from an outside view, both
attacks and protocols “look the same.” For capturing whatKing the same” means, a designated
entity called thehonest useH is run with protocolM; (together with adversan) and protocol
M, (with simulatorS). The honest user represents a protocol context and may interact with
protocol participants and even with the adversary. Forrigcavery possibléd must experience
indistinguishable views wittiZ; and with AZs.

One might now choos® in dependence dfi; this leads to thetandard simulatabilitydefini-
tion, which is the default in the Reactive Simulatabilitgrftework. Alternatively, the usét may
be allowed to depend on the respective simul&tahis is calleduniversal simulatabilityand is
the default security notion in the Universal Composabititgdel.

Both simulatability variants allow for some form of secumrgposition of protocols. We can
distinguish two important types of composition. Firstnple composabilitguarantees that if a
protocol M is as secure as anotherAprotoﬂAaSi, then a protocolV! that uses a single instance
of M is as secure as the protocdl'> which usesi/; instead. Further, we hayeolynomially
bounded concurrent composabﬂ%mh guarantees for every ponnom}aIthatMp is as secure
asM§’ , whereMp ande denote the concurrent executionpahstances 0M1 andMg, respec-
tively. One can show that if simplend polynomially bounded concurrent composability hold,
one can securely substitute a polynomial number of subpoti@t a time in a larger protocol.

Itis known that standard simulatability implies simple quoeability, cf. [40, 41]. Also known
is that universal and black-box simulatability additidpadllow polynomially bounded concur-
rent composability, see [18, 10]. Furthermore, [36] inigeged which further relationships be-
tween the notions of standard/universal simulatabilitg aimple composability/polynomially
bounded concurrent composability hold and found the isterg fact that simple composability
and standard simulatability are equivalent. However, ttlewing was given as open questions
in [36]: Does standard simulatability imply polynomiallpinded concurrent composability, and
do simple and polynomially bounded concurrent compogghiigether already imply universal
simulatability? Or do even standard and universal simhiktiacoincide?

For a modified definition of standard simulatability, thisegtion was answered in [20, 22]. In
this definition, the runtime of the honest ustmay depend on the length of its non-uniform input,
which again may depend on the simulator. They showed thatukis modification, standard,
universal, and black-box simulatability all coincide. Hower, this modification of standard simu-
latability breaks the proof of [36] that standard simuldtgband simple composability coincide.
So even the modified definition of standard simulatabilifyd@en whether simple composability
implies universal simulatability.

Further progress was then made by [33] who showed that catiguual standard simulatabil-
ity (in the original formulation) does not imply computatal universal simulatability. However,
their separating counterexample is not only secure wandard simulatability, but also composes
concurrently even a polynomial number of times, so simpée@otynomially bounded concurrent
composability together doot already imply universal simulatability. Also, [33] showaththeir
result depends on the computational model: while they gipasating examples in case of com-
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perfect univ. [36, 10, 33] perfect general [36, 10, 33] perfect standard [36] perfect simple
simulatability composability simulatability composability

[10] [36] 36 _
stat. univ. = —— stat.general ————— stat. standard [36] stat. simple
simulatability =————— composability ~Cem—— simulatability composability
[33] this work
[18] [36]

comp. univ. ———— comp.genera—————, comp. standard [36] comp. simple

simulatability =————— composability e simulatability composability
[33] this work

Fig. 1. Implications and separations between the various secwotipns. For the presentation of these relations, we
adopt the taxonomy of [36] who additionally has the notiorfpflynomially bounded) general composability, which
means thaboth simple composability and polynomially bounded concur@hposability hold. The references
next to the arrows indicate where this was proven. The efwlin this paper are given by bold arrows.

putational and statistical security, they show that in aafsperfect security, standard/universal
simulatability (and thus also simple/polynomially bouddmncurrent composability) coincide.
However, the open question of [36] whether standard sirability is sufficient for polynomially
bounded concurrent composability was still left unanswaere

A note concerning the nomenclature: Universal simulaitghi also often called UC secu-
rity [18], standard simulatability is called specialisgidaulator UC in [36], the honest user is
also known as the environment [18], simple composability-a®unded general composability
[36], and simple and polynomially bounded concurrent cosapdity together are also called
polynomially-bounded general composability [36].

Our Work. In this work, we answer the remaining open guestions andigea¥he missing im-
plications and separations among standard/universallaiafility and the different notions of
composability. More specifically, we show that computadlostandard simulatability doasot
imply polynomially bounded concurrent composability. fher, we show that in contrast, sta-
tistical standard simulatabilitgoesimply polynomially bounded concurrent composability. An
overview over the implications and separations is giveniguie 1.

Our results hold both in the Reactive Simulatability and thréversal Composability frame-
work (as in [18]). The main difference between these segcndtions is that Reactive Simulatabil-
ity considers uniform machines, while with Universal Corsgloility, the honest user has access to
a non-uniform input that is chosen after honest user andlatoruWe prove the results using the
Reactive Simulatability formalism, but additionally coube case that the honest user gets such
a non-uniform input, so that it is easy to reformulate theoprsing Universal Composability.

Finally, we discuss the impact of recent developments inukitability-based security defini-
tions on our work. Namely, in [22] and in [32], (differentteinative definitions of polynomial-
time adversarial entities were introduced. We point out whyseparating example does not work
with these definitions.



Organization. After recalling the Reactive Security framework in Sectiynve show in Section 3
that computational standard simulatability does not ingalynomially bounded concurrent com-
posability. We also investigate in Section B to what extemhe newer development concerning
the definition of polynomial-time influences our results.Section 4, we prove polynomially
bounded concurrent composability for the statistical aedget case. Section 5 concludes this
work. The full proofs of our theorems are found in Appendiéesnd C.

2 Reactive Simulatability

Here we review the notion of Reactive Simulatability (RShisTintroduction only sketches the
definitions, and the reader is encouraged to read [11] foerdetailed information and formal
definitions.

Reactive simulatability (in the “standard” flavour) is a défon of security which defines a
protocol M; (the real protoco) to beas secure asnother protocol\/, (the ideal protoco) the
trusted hosttheideal functionality, iff the following holds: for any adversar (also called the
real adversary, and anyhonest useH (that represents a possible protocol environment), tigere i
an adversarp (also calledsimulator or ideal adversary, s.t. the view ofH is indistinguishable
in the following two scenarios:

— The honest uset runs together with the real adversa¥yand the real protocal’;
— The honest uséfl runs together with the simulat& and the ideal protocal/s.

Note that there is a security parametecommon to all machines, so that the notion of indistin-
guishability makes sense.

This definition allows to specify some trusted host—wHbgtdefinitionis asecureformalisa-
tion of some cryptographic task—as the ideal protocol, &ed to consider the question whether
areal protocol is as secure as the trusted host (and thua atsaure implementation of that task).

In order to understand the above definitions in more detalhave to specify what is meant
by machines “running together”. Consider a set of machinasrmay send messages throwgin-
nectionsto each other. Whenever a machine sends a message, théngoeachine is activated
with that messagé.

At the start of arun of these machines, a designated machine calledntmter scheduleis
activated. This machine is always the honest user or thersalye Afterwards, the next machine
to be activated is determined by the message sent by thentanachine as described above. If
the current machine decides not to send a message, the metsteluler is activated again. The
transcript of all communication and all internal stateshaf machines in such a run gives us a
random variable which we call simply tman. By restricting the run to the internal states of and
the communication sent or received by a machineve get theviewof the machined. We write

4 In the model of [11] there is additionally the concept of sdled clock-ports. These allow to model asynchronous
communication. We have opted to omit these clock-ports hateto assume that all messages are delivered im-
mediately (or sent to the adversary in case of an insecuneection). This greatly simplifies the presentation and
does not principally restrict the expressibility of the rehdince asynchronous communication can also be mod-
elled by introducing functionalities for communication it deliver messages only upon request by the adversary.
However, all our results can also be stated in the more gesettang of [11].



view yy ,(H) for the view ofH given security parametdr. The indexk can be omitted, then we
mean the family consisting of all the random variabl;aaumk(H).

A protocol is simply a set of machines (e.g., protocol partieusted hosts) together with a
specification over which connections an honest user cariddhe protocol. The latter is impor-
tant, because there usually are connections that reflecttdreal communication of the protocol
which should not be accessible directly by the honest usprofocol cannot run by itself, it can
only run together with an honest user and an adversary.

Given the above definitions, we can now state the definitiosectirity more formally: Let
M, and M, be protocols. We say thal/; is as secure as\/, if for any adversaryA and any
honest useH there is a simulato§ s.t. view, » y;, (H) andview,, ¢ ;. (H) are indistinguishable.

The meaning of “indistinguishable” depends on the exadbnaif security. Foperfectsecu-
rity, the views must be identically distributed. Ftatisticalsecurity, their statistical distance must
be negligible (in the security parametey. For computationalsecurity, they must be computa-
tionally indistinguishable by polynomial-time algoritistrin that case, also only polynomial-time
users and adversaries/simulators are considered.

A further interesting point is the order of quantifiers. le ibove definition we have allowed
the simulatorS to depend on the honest ugér We call this the standard order of quantifiers
(because itis the default order in the RS framework) andkspestandard simulatabilityAnother
possibility is to choosél afterS, i.e.,H may depend o8. Since in this case the simulatdhas
to be universal for all honest usédtlsve speak ofiniversal simulatability Yet another possibility
black-box simulatabilitywhich demands the existence of &that is even independent &f(but
may useA as a black box).

Composition. A major advantage of a security definition by simulatabilgythe possibility of
composition There are two major flavours of composability, hamelyple composabilitynd
polynomially bounded concurrent composabilifjo sketch simple composability, I8t*/ be an
arbitrary large protocol that usesreinstance of) another protocdl/; as subprotocol. Simple
composability means that in any susi*, any secure realisatioh/, of Mf; can substitutel/;
without losing securityMore precisely, ifA/ is as secure aa/;, then N2 (in which M, has
been replaced by/,) is as secure a1, Both standard and universal have this propertgiif-
ple composability Simple composition could be used, e.g., to modularise theff protocols
for secure message transmission using public-key [41, 183 aret-key encryption schemes [42].
A natural extension is to consider substitutimgltiple instances of one subprotocol at once.

In other words, one can ask for the same property as aboveifeyé{! uses several instances
of M;. This stronger notion has been used, e.g., to modularissettigrity proof of the general
protocol construction [24] for secure function evaluati@iven that simple composition holds,
this concept can be reduced to what is knowpcaiynomlally bounded concurrent composablllty

roughly, this means thaMp (i.e.,p copies of M, run concurrently) is as secure M,f when-
ever M, is as secure as/;. (Commonly, the numbep of allowed instances is restricted to be
polynomial in the security parameter, since this is ususllifficient for many applications—in
particular, for the important class of polynomial-time f@eols—and, in particular for statistical
security, often the best one can hope for.)



As sketched in the introduction, it is known that universaiidatability already has the fea-
ture of polynomially bounded concurrent composability. (@8, 10]). In this contribution, we
are interested whether this also holds for standard siathildy. Thus, to express polynomially
bounded concurrent composability formally, we need a defmifor the “concurrent compaosi-
tion” M? of a protocol}.

Intuitively, when/ is a protocol ang = p(k) a polynomial in the security parameter, then
MP is the protocol where each machine has been replacedcopies of the original machine.
To avoid complicated definitions, instead wfcopies we will introduce a single machine that
simulatesp copies which are accessed by a session ID that precedes eashg@.

Definition 1 (Polynomially Bounded Concurrent Composabilty). Let M be a machine and
p = p(k) be a polynomial in the security parameter. THdf simulatesp copiesMy, ..., M, of
M. Upon receiving a messageid, m) with1 < sid < p, MP handsm to M;;. When a simulated
M,;q sends a message, thenM? sendq(sid, m).

For a protocol M, the protocolM? consists of all machindsl? with M € M.

Given this definition, we can now formulate polynomially Inded concurrent composability: say
that M, is as secure a&/». ThenM? should be as secure &gl for any given polynomiap in
the security parameter.

3 The Computational Case

Consider the case of computational standard simulatabilte give protocols\/; and M, such
that M, is as secure adl,, but thek-fold concurrent compositiod/} is not as secure a%/}.
(As usual,k denotes the security parameter.)

3.1 Time-lock puzzles

As a tool, we need means to express one’s computationaiggtreBuch a tool is provided by
time-lock puzzles [43, 33]. Intuitively, solving a timeelo puzzlet of hardness € N is a strong
indication that the prover has done computational work ipatgial ins.

A more formal definition (taken from [33]) looks like this:

Definition 2. A PPT-algorithn§ G (called the problem generator) together with a PP T-aldumity
(the solution verifier) is called aystem for time-lock puzzlgff the following holds:

— hardness conditiorfor every PPT-algorithnB and everye € N, there is some € N with

sup  Pr|(q,a) — G(1",5): V(1*,a, B(1",¢,h)) =1 @)
s>ke,|h|<ke

negligible ink.

5 A more general methodology can be found in [10], where pataseel families of protocols are used to formulate
a variable number of machines. The results given here carbalstated in their formalism.

5 Probabilistic polynomial time algorithm. Here, we assum@RT-algorithm to be polynomial in the length of its
first argumentt”.



— easiness conditiorthere is somé € N such that for everyl € N there is a PPT-algorithm
C such that

min Pr((g,0) — (1%, 5); t — C(1,) : V(1¥,a,t) = 1A Jt] < k:b]
s<k

()

is overwhelming irk.

Less formally, a system for time-lock puzzles consists ofeaggatorG that can generate
puzzlesqg of hardness;, and a verifier that (using auxiliary informatianthe generator provided)
can check solutions. The hardness condition requiresnth&ir any algorithmB attempting to
solve the puzzles, we can choose the hardness so higiBtoahnot solve the puzzle, while the
hardness is still bounded by a polynomial (depending3min the security parametér. On the
other hand, for polynomial hardness, there is a machinectaisolve these puzzles. Note that
there is a “polynomial gap” between the hardness and theesscondition, i.e., a solvér that
solves puzzles thaB just cannot solve may have to be much (but polynomially) npmeerful
thanB. Though this may be a drawback for practical applicatiors sufficient for our purposes.
Note additionally, that in the hardness conditidhhas an auxiliary inpuk, while in the easiness
conditionC' has no auxiliary input. Due to this, time-lock puzzles carubed both in a uniform
and a non-uniform setting.

A more detailed discussion on the definition of time-lockzleg can be found in [33].

3.2 The General Idea

The idea behind our example is as follows. Both protoddlsand M consist only of one ma-
chineM; (resp.Ms) that expects to take part infaparty secure function evaluation (SFE) of a
specific functionf. Here,k is the security parameter, so the number of parties actiraihgases
for larger security parameters. Such a seéduparty function evaluation is possible under reason-
able computational assumptions (namely, the existencehafreeed trapdoor permutations) using
the construction of [29, 26, 27]. Sindé; executes the program of onbneparty of the SFE, all
internal messages of the SFE are sent to and expectedtimhonest uset.

The machineM; differs from M, only in its way of choosing the inputs to the function eval-
uation. More specificallyil; chooses all of its inputs on its own, wherdds chooses only some
inputs on its own (in a different way thavl;) and lets the simulatd decide upon the remaining
inputs. The specific choice gfensures that a simulat8rthat is fixed after the protocol useris
able to deliver inputs tt, such that the function output gfis the same in real and ideal model.
Using the secrecy property of the function evaluation amiesibn, this means that/; and M
are indistinguishable from the point of view df even thoughd sees the internal messages of the
SFE.

However, when considerin@}{{f andM§, a suitable protocol usét can simply “intermediate”
between the function evaluation parties (i.e., theopies ofMy, resp.Ms). Thus, in the real
model,H forces a secure function evaluation witltopies ofM{, and in the ideal model, it forces
a secure function evaluation with copies ofMs. Because there are nokdifferent function
evaluation parties that give all different inputs in thelreasp. the ideal model, the choice pf
guarantees that now the simulafois unable to enforce indistinguishable function outputthin
real, resp. ideal model.



3.3 The Evaluated Function

Of course, the choice of the functighis crucial, so we will begin by presentinf The function
f proceeds in two rounds. In the first rounfiexpects inputb;, s;) with b; € {real, ideal},
s; € N from each party = 1,..., k (we will call these thdirst input9. Then time-lock puzzles
g; of hardness; are (independently) chosen, and the output to paidy;; (we call these théirst
outputd. The information for checking the solution is stored. le fecond roundf expects a
solutiont; to the puzzley; from each party. The final outpubut of f (which is the same for all
parties) is then calculated as follows:

1. Sort all's; with b; = ideal in order of ascending; into a lists;,, s;,,. .., s;, such that
si; < si;,, forall 5.
2. Letout := true if the predicate

Vi=1,...,n:8; > 27 andt;, is a correct solution fog;;
holds, and lebut := false otherwise.

Obviously, only the set of valueg;, t;) with b; = ideal is relevant for the output of. In
particular,out = true implies that a time-lock puzzle has been solved that hasdnbas that is
exponential in the number of inputs with = ideal. Or, put differently, no polynomial machine
can give inputs such that = ideal for all i and hope to achieve an evaluationott = true
with non-negligible probability.

3.4 The Protocols

Using the construction of [29, 26, 27], denote By, . . . P, parties that securely evaluafein a
k-party function evaluation. That is, eaéhtakes as local first input a tup(é;, s;) as above and
eventually—after having communicated with- 1 other parties—outputs a time-lock puzzie
as specified byf. ThenP; expects a second inptitand finally—after further communication—
outputsout as prescribed by. (More details on the multi-party function evaluatiéh, . . ., P,
and the security properties we use here can be found in therédf in Appendix A.)

Using the programs of these parties, we define the protocohimasM; andMy which make
up the protocols\/;, resp.Ms.” Namely, letM;’s program be as follows:

1. Ask the protocol uset for a party index € {1, ..., k}.
2. Run the progran®; internally, where
— Py’sfirstinputs are set th; := real ands; := 0, and the second input i$ := ¢ (where
¢ denotes the empty word). The first outputffis simply ignored.
— All outgoing messages are sentHdprefixed with the recipient party index or indicated
as a broadcast).
— Messages coming frod that are prefixed with a party indgx+ i are forwarded to the
internal P; as if coming frompP;.
3. As soon ag’; generates its final outputuz, forward this output tdd and halt.

"In our example, each protocol consists of only one machine.



In other wordsM; asksH for a party index and then expects to take part in an evaluation of
f in the role of P;. Here, P;’s local inputs are fixed td; := real, s; := 0, and¢; := ¢, and all
network communication is relayed ovdr The evaluated function output is eventually forwarded
to H.

As mentioned earlier, the protocal; then consists only of this single maching. On the
other hand, protocal/, consists of only one machind, that is defined—very similarly—as
follows:

1. Ask the protocol uset for a party index € {1, ..., k}.
2. Run the progran®; internally, where
— Py’s first inputs are set td; := ideal, and the simulator is asked for the valuesof
When the first outpug; has been generated, it is sent to the simulator, and a secpuad i
t; is expected.
— All outgoing messages are sentHdprefixed with the recipient party index or indicated
as a broadcast).
— Messages coming frofd that are prefixed with a party indgx+ i are forwarded to the
internal P; as if coming frompP;.
3. As soon a$’; generates its final outputuz, forward this output tdd and halt.

The only difference betweed; andM, lies in the way the local inputs tB; are determined:
M; fixes these inputs as above, akld only setsh; := ideal and lets the simulator determine
the inputss; andt;.

3.5 Security of the Single Protocol

We show that)/; is as secure a&l, (with respect to computational standard simulatabilityr F
this, we may assume a given protocol udeand adversanA and need to construct a simulafor
such thaH cannot distinguish running with/; andA from running withM/, andS. Intuitively, H
can distinguish only if the respective function evaluatienputs inM/; and M- differ. SoS must
only ensure that the function outputsit, are as they would have beeniit; (where the inputs
of My are different from those of the ideal-model machivig).

More specifically,S runs A as a black box, so that communication betwdeandH is the
same in the real and in the ideal model. The only thing $ha¢eds to do on its own is to answer
Ms’s question for the strengtk and the solutiort;. When asked for these inpu&chooses and
solves a puzzle of hardnessmore than twice as large as the largest hardiessuld solve®
(Definition 2 guarantees that such &uexists for fixedH.) The situation is depicted in Figure 2.

This way,S solves a puzzle of such large hardnesthat when evaluating, this puzzle ap-
pears in the last position in the sorted [isf,, si,, - . ., si,,) (cf. the definition off in Section 3.3)
and is at least twice as hard as the preceding pugzle (or there is an invalid solutioty, with
overwhelming probability). Thus, i;, = s; < 2", then already;  _, < 2"~!. So intuitively, it
is never the “fault” ofMy when f evaluates tfalse; the same would have happened in the real
model with a machiné!;. Conversely, if already one of the, (j < n) is smaller thar2’ or does

8 In the formal proof, we need a larger, yet still polynomialihd for technical reasons.
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Fig. 2. Left-hand side: a single execution of protodal; with adversaryA and userH; right-hand side: a single
execution of protocol\/> with simulatorS and useH. The simulated partie®}, .. ., P, perform a secure function
evaluation protocol both id/; and inM>.

not have a valid solution, thefiwill return false independently of; . So it is never the “fault”
of My when f evaluates tarue, either.

In other words, the output of the SFE @fhas the same distribution, regardless of whether
H runs with M/; andA, or with M, andS. Due to the secrecy of the SFE, this implies that the
internal messages of the SFE and therefore the viewkart also indistinguishable in these two
scenarios.

So we get the following lemma:

Lemma 3. Assume enhanced trapdoor permutations and systems foddaokepuzzles exist.
Then protocol); from above is as secure as protocdl, from above with respect to compu-
tational standard simulatability.

This also holds when the honest user has access to an ayiitiant (that may even be chosen
after the simulator).

A proof for this lemma is given in Appendix A.

3.6 Insecurity under k-fold Concurrent Composition

Lemma 4. Assume that systems for time-lock puzzles exist. Theneaqrtocols)N/; and M-
from above, we have thd\fdf iSs not as secure aMé‘C with respect to computational standard
simulatability.

This does not depend on whether the honest user has awiitiauy or not.

Proof. We show thatM{C is not as secure aMéC For this, we give a special adversakyand
protocol useH such that no simulatds can mimicA in the ideal model.

Let A be a machine that does nothing at all (note that sihgeis a one-party-protocol, the
adversary does not need to deliver any messages)HUst such that, when running with
protocol machines (eithér copies of\M; or k£ copies ofMs), it behaves as follows:
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1. FORrRi := 110 k: Tell thei-th protocol machine (i.e., thieth copy of eitheiM; or M) to take
the role of P,. END FOR

2. Whenever the-th protocol machine wants to send a message tg-theprotocol machine,
relay this message. (When tli¢h protocol machine wants to broadcast a message, deliver
that message to all protocol machines.)

3. As soon as the first protocol machine generates output, hal

By definition of f, in the real model, running witA andk copies ofM1, this honest use
will experience a function evaluation outpuit = true (i.e., at least one copy &fl; will output
true to the honest usdd). Thus, a successful simulatérhas to achieve a function evaluation
output out = true as well with overwhelming probability. By definition of and the ideal
machinedM,, this means that it has to supply valid solutiagnto puzzles of hardness where at
least one satisfies > 2 (since allb; = ideal). However, this directly contradicts the hardness
requirement in Definition 2, sincehas to be polynomial-time. Therefore no such simulatortgxis
andH can always distinguishZ; and M.

Combining Lemmas 3 and 4, we can summarize:

Theorem 5. Assume that enhanced trapdoor permutations and systenisnfatock puzzles ex-
ist. Then computational standard simulatability does nadrgntee polynomially bounded con-
current composability. That is, there are protocdls and M-, such that with respect to compu-
tational standard simulatability)/; is as secure ad/,, but the composed protoch is not as
secure as\/}.

This holds regardless of whether the honest user has aceessduxiliary input or not.

The existence of time-lock puzzles is a somewhat non-stdnassumption. Although one
finds a candidate in [43], and although it is fairly easy tostarct time-lock puzzles in the
random-oracle-modél,one might want to replace the assumptions in Corollary 5 by e-
manding ones. In Appendix A.1 we shortly sketch, how thidddne done.

4 The Statistical Case

In contrast to the case of computational security, we widvgthat for statistical (i.e., information
theoretical) security a concurrent composition theorededa holds.

First some investigation of the actual definition of stat@tsecurity is necessary. The defini-
tion of statistical security for the RS framework in [11] téigs the followingPolynomial prefixes
of the views of the honest user in the ideal and real model bhadtatistically indistinguishable.
However, in [34] it was shown that this notion is problemalievas shown that due to the restric-
tion to polynomial prefixes of views not even the simple cosglality holds, even in the case of
universal security. Further it was shown in [34] that theurgtcorrection of the problem, namely
removing the restriction to polynomial prefixes, fixes tHenfde) composition theorem.

Therefore, we will adapt the following definition of stattstl standard security:

® By simply choosing random numbegs= (r1,...,7) as a puzzle of hardnessand requiring a solution =
(z1,...,zk) With O(z;) = r1 mod s for all . HereO denotes the random oracle.
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Definition 6 (Strict statistical security (as in [34], slighly simplified)). Let M, and M, be
protocols. We say that/, is as secure a8/, with respect to standard statistical secuiffythe
following holds:

For every honest usdi and real adversanA, there is a simulato§, s.t. the statistical dis-
tance between the following families of views is negligiblé:

{vz’ewH7A7Mﬂ7k(H)}k> {UiewH,s,MT,k(H)}k

(Here view x (H) denotes the view &f in a run of X'.)
When the simulato$ does not depend on the adversdtywe speak obtatistical universal
security

We define the statistical distang X, V') between two random variables with the same range
asA(X,Y) := maxp|P(X € T) — P(Y € T)| (whereT ranges over measurable sets). Note
that this maximum always exists. If the rangeXéfandY is countable, this is equivalent to the
better-known definitionA(X,Y) := Y |P(X = a) — P(Y = a)|, but the latter is not well-
defined for uncountable ranges. Since the viewlafan be an infinite sequence, and the set of
all sequences is uncountable, we will therefore use thed@shition here (see [34] for a more
detailed discussion of the definition of statistical dis&m this setting).

When referring to Def. 6 we will simply speak sfatistical securityfor brevity.

4.1 Proving Polynomially Bounded Concurrent Composabiliy

Here, we first review the idea of how to show concurrent coraptity in the case of universal
security, and argue why the proof idea doesn’t apply to stathdecurity.

When investigating proofs of concurrent composabilitytfia case of universal security, for
more details see e.g., [18, 10]), we see that the main preaf isl approximately the following:
Consider as real adversary only a dummy adversary, i.e.deersary that simply follows all
instructions received from the honest usefo proveMp as secure aMp assuming)M; is as
secure ad\,, let a simulatorS for that dummy adversary attacking the smgle protocol bergi
Note that since we assume universal secusitypes not depend on the honest user.

It might be reasonable to expect that a “parallelised varsi® of the simulatorS (so that
SP internally keep® simulations ofS, one for each protocol instance) is a good simulator for the
dummy adversary that attacks the composed protbtol To support this intuition, we reduce
honest users of the composed protocol to honest users ahtile protocol. (Note that since we
can restrict to the dummy adversary as real adversary,shi we need for showing our claim.)

Namely, for each honest usHi* of the composed protocdi/?, we construct a new honest
userH, of a single copyM; as follows (cf. also Figure 3H,, simulatesH*. For each copy of
the protocol thatH* expectsH,, does one of the following: (i) the real protocol and real (doyh
adversary are simulated (we will call this a “real copy”)) e ideal protocol and simulat&rare
simulated (we call this an “ideal copy™), or (iii) communiian from H* is rerouted to the outside
of H,,, where either one copy of the real or of the ideal protocabiess(we speak of an “external

10 Maybe somewhat surprisingly, this dummy adversary is theréivpossible adversary” in the sense that it suffices
to give a simulator for the real dummy adversary to show ssgef. [18]and Lemma 10 .
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Fig. 3. Construction of the honest usi (the dashed box). The variablés drawn from the sefl, .. .,i}. Messages

from and toH* are rerouted according to their sessiondld as depicted. (The fact that the adversaries/simulators
are only connected t®; is only for graphical reasons, in reality, they are of couwrsenected tdH* as well.) The
machines shown outsidé; are only exemplary; might of course be connected to other machines,Mygands;.

copy”). The number of “real” and “ideal copies” is chosendamly (and there will be exactly
one “external copy”)H,, choosing to simulaté“real copies” and running with the real protocol is
equivalent toH,, choosing to simulaté+ 1 “real copies” and running with the ideal protocol and
simulator. This again is indistinguishable (by assumptibtine security of a single protocol copy)
from H,, choosing to simulaté+ 1 copies and running with the real protocol. So we get a chain of
polynomial length of indistinguishable vieWsfrom H,, choosing to simulaté “real copies” to
H,, choosing to simulatg “real copies”, so these two settings are again indistirigabse (by the
simulatedH*). These two scenarios again correspon#itaunning with only ideal copies of the
protocol (and copies of the '"dummy adversary) &tidrunning with only real copies (and copies
of S for each protocol-copy), sd* can indeed not distinguish between real and ideal model.

But when we consider standard security, the following peobbccurs: We have relied on the
fact that the simulato$ is a “good” simulator forH,,. But for standard security, such a “good”
S would depend o, which in turn depends o8. It is not clear that this mutual dependency
should have a fixpoint (and in fact, it does not have such aifixjiothe counterexample presented
in Section 3 for the computational case).

While it is unknown whether such a fixpoint exists in the casstatistical standard security,
a variation of the above construction yields a proof. We §itate the theorem:

Theorem 7 (Polynomlally Bounded Concurrent Composition Tkeorem). Let M; and M, be
protocols s.tA/; is as secure ad/, (with respect to standard statistical security as in Def.L&t
further p be a polynomial.

ThenM? is as secure adf} (whereM? denotes the polynomially bounded concurrent com-
posability as in Def. 1).

This also holds when the honest user has access to an ayxitiput.

1 with acommomegligible bound on the statistical distance.
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Note that the limitation to a polynomial number is not a liatibn of our proof, indeed, it can
easily be seen that the concurrent composition of a supgrpaiial number of protocol instances
can be insecure, even if the single instance is secure. ®hditon is usually not explicitly stated
in the computational case: Since with polynomial-time niraes only a polynomial humber of
protocol instances can be created, the condition is autoatigtfulfilled.

We will now give a proof sketch for Theorem 7. The full proobisen in Appendix C.

Proof (sketch)Like in the approach sketched above, given an honestHiséor the composed
protocol M?, we construct honest uselrs for the single protocol/;. These choose a random
number! and then simulaté— 1 “ideal copies” with session IDs, .. .,[ — 1, have one “external
copy” with session |0 and simulaten(k) — I — 1 “real copies” with session ID&+ 1,. .., p(k)
(cf. also Figure 3).

There are however some noteworthy differences to the aanitn of H,, in the approach
above:

— Instead of having a single honest usy which chooses a randoine {1,...,p(k)}, H;
chooses € {1,...,i —1}.

— The numbel is chosen randomly with a fixed distribution s.t. any numlieas a probability
to be chosen whose inverse is polynomiallifThen, if/ > 4, the honest useH; aborts.
Therefore, effectively a numbeére {1,... i} is chosen, but in a way that ahi; with i > |
choosed with the same probability. This gives us a kind of “compaditisi between the
different honest users which will prove necessary to coosta common simulator for all
theseH;.

— Most importantly, the “ideal copies” do not all contain tlase simulator, since in the case of
standard security there is no universal simulator to be bseel Instead, in the “ideal copy”
with session IDsid has a simulato6;,;, whereS,,; is defined in dependence bf,;; (see
below). This of course seems to be a cyclic definition. Howesleser inspection reveals that
H; only invokes “ideal copies” with session ID$d < i, soH; only depends o1%,;; with
sid < i. Therefore we have a mutually recursive definition ofitheand theS;.

The simulatosS; is defined to be a simulator fof;. However, we require the simulator to be near-
optimal in the following sense: For any security paramétand any simulato§’, the statistical
distance among the real and ideal viewHyfwhen running with simulato$; is by at most—*
larger than the statistical distance between those vievenwtinning withS’. The existence of
such near-optimal simulators can easily be shown when unteaisimulators are allowed.
Further, we definél to be constructed likél; with the exception that the numbkis chosen
without any limit(cf. the full proof for the existence of duanH.,) . And, as before$, is a near-
optimal simulator foH ..
Since we have constructed all the simulators to be “comigdtito the sense that arly< i will
be chosen byi; with a probability not depending anwe can argue as follows: When we ignore
the protocol runs in whichis chosen as > i, the view of the simulate#l* in H; andH, is the
same (independent of further machines involv&d).is a simulator foH,, that achieves that the
statistical distance betweéh,'s real and ideal view is bounded by some negligible functeay
e. By ignoring runs withl > ¢, the distance of the views cannot increase. Therefore la¢sai¢ws
of H; have a distance of at mastvhen running withs .. SinceS; was a near-optimal simulator,
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the statistical distance when running wihis bounded by + 2*. Therefore we have a uniform
bound for the distance of views for all pairs of honest u$eand simulatos;.

Now, if we modify H; to always choosé = i (and call the resulH;), the statistical distance
of views of this honest user (with simulatby) increases by a factor of at most the inverse prob-
ability that! = 7 is chosen. Since this probability was polynomial i@nd independent aj), the
statistical distance of the views of these modifids bounded by a function; (k) negligible in
i andk.

Finally, fix a security parametér. By constructionH,, ; simulates “ideal” andp(k )—i—1
“real coples” So when running with/; andD as the “external copy”, this is equivalent to having
H; run with 7, andS;. This again has only a statistical distance gk) (in the view ofH*) from
the H; running withAZ; andD. So by repeatedly applying that equation, we see that betige

and Hp(k)+1 there is a distance of at moil(o) ei(k) =: v(k), which is negligible ink. But

Ho just simulatesH* together withp(k) “real copies”, which corresponds exactly s running
with the composed real protocd!? (and the dummy adversary). Similarty, )4, simulatesH*

with p(k) “ideal copies”, corresponding té* running with the composed ideal protod@lg and
a simulatorS resulting from combining all the individual simulatdsg. So the statistical distance
between the views dfi* bounded by (k).

Sincek was chosen arbitrarily, this holds for aiy i.e., the views oH* in real and ideal
composed protocol have a distance of at mostich is negligible. Since the proof was done for
arbitrary H*, it follows thatM? is as secure asl?. O

4.2 The Perfect Case

The above proof can easily be modified to show concurrent ogitipn in the case of perfect
security (i.e., the views of the honest user must be iddnéind not only statistically close).
However, there is a simpler argument using the results df [BBey show that in the perfect
case, standard and universal security coincide. Sincenfigersal security, secure polynomially
bounded concurrent composability is possible [18, 10],mwmédiately get

Theorem 8 (Polynomially Bounded Concurrent Composition Tkeorem, perfect case)The
Polynomially Bounded Concurrent Composition Theorem @ htdds in the case of perfect stan-
dard security.

5 Conclusions

Composability properties of notions of simulatable sdguare of great importance when design-
ing and analysing protocols modularly. Here, already sagsalts are known, but the practically
very significant question of polynomially bounded concotreomposability has not been an-
swered in the case of standard simulatability. In this weré,have answered this open question
for all flavours of standard simulatability. This clarifiels greviously unknown relations among
the different flavours of simulatability and compositiopabperties as depicted in Figure 1.
More specifically, we have shown that computational stathd@amnulatability does not im-

ply polynomially bounded concurrent composability. Thaged not only settle an open problem
from [10]. It also has practical implications: many cryptaghic protocol constructions in the
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spirit of [45, 29] make use of a polynomial number of subpcots. Our results show that due
to the lack of polynomially bounded concurrent composghittomputational standard security
is not well suited to analyse such constructions moduldtnce, computational universal or
black-box security should be preferred over computatisteahdard security wherever possible,
especially since all practical protocol constructionswndo the authors are already proven se
cure with respect to these stronger notions.

On the other hand, we showed that in the statistical casgnpuailially bounded concurrent
composability is indeed guaranteed by standard simulagalbiowever, we still recommend the
use of universal or black-box simulatability even in thetisteal case, since the simulator con-
structed in our proof needs much more computational povwaenr the simulator for the uncom-
posed protocol. In contrast to this, universal and black4imulatability guarantee the existence
of a simulator whose complexity is polynomial in the comjitiexf the real adversary.
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A Proof of the counterexample

Proof (of Lemma 3)We formulate the proof in the modelling of the RS framework][1All
constructions can be transferred one-to-one to the UC framkeof [18].

Let f be as described in Section 3.3, and Aetlenote the security parameter. Then [27,
Sections 7.5 and 7.7.1.3] gives us a construction for a pobtoonsisting of Turing machines
Py, ..., P, using a broadcast channel for securely evaluafingth respect to active adversaries
(the “first malicious model” in the notation of [27]) givendlexistence of enhanced trapdoor
permutations). The security against active adversarasafi exact definition see [27]) directly
implies the following properties:

— Privacy upon corruption ok — 1 parties. For any polynomial-time attack®r C' there is a
polynomial-time simulato3 s.t. for all PPT algorithmd (which choose the inputs for the
second round) itis

{REALG (2, 2) Yo 2k ~ {IDEAL} (7, 2) }a, 2

HereREALIak(m, z) denotes the output of the attackegetting auxiliary input and new(the
second output of) the uncorrupted party in the followingecashe attacker may first choose
which party is uncorrupted and control all other partiese Tincorrupted party gets as first
input. When the uncorrupted party gives its second outpetattackelC' learns that output.
The second input of the uncorrupted party is choseh(ag) whereo, is the first output of
that party.

12 We will use the wordattackerfor an attacker on the secure function evaluation in theeseh§27], and the word
adversaryfor adversaries in the RS framework. This distinction haanbmade for reasons of presentation only, in
the hope of reducing confusion.
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FurtherIDEALIB7k(:c, z) denotes the output of the simulatBrgetting auxiliary input: and
the uncorrupted party in the following case: The simulatayrfirst choose which party is
uncorrupted and choose inputs for all other parties (therskmputs may be chosen in de-
pendence of the first results, of course). Theis evaluated with the inputs chosen by the
simulator B and withx as the first input for the uncorrupted party. The second ipthe
uncorrupted party is again chosends;) whereo; is its first output. The simulator learns
the second result of the function evaluation.

Finally ~ stands for computational indistinguishability of the twisembles.

Note that our formulation of privacy is weaker then what isally considered. Although
we allow a non-uniform first input for the uncorrupted party, the second input is computed
using a uniform algorithnd that has no access to the initial auxiliary inputAlthough such

a definition may be too weak for many applications, it is sigfit for our proof and we have
chosen it for the sake of simpler notation. This privacypamy can be easily derived from
the results given in [27].

(Interestingly, for our proof we only need the case wheremarty is uncorrupted. The con-
struction of [27] is secure against other corruptions, tdaourse.)

— Correctness in the uncorrupted cadhen no party is corrupted and the parties have first
inputszy, ..., z; and second inputs], ..., 2}, then the protocol eventually terminates and
each party outputs the result of evaluatifigon first inputszy,...,x; and second inputs
x},...,x}. (This property is only used in the proof of Lemma 4, but weesia here for
completeness.)

Let nowM; andMs be as described in Section 3.4.

To show that the protocdl/; (consisting of the single machinég,) is as secure a&/, (con-
sisting of the single machin®l,) with respect to computational standard security, we need t
show that for every polynomial-time honest useand adversanA there is a polynomial-time
simulatorsS s.t.

viewHAMl(H) ~ vz’eva&MZ(H) 3)

even wherH has access to an auxiliary inputhat depends o8.

We will first construct a family of polynomial-time simulatS,, and then show that one of
these indeed fulfils (3). For any polynomialet thereforeS, be as followssS, behaves exactly
asA, but has additional ports that connectMa (remember thaiy, does—in contrast tél;—
connect to the simulator to ask for inputsandt;). WhensS,, is asked fors;, it answers with
s; := p(k), and when the simulatd, gets a puzzle; it solves it with overwhelming probability
(w.0.p.) (unless it has hardness greater th@n). The solutiont; is then sent tdvl; as second
input.

Because of the easiness condition for time-lock puzzlessithulator is able to solve puzzles
of hardness at mogtk) in polynomial time. Since further the adversary is polynatime, the
simulatorS, is polynomial-time, too, for any given polynomial

See Figure 2 for an overview of the situation.

Now honest usell and adversarA can be combined into one machi@e This machine first
gives a party identity € {1,...,k} to M; and then takes part in a multiparty-computation of
f with My (where the input of the uncorrupted party(isal, 0, ¢)). Further we assume thét
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outputs the view of the simulatddl Then(C' is a valid attacker for the protocét,, . .., P in the
sense above, and we get

{REALék((real, 0),2) }n. ~ {viewy a xz, £ (H(2)) biyz (4)

whereI(z) = ¢ for all z. We have writtenview,, » y;, ,(H(z)) instead of the usual notation
”iewH,A,Ml,k(H) to capture the fact that we allo/to get an auxiliary input. In a setting where
H does not get such an input, one can assumeHtast ignores:.

Consider the construction 6f,. Note thatS,, behaves as doésexcept for choosing the inputs
thatM, uses as inputs; andt;. By the same reasoning as above we therefore get

{REALZ ((ideal, p(k)), 2) .. ~ {viewy s, ((H(2))}h 2 (5)

whereJ(x) is an efficient algorithm that solves the time-lock puzziéand only if it has hardness
at mostp(k) (and otherwise/(z) = L). Note thatC' is the same machine as in (4).
By the privacy property of the protocéh , . . . , P; there is a simulatoB depending o s.t.,

{REAL{ (2, 2) }o,26 &~ {IDEAL i (2, 2) }4.6  and
{REALY (2, 2) }o2 6 ~ {IDEAL} (2, 2) bo o
which in particular implies
{REAL&,C((real, 0),2)}k,» ~ {IDEALé7k((real, 0),2) bk, (6)

and
{REALY, ; ((ideal,p(k)), 2) }x,. = {IDEAL% ; ((ideal,p(k)), 2) }r,.- @)

If we can further show that for someit holds
{IDEALZ ;. ((real,0),2)}y. ~ {IDEALZ ,((ideal, p(k)), 2) }k.. (8)
then it follows
{IDEAL} ;((real,0),2)}y,. ~ {IDEALZ ,((ideal, p(k)), 2) }k.- 9)

since if the first input tgf of the uncorrupted party has = real, the result off does not depend
on the second input of the uncorrupted party.
We can conclude by combining (4,6,9,7,5) and using the itiaing of =~ that

{mewHA,Ml,k(H(z))}k‘,z ~ {mewH,Sp,Mg,k(H(Z))}k,z

which by settingS := S, gives us (3) and thus concludes the proof. So we will now Edde
prove (8).

By the hardness assumption of Definition 2 there is a polyabmj (which w.l.0.g. satisfies
pp > 1), s.t. the probability is negligible thd finds a (correct) solution; for a time-lock puzzle
of hardness;; > pg(k) even when has access to an auxiliary inputSo sep := 2pp.
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We now examine the arguments s;, t; given to f in IDEAL;’B’k((ideal,Sp(k)),z). Let
s, = s, If t; is a correct solution to the time-lock puzzjeoutput as the first output gf for party
i, ands; := 0 otherwise. Let; < --- < s; be thes; satisfyingb; = ideal in ascending order.
Since w.0.ps; = 2pp(k) for the inputs of the uncorrupted party asd< pp(k) for the other
inputs, it is w.0.p.s; = s;, the input of the uncorrupted party anfl > 2s; . From this it
follows that w.o.p.

si, > forj=1,....n = s, > 2 forj=1,....,n—1.
By definition of s/ this implies w.o.p.

si, > 2/ andt; is correct forj = 1,...,n
— si, > 2/ andt; is correct forj = 1,...,n — 1.

The left-hand-side is true if and only jfevaluates in the above scenaricime. The right-hand-
side is true if and only iff evaluates tarue when the uncorrupted party gives ingut= real
(as inIDEALévk((real,O), z)). So w.o.p. the evaluation gf has the same output in the left-
hand- and in the right-hand-side of (8). Obviously, the sdmolels for the first outputs of the
corrupted parties. Since the simulator may choose its output depgnalily on the corrupted
parties’ outputs, (and not the in- or outputs of the uncdedparty), (8) follows. This concludes
the proof of Lemma 3. O

A.1 Weakening the assumptions

Assume that there is a functidh that has the following properties: (J'(s, ¢)| is polynomial in
l¢| +1og s for s € N andq € {0, 1}*. (ii) There is a deterministic algorithm that evaluai&s, q)
in time polynomial ins + |¢|. (iii) There is an efficiently samplable distributiony depending on
s, s.t. for any non-uniform algorithn® running in time polynomial irk there is a polynomiat,
s.t. B has negligible probability of outputtind(s, ¢) whens > r(k) andq is chosen according
to ws.

Note that this assumption is much more realistic than thatneé-lock puzzles, since we
do not require that the solution can efficiently be checkala%andidate for such a function
would be:T'(s,x) := H*(x), i.e., thes-fold application of H to = where H is a suitable one-
way-function. (We do not claim that this works for any oneywanction, we just propose that
one-way functions are the most promising candidates.)

The existence of such a functidhis made even more realistic by the various Time Hierarchy
Theorems in complexity theory. Such a theorem shows (uritondlly) that for some functioryf
there is a slightly larger functiofi’ and a languagé, s.t. the membership ih can be decided in
time f/, but not in timef. Such Time Hierarchy Theorems exists for various machineatscand
runtime definitions, e.g. for deterministic time [31], axge time [15], and probabilistic time [12].
These results make it realistic that it may be possible taheietechniques to prove the existence
of the above functiofT".

Given such a function, we can reduce the assumptions need€drfollary 5 using techniques
from [13]:

20



Theorem 9. Assume that enhanced trapdoor functions and collisioe-fiash functions exist
and that a functionl” with the above properties exist. Then computational stehd&curity
resp. specialised-simulator UC does not imply polynomibtbunded general composability. This
holds in both in the UC framework [18] and the RS framework][11

We only roughly sketch how to adapt the proof of Lemmas 3 and 4:

Proof (sketch)The main change concerns the functipfrom Section 3.3. As before, the func-
tion expects an inpuw; € IN from each party. Then—instead of choosing time-lock puzzles—for
eachi the functionf chooses a random and independgreccording to the distributiop,,. This

¢i 1s given to partyi. Then f expects a solution; satisfyingt; = T'(s;, ¢;). So far, we have a
similar situation as we had using time-lock puzzles. Howefieannot efficiently check whether
t; = T(s4,¢i), SO it cannot decide which solutions were correct and whiekewnot.

So party: will additionally have to prove that = T'(s;, ¢;). We cannot prove this by simply
sending some witness f since such a witness may be as long as the computati@ipfg;)
itself, which is to large forf to check. Instead, we wiliniversal argumentas introduced in [13].
These universal arguments are constant-round argumettseah prove; = T'(s;, ¢;) and have
the following additional properties: (i) efficient verifigan: the verifier runs in time polynomial
in log s; + |g:|, (ii) relatively-efficient provers: the prover runs in tirpelynomial in the number
of steps required to verify; = T'(s;, q;). [13] showed, that universal arguments exist under the
assumption of collision-free hash functions.

So we introduce additional rounds (a constant number, dimeainiversal arguments are
constant-round protocols) to the functigh in which f expects the each pariyto prove (us-
ing the universal argument) thgt= T'(s;, ¢;).

Then, as beforef sorts thes; with b; = ideal into a lists;,, ..., s;, and checks for each
whethers;;, > 27 and whethethe prooft; = T'(s;, ¢;) succeededf this holds for allj, the final
output of f is true.

Due to the property of efficient verificatiori,can again be described as a uniform polynomial
size circuit, so we can perform a secure evaluatiofi.of

We now construct the machinég,, and M, analogously as beforéd, givesb; = real,

s; = 0 andt; = ¢ as input toP; and performs a dummy-proof instead of the correct universal
argument (since it; = 7'(s;, ¢;) does not hold anyway). On the other havid setsb; = ideal,

and lets the simulator choosg andt; and also relays the messages to the simulator to perform
the universal argument.

Now, as in the proof of Lemma 3 we see, that for any honest Hsénere is a polynomial
p(k) so thatH cannot evaluatd’(s;, ¢;) for s; > p(k) (and thus in particular not successfully
perform the universal argument). The simulator then camstdiss; = 2pp (k) (Wherepp is a
polynomial depending op, see the proof of Lemma 3). Sinegp is polynomial, and due to the
existence of relatively-efficient provers, the simulatandind¢; = T'(s;, ¢;) and even prove this
fact. This allows to conclude, as in the proof of Lemma 3, that as secure aswith respect to
computational standard security aka specialised-simulacC.

On the other hand, in the situation of the proof of Lemma 4,diheulator has to find and
prove at; = T'(s;, q;) with s; > 2%, This he clearly cannot do, sd' is not as secure ag. O
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B Other modellings of polynomial time

The notions of computational simulatable security diseds this paper all assume that all
machines are polynomially bounded, i.e., that there is afp@ynomialp (depending only on
the machine) s.t. the machines terminates after at g{@gtsteps (wheré: denotes the security
parameter). It has turned out, that for some applicatioissishtoo restrictive a notion [22, 32].
Therefore models have been developed with the aim that megltian consume more running
time than their a-priori polynomial would allow, dependiog the amount of messages received.
It turns out that this is non-trivial, and two independenpr@aches have been proposed in [22]
and [32]. We will now discuss the impact of these new defingion our results.

The model of [22]Here, roughly, the adversary/simulator can run polyndsial the total
length of all messages it receives (and not only in the sigoarameter). Further, the environment
may run polynomially in the length of its auxiliary input, wh is chosen last. Now, in the case
of specialised-simulator UC this creates an interestingagon: The length of the auxiliary input
is bounded by a polynomial that is chosgfter the simulator. Therefore our separating example
fails since we assume in the proof of Lemma 3 that there is ynpahial upper bound on the
runtime of the environment, and that the simulator may chissactions in dependence of that
polynomial. Indeed, as pointed out in [22], specialisedtdator UC and UC coincide in this
modelling: If the environment is chosen as a universal Tunrachine that reads its program and
its runtime-bound from its auxiliary input, then choosihg fuxiliary input at the end effectively
means choosing the environment at the end.

The model of [32]Here, another approach has been taken. Both the honestkasemaron-
ment and the adversary/simulator do not have an a-priotimerbound. However, it is guaranteed
that the adversary does not run more than polynomially félsge the honest user, and of the lat-
ter's possibly unbounded “life-time” only a polynomial fiseis considered for distinguishing
real and ideal model. The length of that prefix is chosen #feisimulator. Here, our proof fails
to similar reasons as in the above modelling. In fact, if theirenment does not choose a fixed
s;, but indeed randomly selects!t,then the simulator would be unable to choose its strength
accordingly, since it cannot know up to which sizespthe outcome of the experiment will be
considered for distinguishing. (This depends on the lenfithe prefix of the honest user’s “life”,
which is chosen after the simulator.)

However, we do not know whether standard and universal sitalility (UC and specialised-
simulator UC) coincide in this model. Furthermore, both maadellings invalidate the results
mentioned in the introduction (with exception of the conipos theorems that guarantee that
UC implies polynomially-bounded general composabilityl &imat specialised-simulator UC im-
pliesO(1)-bounded general composability). Therefore it would bergeresting question which
implications and non-implications hold in these new madg#. Note that the fact that for the
[22] modelling UC and specialised-simulator UC coincidesioot necessarily directly solve all
other implications, since we do not know whether the prod86{ that specialised-simulator UC
andO(1)-bounded general composability coincide still holds.

13 A distribution that is suitable for our example would be tmokes; = n with a probability proportional tenl—z.
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C Proof of the composition theorem

We formulate the proof in the modelling of the RS framewor&][1All construction can be
transferred one-to-one to the UC framework of [18].

In order to prove the Concurrent Composition Theorem 7, vgétieed to state the following
auxiliary lemma:

Lemma 10 (Completeness of the dummy adversaryl.et D denote the adversary that simply
forwards all messages betweHrand the protocolD does not have a master clock port.

Then statistical standard security with respect to the dyralversaryD (i.e., in thereal
model, the dummy adversary is the only allowed adversagyséh of simulators is not restricted)
is equivalent to statistical standard security with resecall adversaries.

Proof (sketch)Security with respect to all adversaries trivially implgscurity with respect to
the dummy-adversary.

The other direction is easily proven using the same methaivas in [22, Claim 8, “Doing
without the real-life-adversary”]. Note that in our case groof is especially simple, since being
in the statistical case we do not need to show that the dundwgrsary is in any way bounded
(which usually is one of the main problems when showing thepleteness of the dummy adver-
sary). O

Now we can proceed to prove the main theorem (Theorem 7).

Proof. By Lemma 10, to shovM{’ > Mg it is sufficient to show that for any honest us€rthere
is a simulatorS, s.t.
viewH*7D’M{)(H*) R~ viewH*’&Mg(H*),

i.e., in words that the view dfi* is indistinguishable when running with the dummy-adverdar
and the real protocol and when running with the simul&tand the ideal protocol.

Now we define the machind; for all i € Ny U {oo}: In its first activationH; randomly
chooses an integér> 0, where the probability for a givehis cl% with ¢ := Y, l% (cis chosen
such that the probabilities add 1. If I > 4, H; terminates immediately. We writ@ew(H) = L
for this case. In the other caée< 4, H; simulatesH*. WhenH* sends a messageid, m) to the
protocol copysid or the adversary, we distinguish the following cases

If sid is an invalid session ID (i.e., not a positive integer or tgea(k)), the message is
ignored.

If sid < I, the message is sent to a simulated copy of the ideal profdeair to a simulated
copy of the simulatoB;, respectively (see below for the definition%j.

If sid > [, the message is sent to a simulated copy of the real profdgair to a simulated
copy of the dummy-adversaiy.

If sid = [, the message is sent to the protocol or adversary (not to a simulated copy)

The behaviour oH; is summarised in Figure 3.

Let furtherH; be constructed likél;, except that is always chosen deterministically &s: i.
Similarly, if f is a function, Ieﬂf(k) choose deterministically= f(k), i.e.,l is chosen depending
on the security parametér
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By the random variableiew , , (H*, 1) we denote the pair consisting of the view of the sim-

ulatedH* together with the choice dfin a run of A/ (with security parametek).
Now we proceed to define the simulat&s We call a simulatoiS near-optimal for some
honest useH;, if for all security parameters and all simulator$’ the following holds:

A(viewHi7D,Ml7k(H*,l); viewHi,&MQ,k(H*,l))
< A(viewHi’QMl’k(H*,l); viewHi7S,’M2’k(H*,l)) +27% (10)

i.e., in words that the statistical distance betwegnview in the real and ideal model is less at
most2~* when usingS than when using’.

It is easily seen that such a near-optimal simulator alwaigtse For each security parameter
k there is a simulato8® that is near-optimal for that. By specifyingS to behave a§* when the
security parameter is, we get a near-optimal simulator.

Let thereforeS; be a near-optimal simulator fét;.

Note that at a first glance, the definition ldf andS; seems to be a cyclic definition, since
H; depends or%; which depends oH;. Closer inspection however reveals that the definition is
simply a recursive definition: For finite H; depends only of; forl = 1,...,7—1, andH, only
depends o5, with finite [. Note further that all thesd; andH,, exist, since in the RS framework
no computational limitations are placed upon machineserctse of statistical securit§.

SinceM; > M, the function

e(k) == A(vz’ewHw’Dth(Hoo); vz’ewHomsoo’Mz’k(Hoo))

is negligible. Since the view of the simulateld and! are contained in the view ¢, it follows
that

A(viewHwD,Ml,k(H*,l); viewHoo,Soo,Mg,k(H*’l)) < e(k). (11)
Let I'(view,1) := (L,1)if I > i and " (view,l) = (view, ) otherwise (i.e.]" erases the view
of H* if [ > 7). Then it follows from the definition oH; that
A(viewHi’DMl’k(H*,Z); m’ewHi’Soo’MZ’k(H*,l))
= A(Fi(viewHi’QMl’k(H*,l)); Fi(vz'ewHi7soo7M27k(H*,l)))
= A(Fi(viewHoo7D’Ml7k(H*,l)); Fi(viewHoo’Soo’Mz’k(H*,l)))

) . ) . @
< A(vzewHwD,Ml’k(H ) viewy g vy (H 1)) < e(k) (12)

Note that only the environmeiit., changes tdi;, while the simulatof, is not changed.

The first equality stems from the fact thidf will have the view_L in any case iff > i, so
applying " has no effect. The second equality holds, siHigandH., show different behaviour
only in the casd > i, but in that casd™ erases their views. The first inequality holds since
applying a deterministic function to both views can onlyuee the statistical distance.

4 They are not even required to be realisable by Turing mashi@ié the discussion in Section C.1 on how to adapt
this proof to non-uniform unbounded Turing machines.
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SinceS; is near-optimal foH;, it holds that

A(m’ewH DT, L(HS D), vz’ewHi7Si7M27k(H*,l))
(Q)A(mewH DL, L(H D) m’ewHi,Soo,M%k(H*,l)) + 27k

(12)

<e(k)+27" (13)
Let for brevity

(Hreal lreal) _ mewH“D Ml,k(H*vl)

and (Hldeal lldeal) = vzewH S Nk (H*,l).

When we denote byH e jm)|(i7e! = ;) the random variable resulting by conditioning on the
eventl™ = i, and analogously faideal. Given a sef” of tuples(v, 1), we denote by} the subset
of T consisting only of tuples with = 4. Further letP; := P(I™ = i) = P(l" = ) = =

Then we can calculate (where the maximum ranges over alluradale subset$' of the range of
the random variablesiew__;(H*,1)):

A((Hreal lreal)|(lreal ) (szeal lideal)|(lideal _ Z))
def max‘P( Hreal lreal) eT ‘ lreal i)—P((H]ideal,lideal) eT ‘ lideal — Z)‘

= max
T

— %mj@X‘P((ngal,lmal) c T’z) _ P((H]ideal’lideal) c T’z)

EP((ngal,lel) e E) _ %P((Hédeal,lidml) e E)‘

< %maX‘P((H]:eal,lmal) e T) _ P((Hédealjlideal) c T)‘
d:ef ?A((Hreal lreal) (theal lideal))
( (k) +2~ )cz’2 =: (k). (14)

Since H; chooses independently from any inputs at the beginning of its firgivation,
conditioning on the everit®® = j or[’da! = ;, resp. is the same as replacidgby H;. Therefore
the previous inequality can be rewritten as

A(mewﬂi’D,Ml,k(H*,l); viewﬂhsi’MQ,k(H*,l)) < ei(k)
from which directly follows
A(viewﬂi7D7Ml7k(H*); viewﬂi7si7M27k(H*)) < gi(k). (15)

Note that by construction df; the following holds: In a run ofl; together withAZ, andS;,
all messages to and frob* with session IDsid = 1, ..., are routed to copies dff; andS.;y
(in the casesid < i to simulated instances, in the cagé = i to the non-simulated instances
outsideH;), while messages withid = i + 1, ... ,p(k) are sent to instances of, andD.
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Analogously, we see that in a run bf_; together withM; and D, messages withid =
1,...,i are routed to copies af/, andS,;;, while messages withid = i + 1,... ,p(k) are
routed to instances dff; andD.

Therefore the view oH* in both scenarios is the same and we get

viewﬁi’si7M27k(H*) = viewHiH,D,Ml,k(H*)

By combining this equation and (15), we get for arbitrarfsince A is a metric and thus satisfies
the triangle-inequality):

p(k)

A(m’ewHO’DMl’k(H*); m’ewﬂp(thD’th(H*)) < Z&:i(k:) =: v(k). (16)
=0

Sincev(k) < (¢(k) —{:2_k)cp(k:)3 by (14) ance is negligible, so is-.
By constructionH, simulatesH* andp(k) copies ofAM; andD. Sincesid < 0 would not be
a valid session ID, no messages are sent to the machinededdtdtrom this it follows that

viewHO’DMl?k(H*) = vz’ewH*’D7Mf7k(H*).

Similarly we can see tha:llp(k)ﬂ simulatesH* andp(k) copies of M together with simulators
S1,---,Sp(x) @and has no outside communication. We defingo be the simulator resulting from
combiningSy, ..., S,x), i.€., messages (coming from protocol or honest user) vedisien 1D
sid = j are passed t6; and messages froBy are given a session IBd = j. Then we have

viewﬂple,D,Ml,k(H*) = viewH*7S*7M§7k(H*).
Applying these two equalities to (16), we get
A(vz’ewH*’D7Mf7k(H*); mewH*,S*,Mg,k(H*)) < v(k)

which is negligible in the security parametersoS* is indeed a good simulator fét*. SinceH*
was chosen arbitrarily, this proves tt'le is as secure aMp with respect to standard statistical
security (cf. Def. 6). So Theorem 7 is proven in the case \Mllﬂaxmxmary input.

The case where the honest user has access to an auxiliatyisrgroven completely identi-
cally, except that thél; andH; pass their auxiliary input on to the simulator submachirie O

C.1 Turing machines

In the proof above, we showed composability with respectfoounded honest user and adver-
saries. Following [11], an unbounded machine is allowedviduate any probabilistic function,
not only computable ones.

Often, however, unbounded machines are understood to msnunided Turing machines,
where further the distinction between uniform and non-amif ones arises. It is easily verified
that the above proof also holds if honest user, adversarysandlator are restricted to non-
uniform Turing machines. To see this, note the following faints: First, near-optimal simula-
tors exist, they simply take as auxiliary input the prograinthe simulator that is near-optimal
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for a given security parameter. Second, all machines tmatilaie a non-constant number of
sub-machines (likel;, Hp(k)ﬂ, S*) are always limited to simulating at mgstk) different sub-
machines, so the programs and auxiliary inputs of thesarsaditines can be provides as auxiliary
input.

An interesting open point however is whether the above poaof be adapted taniform
Turing machines, since for these it is not clear how to cosi uniform near-optimal simulator.
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