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Abstract. Simulatability has established itself as a salient notmndiefining and proving the security of crypto-
graphic protocols since it entails strong security and ausitfpnality guarantees, which are achieved by univeysall
quantifying over all environmental behaviors of the anatyprotocol. As a consequence, however, protocols that
are secure except for certain environmental behaviors @rsimulatable, even if these behaviors are efficiently
identifiable and thus can be prevented by the surroundinggub

We propose a relaxation of simulatability by conditionirg tpermitted environmental behaviors, i.e., sim-
ulation is only required for environmental behaviors thafilf explicitly stated constraints. This yields a more
fine-grained security definition that is achievable i) fovesal protocols for which unconditional simulatability is
too strict a notion or ii) at lower cost for the underlying ptggraphic primitives. Although imposing restrictions
on the environment destroys unconditional composabitityeéneral, we show that the composition of a large class
of conditionally simulatable protocols yields protocdigt are again simulatable under suitable conditions. This
even holds for the case of cyclic assume-guarantee conslitidiere protocols only guarantee suitable behavior
if they themselves are offered certain guarantees. Fumibrer, composing several commonly investigated proto-
col classes with conditionally simulatable subprotocaédds protocols that are again simulatable in the standard,
unconditional sense.

1 Introduction

As a tool to define and prove the security of cryptographidqmals, the concept of simulatability has a
long history, e.g., [34, 23, 22,10, 30]. In recent years, antipular the general simulatability frameworks
of reactive simulatability [7,5] and universal composii[13, 15] proved useful for analyzing security
properties of cryptographic protocols in distributed syss$. In such a simulatability framework, a protocol
is compared to an ideal specification of the respective pobttask, usually given by a single machine
called trusted host that is immune to any adversarial athglconstruction. A protocol is said to be secure,
if for every adversary interacting with the real protoccdth exists another adversary interacting with the
ideal specification such that no protocol environment catirdjuish the ideal specification (with the ideal
adversary) from the real implementation (with the real asiwey). This essentially means that every attack
that an adversary may successfully mount against the rgaéimentation can be mounted as well against
the ideal specification. In that sense, the real protocdl lsast as secure as the ideal specification.

This definition is very appealing due to its simplicity, anidhee same time it provides very strong security
guarantees. Specifically, both mentioned frameworks ditowery general composition theorems (see, e.g.,
[32, 13, 6]). In a nutshell, these theorems guarantee thatare protocol can be composed with arbitrary
other protocols and still retains its security. These grogsults are essentially entailed by the universal
guantification over all protocol environments. Howeveglsatrong compositionality properties are bought
at the price that several protocol tasks are not securelizabée at all in the sense of simulatability. This
includes important cryptographic tasks such as bit comsnitmzero-knowledge, oblivious transfer [16,
13], and (authenticated) Byzantine agreement [29], ctasksecure multi-party computation [17], classes of
functionalities that fulfill certain game-based definigd@t8], and Dolev-Yao style abstractions of symmetric
encryption, XOR, and hash functions [2, 3, 8].

This nuisance led to several attempts to weaken the sinbilltadefinition, either by strengthening
the ideal adversary or by limiting the attack capabilitiésh® real adversary, which, however, results in



restricted adversary models and thus in less realisticasimen A more detailed review of related work is
given below.

Our Contribution. In this paper, we also endeavor to circumvent a specific daslse aforementioned
impossibility results, namely those that arise due to aeravironmental behaviors that cannot be prop-
erly simulated. The prime example contained in this clad3dkev-Yao style symmetric encryption, i.e.,
symbolic abstractions of symmetric encryption as constrgcof a term algebra with a small set of alge-
braic properties. This kind of encryption can only be caityesimulated if the protocol using the encryption
scheme does not cause a so-called commitment problem. @roaah for circumventing impossibility in
these cases does however not follow the prevalent idea oheniing or constraining the capabilities of
the adversary. Instead, we limit the number of protocol mmments in which a protocol is required to be
secure. This idea applies particularly nicely to prototbis can be securely realized except for certain dis-
tinguished environmental behaviors, especially if thesealiors are efficiently identifiable and thus can be
prevented by the surrounding protocol; among others, D&y style symmetric encryption is of this kind.
The resulting security notion is namednditional reactive simulatabilityin addition to circumvent known
impossibility results for unconditional simulatabilitthe notion of conditional reactive simulatability may
also allow for securely realizing ideal functionalitiesl@iver cost on the underlying cryptographic prim-
itives. For instance, if Dolev-Yao style symmetric encigptpermits the construction of key cycles, e.g.,
encrypting a key with itself, it is only securely realizaltdg encryption schemes that fulfill certain strong,
non-standard assumptions such as dynamic KDM security#n, however, conditioning the function-
ality to those cases that exclude key cycles, successfullaiimn based on weaker, more standard security
notions such as IND-CCAZ2 security is possible.

Despite imposing restrictions on the surrounding protaou thus giving up the universal quantifi-
cation of environments that allows for general compos#lityy we show that the notion of conditional
reactive simulatability still entails strong compositidity guarantees. More specifically, we prove that if
one composes protocols each of which is conditionally sataible provided that their surrounding proto-
col fulfills an arbitrary trace property, and if these prdjger do not give rise to cyclic dependencies, then
the composition of these protocols is conditionally sintaiiée under natural conditions on the (overall)
surrounding protocol. Technically, the theorem establsh cryptographic statement on the acyclic compo-
sition of assume-guarantee specifications, i.e., spetifisathat guarantee suitable behaviors only if they
themselves are offered suitable guarantees. Assumergearspecifications have been well investigated in
the past, mostly for non-security-specific contexts [31,12@0] but also specifically for security aspects [24]
(but without investigations of simulatability and compasi). The postulation of acyclicity applies to most
cases in practice, e.g., to protocols that provide speaficrity guarantees to their subprotocols without
making these guarantees dependent on the outputs thep &iotai these subprotocols.

Interestingly, we can even prove compositionality for @ycdependencies of such specifications, i.e.,
compositions of protocols that mutually promise to adhemedertain behavior only if they mutually receive
guarantees from each other. This case is technically monan@ing since an inductive proof by proceeding
through the acyclic dependency graph as done in the probedddyclic case is no longer possible. In fact, it
is easy to show that for cyclic dependencies, subprotobalsare conditionally simulatable undabitrary
trace properties might not be securely composable. Howeaeshow that the theorem for the acyclic case
can be carried over to the cyclic case if one constraints tbegols to be conditionally simulatable under
safety properties. Safety properties arguably constitaéemost important class of properties for which
conditional simulatability is used, especially since figgs properties usually cannot be achieved unless one
additionally constraints the adversary to fair scheduling

Finally, we stress that composing several commonly ingetid protocol classes with conditionally
simulatable subprotocols yields protocols that are againlatable in the standard, unconditional sense.
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Our results are formalized in the Reactive Simulatabiligniework. However, we do not use any spe-
cific characteristics of this framework, so our results caturally be carried over to the Universal Compos-
ability framework.

Related Work. As mentioned already, there have been several attemptdato senulatability to avoid
impossibility results. The work closest to ours is the wankpooving Dolev-Yao style symmetric encryption
sound in the sense of simulatability [2]. There it was shdwat Dolev-Yao style symmetric encryption can
be securely realized if the environmental protocol doescaase the commitment problem and in addition
key cycles are excluded. This definition thus constitutgsegial case of conditional reactive simulatability
yet without investigating more general conditions or cgpanding compositionality aspects. Nevertheless,
our work is inspired by their idea of augmenting simulai&pilvith conditions on environments.

The impossibility of simulating a specific bit commitmentsvshown in [16]. The remedy proposed
there was to augment the real protocol with certain “helpiogted hosts” which are, by definition, immune
to any attack on the real protocol; thus, effectively thisalwens the real adversary. More specifically, [16]
presented simulatably secure protocols for bit commitnagiat zero-knowledge. However, these protocols
rely on a so-called Common Reference String (CRS), whichfwrm of a trusted setup assumption on
the protocol participants. In a similar vein, [17] showsttbasically every trusted host can be realized
using a CRS as a helper functionality. One point of criticegainst the CRS approach is that the proposed
protocols lose security in a formal and also very intuitiemse as soon as the CRS setup assumption is
invalidated. The related approach [25] uses a Random OfR€¢ instead of a CRS to help real protocols
achieve simulatable security. The benefit of their consittods that the proposed protocols retain at least
classical (i.e., non-simulatable) security propertieewthe RO assumption is invalidated. However, also
there, simulatability in the original sense is lost as satha happens.

In [33], the real and ideal adversaries are equipped with-@aled imaginary angel. This is an oracle
that (selectively) solves a certain class of hard compratiproblems for the adversary. Under a very strong
computational assumption, this notion could be shown tadakeown impossibility results for simulatabil-
ity. Yet, as the imaginary angels behave in a very specific tadgred towards precisely circumventing
these impossibility results, e.g., these angels make tegronse dependent on the set of corrupted parties,
the model might be considered unintuitive.

In [9], it is shown how to realize any trusted host in a simaitdéé manner, if the ideal adversary is freed
from some of its computational restrictions. In the processeral highly sophisticated constructions are
used to implement, e.g., a simulatably secure Zero-Knayegutoof system. The eventual result of their
construction is a class of protocols for, in the style of [I@hlizing basically any trusted host. However, it
is substantial that in their security notion, the ideal ad&gy is not restricted to polynomial-time, but the
real adversary is. So in particular, the security notiory tt@nsider is not transitive and it is generally not
easy in their framework to construct larger protocols madyl

Outline. We first review the underlying Reactive Simulatability framwork in Section 2 and subsequently
define the more fine-grained version of conditional reacsiveulatability in Section 3. The bulk of the
paper is dedicated to the investigation of the composilitynaspects of this new security notion for both
acyclic and cyclic assume-guarantee conditions, whicloigedn Section 4. The usefulness of conditional
reactive simulatability is further exemplified in Sectiorby showing how this notion can be exploited to
cryptographically justify common idealizations of crygtaphy. Section 6 concludes.

2 Review of the Reactive Simulatability Framework

Our work builds upon the Reactive Simulatability framewode will briefly review relevant definitions
and refer the reader to [7] for details.



2.1 Overall Framework

A protocol is modeled as structure (M, S) consisting of a set of protocohachinesand a set okervice
ports, to which theprotocol userconnect. Machines are probabilistic, polynomial-time 1/0 autoeatnd
are connected byorts The model differentiates in-ports and out-ports, wheheaut-port is connected to
exactly one in-port by naming convention. Moreover, in- antiports may be service or non-service ports.
In what follows, byS™ we denote the service in-ports 8fand by S¢-** the complement ofM’s service
out-ports, i.e., the set of service in-ports of machifrégonnects to.

Two structureg M, S;) and (M, Sy) arecomposabléff they connect through their respective service
ports only. Theirrompositions given by(M; U Ms, S) whereS includes all ports fron; andSs that are
not connected to another machinelif U Ms.

A set of machines\/ is closediff all ports are connected to corresponding ports of mashiiat are in
the same set. A structure can be complemented to a closed asbbcallechonest useH and aradversary
A, whereH connects to service ports only, aAdconnects to all remaining open ports, and both machines
may interact. The tupléM, S, H, A) is then called @onfigurationof (M, S) where one of the machinés
or A plays the role of thenaster scheduleii.e., if no machine was activated by receiving a messagge, th
master schedule is activated. A closed@eds arunnable systemThe transcript of a single run is called a
trace (often denoted by and decorations thereof) and is defined to be a sequencensttivas performed
by the machines. Aransitionof a machineM is of the form(p, s, s’, p’) wherep describes the in-ports aff
along with the current message written on these peiitsthe current configuration af/, s’ is a successor
configuration (computed depending pands), andyp’ are the out-ports along with the output produced. We
denote byrunc  the distribution of traces induced by runs@fwith security parametet. The restriction
t[s of a tracet to a set of in-portsS is defined in the obvious way. (Note that only depends on the first
componentZ) of the transitions of). Now, runc ;[ s denotes the distribution of the traces induced by runs
of C' with security parameter when restricted t&'. Therestriction of a trace to a machineM is obtained
from t by removing all transitions not done . Now, the distribution of such traces givéns denoted by
viewe,,(M). We refer to thek-indexed family{ viewc (M)}, of these views byiewc(M).

2.2 Simulatability

Simulatability is used in different areas of cryptograpimformally speaking, for reactive systems it says
that whatever might happen to a proto¢al/, S) can also happen to another proto¢al’, S). Here both
protocols need to have the same set of service gots allow for a meaningful comparison. Typically,
(M’,S)is anidealization, or specification, of the protocol task {7, S) is to implement. We therefore call
(M, S) thereal and(M’, S) theideal protocol For simulatability one requires that for every configurati
(M, S,H,A), with honest useH and real adversan, there is a configuratioq)’, S, H, A") of (M’ S),
with the same honest userand a (possibly different) ideal adversaky, such thatH cannot distinguish
both scenarios. This is illustrated in Figure 1.

The notion thatH cannot distinguish both scenarios is captured by the naifocomputational in-
distinguishability: Two familiegvary)xen, (var'y)ren Of random variables on common domaibg are
computationally indistinguishablg ~”) if no polynomial-time algorithm can distinguish both ttibutions
with non-negligible probability, i.e., if for all polynoral-time algorithmDis the following holds:

‘Pr [Dis(lk,vark) = 1] — Pr [Dis(lk,vark) = 1} ‘ is negligible ink,

1 Actually, a structure represents a protocol in a specificugtion situation. To handle different corruption sitwai$, systems
(i.e., sets of structures) are used. However, in the styfé,df], we concentrate on a given specific corruption sibuafior ease
of presentation.



Fig. 1. Simulatability: The two views oH must be indistinguishable

where a functiory : N — R is said to benegligibleiff for all positive polynomialsQ, 3koVk > ko :

g(k) < 1/Q(k).

Definition 1 (Reactive Simulatability). Let structures(M, S) and (M’,.S) with identical sets of service
ports be given. We writéM, S) >Ppoly (M',9), where>P% is read ascomputationally at least as secure
asor securely realizesf for every configuratiorconf = (M, S, H, A), there exists a configuratioronf’ =
(M, S,H,A") (with the sameH) such that

view cong (H) ~ VIEW ¢y (H).
&

One also definesniversal simulatabilitywhereA’ in conf’ does not depend di, i.e., the order of quanti-
fiers is reversed, arfalackbox simulatabilitywhereA’ is the composition of a fixed pasim (thesimulatoi)
andA. In the sequel, we omit the superscriatly.

3 Conditional Reactive Simulatability

Reactive simulatability (Definition 1) permits configurats with arbitrary honest usels(satisfying some
syntactic requirements on ports). In other words, reactiveulatability requires a faithful simulation of
the combination of the real adversary and real protocol byideal adversary and ideal protocol farery
honest user. This universal quantification over all honsstaiallows for a general composition theorem [32,
6], which says that if protocdl)M, S) is as secure as protoc@l/’, S), then(M, S) can be substituted for
(M’,S) in anylarger protocol without invalidating simulatability. Ftis type of compositional property,
simulatability can even be shown to be necessary [28].

However, reactive simulatability may be too strict in cartaractical scenarios: The simulation might
fail for certain honest users, but in the application undersideration such users may not occur since the
protocol in question may always be used in a certain (seeuag) For example, consider Dolev-Yao style
symmetric encryption. It was shown in [2] that this kind otgyption is not securely realizable in the sense
of reactive simulatability, due to the so-called commitinproblem: If an encrypted message is sent to
the adversary, where the adversary neither knows the messaghe key, the best the simulator can do
is to create a new key and encrypt a random message with thisf kaeter the message becomes known,
indistinguishability guarantees that the simulation itk sbrrect. However, if later the key becomes known,
the simulator has to come up with a suitable key that dectyygt€hosen ciphertext to the correct message.
This is not possible in general. However, in the applicatimder consideration the way Dolev-Yao style
symmetric encryption is used, e.g., by a larger protocgirgsenting the honest user), may guarantee that
the encryption key is never exposed. It turns out that inghigation faithful simulation is still possible.

5



Following this idea, we propose a relaxation of reactiveusatability, called conditional reactive simu-
latability, where instead of quantifying over all honestiss we quantify only over those honest users which
satisfy a certain condition. In this way troublesome homsstrs which would not occur in the application
anyway can be ruled out.

The conditions on honest users are expressed in terms ofwehedll predicates. A predicate, which is
defined with respect to a sétof ports (typically service in-ports), is a set of sequenakbit strings for
every port ofS. Using predicates, we can restrict the kind and the ordereslsages on ports 6fin a run of
a system. To formally define these predicates, we need tlosvinty notation: For setgl and B, we denote
by B4 the set of mappings from to B. If A is a finite set, then the elements Bf* can be considered to
be tuples where every component corresponds to an elementFairi > 0 and a set4, we denote byA’
the set of all words oved of lengthi. Now, predicates are defined as follows:

Definition 2 (Predicates).Let S be a set of ports. We call a setwith

< J((fo,1)7)%y.

i>0
a predicater over S if the following conditions are satisfied:

1. Ifr=s1---s45; € ({0,1}*)%, then we have that for evejye {1,...,n} there existp € S such that
sj(p) # €, i.e., for everys; at least one port contains a non-empty message.

2. wis decidable in polynomial-time, i.e., there is a probatiiti polynomial-time algorithm that, on input
t, outputs whether or nate .

We callt € = an S-trace <&

Instead of a single predicate, one could also consider dyfarinpredicates indexed by the security parame-
ter. However, for the application presented in this papempke predicates suffice. Also, all results presented
in this paper easily carry over to the case of families of jmaes.

We will use the following notation. We writer = true for a predicater over S with 7 =
Ui»o(({0, 1}*)%)%. Furthermore, for two predicates andm over two disjoint port set$; and Ss, we
write 71 A 7 for the predicate containing alb; U Sy)-traces such that for every tracesin A o its restric-
tion to S; and S, belongs tor; and,, respectively. Intuitivelyr; A 75 represents the conjunction of
andms,.

An S-tracet’ is aprefixof an S-tracet if there existt” such that = ¢’-t”” where *’ denotes concatenation.
A predicater over S is prefix-closedff for every S-tracet € « every prefix oft belongs tor as well. We
also call such a predicatesafety propertysince once it is violates it stays violated.

Now, we say that a set of machinés fulfills a predicater over a set of ports, if in runs of M with
any other set of machines the sequences of messages writgorts inS belong tor. More precisely, it
suffices if this is true with overwhelming probability:

Definition 3 (Predicate Fulfillment). Let M be a set of machines with service poffsand letw be a
predicate over a subsef’ of S¢°*.2 Then, M fulfills = if for any set of machined/ such thatC' :=
{M, M} is closed,

Pricrunc, [t]s'€ 7] is overwhelming as a function in

We are now ready to present the definition of conditional treasimulatability.

2 Recall the definition o5¢>°** from Section 2.



Definition 4 (Conditional Reactive Simulatability). Let structureg M, S) and (M’, S) with identical set
S of service ports be given, and letbe a predicate over a subset of the service in-port§.ofVe say that
(M, S) is at least as secure as (or realize¥)’, S) under conditionr (written (M, S) >I.. (M',S)) if
for every configuratiorconf = (M, S,H,A) such thatH fulfills 7, there exists a configurationonf’ =
(M, S;H, A") (with the same) such that

View conf (H) ~ VICW ¢y (H).
&

Conditional universal simulatabilitand conditional blackbox simulatabilitare defined with the obvious
modifications.

4 Composition Under Conditional Reactive Simulatability

In this section, we present composition theorems for c@it reactive simulatability. As mentioned in
the introduction, when composing protocols which assunmiceconditions (predicates) to hold on their
service in-ports and in turn guarantee certain conditipnsdicates) to hold on service in-ports of other pro-
tocols, cyclic dependencies may occur. In what follows, wst fntroduce the general setting (Section 4.2)
and then present general composition theorems both forcdywi@and cyclic case (Section 4.2 and 4.3).
While for the acyclic case no restrictions on predicategpatefor the cyclic case we require predicates to
be safety properties.

4.1 The General Setting

One would expect that a protocdll, (for brevity we omit the service ports) that is simulatableder
condition7 can be securely composed with a protodd] that fulfills 7. In some applications, the larger
protocol My may fulfill 7= only if A itself is used in a “sane” way, i.e., a predicate, sais fulfilled on the
service in-ports of\/;. Then, one would expect thaf, securely composes with/; as long as is fulfilled.
More generally, we consider the composition of severalquais with assume-guarantee conditions among
them. In what follows, this is formalized.

Let 7 andr be predicates ove¥, andS, respectively, and ldtbe a trace. We say thasatisfiesr — =
if t[s, € 7impliest[gs, € 7.

Definition 5 (Conditional Predicate Fulfillment). Let M be a set of machines with service paftsr be
a predicate over a subsét. of S, andr be a predicate over a subsé} of SCut,

Then,M fulfills = under conditiorr if 7 — = is satisfied with overwhelming probability no matter with
which machines\/ interacts, i.e., for all set9/ of machines such that := {M, M} is closed, we have
that

Prtrunc,, [t Satisfiesr — 7] is overwhelming as a function in

&

In what follows, for everyi = 1,...,n, let P, := (M;, S;) and P} := (M, S;) be real and ideal protocols,
respectively. We consider the following predicates fosthprotocols.
Let 7/ be a predicate oveﬁjc"’“t N Sin (service in-ports of; to which P; connects) and;}! be a

predicate oveS!™ \ Uj—s S].C"’“t (service in-ports ofP; to which no other protocol connects). Intuitive}j,
denotes the guarantees tiie protocol expects from thgh one. AnalogouslyriH specifies the guarantees
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the ith protocol expects fromil. (Note thatH may connect to all service in-ports &f the other protocols
do not connect to.) We denote by

n=11A /\ Tl-j (1)

the guarantees thiéh protocol expects from other protocols. Note theis a predicate oves:".
Similarly, we now define the guarantees ttteprotocol provides to other protocols. Lgtbe a predicate
over Sic"’“t N S;i” (service in-ports ofP; to which P, connects). Intuitively ] denotes the guarantees

the ith protocol gives to theth one. Note that we do not consider a predicafe This simplifies our
presentation and is without loss of generality since we ahgiaterested in the compositionality properties
of the composed protocol. We denote by

m = /\ 7Ti (2)
J#
the guarantees thih protocol provides to other protocols. Note thats a predicate oveLrJ#i(Sic Ut
Sin)
)
In order for the composition theorems to hold, we clearlychiat
m; C 77, 3)

i.e., the guaranteersf theith protocol expects from thigh one are actually met by the guarantegshe jth
protocol offers to theéth protocol.

Obviously, in the setting above the guarantees among thieqmis may be cyclic: théth protocol
provides guarantee] (and hencerj’f) to the jth protocol only if thejth protocol guarantees’, and vice

versa, i.e., thgth protocol provides guarante@i (and henceTij ) to thesth protocol only if theith protocol

guarantees;f. Hence, in casej’f # true and Tg' # true the dependencies between itieand;th protocol
are cyclic. The following is a concrete example.

Example 1.Say that an encryption systef guarantees that the secret key is not output in plain as leng a
this secret key is not submitted as part of a plaintext fongston. However, a larger protocah, that uses
that encryption system might want to encrypt plaintextstipla times, possibly tagged with some syntactic
type information. In particular, as long as no cipherteselit contains the secret key in plain, this secret
key will not be submitted for encryption. In other words,nés a mutual dependency betwenand P;.
(Obviously, in this particular case secure compositgpossible.)

More generally, cyclic dependencies are defined as follbefsthe (directed) dependency gragh= (V, E)
be given by ‘
V={W,....V,}, E={(V,V;): 7] #true}. 4

If G is acyclic, we say that the dependencies between the pista@acyclicor non-mutual and otherwise,
we say that they areyclic or mutual

In the following two subsections, we prove theorems for selgucomposing protocols, both in the
case of acyclic and cyclic dependencies between the pistdadhese theorems we need to argue that the
condition; theith protocol expects to be satisfied are in fact fulfilled whemposing all protocols. In case
of acyclic dependencies between the protocols, this isillessecause the fulfilment of; can be traced
back to the conditions satisfied by other protocols or theehbosers. In case of cyclic dependencies this
is in general not possible because one runs into cycles. Howas we will see, if the predicates involved
are safety properties, cyclic dependencies can be resdlMedhote that the predicates informally stated in
Example 1 are in fact safety predicates.



4.2 Composition in the Acyclic Case

In this section, we prove the following general compositibaorem for the case of acyclic dependencies
between the protocols.

Theorem 1. Forevery: = 1,...,n,letP, = (M;, S;) and P/ = (M/, S;) be protocols as introduced above
with P, >7i. P!, and assume that// fulfills 7; under conditionr; wherer; andr; are defined as above and

—sec 2!

condition (3) is satisfied. If the dependencies betweenrtiteqols are acyclic, we have, for everythat

Pl Pe 2o Pill- B llB[ Pl (1P, ()

—sec

wherer := A’_, 7'. Moreover,

P[Py =8 PAIIL- 1P (6)

|

Before we prove this theorem, we present useful corollafebis theorem. The first corollary considers
the case of two protocols and it easily follows from Theorenosihg thatP, >g.c Po.

Corollary 1 (Conditional Subroutine Composition). Assume thaf; >7.. P|. Let P, = (M>,S) be a

sec

protocol such that\/;, i) connects to all ports over which is defined and ii) fulfillst under conditionr
wherer is a predicate over the service in-ports Bf to which P; does not connect. Then,

Pi||Py 2L Pi||P,.
If 7 = true, i.e., Ms fulfills = unconditionally, we obtain

PIHPQ Zsec PllHPQ

Theorem 1 also allows to combine two protocols that are noheocted via service ports:

Corollary 2 (Parallel Composition). Assume thaP, >Z!. P and P, >72 P, such thatP; and P, are not
connected via service ports. Then,

PP, >DAm PPy

—secC

Proof of Theorem 1The proof relies on the following definition:

Definition 6. Let M, 7, 7 be as in Definition 5. Ther/ fulfills = under enforced conditionif the predicate
7 is true with overwhelming probability wheM interacts with machines that fulfifl, i.e., for all setsM/ of
machines that fulfilt- and such that := {M, M} is closed, it holds that

Pri—runc., [t satisfiesr] is overwhelming as a function in



Obviously, if M fulfills = under conditionr, then M fulfills = under enforced condition.
As a preparation for our proof, note that for= 1,...,n, both M/ and M; fulfill 7; under enforced
conditionr;. For M/, this is clear by assumption, and fbf; it follows from M; >7.. M!. (Assuming that it

is not true fori;, one obtains an honest user which cannot be simulated acticting the assumption that
M; >I.. M!.)Nowfixi e {1,...,n} and set

—secC
By = Pi||...||Py andB} i= Pi|...|[Po||P]| Pesal ... | Pa-

Theorem statement (S)Ve need to show that for every configuratiogn/ = (]5i, H,A) of P,, whereH
fulfills , there is a valid configuratioronf’ = (P!, H, A’) of P/ with the sameH such that

view conf (H) &= view,,, ¢ (H). (7)
f( conf

Step 1:We construct a new uséf; as a combination off with all protocol machines\/; except fori/;.
Note thatH; is polynomial-time, so in any casegnf, := (P;, H;, A) is a configuration of’;.
H; fulfills ;: Note that this statement makes sense bechlysmnnects to all ofd;’s service ports. The

somewhat technical proof can be found in the appendix (Le@mia this proof we use thal/; fulfills =,
under enforced condition;.

Step 2:Now, sinceH; fulfills 7;, the conditional simulatability o/; guarantees the existence of a configu-
ration conf’, := (P/,H;,A") with

View conf, (Hi) A view conpr (Hi).
In particular, this yields
VieWw conf,(H) & view goppr (H) (8)
for the submachinél of H;.

Step 3:DecomposingH; into H and the machines/; (j # i) yields a valid configuratiorQPi’, H,A") of
protocol P/ such that (7) follows from (8) as desired.

Theorem statement (6)Ve show

Pl PP P 28 Pl PPy || P (9)

—sec

fori =1,...,n by repeatedly applying (5). The case- 1 is directly implied by (5), and fof > 1, all P;
with j < i can be set thJf . Then by transitivity, (9) implies (6), which completes {r®of. [

4.3 Dealing with Mutual Dependencies — Composition in the Gytic Case

In this section, we show that protocols can securely be ceagbeven in case of cyclic dependencies given
that the predicates considered are safety properties.

Theorem 2. For everyi = 1,...,n, let P, = (M;, S;) and P = (M, S;) be protocols as introduced in
Section 4.1 withP; >7i . P/, and assume that/; and MM; fulfills 7; under conditionr; wherer; andr; are
defined as in Section 4.1 and condition (3) is satisfied. Adssyme that all predicates], TZ-H, and w{ are
safety properties. Then, for all we have:

Pl P 2k Pl APallP|Pial] - || P, (10)

wherer := A\_, TJH. Moreover,
Pl P 2k Pl IR, (11)
0
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We note that in Theorem 2 the requirement thét fulfills 7; under conditionr; can be dispensed with

if service out-ports are scheduled locally (which in mostrsgios is the case): The reason is that, as in
the proof of Theorem 1, it easily follows thatf fulfills 7; under conditionr;, then; fulfills =; under
enforced conditior;. Now, it is not hard to see that if service out-ports are salestlocally, then the notion

of Definition 6 implies the one of Definition 5. Henck; fulfills 7; under conditionr;.

Proof of Theorem 2For the proof of Theorem 2, we need some terminology. Foratrand predicates
andr such that- andr are safety properties, we say thaatisfiesr — = at any timeif t’ satisfiesr — 7
for every prefixt’ of t.

Definition 7. Let M, w, 7 be as in Definition 5 such that and = are safety properties. Thed\/ fulfills =
under conditionr at any timeif the predicater — = is satisfied at any time with overwhelming probability,
no matter with which machine¥ interacts, i.e., for all setd/ such thatC' := {M, M} is closed, it holds
that

Prt—runc, [t satisfiesr — m at any timeg is overwhelming as a function in (12)
&

We can show that the above notion is equivalent to the oneatkfimDefinition 5.

Lemma 1. Let M, =, andT be as in Definition 7, and such thaf contains no master scheduler. Then we
have thatM fulfills 7 under conditionr at any time iffM fulfills = under conditionr. O

Proof. The implication from left to right is obvious. To see the cerse direction, lef\/ be a set of ma-
chines such that' = {M, M} is closed and let the polynomialk) bound the runtime ofi/. (Note that
M necessarily contains a master scheduler.) First, by definiif a tracet of C does not satisfy — =
at any time, then there exists a prefbof t which does not satisfy — «, i.e.,t'[g. € 7 butt'[g ¢ .
Lett’ be of minimal length with this property. It is easy to see tiwt last transition of’ must be a tran-
sition of M. Now, assume that (12) is not satisfied, iy runc ), [t does not satisfy — 7 at any timé
is a non-negligible function i. Consider the machin&/~ which simulatesiZ but at the beginning ran-
domly chooses a positione {1,...,p(k) + 1} and when activated for th&h time it stops (simulating
M). Let C* = {M, M }. Intuitively, M has a high probability to stop a run 6f* exactly when the
trace produced so far does not satisfy— =. In fact, using that (12) is not satisfied it is easy to verify
thatPr¢_,un_. , [t does not satisfy — 7| is a non-negligible function i&. This implies that)/ does not
fulfill 7 under conditionr. n

We can now prove Theorem 2. For an overview of the proof, sger&i2. We first prove (10), from which
then (11) follows as in the proof of Theorem 1. Fix {1,...,n} and set

Bii= P|...||Py andB, := Pi||...|[Bia PPl || P

We need to show that for every configuratiosn/ = (]5i, H,A) of P,, whereH fulfills 7, there is a valid
configurationconf’ = (P!, H, A’) of P/ with the sameH, such that

view conf (H) = view e (H). (13)

Step 1:We construct a new uséf; as a combination off with all protocol machines\/; except fori/;.
Note thatH; is polynomial-time, so in any casegnf, := (P;,H;, A) is a configuration of’;.

11
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Fig. 2. Overview of the proof of Theorem 2.

Step 2:We modify H; into a new useH; such thatH fulfills 7;. This is done by substituting all sets of
submachines\/; (j # ) of H; by sets of machinea/; that fulfill their respective predicates; without
any preconditionsMore specifically,Mj’.‘ simulates)M; and in addition checks whethey is fulfilled, i.e.,
whether the observed sequence of inputs on in-portd/pfies in 7;. By assumption, this can be done
efficiently. If 7; is not fulfilled, then)M halts immediately.

First claim regardingH;: We claim that the view of the submachiReof H; is not changed (non-negligibly)
by this modification, i.e., we claim

Uiewconfi(H) ~ mewconff(H) (14)

whereconf; = (P, H;, A).

Assume for contradiction that (14) does not hold. Then thabability that somer; (j # ) is not
fulfilled in a run of conf, is non-negligible (since otherwisegnf, and conf; behave identical). Lef be
such thatr; is with non-negligible probability thérst of all predicates (1 < ¢ < n) to become false in a
run of conf;. By “first”, we mean that there is a prefix of the considered that does not lie irr;, but all
shorter prefixes lie irll 7. (Note that by the prefix-closeness of allsuch a prefix must exist for some

Because of (1), there is thusa(with r € {1,...,n,H}\{;j}) such that with non-negligible probability,
TJT’ becomes false before any other predicate # 7, andrj’.“ Loy =# r, does. As- = H directly contradicts
the assumption oH, we may assume # H.

Now by assumption),. fulfills ., and thus, by (3) and (1), alaq under conditionr, (in the sense
of Definition 5). By Lemma 1 and the just derived statementuabf, this implies that with non-negligible
probability, .. is falsebeforer; is. This is a contradiction to the choice pof

Second claim regardingl;: We claim thatH} fulfills 7; (without any precondition). By (1) and the assump-
tion onH, it suffices to prove that for any # 1, M5 fulfills Tl-j without any precondition. Now sinc&/;
fulfills 7; under conditionr;, it also does so at any time (Lemma 1). That is, it holds witarathelming
probability that at any point during a run 6f;, 7; is true unless; becomes false.

12



By construction,M " and M; behave identically unless; becomes false. That is, alsd fulfills r;
under conditionr; at any time. In particular, by definition c}\f{}‘, with overwhelming probabilityr; is true
when M halts. It is also easy to see that cannot become false aftéf; has halted. Hencel/; fulfills

7;, and thusy; unconditionally.

Step 3:As H fulfills 7;, the conditional simulatability of\/; guarantees the existence of a configuration
conf;" = (P/,H},A") with

Uiewconff (H;k) ~ Uiewconff/(H;()'

In particular, this yields
View consr (H) &2 view conprr (H) (15)

for the submachinél of H;.

Step 4:We substituteH? again byH,. Since, by assumptiory/; fulfills 7; under conditionr;, analogously
to Step 2 we can show that
VieWw cong 3/ (H) & view coppr (H) (16)

whereconf; = (P/,H;,A").

Step 5:DecomposingH; into H and the machines/; (j # i) yields a valid configuratior@Pi’, H,A") of
protocol P! such that (10) follows from (14), (15) and (16) as desired. [

5 Applications and Examples

In this section, we provide examples substantiating thiencthat conditional reactive simulatability con-
stitutes a suitable security notion for circumventing knowwpossibility results of simulating interesting
abstractions of cryptography. In addition, we illustratattimposing suitable constraints on the environ-
ment may allow for a simulation proof based on much weakarmaptions on the underlying cryptography.
Generally speaking, conditional reactive simulatabititpws for exploiting knowledge of which protocol
class will use the protocol under investigation, resultmgiore fine-grained reasoning about cryptographic
protocols.

More specifically, we prove that Dolev-Yao style abstratdiof symmetric encryption can be correctly
simulated by conditioning environments to those casesdihaiot cause a so-called commitment problem.
For unconditional simulatability, Dolev-Yao style symmetencryption is known not to be simulatable
at all [2]. If one further constraints the environment notcteate key cycles, e.g., encrypting a key with
itself, we can even establish conditional simulatabiligséd on considerably weaker assumptions on the
underlying cryptographic encryption scheme. Finally, Wweve that conditional simulatability may naturally
entail unconditional simulatability for composed prottscagain.

5.1 Conditional Simulatability of Dolev-Yao Style Symmetic Encryption

For Dolev-Yao style symmetric encryption, the following-called commitment problem inherently pre-
vents the successful application of unconditional reacsimulatability. The ideal encryption system must
somehow allow that secret keys are sent from one particifgaabother. This is used for example in key-
exchange protocols. If the ideal system simply allows keyksd sent at any time (and typical Dolev-Yao
models do allow all valid terms to be sent at any time), thiovahg problem can occur: An honest partic-
ipant first sends a ciphertext such that the adversary cait, se&l later sends both the contained plaintext
and the key. This behavior may even be reasonably desigt@g@riotocols, e.g., the ciphertext might be an
encrypted bet that is later opened. The simulator will fiestrh in some abstract way that a ciphertext was

13



sent and has to simulate it by some bitstring, which the adwgrsees. Later the simulator sees abstractly
that a key becomes known and that the ciphertext containedfispapplication message. It cannot change
the application message, thus it must simulate a key thatpliscthe old ciphertext bitstring (produced
without knowledge of the application message) to this gjpatiessage.

We omit a rigorous definition of the absence of the commitnpeoiblem for Dolev-Yao style symmetric
encryption as given in [2, 4] but only give an informal defimit for the sake of readability:

Definition 8 (No Commitment Property of Dolev-Yao Style Symnetric Encryption, informally). The
No Commitment propertiloComm of Dolev-Yao style symmetric encryption consists of thasmes$ of
Dolev-Yao style symmetric encryption that satisfy theovalhg trace predicate: If a term is encrypted at
timet; in this trace by an honest userwith secret keyk, and at this timesk is not known to the adversary,
then the adversary does not learn the k&yat any future times in this trace. &

Technically, the requirement that an adversary does nat leertain keys relies on the state of the Dolev-
Yao model which keeps track of who knows which term; thus Digfim 8 is syntactically not a predicate
in the sense of Definition 2. However, those parts of the statecapture if an adversary already knows
keys generated by honest users are uniquely determinee lpyebeding inputs at the service in-ports. Thus
NoComm can naturally be recast as a property that is only definedeatahvice in-ports of the Dolev-Yao
model and thus as a predicate in the sense of Definition 2 (r@wdth a much more tedious notation).

The main result of [4] provides a simulation for those caseshichNoComm is fulfilled provided that
the cryptographic encryption scheme fulfills the notion yrfia@mic KDM security [4]. We can now rephrase
their result in our formalism to benefit from the compositiity guarantees entailed by our composition
theorems. In the following, let{ THSY->"™}, S,) and({Mg{L—sym"ea' | w € H}, Sy) denote the Dolev-
Yao model of symmetric encryption and its cryptographiclization from [2, 4], respectively, for a set
H C {1,...,n} of honest users, and an encryption scheme

Theorem 3 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric Encryption). For all

symmetric encryption schemé&ghat satisfy dynamic KDM security, and for all sés C {1,...,n} of
honest users, the realization of the Dolev-Yao model isatlas secure as the Dolev-Yao model under
conditionNoComm, i.e., ({MZ™" | € H}, Spy) >NoComm ((THSY-SY™idy g, ), m

5.2 Securely Realizing Dolev-Yao Style Symmetric Encryptin with Weaker Cryptography

While Theorem 3 shows that Dolev-Yao style symmetric entioypcan be conditionally simulated by ex-

cluding the commitment property, it still relies on the sigoassumption that the underlying encryption
scheme satisfies dynamic KDM security — a very strong, nanetrd notion for which no realization in

the standard model of cryptography is known. However, mduout that this strong notion is only neces-
sary to deal with the quite exotic case that symmetric kegseacrypted in a cyclic manner, e.g., a key
with itself. Most protocols however avoid such construcsidy definition, and indeed further constraining
simulatability to traces that do not contain key cyclesdgea simulatability result based on considerably
weaker assumptions on the underlying encryption schemee Miecisely, it suffices that the encryption

scheme satisfies indistinguishability under adaptive ehasphertext attacks as well as integrity of cipher-
texts. This is the standard security definition of authetéid symmetric encryption [12, 11], and efficient
symmetric encryptions schemes provably secure in thisesexist under reasonable assumptions [21, 27].

Definition 9 (No Key Cycles for Dolev-Yao Style Symmetric Engyption, informally). The No Key Cy-
cles propertyNoKeyCycles of Dolev-Yao style symmetric encryption consists of th@sms$ of Dolev-Yao
style symmetric encryption in which honest users do notereacryptionst(sk;, m;) such thatsk; 1 is a
subterm ofn; fori = 0,...,j — 1 for somej, andsk is a subterm ofn;. &
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Theorem 4 (Conditional Reactive Simulatability of Dolev-Yao Style Symmetric Encryption w/o Key
Cycles). For all authenticated symmetric encryption scherfeand all setsH C {1,...,n} of honest
users, the realization of the Dolev-Yao model is at leasteasi® as the Dolev-Yao model under condition
NoComm A NoKeyCycles, i.e., ({Mg);_sym,real | u € H}, Sy) le\le%Comm/\NoKeyC}’cles ({TH;_;y_Sym’ld},SH).

O

5.3 Simulatable Protocols from Conditionally SimulatableSubprotocols

We finally illustrate, exploiting Corollary 1, that conditial simulatability can often be turned into uncon-
ditional simulatability again (and in fact, this seems eatthe rule than the exception). Consider a secure
channel between two parties that uses Dolev-Yao style syrimescryption as a subprimitive, which itself
is only conditionally simulatable. The secure channel ief two machinest; andM,. M; expects a
messagen as input at a service pom?, and encrypts this message with a symmetric keshared with
Ms. The encryption is computed using Dolev-Yao style symroetricryption as a subprimitive, i.en

is output at a service poehc_out;! and the resulting encryptionis obtained at a service paghc_in?.

Mo outputs the message at a service paott. We do not give a rigorous definition of this behavior here
since this would presuppose introducing a significant arnofinotion from [2] but it should be clear al-
ready that this secure channel neither causes a commitmaiem nor any key cycles by construction. Let
(M3<,5%¢) := ({M1, Mz}, {in?, out!,enc_out;!, enc_in;?}) denote the secure channel.

Theorem 5. For all authenticated symmetric encryption scheigand forH = {1, 2}, the secure channel
based on the realization is unconditionally at least as seas the secure channel based on the Dolev-Yao
model, i.e.,(MSC, Ssc)H({Mz%_sym,real ’ = 'H}, SH) > e (Msc’ SSC)H({TH;_V{Y_Syn’hId}’ SH)- 0O

6 Conclusion

We presented a relaxation of simulatability, one of the re@roncepts of modern cryptography for defin-
ing and analyzing the security of multi-party protocols,d@rmitting to constrain environments to adhere
to certain behaviors. The resulting notion is called cooddl reactive simulatability. It constitutes a more
fine-grained security notion that is achievable i) for sal@rotocols for which traditional simulatability
is too strong a notion, and ii) based on weaker requirememth® underlying cryptography. In addition,
conditional reactive simulatability maintains the intgieg property that for various protocol classes, com-
position of conditionally simulatable protocols yield prools that are simulatable in the traditional sense.

We furthermore showed that despite imposing restrictianghe surrounding protocol and thus giving
up the universal quantification of environments that ndluedlowed for compositionality proofs in ear-
lier works, the notion of conditional reactive simulat@ilstill entails strong compositionality guarantees.
In particular, this holds for the common case of composingaled assume-guarantee specifications, i.e.,
specifications that are known to behave properly if offergithble inputs, provided that these assumptions
and guarantees constitute arbitrary trace propertiesdihatot give rise to cyclic dependencies. We fur-
ther investigated the theoretically more demanding (bgtialy practically less interesting) case of cyclic
dependencies among such specifications and proved a stoitaposition theorem under the additional
assumption that conditions are expressible as safety piepe
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A Postponed Proofs

Lemma 2. In the situation of the proof of Theorem 1, usgrfulfills predicater;. O

Proof. In the situation and using the notation from the proof of Theeo 1, consider running Algorithm 1.
We will prove some facts about this algorithm (when run ingheation of the proof of Theorem 1).

Algorithm 1

1. R—{1,...,n}

2: repeat

33 S—{s€eR |VreR:7]=true}
4

5

R—R\S
cuntil R=0or S =0

First claim: First, we claim that Algorithm 1 always terminates with= (). It obviously suffices to prove
thatS # () in each execution of Step 3: = () after any execution of Step 3 would imply that every vertex
in the graphG'i := (Vg, ER) with

Ve={V, | r€R}, Er=1{(Vy,V,) : 10 # true}.
has nonzero out-degree, 6; contains a cycle. But this is a contradiction, sifiég is a subgraph of the
graphG (as defined in (4)), and hence, must be acyclic by assumption.

Second claimFor anyT’ C {1,...,n}, letH= be the combined machine that consist$iaind all machines
M; with t ¢ T'. We claim that at any point during a run of Algorithm 1, the imiae H; fulfills the predicate

n

TR = /\m N /\TJH

réR j=1
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Initially, R = {1,...,n}, SOHz = H and7ry = /\;‘:17]“ = 7, hence the statement is initially true by
assumption aboutl. So suppose the statement is true at the start oépeat’ loop of Algorithm 1. We
need to show that the statement is also true after that loop.

In other words, we may assume théf fulfills 7 and need to show that combining the machinés
(s € S) with Hz yields a machineiﬁ\s that fulfills 5, .

By definition of combination and property fulfillment, it $igks to show that each newly added subma-
chine M, (s € S) fulfills 74, so fix ans € S. SinceM; fulfills 7, under enforced condition,, we only
need to show that in all contexts in whiely, ¢ is run, M’s preconditionr; is fulfilled with overwhelming

probability. But by (1) and the definition of, 7, is fulfiled wheneverr!! and all7" (with » ¢ R) are
fulfilled.

Using (3),7: is implied byn; and thus, using (2), also by,.. But by assumptioniiz, and hence also
Hp o fulfills 77 and7!'. Sinces was arbitrary, this shows thékz, ¢ fulfills all 7, (s € ) and hencerp, .

Conclusion:Using the first claims just proven, we conclude that at somet muring the algorithm run,
i € S. For the correspondinge at that point, we also have that; fulfills 7. Sincei € S, with the
same reasoning as for the second claim in this proof, we rolat H5 fulfills ;. Consequently, also the
combined machinél;, which consists oH and allM; (5 # ) fulfills 7; since: ¢ R and thusH; contains
all machines from the combinatidifi. [
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