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Abstract. The paper discusses the security of compression function and
hash function with Merkle-Damgard construction and provides the com-
plexity bound of finding a collision and primage of hash function based
on the condition probability of compression function y = F(z, k). we
make a conclusion that in Merkle-Dammaard construction, the require-
ment of free start collision resistant and free start collision resistant on
compression function is not necessary and it is enough if the compres-
sion function with properties of fix start collision resistant and fix start
preimage resistant. However, the condition probability Py x—,(y) and
Py g—x(y) of compression function y = F'(z, k) have much influence on
the security of the hash function. The best design of compression func-
tion should have properties of that y is uniformly distributed for all =
and k.
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1 Introduction

Most of hash functions are iterated hash function and most of compression func-
tion are iterated by Merkle-Damgard structure with constant IV[3]. Since the
MD5 and SHA1 are attacked by [8][14][16], more and more attentions have been
paid on hash function, the discussion about hash function mainly include secu-
rity of compression function, attacking methods on hash function and security
of iterated structure.

Let the compression function F' : {0,1}"* x {0,1}" — {0,1}", =), € {0,1}",
Tm € {0,1}"%, y € {0,1}", where y = F(x,, ), in hash iteration xj is chain-
ing value. The compression function of iterated hash function has four way
to build[3]: based on block cipher, based on Modular Arithmetic, based on
knapsack problem and dedicate hash function. No matter what way be used
to design a compression function, the basic requirement on compression func-
tion is not invertible, or else we can build a collision on compression function,
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since the one way permutation is difficult to build, the condition probability

of all known compression function has properties of max Py|x,—s, (y) > 2%
y

and max Py |x, —z, (y) > 2% In this paper, we get conclusion of that if the
y

compression function is collision resistant and preimage resistant for fix start
xp, then the hash function is secure, the requirement of free start collision re-
sistant and free start preimage resistant are not required. But the condition
probability Py|x,—z,(y) and Py|x, —s, () are the most important character

which we have to consider in design of hash function and the best value are

X Py 3, =, (4) = = and max Py x,,—s,, (4) = 2

The attacking methods on hash function are aimed at finding collision, m #
m’ getting H(m) = H(m'), if we can find the collision then we can build forgery
to replace the original message. If for any given h;_1,h; we can find preimage
m; satisfying h; = F(h;—1,m;) then we can build a collision in following way,
selecting an mj randomly, compute h; = F(h;_1,m;), find m}, , and satisfy
h; = F(hj,m}, ), which implies finding collision of two message m;| ...|m;
and mj’_|[mj|lm;—1] ... [|m1. Finding a second preimage also means finding a
collision, so hash function should be immune to collision attack, preimage attack
and second preimage attack. The original discussion about immune to attacks
on hash function are defined as ’hard’ to find the attacks, but the ’hard’ is hard
to evaluate the security of the hash function, for if n is very small then no ’hard’
way to finding the collision no matter how nice the compression function be de-
signed and when n is very large a failure design of hash also means hard to find
the collision. The paper make a definition of that if the best way of finding the
preimage and collision are exhaustive search, then it is immune against those
attack. And also the complexity bounds are given based on condition probabil-
ity of compression function Py |x,—s, (y) and Py|x, —s,. (y). Our complexity is
defined as the times needed for computing the compression function.

The most famous iterated structure is M-D structure, which is not immune
to extend attack, fix point attack and multi-collision attack, moreover, some
slight weakness in compression (like some special plaintexts can make collision)
may result in failure of hash function, so some revised structures have been
given, include wide-pipe hash and double-pipe hash. Commonly, the security
of structure was discussed on condition of compression function be random or-
acle model, in this paper the security of those structures are given based on
discussion about condition probability Pz x—,(z) and Py M=m/(z) of hash func-
tion H, where H : {0,1}"* x {0,1}" — {0,1}", « € {0,1}", m € {0,1}"*,
z € {0,1}", and z = H(m,z). We find if the compression function is designed
with max Pyix, =2, (y) > 5=, then max, Pz n=m(z) may increased dramatically,

but in random oracle model max Py|x, s, () = 2%, so reanalysis the structure
Yy

of wide-pipe hash and double-pipe hash, and give some new hash structure which
can vanish the increase of max, Py M=m(z). The padding is adding zero to end
of message, so we assume the message length is multiple of block length.
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2 Definition

A discrete random variable X is a mapping from the sample space {2 to an
alphabed X. X assigns a value x € X to each elementary event in the {2 and
the probability distribution of X is the function[5]

Px: X —>R:z— Px(z)=PlX =z]= Z Plw].
weN: X (w)=x

If the conditioning event involves another random variable Y defined on the
same sample space, the conditional probability distribution of X given that Y
takes on a value y is: 1)

Pxy(z,y
PXIY:y (.’E) PY (y)
whenever Py (y) is positive . Two random variables X and Y are called indepen-
dent if for all z € X and y € V:

Pxy(z,y) = Px(x) - Py (y).
Definition 1 (Perfect Secrecy[6]). A cryptosystem has perfect secrecy if
Px|y—y(z) = Px(x)
for all z € {0,1}",y € {0,1}™.

Definition 2 (Perfect Key Distribution). A cryptosystem has perfect key
distribution if
Prejy—y (k) = Pk (k)

for all x € {0,1}™,y € {0,1}".

In fact, Pxy (zy) = Px|y=y Py (y) = Py|x, =z, (y)Px (2), since Pxy—,(z) =
Px(x), we get Py|x, =z, (y) = Py (y).

Definition 3 (Random Oracles[12]). A fized-size random oracle is a func-
tion f:{0,1}™ — {0,1}"™, chosen uniformly at random from the set of all such
functions. For interesting sizes a and b, it is infeasible to implement such a func-
tion, or to store its truth table. Thus, we assume a public oracle which, given
z € {0,1}"™, computes y = f(z) € {0,1}".

Let the compression function F : {0,1}* x {0,1}" — {0,1}", x € {0,1}",

Tm € {0,1}", y € {0,1}"™, where y = F(x,, z1), in hash iteration, z;, is chaining
value. Let H : {0,1}%* x {0,1}" — {0,1}", = € {0,1}", m € {0,1}*, z €
{0,1}", and z = H(m, x).
Definition 4. Let F : {0,1}% x {0,1}" — {0,1}", H : {0,1}** x {0,1}" —
(0,1}, A C {0,1}™. Let 2F 2 {(@m, 20, 9)}F 2 {(@ms wns )l € (0,1}, 2, €
{0,1}*,y € {0,1}",y = F(zym,xp)}. Let 27 2 {(m,z, 2)} 2 {(m,z,2)|z €
{0,1}*,m € {0,1}"*,2 € {0,1}",z = H(m,x)}. The o-algebra F is the subsets
of 2, wF € NF.
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The examples of restriction £ on {2 are as followings:

AN
- {(xhovxmay)}F = {(-ThoAa xmvy)‘(thxmay) € ‘QF}a
- {(l'haxmay”xh € A}F = {(xhaxmay)‘(xhnxmay) € “Qvah € A}
-

{@n, 2, )} Yanea = U {(@n, zm, v)}7}

zpEA

Definition 5 (Finding Preimage). Finding Preimage of F' or H is for given
Yo or zo finding w¥ € {(zpm, xn,yo) " or W € {(m,x, z)}.

Definition 6 (Finding Collision). Finding Collision of F or H is finding
wf W e A and A € {{(zm,zn,y0)} Yyoeio1yn or finding wH W™ € A and
A€ {{(maﬁfazo)}H}zoe{O,l}n.

Definition 7 (Free Start Preimage Resistant). Preimage resistant of F' is
that if the best way to find w¥ € {(x, zn,y0)} is exhaustive search. Preimage
resistant of H is that if the best way to find w™ € {(m,z,20)} is evhaustive
search.

Definition 8 (Fix Start Preimage Resistant). Let A C {0,1}", F is fix
start preimage resistant, if the best way to find w¥ € {(zhy, Tm,yo)}E is ex-
haustive search. H is fir start preimage resistant , if the best way to find wf €
{(wo,m, 20)}! is exhaustive search.

Definition 9 (Free Start Collision Resistant). Collision resistant of F is
that the best way to find w¥',w'F € A and A € {{(Jcmwh,yo)}F}yoeé(u}n 18
exhaustive search. Collision resistant of H is that the best way to find ™, W' €
A and A € {{(m,x,20)}*}. cqo,1}n is ezhaustive search.

Definition 10 (Fix Start Collision Resistant). Let A C {0,1}", Fiz start
collision resistant of F is that the best way to find w™ Ww'F € A and A €
{(@m,zh, yo)|lzn € A} }yoeqo1yn is exhaustive search. Fix start collision re-
sistant of H is that the best way to find v WM € A and A € {{(m,x,2)|x €
A}H}zoe{o,l}” 1s exhaustive search.

In hash function attack, the probability of finding a primage or collision is dif-
ferent from tradition point of view of probability. If the compression function F' is
block cipher E with form of Ej(x) = y, then the probabilities of Px|y—, x—(z),
Pr|y—y x=z(k) are both equal 0 or 1 (assume the cipher with perfect key distri-
bution). However, for given y, k, the value z satisfying y = Ej(x) can be found
directly by computing v = £} 1(y), but for given y,z the value k satisfying
y = Ex(x) can be found only by exhaustive search of k, that implies we should
compute F for each guessing k. So we consider giving new definition about the
complexity of finding collision or preimage based on the times computing F
being made.

Definition 11. Let F : {0,1}" x {0,1}" — {0,1}", H : {0,1}"* x {0,1}" —
{0,137, A C {0,1}". PF and PH are defined as the minimum times required
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of computing F with probability of 1 finding a free start preimage of F and H,
respectively. PL and PY are defined as the minimum times required of computing
F with probability of 1 finding a fix start preimage of F or H, respectively. CF
or CH is defined as the minimum times required of computing F with probability
of 1 finding free start collision of F or H. CH or Cll is defined as the minimum
times required of computing F with probability of 1 finding fix start collision of
ForH.

If F is block cipher F(z,,xn) = Fy, (), from given y,z;, we can com-
pute x,, = F;’}(y) that means P = 1. But we can’t compute z; directly

from give y,x,,, the only way to find k is exhaustive search, we have Pf =
Py x,=a,, (¥0) 7"

3 Hash Properties of Compression Function

>

. . . A
Let compression function y = F'(2.,, zn) with ¢z, = max Py|x, s, (¥)2", Gz, =
y

A . . .
max Py|x, =z, (¥)2" and g, = Py (y)2"2". The conclusions of this section are
y

that the best design of y = F(2y,, xp) should satisfy ¢, = ¢,,, = 1. We make a
assumption of % =0.

3.1 Free Start Preimage Resistance

The conclusion of this subsection is Theoreml, the upper bound of free start
preimage resistant of F' is min { qQ—}, which implies the best selection of

TmTh

free start collision resistant and free start preimage resistant have same require-
ment on F'.

9"
qzp,

Theorem 1. Let y = F(x,,,xh) is free start preimage resistant then:

PP — min {2, 2. (1)

L sTh qzh qzm

Proof. F(x,,xy) is preimage resistant, the only way to get preimage is exhaus-
tive search. The exhaustive search has following ways:

— given yo, x searching x,, with y = F(x,,, xy), the success probability is:
p= Pyix,=z, (%)
2"

Gy,
. . .. . . n
— For given yq, x,, searching x, we get the minimum complexity is —qQ .
Tm

We get the minimum complexity is

— For given gy, randomly searching z; and z,,, the minimum complexity is
gron -
qy
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3.2 Free Start Collision Resistance

Conclusion of this subsection is Theorem2, upper bound of free start collision
resistant of F' is smaller than max {\/( 2" \/(q 2"71)7 \/ 271" 1 which im-

L0AX W/ (e, 1) (@1
plies the best design of F should satisfy y is uniformly distributed in {0,1}™ for
each k € {0,1}" and for each z € {0,1}".

Theorem 2. F' is not invertible for x, and x,, then

F — max 2K 2n DAL
‘ _ww{\/@zh—l)’\/ <qwm—1>’\/<qy—1>} .

Proof. The collision can be get only by exhaustive search.

— The fastest way to search for collision is the way based on birthday para-
dox. For random selected xj searching ., , Tm,, - .. Zm, finding collision of
F(xp, 2m,;) = F(2h, Zm,). The max probability of success is

2%(2% = 2" Py x, =, (1)) - - - (27 — tf(QKPth:wh (y:))

-1- '
p AW
. )t

(3
A
Let denote q,, = 2" max, Py|x,—s,(y) then

(2") (2" = gr,) - (2" = g, (t = 1))

Pl @ — 1)@t 1)
g n— iqZI/’h ot iQIh —1 O i
=y = - o= e = - 10 - s ten =)
=0 =0 i=0
t—1 _ t—1 o,
~1-— Hexpﬁ(‘hh/fl) ~1-— Hexp(#+21T2)(th71)
1=0 1=0

Same as birthday paradox, when ¢ > 1/2%/(qy, — 1), gz, > 1 the suc-
cess probability of collision is bigger than 1/2. We get the complexity is

min

Tm qap, —1°
— similar as item 1, we get for selectedx,, the complexity is 7 2"_1;
Tm,
. . . . . . n+r
— similar as item 1, we get for searching x,,, x5 the complexity is 3 —. O
Y

3.3 Fix Start Preimage Resistance

The conclusions of this subsection are Theorems3.
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Theorem 3. Let y = F(zy,,xp), A C {0,1}" then:
— If F is invertible for (y,xp) then
Pi=1
— If F is invertible for (y,x,,) and fiz start preimage resistant then
oK
>

TpEA

Pi >

Proof. If F is invertible for (y,xy,), make notation of x,,, = F~(y, x).

— select zp, € A, compute xp,, = F~1(xp,y), get z,,,, So PL = 1.
— there are two ways to search the preimage:

o select x;, € A, search x,, satisfy yo = F(Zm,rn), the complexity is
min 2~
z€A T=n

e for yg, select x,, search zy, for random selected x,,, the maximum prob-
ability of success is

=33 Px, (@) Px, (2m) Py x,—cp xnmen (U0 = F(2m, 21))

Tm THEA

. . . . . K
the minimum requirement of computation times are 227
Ta
zeA *Th

3.4 Fix Start Collision Resistance

The conclusion of this subsection are Theorem4 , which tell us the best design of
F also should satisfy Y is uniformly distributed in {0,1}" for each k € {0,1}"
and for each z € {0,1}".

Theorem 4. Let y = F(zy,,xp), A C {0,1}" then:
— If F is invertible for (y,xy) then

F_ 2 || > 1 or gy, >1
CA_{O else (3)

— If F is invertible for (y,xm) and fix start preimage resistant then

Proof. If F is invertible for (y,xy,), make notation of z,,, = F~(y, z).
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— select z, € A, and z,, compute F(z,,zp), select zj, € A, get z,, =
F=Y(a}) , F(zm,zp)), so C§ = 2.
— The collision can be found in following ways:

e Since F is fix start preimage resistant, for selected xj, € A, the fastest
way to get collision of x,,, ], is random select a X, ,...,ZTm, getting
y = F(xp, vy, checking F(zp,2m,) = F(oh,2m;) equals or not, simi-
lar as proof of Theorem2, the minimum requirement of computation is

2K,
(th _1) :
o if |A| > 1, for given xy, z}, € A the fastest way to find z,,, x}, is random
select Ty, , ..., T, compute y; = F(zn, Tp,) and y; = F(2p, Tn,;) then

check y; equals yg or not, since from Theorem?2 we get the minimum

. . . orlA|
requirement of computation is |[~———.
Z qa), —1
zp €A

o for selected xj, € Az, get F(xy,, ), then minimum computation re-

quired for finding z), € A with F(z,,xp) = F(x},2,,) is Y, q“”g,:l.
€A

4 The Security of M-D Structure

In this section, we give the proves of that if the compression function is free
start preimage resistant and collision resistant, then the hash function is free
start preimage resistant and but not free start collision resistant, if the com-
pression function is fix start collision resistant and preimage resistant then the
hash function is fix start collision resistant and preimage resistant, and also the
upper bounds of collision resistance and preimage resistance are given based on
the condition probabilities Py|x,—z, (y) and Py|x, -z, (). And also if the com-
pression function is not immune to free start preimage resistant, then the com-
pression function should be designed with minimum value of max, Py |x,—z, (¥)
and max, Py|x,, —z,, (y), which imply the best design require the Y is uniformly
distributed in {0,1}" for each z; and each x,,, if n = k then the best design of
compression function is permutation for each x; and each z,,.

Let F': {0,1}" x {0,1}* — {0, 1}™ is a compression function of hash function
H, the H with M-D construction is defined as(Figure illustration is given in
Figl):

H:{0,1}** x{0,1}" — {0,1}"

H(m,xzp) 2 H(muyl| ... ||lm1,z) = F(my, F(mu—1,...(F(my,2))...))

where x, € {0,1}", y = F(xpm,zn), y € {0,1}", m € {0, 1}, m =m.|| ... |m1,
z=F(mu,...F(my,zp)...).

Lemma 1. Let F : {0,1}%x{0,1}" — {0,1}", H : {0,1}**x{0,1}" — {0,1}",
z = F(my,...F(my,2)...), and my,...,m; are independent from each other
then:
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Lml Lmz Lmt

L | hy, h,

Fig. 1. The M-D Hash

t
= Pzip=m(z) < Lo

- PZ\Xh:ﬂEh(Z) < %'

Proof. 1t is clear t = 1 the inequality is correct, when t = 2:

Pyinvi=m(2) = Pzivi=ma|jm, (2)
= Px, (1) Pzs=mymy Xn—a, (2 = F(ma, F(my,x1)))

Zh

= Z ZPXh (mh)PZ|M=m2\|m1»Xh=$h(Z = F(ma,u),u = F(my,xy))

= Prirta—mav=u(z = F(m2,u)) Y Px, (2n) Py, x,, (u = F(ma, z1))

Th

= ZPZ\M2=m2,U=u(Z = F(m27u))PU\M1=m1 (u)

1
< Qo Y 5 Pritamma =z = Fma, ) < oy, Poiatymms (2)

Pz x,=z, (%)

Z PM PM(mQ)PZ\M ma|lmi,Xp= ZEh(Z - F(m27F(m17$h)))

miy,ma

Z ZPM(ml)PM(mz)PZ\M:mz\|m1,xh (z = F(ma,u),u = F(mi, )

mi,m2 U

> Pu(ma)Pyja,v(z = F(ma,u)) > Par(ma) Pyja, x, (u)

mi1

= Z ZPM(mQ)PZ|M2,U:u(Z = F(ma, u))Py|x, =z, (u)

Qx K
—ZPZ\U m PU|Xh—ach u > Z:ZPleh rh th/2

Let assume when ¢t <[ — 1 the inequality is true, when ¢t =

Py inv=m(2)
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= Px, (1) Pzastr=m i X =ay, (2 = H(m', F(my, z1)))

Zh

= ZPZ\M’=m’,U=u(z = Hx, (m',w)) Py a =m, (1)

u

1 —n
<o, ) gn Pzimr=m v=u(z = Hx, (m' 1)) < ¢a,,'2

Pzixy=z, (%)

= Z Prg(m") Pag(ma) Py vi=m iy, X =, (2 = H(m/, (F(my, z1)))

m’,mq

= Z Prgr(m") Par(ma) Py ar=m my, xp,0 (2 = H(m' u),u = F(mq,zp))

m’,mi,u

= Z ZPM’ PZ|JW’—m’ U=u(z = H(m/au))PU\Xh:rh(U)

<& Gx
_ZPZW w(2) Py x )=z, (0) < 2: ZPUth oy (1) = T:
From induction principle we get the conclusions. 0

Theorem 5. If F: {0,1}" x {0,1}™ — {0,1}" is preimage resistant and colli-
sion resistant, H : {0,1}%" x {0,1}" — {0,1}",z € {0,1}",m € {0,1}"",y €
{0,1}", 2 € {0,1}", y = F(xm,xn) and z = F(my,... F(my,x)...) then:

— if F is preimage resistant and collision resistant

2r2n

PH > min , 5
mm’zh{qwh qwm} ()
cf =2 (6)
— If F is invertible for (y,xy) then
| M|
Pi = -
o 1M1+ (o1
K

— If F is invertible for (y,zm) and fix start preimage resistant then

28 2r 2"
H .
PA 2 mln{ Z Ga) ’ qjv Ml } (7)
xeAN ' qun
2m 2K 2K 2r|A]
Ci7 > min 8
2 @ D T > -1 ¥
Tm €A zeN
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— If F preimage resistant and collision resistant then

11

. on  on
Py z Ikrél}}{a’ “7\147‘} ()
Az,
on on onlT"]
C4 > mi 10
A2 f’\/(qzm—l)’ S a1 1o
@h keT”
Proof. If F is invertible, then denote z,,, = F~1(y,z).
— If F is preimage resistant and collision resistant:
e Let assume for given y find m, x satisfying H(m|| ... |m1,z) = y then we
find H(m¢—1|| ... ||m1, z), mq satisfying F(mq, H(mi—1]| ... [|m1,2)) = v,

from Theoreml we get the conclusion.
e Since H(mgzl|lmy,2z) = H(mg, H(m1,x)), then we find collision.

— If 2, = F~'(y, ) then: The conclusions P4 = %, cll = w can be

get by the direct computation, since x,, = F~1(y, zp,).
— If F'is fix start preimage resistant and fix start collision resistant:
e there are two ways to find the preimage:

* Case 1 : Using directly search way to find the preimage of z, directly
searching m € {0, 1}"** satisfying z = H(m,z) where z € A. F is
fix start preimage resistant, which implies for given z,z the only
way of finding m satisfying z = H(m, z) is exhaustive search, more

precisely, From Lemmal and Theorem3 we get the requirement of

minimum computation is min{%%, 2 qQT;.

* Case 2 : Using meet in middle attack way to find the preimage,
for given z, search m’ € {0,1}** m” € {0,1}*"" satisfying z =

H(m"”,u) and u = H(m',x) where x € A:

- Select m' randomly, searching m”, let A’ 2 {H(m/,z),z € A},
the problem become case 1;

- Select m” randomly, get u from z = H(m"”,u), then searching
m’ satisfying u = H(m/, x), equals finding the preimage of u;

- Guessing m’ and m”, compute u and v’ from v = H(m', z) and
z = H(m" ,u'), let t = |m”|, the probability of u = u’ smaller
than[?] qQ—N,

zh

- if the compression function is designed with property of that,
3z € {0,1}", 1 € {0,1}"* satisfy Pyjp—p(2) = ¢. and g, >
1, then the complexity of finding preimage of 2 is %7 where we
search m satisfy 2 = H(m/|m, z). "

From Case 1 and Case 2, we get the conclution.

e there are three ways to find the collision :
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x Case 1: Directley finding collision of H: that means search m’ €
{0,137 m” € {0,1}"*" satistying H(m',z) = H(m",z) with z €
A. F is preimage resistant implies for given z,z the only way of
finding m satisfying z = H(m, x) is exhaustive search. From Lemmal
and Theorem4 we get by directly search the minimum requirement

. . . oK oK or|A|
of computation is min .
P fﬂhGA{ (@zy, =17 Z Ty =1’ Z q%_l}
xzEA €A

 Case 2: search m € {0,1}**, m/ € {0,1}**, m” € {0,1}*"", satis-
fying H(m,x) = H(m",u) and v = H(m’',x) where z € A:
- if we randomly select m searching m’, m”, the problem becomes
finding a primage of z = H(m, z);
- If we randomly select m’ get « from u = H(m/, x), then search m

and m” satisfying H(m,z) = H(m", u), let A’ = {H(m/,z),z €
A} U A, the problem become case 1 where x € A’;

- If randomly select m” search m,m’ check H(m”, H(m',z)) =
H(m,x) being satisfied or not, which needs more computation
than given m” finding z and m/ satisfying z = H(m", H(m/, z)).
* Case 3: search m € {0,1}"%, m' € {0,1}**, m € {0,1}*F, m’ €
{0,135 satisfy H(m/,H(m,z)) = H(m/, H(m,z) where z € A,

similar as case 2, case 3 needs more computation than case 2.

From Case 1, Case 2 and Case 3, we get the conclusion.

— if F' is preimage resistant and collision resistant then the conclusion can be
get directly from previous item. a

Theoremb tell us on condition of the compression function F' is free start
preimage resistant and free start collision resistant, the best design of H and
H g have properties of ¢, =1 and ¢, = 1.

5 Conclusion

The main conclusion of this paper is that if no way to design the compression
F(k,x) immune to free start preimage resistant, then the best design of compres-
sion function is a block cipher with perfect key distribution and perfect security
where the hash function has M-D structure. So the design of block cipher and
hash function can be one problem and the design of key schedule algorithm of
block cipher become important than before.
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