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Abstract. A secure hash structure in Random Oracle Model may not
be a secure model in true design. In this paper, we give an integrated
proof method on security proof of iterated hash structure. Based on
the proof method, we can distinguish the security of Merkel-Damagard
structure, wide-pipe hash, double-pipe hash and 3¢ hash and know the
requirement of true design on compression function, and give a new rec-
ommend structure. At last, we give new hash structure, MAC structure,
encryption model, which use same block cipher round function and key
schedule algorithm, the security proofs on those structures are given.?

1 Introduction

Most of hash functions are iterated hash function and most of compression
functions were iterated by Merkle-Damgard[18, 31] construction(noted M-D con-
struction in this paper) with constant IV[47]. Since the MD5 and SHA1 were
attacked by [9][57][58], more and more attentions had been paid on hash func-
tion.

1.1 Introduction

Generally, the security proof on hash structure are based on the Random Oracle
Model, which make an assumption of compression function with Random Oracle
Model. Some structures are secure in Random Oracle Model, which may be not
a good structure in true design. For example, let M-D hash HM : {0,1}%* x
{0,1}" — {0,1}", 2 = HM(m, IV), IV € {0,1}"*, m € {0,1}**, z € {0,1}", the
compression function F : {0,1}* x {0,1}™ — {0,1}", =, € {0,1}", z,,, € {0, 1},
y € {0,1}", y = F(xy,xp), in hash iteration z;, is chaining value. The pseudo
random properties of compression function can not prevent things happen like
that: there may be exist message mg = mp|| ... |mg with HM (mg||...|mg,z) =
20, for most € {0,1}" with height probability ( we call such property as
cluster), if exist such value, then it means for any message m’ the equation
HM (mg||m/, IV) = HM (mg, HM (m',IV)) = zy being hold. The probability of
existence of my may be very small or the value mgy be too long to be used in
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practical attack, and also the complexity of finding such value is O(t - 2™), ¢ is
some value of ¢ € [1,2"]. However, if a true design exist such value and the ¢
is a small value, at least which means a failure of the hash function in theory
level, more importantly, the cluster properties are influenced by both linear and
nonlinear components of compression function.

The proves based on Random Oracle Model can not distinguish exist cluster
or not, because, in Random Oracle Model, we have Py |x, —;,. = %, in true
design only permutation has such property, if the compression function is per-
mutation then it exist inverse function, at least the hash will not immune to
meet in middle attack on preimage[41]. The best selection of compression func-
tion should be one way permutation, the one way permutation is difficult to
build in true design, we always select one way function, if we select a one way
function as compression function then exist z,,, with Py X =tmy > %, that
means repeat the message block mp = z,,, may result in cluster, if exist cluster,
we can append such value at end of any given message build collision.

In the attacks on hash function, the attackers can not assume that they are
lucky enough to select some ’advantage value’, by which, they are more easy to
build an attack. But the designers should assume the attackers are lucky enough
to select some advantage value for searching and build collision.

In original discussion about hash function based on sequence of games, the
advantage of attacks are an average advantage of success, two summaries of that
part were given by Victor[52] and Bellare and Rogaway[6]. In paper[52], the
author given some historical remark about ”"Hybird arguments” and sequence of
games.

Generally, the illustration of advantage is an average of success, most of proofs
based on game-technology are based on assumption of that, the based function
is pseudo random function or pseudo random permutation, the advantage can
not tell us how many collision exist and what is the true complexity of attack
when the attacker is lucky enough to select some ’advantage value’ for search.

The M-D structure is not immune to extend attack, fix point attack and
multi-collision attack, moreover, some slight weakness in compression function
(like some special plaintexts can make collision) may result in failure of hash
function, so some revised structures have been given, include wide-pipe hash
and double-pipe hash, but the proofs were based on immune against known
attack.

The main ideas of the recent attacks on hash functions are differential at-
tack[8] and were known in block ciphers years ago, which means the attacks
against block ciphers and hash functions are similar. The design criteria of block
ciphers have received much attention and had an interesting framework and
also block cipher cryptanalysis techniques were partially used against hash func-
tions[7, 21]. More and more attentions have been paid on hash functions be pos-
sible to designed by the same technology as block ciphers with same principles
and design criteria[7].
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1.2 The Motivation on Security Proof

In this paper, we give a new evaluate method to evaluate the security of structure,
the new method give the maximum advantage of success based on the conditional
probability of whole structure, the relationship between conditional probability
and the maximum advantage of success on attack can give the information about
existence of collision. Since the distribution of conditional probability is a bijec-
tive transformation with hash function, if the maximum conditional probability
is close to uniform distribution, we can assume the structure is secure, where the
compression function is assumed as Black Box Model, the assumption of Black
Box Model means the chosen plaintext attack and adaptive chosen plaintext
with same complexity and the compression function is immune against those
attack, and also the distribution of input and output of compression function is
independent, so we prefer the compression function is designed as block cipher
design principle.

If the Random Oracle Model analysis method considers the whole structure
is Random Oracle or not, when the compression function is Random Oracle, our
criteria considers, if the compression function is not a Random Oracle Model,
whole structure is how far away from a Random Oracle Model.

In this paper, firstly, we give the definitions of conditional probability of com-
pression function and that of whole structure. In fact the maximum of conditional
probability is the existence of maximum collision and maximum preimage, if the
upper bound of the conditional probability is given, then the upper bound of
existence of collision and preimage are given, and also if the upper bound is near
to uniform distribution, we can assume the structure is secure structure, and
what is needed in true design are that compression function can be designed as
black box model.

Then, we give some different definition of advantage or sequences of games,
by which the maximum advantage of success of the preimage and collision attack
are required, in fact, the maximum advantage has bound of that of conditional
probability, so if the conditional probability is given, then the maximum advan-
tage can be gotten, then we give close relation among the conditional probabil-
ity, maximum advantage of attack and existence of collision and preimage, if the
whole hash function can be seen as black box model, that means the security of
structure against preimage and collision attack become clear.

After the revision of some basic definitions, we build a toy hash to give
an intuitional illustration of weakness in M-D construction and it’s conditional
probability. In toy hash, there may exist cluster, if the compression function exist
Ty, With Py x > %, even though the compression function is a APN|[21]
function. We get conclusion of that, if the compression function y = F (2, , )
is not a permutation, it is hard to give the proof of a M-D constructed hash func-
tion not existing cluster, for such properties are influenced by both linear and
nonlinear components of compression function. The cluster is also illustrated by
conditional probability, where if there exist cluster, then the conditional prob-
ability P.|ar—m,(20) are very big, the worst condition is that value equals 1.
Then we give a theorem about the graph and conditional probability. The clus-
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ter property was discussed in [46,41], in this paper, we give a more systematical
discussion.

Based on previous discussion, we reanalysis the known hash structures, in-
clude M-D construction[31, 18], wide-Pipe hash[40], double-pipe hash[40], and
3C[25], the conclusions are that, if the compression functions has property of
exist T, with y = F(Zm,,xn) not a permutation, then cluster may exist in the
previous three structured hash functions. But the upper bound of conditional
probability of 3c structure is equals with that of compression function, which
implies if the compression function is pseudo random function, 3c structure can
be seen as pseudo random function, where we assume the compression function
is black box model. Based on conditional probability of structures, we give an
ideal model of hash structure called ideal-pipe hash, which has properties of that
the upper bound of conditional probability is equals with that of compression
function, the 3¢ structure can be seen as example of ideal-pipe hash.

After discussion about conditional properties of the structures, we give the
maximum advantages of compression function and the iterated structure based
on game-technology, the conclusions of that part are that: in view point of colli-
sion resistance, the M-D structure is secure structure, if the compression function
Yy = F(xm,zn) with Yo,y = F(2m,, vr) being permutation, but not immune
against meet in middle attack on preimage, when the some of that compression
function y = F(xm,, xx) are not permutation, in true design, the proof of not ex-
isting cluster on whole hash should be given. Let g(x) be not invertible black box
model, if the the compression function y = F (2, xp) with V.., y = F(Zm,, Th)
being permutation, the wide-pipe hash is secure structure and the upper bound
of conditional probability is better than 3c structure, if there exist x,,, with
y = F(Zmg, ) is not permutation, more discussion should be given which may
exist cluster same as M-D construction. The double-pipe hash is same as M-D
construction, it is not better than wide-pipe hash with F : Iy, X Iz, — Is,.
The maximum advantages of 3c hash and ideal-pipe hash are also given, which
are good structures for build hash, if only the compression function is black box
model and close to pseudo random function.

In the previous discussion, we assume the compression function is black box
model, which means the compression function is immune against chosen plaintext
attack and adaptive chosen plaintext attack, and the distribution of outputs
and inputs are independent, that properties are required in block cipher design
and have plenty of results, so we prefer design a hash structure based on block
cipher’s structure and round function and key schedule algorithm. We find the
Feistel structure is good structure of building hash. Then a new structure is
given based on Feistel structure, the security proofs are also given. In fact, we
given new structures that can build hash, block cipher(itself is block cipher),
MAC and Block cipher encrypt model based on same compression function and
key schedule algorithm.

And also we give a brief discussion about the relation of ROM, pseudo random
function and conditional probability.
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1.3 Motivation of Feistel Hash

The possibility of building dedicate hash function based on Feistel structure
is discussed in this paper. Feistel structure is known as a good structure for
building block cipher, fixed the left half n bits input with zero, output the
right half byte of last round output, the Feistel structure become an n-bit to
n-bit transformation instead of a 2n-bit to 2n-bit transformation, and is not
invertible, we call it FL-structure(Feistel Like Structure). If the round function
of such Feistel construction is selected same as design criteria of Feistel block
cipher, the new construction inherent the almost all properties of Feistel block
cipher except invertible, the security of Feistel block cipher has been studied
long time and no weakness are founded in structure itself, we deem the new
construction is a good way to build hash compression function. In this paper, we
discussed the possibility of building whole hash function based on FL structure,
and give a recommend model, which is named F-Hash, we give a proof of the
security of such hash function and such hash function is immune against all
known attacks, where most of the securities are based on the securities of based
block cipher. Then with same round function and key schedule, we can also
build a hash, MAC and block cipher encrypt mode called FBC mode. The figure
illustration of Feistel compression function, F-Hash, F-MAC and FBC mode are
given in Fig8, Fig9, Figl0 and Figll, respectively. In this paper, the padding is
padding zero at end of message, so we don’t consider the padding, and the figure
is drawn similar as the MAC Alred[17].

Luby and Rackoff[30] introduced a model that permits the assessment of the
security of some block cipher constructions, in their discussion, only the high-
level structure is considered, while the lower-level operations are replaced by
random functions. Using such methods, Patarin[33-37] given the security proof
of Feistel structure. Piret given proof of the round function with random permu-
taion[38, 39], similar conclusions were also given in the paper of Vaudenay[55,
56]. But all the discussions were based on assumption of round functions are
independent pseudo random functions. In this paper, we make a assumption of
exist a Feistel block cipher is Black Box Model, then exist FL-Function with
Black Box Model. The previous discussions paid more attention on condition
of same key, the design of hash function requires pay same attention on the
influence of different key encrypt the same plaintext.

The aim of discussions about security of Feistel structure were giving proof
of no ways to distinguish the fix keyed cipher from random permutation, which
were based on assumption that compression function is pseudo random function,
but that is not hold in true design. And in Feistel compression function, the key
schedule algorithm should be considered separately. At end of this paper, we give
some discussion about the security of round function and key schedule algorithm,
but this part is far more hard than design of block cipher. So the security of true
F-Hash is need more discussion.
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2 Basic Notation, Definition and Theorem

2.1 Basic Notation

The paper include the knowledge of block cipher, Hash function and complexity
theory, we try to not change the original notation, then many notations are
included in this paper.

— I, denotes the set {0,1}".

— for a,b € I,, al|b € Iz, |a| = n;

— kW k@ are round keys of key, the key schedule algorithm is denoted as
p(k), kO =k, kO = o(k(-1);

— f : I, x I, — I,: round function of block cipher?, y = f(k®,z), k) ¢
I,.,x € I,,, round function is also denoted f.u).

— Let u® “ n...||jm, where [n®| =t 2" m € I,,.

— message® m € I,.., m; is message block with m; € I,,, m = m,|m._1]| ... ||m1,
then m, C m. A selected m is denoted m; € I,,.4,t > 1;

— o is the composition of function.

y =z

- xlvxvylay S Inv W(fk)(x/”x) = y/Hy dé; {y = -T/ @fk(x)

— (2)f and (2)”: the right and left n bits of binary sequence z, respectively;

— 0: n-bit binary, all bits are 0;

— EFe . I, x I, — I, is Feistel structured block cipher with round function
£, EFe(ka'2) 2 UR(F) (@' @) = P fuam) o (fynn) o .0 U (Fio (a][2)):

— ESP . I, x I, — I,, SPN structured block cipher with round function f,
ESP(k,x) = firy © frri—1) © .. 0 fro) ()

— F.: 1, x I, — I, is Feistel-Like Structured function with round function f,
Fe(k,x) = (BF(k,0]x))%;

— F._1 : Feistel-Structured function with one round fewer than F;

- .’E,.’El, ay/axhvxm S Ina

— X, Xn, M, X, K,Y, Z, Z: Random variables;

— E~!: The inverse of E, where E is a permutation;

— y = F(Zm,xp): the hash compression function, where xp, is chaining value,
Ty, 1S message block;

— z = H(m, z): the hash function, where m is message and z is initial value;

— z = HM(m, x): iterated hash with M-D construction, if m = m|| ... |jm;, then
z=F(my, F(m¢—1,... F(m,2)...)) with compression function y = F (2, 2p);

— Message Padding: adding zero at the end of Message.

— [1,n] be the set of {1,2,3,...,n};

-z 2 Y{a,,...,a,} b€ binary with ¢ bits and the ith bit of z is a;th bit of y;

2 Since the paper has too many notations, to make things simple, we assume the key
length K = n, that is not required in inner iteration procedure, in last round iteration
if is required, we can using padding to make the input with required length.

3 When message block is used as key, the message block length be x.
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Remark 1. In iterated hash function H(m,x), we consider the x € T, because

€

we can redefine a hash function H'(m,a’) = H(m||z,IV) = H(m, F(z,IV)),
in selected hash IV is constant, more discussion is given in following section.

Let G: I, x I, — I, y = G(m,x) then

— G(y2) Lo — In,y = Gy (-, 7) < Gmo, 2)

- Gm,): I, = L,y = Gy (m,-) def G(m,xo)
~{(ym.2)} Y {(yom,x)m € I,z € I,y € L};

— {z0} def {z]x € {z},2 = xo};

- A, C I

~ {lym, 2} {(y,m.2)|(y.m, @) € {(y.m, )}, G(m, x) = y};
— {lyo,m, )} E {(yo, m, 2)|(y,m, z) € {(y,m,2)}%,y = yo}:
—wmmw@igﬁﬁgmmmemm«%mmﬁmﬁA}

= {lyo,m, 2)}}ypen = LgA{{(yo’m’l")}G}
- 2 {y.m,2)}, 29 = {(y.m,2))6, ¢ € Q%
— #{-}: the count of w, where w € {-}

def
- TG éf max#{(yo,m,xo)}G,
Yo,Zo
def
- SG é max #{(y()amva)}Gv
Yo,mo

de
— Rg lef nﬁx#{(yo,m,x)}c.

We make a assumption of % =0.

2.2 Probability Theory

The notations of the probability in the paper are followed that of PHD paper of
Christian Cachin[12].

A discrete random variable X is a mapping from the sample space {2 to an
alphabet X'. X assigns a value z € X to each elementary event in the {2 and the
probability distribution of X is the function

Px:X>R:z—Px(X)=PX=z]= Y Pl
we: X (w)=x

Px(z) = Plz & Xjw — 2: X(w) = 2]

If the conditioning event involves another random variable Y defined on the
same sample space, the conditional probability distribution of Y given that X

takes on a value x is:

Pyix=.(y) = P)]?;(((?)y)

whenever Px(x) is positive.
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Theorem 1 (Derived Probability). Let function y = G(m,x), G : I X
I, — I,, t € N, let the distributions of independent random variable M and X
are Px(x) and Ppr(m), let function XG(m,»)(y) is defined as that

def |1 y = G(m,x)
XG(m,z)(y> = {0 y # G(m, z)
the random variable Y ’s distribution can be derived from X and M by:

Pr(y) @ Py(y = G(M, X))

= Z Z PXM XG(mz)()

x€l, mel, .+

> > Px(@)Pu(m)Xcma (¥)

x€l, mel, .+

we call the probability of Y is derived probability of M and X.

In fact:

1. Px(x) > 0,Pp(m) > 0= Py(y) > 0;

2.
SN DT Px@Pu(m) - Xeima W)

yel, x€l, mel, ¢

= Z Z Px (z)Pp(m ZXG(ma:)

x€l,, mel, .+ yel,
= E E PX ]. =1= E Py
z€lp mEln.¢ yely,

For any y € I, if does not exist Py (y), then we have Py (y) =

Theorem 2 (Conditional Probability). The conditional probabilities are given
as follows:

Py |m=mo (Y0) = X per, Px(@)xa(yo, mo, );
Py|x=2,(%0) = Zmé]n.t Prr(m)xa (Yo, m, xo);
Py | X—zo,M=mo(%0) = XG (Y0, Mo, T0);

Py nr—m (Y0) = 2ser, =X (Yo, mo, );

Py x—uo (W0) = e, , s X (Yo, m, 0);
PY\X:xO,M:mO (Y0) = xc (Yo, Mo, To);

S Gvds e do =

If X and M are uniformly distributed, which means Ppr(m) = 5+, Px(z) = 5,
when X and M are uniformly distributed, we use notation of Py (y), that is also
hold in conditional probability.

Theorem 3. The relation between conditional probabilities and existence of such
value is given as follows:
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m,z)}C
1. PY(yO) = #{(ggjgnt)} 5

mo,T ¢
2. PY\M:mO(yO): #{(y012n0 )} ;

m,T G
3' PY‘X:xO(yO) = #{(yoént 0)} 7.

4 Py x oo M=mo (M0) = #{(yo,mo, 0)}°.

Corollary 1.

#{(y07m7x)}G < max{#{(y()?mOax)}G : 2n~t7 #{(y07m7I0)}G : 2n}

2.3 Definitions Based on Sequence Games
The notations about advantages are from paper[52] and paper|[6].

Remark 2. The theorem3 give the relation between the conditional probability
and existence of collision and preimage.

In describing probabilistic processes, we write:x & X to denote the action of
assigning to the variable x a value sampled according to the distirbution X. If

S is a finite set, we simply write s & 5 to denote assignment to s of an element
sampled from the uniform distribution on S. We shall write Pr|z; S x 1,2 &

X2(x1),...,&n & Xn(z1, oy @n—1) : ¢(x1,...,2,)] to denote the probability
that when x; is drawn from a certain distribution X7, and x5 is drawn from a
certain distribution Xs(x1), possibly depending on the particular choice of 1,
and so on, all the way to z,, the predicate ¢(z1,...,x,) is true. We allow the
predicate ¢ to involve the execution of probabilistic algorithms.

Lemma 1 (Difference Lemmal[52]). Let A, B, F be events defined in some
probability distribution, and suppose that A N —~F < B A —F. Then |Pr[A] —
Pr[B]| < Pr[F].

In this section we give some new definitions about attacks on hash function,
the reasons are that:

1. If y = F(x,, 1) is block cipher, where the x,, is the key, the Advin?(A) et

Prlyg & I;xy — I, @ F(xm, ) = yo] = 1, since we can get xp by xp =
F;rj(yo), if Adv{vm’(A) def Prlyo, Tp, & I;xm — I, : F(zp,-) = yol, then
Advlv(A) = 5, we have to distinguish the two case.

2. We want to distinguish the difference between the existence of some value
and the advantage of finding such value, more precisely, if block cipher

y = F(am,xp), where z,, is the key, then Prlyo,xp, & Lz, — I, :

$
F(@m, Thy) = Yol = 54 PrYosTme — Injzn — Ly : F(@mg,2n) = yo] = 1,
but #{(Yo, Tm, Thy )}~ #{(Y0, g, Tn) }



10 Duo Lei

3. We want to distinguish the difference between experiments of select y R
of Adv(A) = Prly & Sixm — Ay = F(am, )] and max,, Prly, €
Inaxm —A: Yo = F(l'maxh)]

4. The previous definition illustrate an average of success, we want to illus-
tration the condition of that Adversary is lucky enough to success with
maximum probability;

5. We also want to give a precise bound about the advantage of finding some
value and existence of such value and also we want to give a more precise
searching space or probability space. The paper[52] also suggest the games
should be defined on a common probability space.

The definition: Advi*v(A) s Prlyo & Iy xm,xp — Iy 0 F(xy,, ) = yo] can be
given based on games, we also use games to define our objects and to describe
our work, that is based on definition given in [26].

Game(Inv, A, F)

Yo i In

A(yo) = (®m, zn)

A wins if F(xm,zn) = yo-

Definition 1. The definitions about the mazimum advantage of A in finding

Primage and Collision of function H and compression function F' are as follows,

Adv(q) = max,{Adv(A)}, where the mazimum is taken over adversaries that

ask at most q queries, ¢ < min{2"~1, 2571}, write Adv(A) wf max{Adv(A)},

where the maximum is get the luckiest adversary’s advantage, if F is invertible
with F~Y, then A can ask queries of F and F~!, the search space is the whole
space.

1. (Fress Start) Pseudo Preimage Attack:

AdvEre(A) = n;%XPr[yo €Lw— A" 1w e {(yo, xm, 1) }F]

AdvE e (A) = max Prizg € I;w — AP w € {(z0,m, 2)})]
20
2. (Fized Start) Preimage Attack:
Adv™ P (A) = max Prlyy € I, wn, € Injw — A" w0 € {(yo, T, @, ) }]

Y0,Thg

AdvfEP (A) = max Prlyg € I, 2o € L;w — AP - w e {(z0,m, 20)}7]
Yo,To
3. (Free Start) Pseudo Collision Attack:

Zdng”(A) = max Prlw,w’ «— AF 1 w,0 € 0,0 € {{(yo,xm,mh)}F}yoeI"]
Yo

gdngll(A) = max Prlw,w’ «— AP . w ' € 0,0 € {{(z0,m,2)} " }o0er,]
Yo
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4. (Fized Start) Collision Attack:

AdvE"C(A) = Inax Przn, € In;w,w’ — AT :
Thg

wvw/ €o,0¢€ {{(y07xm’$h0)}F}y0€In]

AdvE=C(4) = max Przg € In;w,w’ « APH .

w,w Eo,0 € {{(Z07m)m0)}H}ZOEIn]

The definitions can be also given as follows, an example is given:

ﬁdvgre(A) = max Prlyo € In;w «— AF we {(yo,xm,xh)}F]
Yo
Game(AdvEre(A), A, F,yo)
A(yo) = (T, zn)
A wins if F(xm,xn) = yo-
gdv?’"e(q) = max Prlyo € In;w «— A" 1w € {(yo, Tm, 1)} 7]
Yo
Game(AdvEre(q), A, F,yo)
Fori=1,...,tdo:
A(yo) — (xmwxhi)
A wins if Ji st. F(zm,;,Th;) = Yo-

Definition 2 (Black Box Model). G : I, x I,, — I, is a Black Box Model,
if the probabilities of success of Game0 and Gamel are same, and G is immune
against those attacks. where ¢ < 277 :
GameO(A, F, yo,q)
Fori=1,...,tdo:
A(yo) - (‘rmi7xh'i)
A wins if Ji st. F(xm,,zh,) = Yo
Game]‘(Aa Fa Yo, q)
Q10
Fori=1,...,tdo:
A(y()v Q) - (xmi’xhi)
Q—QuU (F(xmi7$hi)7x"7li7xhi)
A wins if Ji st. F(@m,,Th,) = Yo
If no special statement is given, the Black Box Model means G(m,-) and G(-, x)
are not invertible.

Remark 3. The definition is also same with y = G(x).

Definition 3 (Random Oracle Model). A fized-size Random Oracle is a
function f : I, — Iy, chosen uniformly at random from the set of all such

functions.
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Theorem 4. For Hash function H and Hash compression function F':
Advf 9 (A) < Advfe'(A)
AdvE*C(A) < AdvGo(A)
AdvE*C(A) < Advle(A)

Theorem 5. If y = F(x,,zh) is black box model, then

AdvE™*P(A) = max Py x, =z, (Y0)-

Y0,ZThg

2.4 The Definitions of Known Structures

Let F: I, x I, — I,y = Fam,xp), xp € I, y € I, G : I, — I, § = G(xp),
gel,,méel.,, m=m,...|m1, then the definition are given as follows:

Definition 4 (M-D hash). Let y = F(xm,,xy) is a compression function of
hash function HM | the HM : I,.., x I, — I,, with M-D construction is defined
as (figure illustration is given in Figl):

2= HM(m,2) ™ F(m, F(m_1,...(F(m,))...))

N 5

X hy he h‘

Fig. 1. The M-D Hash

Definition 5 (Wide-Pipe Hash). Let y = F(x,, xr), the wide-pipe hash[40]
HY : I, x I, — 1, is defined as (figure illustration is given in Fig2):

2= HY (m,2) Y c(HM (m,] ... ||m, z))

where z = HM (m, x), 2 = G(2).

Definition 6 (Double-Pipe hash[40]). Let F:1,xIy, — Iy, G: 1, %I, —
I,, the double-pipe hash is defined as HP : ... x Iny, — Ip,:

7= HP(m,'||x) = G(me, HM (my_1| . .. || my, 2’ ||2))
— Gme, E(mer,... F(m, 2 |2)...))

where I,LE’ € I, y/Hy = F(Im,JC;LHJCh), y,y’ €l,,mel,, m= m*”"'”ml;

2z = F(me_y,...F(m,2'||z)...), 2 = G(m,,2||2) = HP(m, 2/ |z), 2,2 € I,
zel,.
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X h, hyy h F4
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Fig. 2. The Wide-Pipe Hash

Remark 4. The Double-Pipe hash has some different from original design[40],
we give a more general model, the original model is an example of that model.

Figure illustration is given in Fig3

m; my m; my,

X

) ) ) ’—>

—>
h; h h, z
m,; m, m,
T B
X hy L | hy, L | h',

Fig. 3. The Double-Pipe Hash

Remark 5. In iterated hash function H(m,x), we consider the x € I, because
we can redefine a hash function H'(m, x) = H(m||z,IV) = H(m, F(x,IV)).

2.5 Definitions of Improved Structures

Definition 7 (Ideal-Pipe Hash). Let y = F(xm,xn), f 1 Lo X I, — Ip,
G : I, x I, — Iy, the function F is hash compression function, y = flm,z),
§ = G(zm,xp). the Ideal-Pipe hash structure is defined as H' : I, X I,, — I,:

H' (m,x) < G(f(m.2). H(m.| ... |m, 2))
where z = F(my,...F(m,z)...), 2= G(f(m,z),2) = H (m, z).

Remark 6. We give a improved M-D structure called Ideal-pipe hash, the moti-

vation of this structure is to make the conditional probability PZI M:m(z) approx

27" details are discussed in following section.

Similarly, we give a improved wide pipe hash, which were also given in paper
[25] and that was before than me, so we also call it 3C as given in [25], although
we give the structure separately.
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]

X h

Fig. 4. The Ideal-Pipe Hash

Definition 8 (3C Structure). Let F : I, x I, — I, the improved wide pipe
hash, Sc-hash structure [25] HN : I, x I, — I,, is defined as (figure illustration
18 gen in Figh:

s=H¥m,2) Y Fh,@...®hy @ ho, H(m,|| ... |m, )

where x € I,, y € I,, y = F(xm,zp), m € Iow, m = m...||m, hy =
F(mi,hi_1), ho=z, 2= F(m.,... F(m,x)...), 2= HY(m,2).

- [ :

e
x L[ n her b z

Fig. 5. 3C hash

The 3C hash can be considered as a improved structure of wide-pipe hash.
In similar way, we can improve the structure of double-pipe hash, which is called
improved double-pipe hash(The figure illustration is given in Fig.6).

Definition 9 (Improved Double-Pipe Hash). Let F : I, xI, — I,,, G : I, %
I, — I, the improved double-pipe structure is defined as HNP : I, x I, — I,:

de
HNP (m, z) 2] FHY(m.||...||m,z), H  (m,]...|m,x))

where © € I,,, m € Lo, m = m.||...||m, HY = F(m.,...F(m,x)...), HY =
G(me,...G(m,x)...).
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F F F F
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m; mg
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Fig. 6. The Improved Double-Pipe Hash
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3 Conditional Probability Based on Grapy Theory

In this section, we will discuss the design principle of compression function to
prevent the conditional probability Py ,,_,, (), where m; =mi| ... [|lm;j,m; € I,
of hash function z = H™ (m;, x), not increase when the message length increased.
Let G is a directed graph, the notations about graph G are from [19]. The main
conclusions of this section are Assumptionl, which implies we can only give the
proof of permutation does not existing cluster, and Theorem6, which give the
maximum conditional probability of M-D hash.

Definition 10. We call digraph G p is derived from functiony = Fp(2y, xp), m €
L, if the graph Gp is build in following way: the vertices of graph Gm is all
Vg, € In, the directed edges are build in following ways: for Vay, € I, if we
have xj, = F(m xp,) then draw an edge from vy, —and directed at vyt , the pro-
cedure is stopped until all F(m, xy), Ve, € I, are computed and draw an directed
edge from vy, 10 VE(ma,)-

— V =V(Gn) is the set of vertices of Gp;

— E = E(Gn) is the set of edges of Gp.

— |G|: The number of vertices of graph G is its order;

— |IG|l: The number of edges of Graph G;

— Vgt The vertex of Gy, where the value of vertex of Vg, 1S Ty, We also use
Zn, to denote the vertex directly;

= (Vzy, Uz, ): The edge of G, (vs,, Vz,,,) € E(Gn), we also use (zp,7p,) to
denote the directed edge, where xp, = F(m,xp,);

— the vertex vy, is incident with an edge e if vy, € e; then e is an edge at
Vg s

— Thg indegree, the outdegree and degree of a vertex at Graph Gp are defined
as follows

dIGm(Uwho) = #{$h|l‘h0 = F(ma xh)axh S In}
dgm(thO) = #{xp|z, = F(m,op, ), 2 € In}
dGm (vaho) = dém (Uaiho) + dgm (Uﬂﬂho)

— 5(Gm) Y min{day (v2,, )[ven, € V(Gm)}, A(Gn) < max{day (vs, )[ve, €
V(Gm)};

— H; is connective subgraph of Gp, the number of connective subgraph in-
cluded in Gp, is denoted 17; C; to illustrate the cycles in subgraph H,;(In each
subgraph only exist a cycle); T;;,j € N to illustrate the trees in H; — E(C}),
the number of tree in H; — E(C};) is denoted 74;

— Two digraphs G1,G2 are isomorphic (symbol 2) if there is a bijection ¢ :
V(G1) = V(G2) : (zy) € E(G1) & (¢(x)0(y)) € E(G2);

— If G’ is any subgraph with G’ C G, G — G’ is obtained from G by deleting
all the vertices in V(G’) and their incident edges.

— If xp, = F(m, zp,) then the Graph is a loop, we still call it a cycle.
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3.1 A Toy Hash

To illustrate the ideal more precisely, an example of hash function with M-
D structure is given. Let us consider the compression function F : {0,1}* x
{0,1}% — {0,1}3, the chaining value set A = I3, the message set B = I4, the
value in A and B is illustrated in hexadecimal notation with a dot(010 is denoted
2). The Toy Hash H” (m,x) is a iterated hash function with M-D construction
and the compression function is y = F(x,, zp). Tablel is the table illustration
of y = F(xm,xr), both the count of row and column from 0, the first row is
input value xj and the first column is input value z,,, the value of column 1 and
row 1 means 1 = F(0,0). Fig7 is the Graph illustrations of G;, i € [0,15], i € Iy.
The compression functions y = F(-,z,) are designed with different properties,
to illustate the different properties of design principle of compression function,
first sub-figure Gy is Fiy(+, x1,), which is permutation, Fj (-, x1) = Fy(-, 21) ® o,
Fp(an) = Fy(zn) A xn, Fy(on) = Fs(an) @ 3, Fo(on) = Fy(-on) @ 4,
FA("xh) = FQ('ﬂxh ® 5)7 FB('?‘rh) = Fi('vxh) ®, FC("xh) = Fi('vxh) @ 3,
Fp( zn) = Fy(-,xzn) @5, Fy(-,x5) and Fy(-,xp,) are APN Function, Fj(-,xy) is
almost a linear function, Fy (-, x5) = Fj(-,z5) ® 3, Fp( xn) = Fi(-,z) ® 5.

Table 1. The compression function of Toy Hash, where the row ¢ is the output of
F(i —1,zp), the column j is output of F(zpm,j —1).

ot
o
N

mm\:ch01234

e DN DN e = O e O Q00 QO QO =T ST O T

In Toy Hash we have following properties, where the attacks are build only
by iterated a same message block again and again:

1. We can append message 2||2||2 at the end of any message to build collision.

Vm,m' € I, HL 2®|m, 1V) = HT2®)||m/, IV) =0
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Fig. 7. The Compression Function of Toy Hash

. Both Graph G; and G5 have cluster at fixed vertex, but the minimum block

length of message block, making collision by appending repeating of same
message block, are different.

Vm,m' € Iy, H' (1D |m, 1V) = HT QD |m/, IV),vt > 7

Vm,m' € I, H' 2O|m, V) = HT 2O |m’, IV),vt > 3

. G5 and Gj4 are isomorphic, but the function y = Fs(-, ) is APN and y =

Fy(-, ) is near a linear function.

. PY\M:S(Z/) and PY‘M:4(y) with same distribution, but the derived Graph

G5 and G5 are far away from each other.

- maxy Py /g (y) > maxy Py)_5(y), but collision is more easy to build in

iteration procedure when select the message 2||...[|2 or 5| ...||5.

- Fy(emn) = Fy(mn) ® 3, Fy(-an) = Fy(,an) @4, Fi(xn) = Fy( 2, ©5)

but the derived graphs are totally different.

. Fs(zn) = Fi(zn) @ 7, but in Graph in G exist a cluster, the properties

of Graph G is more like the properties of Graph Gy. but the derived graph
is totally different.

CFo(zn) = Fy(xn) @ o, Fp(on) = Fy(-,xn) A xp, the function y =

Fy(-,zn) is APN permutation, but the Graph properties of derived graphs
of y = Fy(-,xzp) @ ap and y = Fy(-,xx) Ay, are totally differen. Although
the collision is more easy to build in compression function Fy(-, zn) A zp, in
iteration procedure, the collision of H” is more easy to build by append the
message B,
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9. Fc"('vxh) = Fi(-,xh) (&) 3, FD(-,xh) = Fi(',l‘h) (&) 5,
Vm € Iy, HT(1<7>||m,IV) e {7}

Vm e 14‘*,HT( 4)||m,IV) S {o, ,4,6}
10. For G-, we have:
., 2€{3,6,7}

z €{0,2}
, z €{1,4,5}

PZ|M:Q(2) =

O 0o =

, o ze{3}
z e {7}
, o ze{0}
. ze{1,2,4,5,6)

;o ze{T}
z € {3}
. 2e{0}
. z2€{1,2,4,5,6}

PZ|M:2<2> (2) =

O oo|—00]wao|—

PZ|M:2<2) (z) =

O oo|—00] o=

3.2 The Properties of Graph Gp

Since the graph Gy is build from Function y = Fp(+, 2p), it has some properties
that original directed graph does not have.

Lemma 2. Graph Gp is build from y = F(m,xp):

1. The degree of graph Gp, |Gp| = 2";
2. The edge of graph Gm, |Gl = 2";
3. dg (vz,) = 1;0(Gm) = 1;

4. A(Gp) =2"+1.

Proof. 1. #{0,1}" = 2" = |Gn| = 2™,

2. Vzp, € I, exist and only exist one yo € I, with yo = F(m, xp,), for yo € I,
that means for each xp, exist one directed edge from it in Gp, there are 2"
directed edge exist, we get |Gn|| = 2™;

3. for each zp, € I,, we can compute yo = F'(m, zp, ), that means dgm (xhe) =1
if does not exist ), ~satisfy xp, = F(m,z}, ), then dgy (zn,) = 1.

4. When all edge point at same xj, include itself, then dgy (2n,) = 2" + 1

)

Lemma 3. Graph Gp is build from y = F(m xp):

1. If wp, € C, exist x), € C with xp, = F(m ), ) € C and F(m xp,) € C.
2. all cycles C,C" in G with CNC' =0 or C=C".
3. Exist and only exist one cycle C; in each connective subgraph H;;
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Ezist T cycles C1,...,Cyr in Gp < exist T connective subgraph H1, ..., Hr
with H; "H; =0 and Gm=H1 U...U Hr.
vertexes in each cycle compose a permutation;

Proof. Let |C| = t.

1.

dgm(mh) = 17d0(xh) = 2"C| =1, vahec dé‘(vwh) = vahec dg(vrh,) =
vahec dg(vzh) S t’vahGC dc(fvmh) = 2t = ngchéc dé(vxh) =t =
2L (ey) = 1,800, = 1

From item 1 we have Vv,, € C,F(m,zp) € C, Vv, € CNC' = F(m,z) €
C N, since C and C’ have finite vertexes, we have C = C' or CNC’ = {);
Since H; is connective subgraph, H; N'H; = 0,i # j, we have Vuv,, €
Hi, F(m,zp) € His let vy, € Hi, xp, = F(m,xp,), then v(zy,) € Hi, let
Zh, = F(m,xzp,) then xp, € H;, since H; is limited subgraph, there must
be exist xp, with z, = xp,, i < t, we find the cycle. If exist C;,C! € H,,
then there must exist zp,,zp; € H;, but zp, ¢ C and x); ¢ C’, with
F(m,zp,) € C and F(m, :ch()) e ' if xp, = Ty, then get conflict, if we
then find value zp, with zp, , = F(m,2p,), zp, = F(m,xp,), since Gy is
limited graph, we get conflict. We get in one connected subgraph only exist
one cycle.

Direct result of item 3.

Vap, € C, F(m,2p,) € C and exist z}, € C with x5, = F(m, 2}, ).

3.3 The Relation Between Gy and M-D Hash

From the toy hash we can make such conclusion:

Assumption 1 Let Graph Gp is derived from y = F(m xyp), m€ I,:

1.

2.

The paths of Graph G are influenced by both linear components and non-
linear components of compression function y = F(-,xp);

The cycle number and the length of cycle of Graph Gp are influenced by
both linear components and nonlinear components of compression function
Y= F('7 xh);

The connectivity of Graph G is influenced by both linear components and
nonlinear components of compression function y = F(-,xp);

If the vertezes of Graph Gp are not distinguished, then degree of Graph Gp
is not influenced by linear components of compression function y = F(-,zp);
If the Graph Gm — v(xp,) is a tree, by append message m(()t) at the end of
messages m,m’ € I, ., we can build collision.

y = F(-,x) is designed as pseudo random function, which can not prevent
the cluster in iteration procedure.

y = F(-,zp) is a pseudo random permutation, then there is no cluster in
iteration procedure.

If the two arrow from xp, and xn, point at same value, we know we find a
collision with F(m,xp,) = F(m xp,).
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9. If no arrow pointed at some point xp, means Vrp, € I, F(mo,xp) # Thy-

Theorem 6. In M-D hash z = H™ (m,z), Vm € I,, and digraph Gp exist L € N
such that
PZlM:m(t)(Z) = O,VZ S [1,T],Z ¢ C“t Z L

1 H;| ¢y .
27 < PZ\M:m(t>(Z) < %,32 S [I,T],Z e (C;,,C; CH;,t>L

T
max Py sy (2) = max %,Vt >L,je(l,n],i€[1,7].

Proof. 1. If z & C;, which implies after several step of iteration, does not exist
xp, € I, with H@m® | z,) = z;
2. If 29 € Cj then exist @y, € C; with 2o = F(m, 2n,) = Py jy—po (20) 2 o
3. Since if zy is a root of Tj;, exits ¢ty with Vay € Tij,H(m(tO)wh) = 20, SO We
have the conclusion.
O



Part 11

Security Proof of Structures






27

4 Conditional Probability of the Structures

4.1 Conditional Probability of Known Structues

Theorem 7 (Conditional Probability of M-D Hash). Let y = F (2, 2p),
2= HM(m,z), v € I,, m = me...m; € Li,,, m; € I, x < t, m and x are
independent from each other and the distribution of y is independent from x,,
and x5, then:

(Sk)' .

1. PZ\M m( )S on s

Proof. The Proof is given by deduction theory.

1. When t =1:
Pyipi=m(2) < max D Px (@)X (mom (20)
z€ly
= max Z 2- ”#{(zo,mo,a:l)} <27"Sp
mo,z0
1€[1,27]

Suppose t < [ the inequality is true, when ¢t = I:

PZ\M:m(Z) = PZ'|M:I111Hm’(Z)

= Z Px({E)XF(ml,HM(m’,z))(Z)

z€l,

= Z Z PX XF(ml u)( )XHM(m’,z)(u)
z€l, uel,

= xraw(2) Y Px (@)X (mem (1)
u€l, z€l,

= Z XF(my,u) U\M’—m P(u)
u€ly,

<275t Z XF(m,u) (%)

u€l,

<278 Sp=2""S%

2. Whent=1

Pyix—o(2) < maXZPM M)XF(m,z0)(?0)

Z0,20

fmaxZQ "H#{(mi, 20, 20)} < 27T

Z0,20
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When ¢ > 1:

meUl_ I
=2 > Pw)Pum)
M€l m! €U L
PZ\M:m,X:x‘P((z = F(mlau)vu = HM(m’,x)))

= 2 X

mel, m’EUi;}Inm u€l,
Puyr (m) Pog, (mp) X g ) (2) X EM () ()

= Z Z PML(ml)XF(mz,u)(z)
uel,, mel,
Z Pap (m )X g () (1)
m'eU "1 1.
= Z PZlU:u(z)PUIX:z(u)
u€el,

<27 °Tp Z Pyix—a(2) = 27"k
uel,

From induction principle we get the conclusions. a

Remark 7. The proof require the compression function with property of y =
F(zpm,xn) with Py|x, -2, (¥) = Pv(y), Pyix,=z,(y) = Py(y), that are also
required in design of block cipher, so we prefer design hash compression function
based on block cipher design principle.

Theorem 8 (Conditional Probability of Wide Pipe Hash). Let z =
HM(m,x), 2 = HY(m,2) = G(2), v € I, m = me...m € Lop, m € I,
x < t, m and x are independent and distribution of y is independent from that
of Ty, and xp:

. 5\ < (Sr)'S
1. ijzm( ) < SEE
. = Tr S
2' PZ‘X:(E(Z) S anG

Proof. —Vt>1:

i) = > Px(@Ps  (E=G().z=H"(mz2))

zel,

= Z Px(2)Xa(2)(Z)XHM (m,2) ()

z,z€l,

= Z XG(2) (2) Z PX(x)XHM(m,x)(Z)

zel, zel,



zel,
(Sr)'Sa
- 27l
-VvVit>1
E\X:z(z) = Z PM(m) E|X:r,M:
meUl_ In.;
=D > PulmPy,
z2€ln meUl_ Ih.;
= xe(® D, Pu
z€l, meUl 1In~i
= Z XG(z Z|X m(z)
zel,
< mzaXPZ‘IX:z(Z) Z XG(Z)(Z)
z€ly

< TrSa
2/{
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O

Theorem 9 (Conditional Probability of Double Pipe Hash). Let 2’|z =

HM (m,2'|[z), 2 =

HP(m,2'||z) = G(2), m = m. ..

.m S I*Mn; m; S II{? { S

%, < t, m and x are independent from each other and distribution of y is
independent from that of x,, and xp then:

(S;)”SG
22n ;

1. PZ\M m
2. P

(2) <
Z\X 3:( )STG

Proof. —Vt>2:

(2)

§|M:m

Z Pxix(z

' ||lx€lan

(P-
>

/”1 Z/”ZEIQH

Z XG (M,,2’||2)

z'||z€I2p

Z|M=N,|m' X'||X=x'||z

"l

(z=

(m*a

Z Pxrx (x

z'||z€lan

I2), 2 |z = HY (m', 2 |l2)))

Pyxrx (@' |2) X, 2 12) (Z)X M (mr 20 )j2) (2] 2)

||I)XHM(m/,m/||m)(ZIHZ)
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= Y Xem.. 15 E) Php—m (Z]12)

2! ||z€I2p
< max Pypay e (212) > Xem.)n(2)
Z'||zE€I2p
(Sz)"Sa
- 22n
- Vt>2:

Z|X’||X:m'||m(z)

= Y Pulmm)

m,[|m/eUl_ In.;
1o ot e G = G 2 l12),2 = HY (', 2/ [l2)

= > Y Pulmm)

z'||z€I2p, M, Hm’eui.’zlln,.

i

IS 3

Py az=arzr—n. = G(m,, 2'[|2))

Pyt x| x=ar (2 = HY (M, 2'[|2))

= > XGm.,|2)(Z)

2! ||z€l2p Mo €T,

Z PM’ (m/)PZ"HZ|M/:’m/,X/Hsz/Hf(Z/H = HM(m/ﬂxl||‘r))

t—1
m/' €U, In.

— . = . !
- Z PE\ZIHZ:Z/HZ(’Z)PZ’HZ\X’HX:z’Hm(z 1)

2! ||z€I2p
~ !

= max P- Z E P, z' ||z

22 n Z\Z'nz:z’nz() zxx=e e 112)

2'||zE€I2p

T
< G
S oe

O
Corollary 2. Yy, ify = F,. (-,z3) is permutation, then for z = HM (m, ),z =
HY (m,x):

1. PZ\M:m(z) =27"
2. Pyyr_m(Z) = Sa27;

4.2 Conditional Probability of Improved Structures

Theorem 10 (Ideal-Pipe Hash). j = f(m,x), § = G(f(m,x),z1), y =
F(zpm,xp), for 2 = HM(m,x), 2 = H (f(m,2),2), m = m]|...|m € L4,
m and z are independent from each other, if f(m,x) is independent from x,m
and z then:



~ ST,
. ~ < 2LEG .
1 PZ‘M:m(Z)_ 2% 7
~ T¢T,
. Y < G.
%P D=

Proof. Vt>1:
(2)=P

Z|M=m

(s =

E\M:m

= Z Px(x

z,u,z€1l,
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G(U z),u= f(m,x),z = HM(m,m))

)Xé(z;u,) (E)XHM (’Z? m, x)Xf(m,w) (U)

u and z are independent, and Px(z) =27"

Z XG(z, u)

u,z€I1,

> Px(x)

zel,

u,z€I1,

Z Px(xz)xgm(z,m,x)
zel,

X £ (m,z) ()

U\M:m(U)PZ\M:m(z)

< maxPUIM —m Uo ZPZ\M —m )22771)(@'(%71)(2)

_maXPU|M _m(u0)2 ZPZ\M m( Py (%)

SH}L%XPWM: (uo)max2 Pz 7., (%0 ZPZ\M:m(Z)

= max PU|M:m(u0) <
Uo

20,20
SiTg
2I€

(Z)ZP"’ (izé(u,z),u:f(m,x),z:HM(m,x))

Z|X=x Z|X=x

=2 >

u,z€l meUl_,

PM(m)PZ\U:u,zzz(i)

PU,Z\M:m,X:a:(u = f(m,z),z = HM(m,x))

Since Pys(x) =27 22" and u, z are independent

= Z X@G(z,u) (2)

u,z€1,

Z PM(m)PU|M:m,X:a:(u = f(m’ IE))

t
meU;_ In.;

Z PM(m)PZ|M:m,X:z(z = H" (m,z))

meut_. I,

i=1

= Z XG(z, u)

u,z€1,



32

< qul%X PU\X:I(uO)Zn Z PZ|X:x(z) Z 2_nPZN|U:u.Z:z(2)

u

= max Py, (ug)2" Y leX:x(z)PE‘Z:z(z)

< max Py x_, (up) max 2" P~
uo

20,20 Z‘Z:Zo
IyTe
= max Py x_,(uo) < =07
O
Theorem 11. z = H™(m,z), z € I,,2 = HY(m,z), m = m]|...[|m € L.,
h; = F(m;,h;—1), ho = x and my,...,m are independent from each other, if

fim,z) =h, ®...® hy ® hy is independent from x and m then:

~ ST
1. PZ\M:m(z) S Jé"G;

TsT
2. PZ\X:m(z) < Jénc.

5 The Advantage of Hash Function

5.1 The Advantage of Compression Function

Theorem 12 (Pseudo Preimage Attack). Let y = F(x,, 1) is Black Box
Model then:

T Pre Tr Sk
AdvEe(q) < 2¢q - max{Q—K, on

AdvEre(A) = max{=2, 2L},

Advpr®(A) = max max{Py x, _, (), Py x. o W)}

Tm Th Y

Proof. F(x,,xr) is Black Box Model, the only way to get preimage is exhaustive
search. The exhaustive search has following ways:

— For given yo, zp, searching z,, with y = F(@m, zh,)
Game(Aa Fa q, Yo, xho)
Fori=1,...,qdo:
A(yo,l’ho) - (xmz)
A wins if Ji st. F(Tm,, Thy) = Yo-
the success probability of ith time selection pic,) is[3]:

#{ (Yo, zm,zng) "
Pici) = i
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The success probability of ¢ times trying is:
o #1 (Yo, T, xho)}F

Plciv..vCy] =

#{(y07IM7xhg)}F

+...+

2% 28 —q+1
<q- #{(yo, Tm, Tho)}* <q #{ (Yo, Ty Thg )}
2K _ q 9K 2n71
# Yo, Tm,y Th, E # Yo, Tm, Th F
vy = BT | #(0m)
>q- #{(yo,.r;,$h0)}F

We get the maximum success probability is 2¢q - g—f
— For given yo, z,,, searching xj, we get the maximum success probability is
2q- 5.
Game(A, F,q, 90, Tme)
Fori=1,...,qdo:
A(yOvmmo) - (Ih@)
A wins if Ji st. F(Tmy,Th;) = Yo-

— For given gy, randomly searching x; and x,,, the maximum success proba-
bility is 2¢ - 5o
Game(A, F, q,yo)
Fori=1,...,qdo:
A(yo) - (xmwmhi)
A wins if Ji st. F(zm,, Th,) = Yo.
O
Theorem 13 (Pseudo Collision Attack). Let y = F(x,,xp) is Black Box
Model then:
Tr—1 Sp—1 Rp—1
2r 7 9n 7 9m9n

~ T —1 Sp—1 Rp—1
Pre _ F F F
Advp"¢(A) = max{ e 1’ 9n 1 grgn 1}.

Adv§(q) < q(g — 1) - max{

1.

Proof. The collision can be get only by exhaustive search.

— The fastest way to search for collision is the way based on birthday para-
dox. For random selected xp, searching %, , Tm,; - - - Tm, finding collision of
F(xmwmho) = F('rmj7xho)7
Game(A, F,q,zp,)

Fori=1,...,qdo:
A() = (@m,), (@m, # Tm;,J <)
Awins if 3i,j st. F(Tm,,Thy) = F(Tm;, Tho)Yo-
let C; be the event that the i-th selection make collision with one of the
previous ones. Then p¢,] is at most[3]:
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Picy) < i(fffil)

Then the maximum success probability of ¢ times trying is:

Diciv..vey] S Piey) T -+ Py

N iTr =) g (g - 1)(Tr - 1)
_1,:0 28 —q 2.2F —q
<4l 2_12),5? “Y - 1)LF2,: 2

(Sp—1).
2n bl

— similar as item 1, we get for selectedz,, the complexity is g(q — 1)
Game(A, F,q, T.,,)
Fori=1,...,qdo:
A() = (@n,); (@n, # Ty, J <10)
Awins if 3i,j st. F(Tmg, Tn;) = F(Tmg, Tn, )Yo-

(Rrp—1)
oron

— similar as item 1, searching x,,, xy, the complexity is (¢ — 1)
Game(A, F,q)
Fori=1,...,qdo:
A() - (xmi7$hi)7 ((‘Tmi7xhi) 7é (xmwxhj)vj < Z)
Awins if 3i,j st. F(Tmg, Zn,) = F(Tm,, Tn, )Yo-

Theorem 14 (Fix Start Preimage Attack). Let y = F(x,,xp) then:
1. If y = F(xy, ) is invertible then:
AdvEimP (A) = 1.

2. If y = F(xm,-) is Black Box Model then

Adv*(q) < 203

AdvLi=P(4) = Ie

P

Proof.

1. For zp,,yo, compute Fa;,t (y,-), let x,, = Fx_hlu (y,-) = gdvgmp(A) =1
2. For given xy,, there are two ways to search the preimage of yo:
— Select xp,,, search x,, satisfy yo = F(@m, Th, ),
Game(A, F, q, Yo, Th,)
Fori=1,...,qdo:
A(y07xh0) - (xmz>
A wins if Ji st. F(Tm,,The) = Yo-
in g times trying the maximum success probability is 2q%.
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— For given yo, select x,,,, get zp,, satistfying yo = F(@m,, xp,), then check
Th,; = Tp, being satisfied or not,
Game(A’ Fv 4, Yo, xho)
Fori=1,...,qdo:
Alyo) = (xm,)
Th, Fw_”i (~,y0)
A wins if 3i st. xp, = xp,.

for random selected z,,,, the maximum probability of z;, = =z, is:
T
P = Pyix,=a,, (W0) < 3% O

Theorem 15 (Fix Start Collision Attack). Let y = F(xp,,xp):
1. If y = F(@m,-) is invertible then:

T Fizc )1 Tp>1
Aagee={y Thot
2. If y = F(xm,-) is black box model then:
~ ) Tp—1
Adv€(g) < qla — 1) =5
~ . Tr —1
FixC _41F
Advp"™% (A) = TR

Proof.

1. For zp,, random select yo, get x,, with yo = F(@m, zp,), if Tr > 1 exist
collision, else no collision.
2. There are two ways to attack:

— The maximum success probability of random select zy,,,...,Zm, get-
ting y = F(ony, Tm, ), check F(2py, Tm,) = F(Th,, Tm,) being satiesfied
or not, same as proof of Theorem13, the minimum requirement of com-
putation is ¢(q — 1)T§;1;

Game(A, F,q, zh,)
Fori=1,...,qdo:
AQ) = (zm,), (T, # Ty, < i)
Awins if 3i,j st. F(xm,;,Thy) = F(Tm;, The)Yo-

— For given yo and xp,, the success probability of finding collision with
F(xhy, Tm,) = F(2hy,Tm,) is same as finding the preimage of yo =
F(zhy, Tm),

Game(A, F,q,y0,Zh,)
Fori=1,...,qdo:
A(yo) = (zm,)
Lh; < szz_,jl ('7 yO)
Awins if 3,5 st. Thy = Th;, Thy = Th,, -

the success probability is smaller than qT*;; L a
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5.2 Advantage of Known Structures

Lemma 4 (Conditional Probability of M-D Hash). Let y = F(z,,xp),
z2=HMm,x), x € I,, m = my...m € L, m € I, x < t, m and x are
independent from each other then:

1. PZ‘M m(z)

Remark 8. The bound item 2 is tight, the bound item 1 should be discussed in
true design.

Theorem 16. If z = HM(m,z), y = F(zpm,xn), m = me...m € L., ¥ < t,
1V is the initial value, if

Sy .
1. maxmaxPZ‘M_m(z) < 5%

2. m,%xmaxPZ‘M mo (2) < Tz
s
3. mgxmzaxPZ‘X:z( z) < 5+

then?:

1. If y = F(am,xn) is Black Box Model:
(a) Advpi(q) < max{2q3%,2q3F, 453}
(b) Advco”( )=1
(c) AdvF”P( ) < max{2¢? 22,L,2q2,€,q2 }
(d) AdvliaC (q) < max{q®(q — 1)k alg — 1) EE,q52)
2. If y = F(xy, ) is invertible then
(a) Adviis(q) =
(b) Advsi(q) =
(c) Zdvfﬁ"ﬁp(q) =1
(d) AdvfiC(q) =1
3 Ify= F(zm,-) z's black box model then
(a) Advphs(q)
(b) Advisi(q) =
(C) Ad’UFla:P(q) S a'X{2q 22n 9 q(q - 1) 2K q2" }
(d) AdUF”:C(q) < ax{q (q— 1) 52n s q(q — 1) 2% 9 qzn }

Proof.

1. If F is Black Box Model: since the function y = F(z,,2,) is black box
model, then the hash H* (m,z) can be seen as black box model.

4 Where we did pre-computation of HM(m(()l),IV),l > 1, until get I’ and !” with
HM(m(()l ) IV) = HM(m(()l ) 1V), for a selected mo.
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For any selected zqg € I,,,
GameO(A, F, q, 29, o)
Fori=1,...,qdo:
A(z0,0) — (mi)
A wins if Ji st. 2o = HM (my, x0).
The success probability in ¢ time trying is:QQ%.
Gamel (A, F, q, zp, mp)
Fori=1,...,qdo:
A(z0,m0) — (2:)
A wins if Ji st. zo = HM (mg, ;).
The success probability in ¢ time trying is:Qq%. if exist 2o with Pz|ar—=m,(20)
get the maximum conditional probability, then the mg be a large mes-
sage, and one time trying of of Gamel be very big, and also my may be
very hard to find, the complexity of finding such value is O(2"), but if
51> 2% and |m| < % - K, the attack is still possible.
GameZ(A, F‘7 20,20, Ino)
21— 10; Q = 0;
Fori=1,...,tdo:
Z1 F(mg, Zl)
Q—QUz
Awinsif zg=2z or z1 € Q
Requrn t.
The Game2 can be used to find any preimage, for different mgy, the ¢
is different, the best way is select mg with the minimum ¢. If the mg is

the value with PZ|M:mgT’ (z0) = S22, then the success probability of

finding preimage zg with game2 is ¢522™", then the success probability
is q522_n.

Since HM (mg||my,z) = HM (mg, H™ (m, 7)), then we find the collision.

) For IV € I,

GameO(A, F,q, zp,IV)
Fori=1,...,qdo:
A wins if Ji st. 2o = HM (m;, IV).
The success probability in ¢ time trying is:QQ%.
Gamel (A, F,q, z9, mo, V)
Q— 0
Fori=1,...,qdo:
A(Z()7 mo) — ($i7 m,)
Q— QUH(m;,IV)

A wins if 3i st. zg = HM (mg, z;) Az; € Q.
The success equals finding two preimage, so we have, in ¢ time trying,
the probability is :2q%2q%.

Game2(A, F, zg, IV,mp)

21— IV;Q = 0;

Fori=1,...,tdo:
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Z1 F(mo, 2:1)
Q—QUzx
Awinsif zo=2z1 or z1 € Q
Requrn t.
The Game2 can be used to find any preimage, for different mgy, the ¢
is different, the best way is select mg with the minimum ¢. If the mg is

the value with PZ| M=n(D (z0) = S227", then the success probability of

finding preimage zg with game2 is ¢S227", then the success probability
is q5927™.
(d) For IV € I,
GameO(A, F,q,IV)
Fori=1,...,qdo:
A(Q,1V) — (my)
A wins if 3i,j st. HM(m;, IV) = HM (m;, IV).
The success probability in ¢ time trying is:q(q — 1)2T—§
Gamel (A, F,q,mg,IV)
Q—0;
Fori=1,...,qdo:
A(Z()7 mo) — ($i7 m,)
Q— QUH(m;,IV)
Awins if 3i,j st. HM (mo,x;) = HM (mo,z;) A (2, € Q Azj € Q).
The success equals finding preimage and collision, so we have, in ¢ time
trying, the probability is :q%(q — 1)q%.
Game2(A, F, zg, IV,mp)
21— IV;Q = 0;
Fori=1,...,tdo:
z1 — F(mp, 1)
Q—QUz
Awinsif zg=2z1 or z1 € Q
Requrn t.
Game2 aso can be used to find the collision, the success probability is
qS227 ™.
2. If 2, = F~Y(y, z) then: The conclusions can be get by the direct compu-
tation, since z,, = F~1(y, z).
3. we make assumption of z;, can be gotten from z, = F~1(x,,,y), (that is
the worst condition).
(a) Can be gotten from direct computation;
(b) Can be gotten from direct computation;
(c) For IV € I,
GameO(A, F,q,z0,IV)
Q — 0 Fori=1,...,qdo:
A(z0,IV) — (my,m;)
Q — F’l(mh Zo)
A wins if Ji st. HM (m;, IV) € Q.
The success probability in ¢ time trying is:q(q — I)QT—,{
Gamel (A, F,q, z9, mg, V)
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Q— 0
Fori=1,...,qdo:
A(Zo, mo) — (ZL’Z‘, ml)
Q—QUH(m;IV)
A wins if Ji st. 2o = HM (mg,z;) ANz; € Q.
The success equals finding two preimage, so we have, in ¢ time trying,
the probability is :2g512¢5L.
Game2(A, F, zg, IV,mp)
21— IV;Q = ;
Fori=1,...,tdo:
z1 «— F(mg, 21)
Q—QUzx
Awinsif zo=2z1 0r z1 € Q
Requrn t.
The Game2 can be used to find any preimage, for different mgy, the ¢
is different, the best way is select mg with the minimum ¢. If the mq is

the value with PZ| M—m(") (20) = S227", then the success probability of

finding preimage zg with game2 is ¢5227", then the success probability
is q5227™.

For IV € I,
GameO(A, F,q,1V)
Fori=1,...,qdo:
AQ,1V) = (m)

A wins if Ji,j st. HM (m;, IV) = HM (m;,IV).
The success probability in ¢ time trying is:q(q — l)QT—;
Gamel (A, F,q,mg,IV)

Q —0;

Fori=1,...,qdo:

A(zg,mp) — (T4,m4)
Q—QUH(m;IV)

A wins if 3i,j st. HM(mo,z;) = HM (mg,z;) A (z; € Q Ay € Q).
The success equals finding preimage and collision, so we have, in ¢ time
trying, the probability is :qg—,{(q - l)qQS—,{.

Game2(A, F, zg, IV,mp)
21— IV:Q = 0
Fori=1,...,tdo:

z1 — F(mg, 21)
Q—QUzx

Awinsif zg=2z1 or z1 € Q

Requrn t.

Game2 aso can be used to find the collision, the success probability is

qS227 ™.
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Corollary 3. If z = HM(m,z), y = F(zm,2n), m=me...m € Lo, x < t, IV
is the initial value, If YV, €, y = F(Xmy, Tn) 18 permutation, y = F(xm,,-) s
black box model then:

1. gdvgﬁ’jp(q) <q(qg—-1)ie
2. Advpi©(q) < q(g —1)5F

Theorem 17 (Wide-Pipe Hash). Let G is Black Box Model and not invert-
ible, z = HM(m,z), 2 = HYV (m,z) = G(2), x and my,...,m are independent
from each other, if

1. maxmaxPZ‘Mfm( z) < 2—1

2. maxmax Py y_po (2) < 5
T
3. mgxmgxPZ‘X:I( z) < k.

then?®:

1. If y = F(am,xn) is Black Box Model or y = F(xy,,-) is black box model :
(a) Advg’ﬁ( ) < maX{Zngfl , 2ngWT1 ,ngWSQ}
(b) Advisil(g) =1
2
(c) Advfii” () < max{2¢* 52, 2 %601 %552 )
(d) Advlyiz©(q) < max{q®(q— )56, q(q — 1) 555, 5552}
2. If y = F(xm,-) is invertible then
(a) Advy’i(q) =
(b) Advc"”( )=1
(c) AdvEjEP (q)
(d) Advii©(q)

1
1

Corollary 4. Let G is Black Box Model and not invertible, = = HM (m, x),
Z = HV(m,z) = G(2), © and my,...,m are independent from each other, If
VEme €, Y = F(Tmg,xn) is permutation, y = F(xm,,-) is black box model then:
1. Advfis?(q) < 2955

2. Aol (q) < alg - 1) %55

5.3 The Advantages of Improved Structures

Theorem 18 (Ideal-Pipe Hash). § = f(m,x), § = G(f(m,x),x), y =
F(xp,zh), for = = HM(m,z), 2 = HY(f(m,z), ), m = m|...|m € L,
m and x are independent from each other, if f(m x) is independent from x,m
and z then:

5 Where we did pre-computation of HM(m(()l),IV),l > 1, until get I’ and !” with
HM(m(()l ) IV) = HM(m(()l ) 1V), for a selected mo.
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1. If y = F(xm,xn) is Black Box Model or y = F(x,,-) is black box model

then:

(a) 4dv§?j(q) < max{QqT’;TG,% 7 }

(b) Advisil(q) = max{g(q — 1)<, ¢4 }
(¢c) AdvEizP(q) < max{2¢™Te ¢5iTe)
(

2K 7
(d) AdvliEC(q) < max{q(q—1)2E, ¢35}
2. Ify= Flom,)

18 mvertzble then
(a) Advzs(q)

(b) Advi(q) =
(c) Advffﬁp( )=
(d) AdUF”C( )

1
1

Theorem 19 (3C Hash). Let z = H™(m,z), z € I,,,7 = HY(m,z), m =
m|| ... ||lm € L, hi = F(mi, hi—1), ho =« and my, ..., m are independent from
each other, if f(m,x) =h, ®...® h1 ® hg is independent from x and m then:

1. If y = F(am,xn) is Black Box Model or y = F(x,,-) is black box model
then:
(a) Advlis(q) < max{2q751e, ¢2L0e )

(b) Zdyg‘}él(q) = max{q(¢—1) ngcy SfTG}
(c) Advgiﬁp(q) < max{QqTJ;::G,q 27!. <}
(

(d) Advpii€©(q) < max{q(q — )5, 455
2. Ify= (:10m7 -) is invertible then

(a) Advfyi(q) =
(b) Advc"”( )_
(c) Advf}ﬁp( ) =
(d) Advo;C( )

}

1
1
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Part 111

The Feistel Hash
Constructions
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6 The Feistel Constructions

A Feistel structure is a general way of constructing block ciphers from simple
functions. The original idea was used in the block cipher, invented by Horst
Feistel[22]. The security of the Feistel structure is not obvious, but analysis of
DES|23] has shown that it is a good way to construct ciphers. And some new
ciphers based on Feistel structure of SPN function have been discussed recently
and no weakness is found in Feistel structure itself.

6.1 The Feistel Compression Function

y=2a'0 fe(z)’
Feistel structured block cipher is B¢ : I,, x Iy, — Io, EF¢(k, 2'||2) = U(frm)o
T (frm-n)o...o¥(frm)(@|z).
A R’ round SPN structured block cipher is defined as E5? : I,, x I, — I,,,
E5P(k, x) 2 fr@) © frm -1 o...0 fra(x), with same compression function and
key schedule as Feistel compression function.

Definition 11 (FL Structure). Let function F, : I, X I, — I, if F.(k,z) =
(U (fem)o...0oW(fr) (@] fea (2))T, then we call function F,. is FL-Function
(Feistel Like Structured function) and the structure of such function is called
FL-Structure(Feistel Like Structure).

In fact, the FL-structure is a Feistel structure with left half bits input of first
round is all zero and output the only right half bites of last round output. Fig8
gives the structure of Feistel construction and Fl-construction.

. !/ __
Let ¥(fx)(2'||lz) = ¢'|ly Y { vy 2, x,y',y,k € I,, the R round

Definition 12 (Feistel Compression Function). IF the function F, is used
as compression function of iterated hash with format y = F.(xm,xp), where xp
is chaining value, we call such function is Feistel Compression Function.

6.2 Feistel Constructions

For M-D hash z = HM (m, ), may exist some m with Py p=m(z0) = 1, which
means HM (m|m’, IV) is constant, although if exist such m, it is still difficult to
find and the |m| may be too big to be used as message, we still have to prohibit

it. In this subsection we give a new failure tolerant structure of M-D hash with
Feistel compression function.

Definition 13 (F-Hash). Let HY : I, x I,, — I,,, F-Hash 2 = H" (m, ),
m € I,.; is defined as:

ho =2

h; = Fe(m;, hi—1), (t=1,...,1t)

R =Fe._1(m,hi—1), (i=1,...,t)

t
z=ESP(EPhi, )
=1



46

In fact, we have hl||h; = E¥¢(m;,0||h;_1),(i = 1,...,t). The figure illustra-
tion of F-Hash is given in Fig9, the security is discussed in next section.

Elg

Jﬂ

Q)
S

b

(R)
Chp

L

/]
'] Ly |- (]
Feistel Block Cipher . FL Function

Fig. 8. Contrast Between Feistel Structure and FL-Structure

Definition 14 (F1-MAC). Let M*' : I,, x I,,.. x I,, — I,, F-MAC is defined
as Z= M"Y (k,m,x), m € I, :

ho =X
Rillhi = EF(k, m||hi—1), (i=1,...,t)

t
= E (@ hi, ha)
=1

83

Definition 15 (F2-MAC). Let M¥? : I, x I,.. x I,, — I,,, F-MAC is defined
as 2= M"2(k,m,x), m € I, :

ho =X
Wb = BF(kmllhis),  (i=1,...,1)
zZ= Esp<h:57ht>

The advantage of F-MAC are that:

— The F-MAC can prohibit the weak key( Exist mq,ko and zo make the prob-
ability with PZ’\M:mO,szO(ZO) near to 1, where zg = M¥ (ko, mo, x), like
M-D hash);

— In some protocol, the x can be selected as group key(each group with same
key);

— Both k£ and z can be seen as key.
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Fig. 9. F-Hash Function
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Message Padding | I Message Padding
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Fig.10. F1-MAC and F2-MAC

Definition 16 (FBC Mode). Let EFBC . [, x I,,; x I, — In.(t41), ¢ =
Erpc(k,m,x) is defined as:

ho =T
Ci”hi:EFe(kamiHhi—1)7 (Z:Lat)
¢ = hilleellee—a]l - - llea

In FBC mode the ciphertext of Previous encryption is added to subsequent
one encryption, which making the following ciphertext appears "randomly”, that
mode is similar as CBC mode, which inherent all advantage of CBC mode and
have some improvements on it.

— the CBC mode requires the communication sides hold the initial value z,
the FBC mode does not requirement of that.
— when the z is randomized, all the ciphertext be randomized.
— the fixed initial value x can be used as authentication.
— the encryption and decryption with same structure with different key sched-
ule.
The drawback of that mode is the ciphertext has one more block than the
plaintext.
Theorem 20. Fvery key recovery attack on FBC mode can be convert to known
plaintext key recovery attack on the Feistel block cipher.
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Message Paddin,
LV ¥ .
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Fig. 11. FBC Encrypt Mode

6.3 Security Proof of the Constructions

The securities of F-Hash, F-MAC are partly based on security of Feistel Block
cipher, we give following assumption for E¥.

Secure of Feistel Compression Function
Assumption 2 For EF¢ and ESP:

— For each constant key, the encryption procedure and decryption procedure
can be seen as invertible Black Box Model.

— The best way to find the weak key (EY¢(k,2'||x) = EFe(k',2'||x)) of EF®
and ES? is exhaustive key search attack based on birthday paradoz;

— No weakness are found in EF¢ and E°P;

Assumption 3 Let the key schedule algorithm of ET¢ is (k) with k() =
PN, kO =k, if the ET® satisfy Assumption2, then the EF¢ with key sched-

ule algorithm k() 2 YY) @k, kO =k still satisfy Assumption?.

Remark 9. In the prove of security of Feistel structure[33-36], the compression
function is assumed as pseudo random function, then fy g is still a pseudo
random function. The Assumption3 implies the key schedule algorithm (k) has

properties of does not exit i, ;7 with w(kf{?}) = kyjy-
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Theorem 21. Let for E¥¢, the round function f with format f(kV,2) = f(z®
k@), key schedule algorithm ¢(k) is not a linear transformation, if there exist
EFe satisfy Assumptionl, then excising F. that can be seen as a not invertible
Black Box Model.

Proof. Let EF¢ with rounds r, and round function f(k, z) = f(x) ® k® then
EFe(ko,2'|2)F = F.(2/,x @ 2') @ 2’ (1)

the key schedule algorithm of F, is 2/() = d}(k:(()i)) @ z’, where the key schedule
algorithm of B¢ is 1(k), the prove of Eq.1 is given as bellow.
Whenr=1:

@ ()@ ) =o' @ f(x @ d(kg))
=0 f((wea)) & (k) o)) &'
= (W(fkél)@w,)(OHx D m’))R @z

Let assume r < k the equation is true then:

(F(fyr om0 fkém)(z/”ﬂ?))R
= (Lp(fkéT_m@m, 0...0 fk(()1>®x,)((~)||x o)l
DI (U(fyir—ngyr © -0 Fywg,)Ole @) 2’ @ k()
=W (fyo-2gp 00 fkén@m/)(énx @)
DS (S © -+ © Fyng, ) Oz @) @ (@ @ k(D)) @ 2
- (tp(fkéﬂ@w, 0...0 fkél)@m,)(()ux o)) o
And also we have
F.(k,z) = EFe(k, zb||z @ 2)F @ «), (2)

where the key schedule algorithm of E¥¢ is xg(z) = (kD)@ x4

From Eq.1, we know if EF¢ satisfy item 1 of Assumption2, then F, is a Black
Box Model. From Eq.2, if exist EF¢ satisfy Assumption2, then F is Black Box
Model. If for each key, ¥/||y = E¥¢(2'||z) is invertible Black Box Model, then it
is no advantage to select 3’ make the 2’ = 0, so F, is not invertible Black Box
Model. a

Theorem21 implies existing Feistel compression function with Black Box
Model,when existing EF¢ satisfy assumption, 2.

Lemma 5. For F. and E¥e:
A ~ Fe
= T1 = max #{(yo, Tmo,xn)}" ma>y<0#{(y’l\yo,a?mmOHwh)}E ;

Tmg Yo Tmg s



A Fe
— Ty = max #{(Yo, Tm, Tho)}* = Jmax # W 1Yo, T, Ol|zng ) Y2775
0 2

ZThg Y0

>

Fe
H;%X#{(yo,xm,xh)}ﬂ = H;%X#{(y 905 Tm, Ol|zn) } 2"
Let

A
— 51 = max #{(yo, Tmg, )}

Tmg Yo

1>

— Sy = max #{(yo, T, Tny) e

zh(,’yo
Fe

— Sg maX#{(yOHyOa$m7xh0||xh0)}E

The Security of F-Hash
Theorem 22. For F-Hash z = HY(m,z), * € I,, m = m].

=1
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..||m0, zZ =

t
E%P(u,2), z = HM(m,x) = hs, ho = x, Op(m, ) Su= D hl, hi = Fo(m, hi—1),

R = Fe._1(m, hi—1), m; are independent fmm each other, x and m are indepen-

dent and uniformly distributed in I, and U I,,.;, respectively, if w = Op(m,x)

i=1

and z = HM(m,z) are independent, h%,i € [1,%| are independent from each

other then :

1: Pypyy_p(2) 27T,

2 Pyx_,(2) < 27"Ty;

3: P~ (2) <277Sy;
Z|M=m

4: PE\X:x(Z) <27"S,;

Proof. The Proof is given by deduction theory.
1. When t = 1:

Py ip=m(2) < max Z Px ()X F.(mo,z)(20)

mo,zo
In

= Inax Z 27 n#{(m()vxlvzo)}F <27 nTl

mo,z0

i€[1,27]

Suppose t < [ the inequality is true, when ¢t = I:

PZ|M:7rL(Z) = PZ'\M—m,Hm'(Z)

Z Px (T)XF,(m, BHM (m,a)) ()
z€l,

Z Z " XF.(my,u ( )'XHM(m/,ac)(u)

z€l, ueln
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2. Whent=1

=

uel,

=2

uel,

-y

Z a0 XF (m;,u) ( )'XHM(m’,a:)(u)

z€l,

1
XF, (Inl,u) Z on XHM (m/, z)( ))

IEIH

XFC(ml,u)(Z) : PU|M/:mf(U)

u€el,

<27n

Tll_l Z XF.(m;,u) (Z)

u€ly,

<2 ity =27

Pyix—p(2) < max Y Par(m)Xe. (m,z0)(20)

When ¢ > 1:

PZ|X:z<Z)

o,

0
m

=max » 27 "#{(mi, 70, 20)}* <27
0,20 N

P>

meul

D

i=1

PM(m)PZ\M:m,X:z(Z)
In.i

> Pur(m!)Pag(m)

mel, mleué;i]n_i

P

>

Z|M=

m,X:zP(Z = F0<ml7HM(m/7x)))

PP

Weln mreul2l1,.; u€ln

Papr (m) Pag (m) « X g (my ) (2) X Er (e ) ()
= Z Z Py, (mi) - XF, g u) (2)
uwel, mel,

Yo P () X (1)

m/GUl7

1
1ni

*ZPZWu U\X (W)

u€ly,

<27

(2 = E%%(u,2),u = Op(m,z),z = HY (m, z

> Pyixa(s) =27"T

u€l,

)

)



U\M m

Z Px (2)X gsr (z,u)(Z)xEM (2, M, ) X0, (m,2) (U)

z,u,z€l,

w and z are independent and PX( y=27"

= Z XESp(Z u) Z PX HM z m,x)

u,z€Il, z€l,
ZPX XOh mx)( )
z€l,
- Z XESP (2 u) U|M 7n( )PZ|M:7rL(Z)
u,z€I1,

IN

maXPU|M m(10)2 ZPZ\M m ZQ XES?(z,u) (%)
= maXPU|M m(U0)2 ZPZ\M m Z|Z .(3)
= H}L%XPMM:m(UO) 2%%%2 Py1z-2(%0 ZPZ\M:m(Z)
= max Py pr_, (to)
Uo

t

=Y Px(@)Pujp=m.x=(u =1y & Eh})

xzel, =2

t
—ZPX PU\M m/||my,X= w(u_v@hlav:@hg)

t

=Y > Px(@)Puvis=mtfim x=(u = v& By, 0 = @D I

xzel, vel, i=2

=3 > Px(@)Pyjas—m, x—o(u = I} &)

zel, vel,

t
Py vy =mr x =z (v = @ h;)

=2
t
= Z PU|M1:IH1 (u = h:& & U)PVlM’:m’ (U = @h;)
vel, =2

T S
1
= max PU|M1=m1 (u) ZPV\M’=m’ (U = @ h;) < 27

v =2

= P+ (2 = E%(u,2),u = Op(m,x),z = HY (m, z))

= > > PumPsp_,, .(2)

u,z€ln meUt_ I,
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PU,Z|]V[:m,X:z(u = Oh(?’fl,f), Z = HM(m7 Qf))

t .
Since Py(z) =27 220" and u, z are independent

= Z XESP(z,u) (Z)

u,z€I1,

S Pum) Py x—(u = On(m, z))

meut_ In.;

> Pt (m)Ppag i x=ol = M (m, )

t
meU;_ In.;

Z XE57 (2) (2) Py x =0 (W) Pz x =0 (2)

u,z€I,

<maxPU‘X z (u0)2 ZPZ\X x 22 P Z|U u,Z= z(~)
_maXPU‘X »(10)2 ZPZ\X z z|Z Z(g)

<maxPU‘X (ug) max 2" P~ ZPZIX -

20,20 _Zo

= max Py v, (uo)
uo

t
PU\X:x(U) = Z PM(m)PU\M=m,X=a:(U =h @ @hi)

meUl_ In. =2

t
= Z Py (m) Py a=m|jmy, x =2 (4 = v ® hi, v = @hg)

meut_ I, .;

i=1

t
= Z PM(m)PUV\M:m’Hth:z(u:'U@hll,v:@h;)

meUt_ In.;
/
= > E:PM m) Py =my x =0 (u = by ® v)
meUl_ I, vEln

=1

t

Pyiyr—m x=2(v = @ h;)

=2
/
= E : E : PMt(mt)PU|M1:m1,X:a:(U = hl @ U)
vel, Mel,
t
E /
PV\M’:m’,X:x(U = @hl)
m' €U In.; i=2

t
= Y Pupxal(u= 1 @) Pyx—(v = D)

vely, =2
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t

S,
= rrg:x PU|X:m(uO) ZPV|X:z(U = @ h;) <2
v i=2

a

Remark 10. In the proof of Theorem22, we use the assumption of hl,i € [1, %]
being independent from each other, which seems is pretty strong assumption, in
fact if the compression function is Black Box Model, which means h_; give no
information about A, if the compression function is build with pseudo random
function then the assumption can be happen in true design.

Theorem 23. Let F-Hash 2 = H (m, ) satisfying the assumptions and nota-
tions of Theorem22, F, and ESP are Black Box Model then:

- %dvflﬁé”P(q) < gq-27"max{27"51,27 "5, };
— Advf{lﬁ”c(q) < ¢* -2 "max{27"S?,27"S53}.

Proof. The proof needs H¥ is Black Box Model:

1: Since the recovery of ESpfl(ZO) is cipher only attack, and the F. is not
invertible, so the H¥ is not invertible.

2: For x if exist HY (my, z0) give information about selection of m/}, from ESP
is Black Box Model, we get H™ (my, x¢) gives information about selection
of m}, from HM (my, ) is finite iteration, and m/) has finite block, we get
exist m; C my; and m; C mj} with m;- is influenced by m;. but F. is Black Box
Model and that is imposable. a

Security about F-MAC and FBC Mode The security of F1-MAC, F2-MAC
and FBC mode can be discussed similar as F-Hash, since the condition probabil-
ity of ' — Hash is given, we can give the security prove of the MACs and FBC
mode. The security of F2-MAC can also be discussed similar as CBC-MAC/1]
and the security of FBC mode is similar as that of CBC mode[3], and prohibit
the attack based on fixed IV[3]. More precise discussion and true attacks should
be based on the assumption of round function f and key schedule algorithm 1),
this paper only give the proof of security of the structure.

6.4 Discussion

The Value of T1,T2,S1,S2 Let g : Is,, — Ion, 4|y’ = g(z]|z’) is a random
permutation, then we have[3]:

Pyix1—y (y = g(20))27"

then y = (g(xp||z))® is random function, let £(zq, ) 2 (g(xp|lx))E:

Py rix—a,(y = £(zp]lz0)) = 27"
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then we have[3]

2721 py # 1y
Pyt s = 2ol y = o)) = { 50 21 222
In block cipher Ef'¢, for each fixed key, if we can not distinguish the EF® from
Pseudo random permutation, then we have

P(Ty =k)=27""2"  P(Si=k)=27""2",  keN
If the F. is selected as Equationl, then we have
P(TQ _ k’) _ 27’(3-77,277,7 P(SQ _ ]C) _ 27k-n2n, ke N

If for each z(||zg, we can not distinguish E¥¢(k, x}||x) from random function
then we have:

P(Ty=k)=27""mo"  P(Sy=k)=2"""2"  kecN

Round function and Key Schedule Algorithm In the prove of Theorem21,
we find the z’ can be moved into key schedule algorithm and the whole discussion
we assume the round function f is permutation. The most common design of
round function with permutation is SPN structure. The SP structure is used
in Feistel structure can result in linear part can be moved into previous rotund
or posterior round[29], so we prefer the round function with SPS(SBox-Linear
part-Sbhox) structure.

The key schedule algorithm ) is assumed as not a linear transformation, we
prefer the key schedule algorithm itself is pseudo random function, which has
been discussed in PHD paper of Rijmen[49].

6.5 Attacks on F-Hash

Multi Collision[27] Suppose the multi collision is possible, for each inner
collision HM (m 1, HM (my| ... ||m1,z0)) = HM(m) 1, HM(ml]| ... |m}, z0)),
i € [1,t], if the inner collision can make true collision requires Op(m,IV) =
Op(m/,IV), that is not always hold when the inner collision is occur. In fact
that will happen with high probability when |m;| = n.

Extension Attack[47] If the extension collision is possible, when exist inner
collision HM (m, x¢) = HM (m/, x¢), the extension should be with Oy, (m”||m, IV)
Op(m”||m',IV), the complexity of finding Oy (m”||m,IV) = Op(m"||m/,IV) is
O(2V™), when the collision is final collision H* (m,z) = H (m/,z), not a inner
collision, the extension attack is impossible.

Fixed Point Attack The requirement on success of fixed point attack is similar
as that multi collision attack, which requires Oy (m,IV) = Op(m/,IV) and the
fixed block length should be |m;| = n.
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7 Random Oracle and Conditional Probability

The random oracle model has been introduced by Bellare and Rogaway as a
"paradigm for designing efficient protocols”[2]. It assumes that all parties, in-
cluding the adversary, have access to a public, truly random hash function H.
This model has been proven extremely useful for designing simple, efficient and
highly practical solutions for many problems[15]. From a theoretical perspective,
it is clear that a security proof in the random oracle model is only a heuristic
indication of the security of the system when instantiated with a particular hash
function. In fact, many recent ”separation” results[5, 13,14, 20, 20, 32, 15] illus-
trated various cryptographic systems secure in the random oracle model but
completely insecure for any concrete instantiation of the random oracle.

2 & Amean selecting a random value from A, Func(D, R) be the family of all
random functions of D to R, Perm(D), the family of all random permutations on

D, f & Func(D,R), ® & Perm(D, R), the probability is taken over a random
choice of f from Func(lj,I), meaning that we have executed the operation

f & Fune(I;,I) with properties of[3]:

1. If Fix z and y:P[f(x) = y] = 271

2. If Fix x1,x2 and y1,y2, and x1 # o then:
(a) Plf(21) =yl (r2) = o] = 21

(b) P[f(z1) =] =2+

(c) Plfi(x1) = yi|fo(a1) =] = 27F

If Fix « and y:P[r(z) = y] = 2~

4. If Fix z1,22 and y1,y2, and 21 # x5 then:

@

_1
Plr(on) = ln(e2) =] = { 7T 12

Plr(z) =] =2""
Pl (z1) = y1|ma(z1) =] =27 F

If the f or 7 is true design function or permutation, then the properties of per-
mutation is still hold, but for the compression function will not hold, it become:

1. exist zg and yo:P[f(2) = y] = o, where T' > 1;
2. If Fix x1,x9 and y1,y2, and x1 # x5 then:

(a) Pf(x1) = wl|f(22) = ya] = 3¢

(b) P[f(iﬁ) = 1/1] = QLL

(c) Plfi(z1) = yi|fa(z1) = ] = QLL

Let HM™ be a hash function with M-D construction, in random oracle model,
the compression function F : I, x I, — I, with Sp = 1, we have PZ|M:m <
(Sp)t2™™ = 27" then Py in—m = 27", but in true design, if the F'(-,zp) is not
a permutation, we have Sp > 1, so in true design there may be exist a cluster,
but the proof based on random oracle model, can not find the cluster.
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Let function family F(I.,I,) : I, x I, — I, for each x,, € I, define
a function Fy (-,zpn) @ In — I, € F(l.,1I,), if the function family F(I,,I,)
is a set of pseudo random function, then we have:VF, (-, xzp) € F(I,,1I,) and
Ve,y € I, with P(F, (-,z) = y) = 277", but for selected F, (-, zp), if we
get ©9 = Fy, (-, 21), then P(xo = F,, (-,22)) # 2™, which implies that even
the compression function F(-,x;) is a random oracle model, we asking oracle
T, Th, g€t Tp, = F(xm,xp,), then asking oracle x,,,xp,, then this model is
not a random oracle model. From the analysis, the hash 2 = HM (m, z) is not a
random oracle model, if we can select the message, even the compression function
set is pseudo random function, the conditional probability PZ'| Ve < SE27T

just implies the output of H™ may not be uniformly distributed, no matter the
compression function is Pseudo random function.
But, in 3C hash, Ideal-Pipe hash, we have PZ < Sp27™ implies that

if the compression function is pseudo random function, Sp =1 = Pé‘ M:m(Z) =

(2

27" then the hash function is a pseudo random function. So we have if the
structure is secure based on conditional probability, then it be secure in random
oracle model, but the structure is secure in random oracle model, may not be a
secure structure in conditional probability, if use such structure, more discussions
are required.

8 Conclusion

The securities of structures are only illustrated depend on conditional probability
and maximum advantage, the security of ideal pipe hash against the specific
attacks which have been illustrated in some known structures or known design
are not given, we will fulfill this part.

Acknowledgments The paper include many areas in cryptography and we may
not understand some of the reference papers very well, and may be have some
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