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Abstract. We generalize the selective-ID security model for HIBE by introducing two new security
models. Broadly speaking, both these models allow the adversary to commit to a set of identities and in
the challenge phase choose any one of the previously committed identities. Two constructions of HIBE
are presented which are secure in the two models. Further, we show that the HIBEs can be modified
to obtain a multiple receiver IBE which is secure in the selective-ID model without the random oracle
assumption.

1 Introduction

Identity based encryption (IBE) was introduced by Shamir [17]. This is a public key encryption
protocol where the public key can be any string. The corresponding private key is generated by a
private key generator (PKG) and provided to the user in an offline phase. The notion of IBE can
simplify many applications of public key encryption (PKE) and is currently an active research area.

The notion of the IBE was later extended to hierarchical IBE (HIBE) [15,16]. In an IBE, the
PKG has to generate the private key for any identity. The notion of the HIBE reduces the workload
of the PKG by delegating the private key generation task to lower level entities, i.e., entities who
have already obtained their private keys. Though a HIBE by itself is an interesting cryptographic
primitive, it can also be used to construct other primitives like forward secure encryption and
broadcast encryption protocols.

The first efficient construction of an IBE was provided by Boneh and Franklin [7]. This paper
also introduced an appropriate security model for IBE. The proof of security in [7] used the so-
called random oracle assumption. This started a search for constructions which can be proved to
be secure without the random oracle assumption. The first such construction of an IBE was given
in [10]. However, the IBE in [10] can only be proved to be secure in a weaker model (the selective-ID
model) as opposed to the full model considered in [7]. Later Boneh and Boyen [3] presented a more
efficient construction of HIBE which is secure in the selective-ID (sID) model without the random
oracle assumption.

The full security model in [7] allows an adversary to adaptively ask the PKG for private keys of
identities of its choosing. (The security model also allows decryption queries, which we ignore for
the present.) Then it submits two messages My, M; and an identity v* and is given an encryption
of M, under v*, where v is a randomly chosen bit. The identity v* can be any identity other than
those for which the adversary has already obtained the private key or can easily obtain the private
key from the information it has received. The main difficulty in obtaining an efficient construction
of a HIBE which is secure in this model is the wide flexibility of the adversary in choosing v*.



The sID model attempts to curb the adversary’s flexibility in the following manner. In the game
between the adversary and the simulator, the adversary has to commit to an identity even before
the HIBE protocol is set-up by the simulator. The simulator then sets up the HIBE. This allows
the simulator to set-up the HIBE based on the identity committed by the adversary. In the actual
game, the adversary cannot ask for the private key of the committed identity (or of any of its
prefixes, in the case of HIBE). During the challenge stage, the adversary submits two messages
My, My as usual and is given an encryption of M, under the previously fixed identity v*. Note that
this is significantly more restrictive than the full model since the adversary has to commit to an
identity even before it sees the public parameters of the HIBE.

Qur Contributions: In this paper, we generalize the sID model and introduce two new models
of security for HIBE protocols. The basic idea is to modify the security game so as to allow the
adversary to commit to a set of identities (instead of one identity in the sID model) before set-
up. During the game, the adversary can execute key extraction queries on any identity not in the
committed set. In the challenge stage, the challenge identity is chosen by the adversary from among
the set that it has previously committed to.

For IBE, this is a strict generalization of the sID model, since we can get the sID model by
enforcing the size of the committed set of identities to be one. On the other hand, for HIBE, there
are two ways to view this generalization leading to two different security models M and M.

In M, the adversary commits to a set Z*. It can then ask for the private key of any identity
v = (vi,...,v;) as long as all the v;s are not in Z*. Further, during the challenge stage, it has
to submit an identity all of whose components are in Z*. If we restrict the adversary to only
single component identities (i.e., we are considering only the IBE protocols), then this is a clear
generalization of the sID model for IBE. On the other hand, in the case of HIBE, we cannot fix the
parameters of this model to obtain the sID model for HIBE.

The second model, M, is an obvious generalization of the sID model for HIBE. In this case,
the adversary specifies 7 sets Z},...,Z;. Then it can ask for private key of any identity v as long
as there is an ¢ such that the sth component of v is not in Z;. In the challenge stage, the adversary
has to submit an identity such that for all ¢, the ith component of the identity is in Z;.

Even though My generalizes the sID model for HIBE, we think M is also an appropriate
model for a HIBE protocol. The adversary would be specifying a set of “sensitive” keywords to be
T*. It can then ask for the private key of any identity as long as one component of the identity
is not sensitive and in the challenge stage has to submit an identity all of whose components are
sensitive. The added flexibility in M is that the adversary can specify different sets of sensitive
keywords for the different levels of HIBE. In practice, this flexibility might not be required since
keywords like root, admin, dba, etcetera will be sensitive for all levels.

We present two constructions of HIBE denoted by H; and Ha. H; is proved to be secure in
the model M under the DBDH assumption while Hy is proved to be secure in the model My
also under the DBDH assumption. Our constructions and proofs of security are very similar to
that of the Boneh-Boyen HIBE (BB-HIBE) [3]. The actual technical novelty in the proofs is the
use of a polynomial, which in the case of the BB-HIBE is of degree one. The use of an appropriate
polynomial of degree greater than one allows us to prove security in the more general models M
and M. However, this flexibility comes at a cost. In both #; and Hs, the number of required
scalar multiplications increases linearly with the size of the committed set of identities.



Multiple receiver IBE (MR-IBE) is an interesting concept which was introduced by Baek, Safavi-
Naini and Susilo [1]. In an MR-IBE, an encryptor can encrypt a message in such a way that any
one of a set of identities can decrypt the message. A trivial way to achieve this is to separately
encrypt the message several times. It turns out that the efficiency can be improved. A more efficient
construction of MR-IBE was presented in [1]. The proof of security was in the sID model under the
random oracle assumption.

We show that the HIBE #; or Hs when restricted to IBE can be easily modified to obtain an
efficient MR-IBE. Our MR-IBE is proved to be secure in the sID model without the random oracle
assumption and to the best of our knowledge this is the first of such kind.

2 Preliminaries

2.1 Cryptographic Bilinear Map

Let G; and G5 be cyclic groups of same prime order p and G; = (P), where we write G additively
and G5 multiplicatively. A mapping e : G1 X G1 — G is called a cryptographic bilinear map if it
satisfies the following properties:

— Bilinearity: e(aP,bQ) = e(P, Q)™ for all P,Q € G and a,b € Z,,.
— Non-degeneracy: If G; = (P), then Gy = (e(P, P)).
— Computability: There exists an efficient algorithm to compute e(P, Q) for all P,Q € G;.

Since e(aP,bP) = ¢(P, P)*® = ¢(bP,aP), e() also satisfies the symmetry property. Weil pairing [6]
and Tate pairing [2, 14] are examples of cryptographic bilinear maps. General definitions of Weil
and Tate pairings do not satisfy the symmetry property but for certain curves they can be modified
to satisfy the symmetry property. In this paper, we will use symmetric bilinear maps.

The only known examples of e() have G to be a group of Elliptic Curve (EC) points and G to be
a subgroup of a multiplicative group of a finite field. Hence, in papers on pairing implementations [2,
14], it is customary to write G; additively and G5 multiplicatively. On the other hand, some “pure”
protocol papers [3,4, 18] write both G; and G2 multiplicatively, though this is not true of the early
protocol papers [6,15]. Here we follow the first convention as it is closer to the known examples.

2.2 Hardness Assumption

Decision Bilinear Diffie-Hellman (DBDH) Problem: The DBDH problem in (G, G2, e()) [7]
is as follows: Given a tuple (P, aP,bP,cP, Z), where Z € G, decide whether Z = e(P, P)*¢ (which
we denote as Z is real) or whether Z is a random element of G2 (which we denote as Z is random).
Let B be a probabilistic algorithm which takes as input a tuple (P, aP, bP, cP, Z) and outputs a bit.
The advantage of B in solving the DBDH problem is defined to be

AdvRBPH = |Pr[B(P,aP,bP,cP, Z) = 1|7 is real|
—Pr[B(P,aP,bP,cP,Z) = 1| Z is random||
where the probabilities are calculated over the random choices of a, b, c € ZZ,, as well as the random

bits used by B. The quantity AdvPBPH(#) denotes the maximum of AdvRBPH where the maximum
is taken over all adversaries running in time at most .



2.3 HIBE Protocol

Following [16, 15] a hierarchical identity based encryption (HIBE) scheme is specified by four prob-
abilistic algorithms: Setup, Key Generation, Encryption and Decryption.

Setup: It takes as input a security parameter and returns the system parameters together with
the master key. The system parameters are publicly known while the master key is known only to
the private key generator (PKG).

The system parameters include a description of the message space, the ciphertext space and
the identity space. An identity of depth 7 is a tuple (vi,...,v;), where each v; is an element of a
set Z. From an application point of view, we would like 7 to be the set of all binary strings. On
the other hand, for construction purposes, this is too general and one usually requires Z to have
an algebraic structure. The two requirements are met by assuming that a collision resistant hash
function maps an arbitrary string to the set Z having an algebraic structure.

A special case of a HIBE protocol arises when only single component identities are allowed. In
this case, the protocol is said to be simply an identity based encryption (IBE) protocol.

Key Generation: The task of this algorithm is to assign a private key d, for an identity v of
depth 7. To this end, it takes as input an identity v = (vi,...,v;) of depth 7 and the private key
dj;_1 corresponding to the identity v,_; = (vi,...,vy—1) and returns d,. In the case 7 = 1, the
private key d|;_; is the master key of the PKG and the key generation is done by the PKG. In the
case T > 1, the private key corresponding to v = (v1,...,v;) can be generated by the entity whose
identity is vj,_; = (v1,...,vr—1) and who has already obtained his/her private key d|._;.

Encryption: The encryption algorithm takes as input the identity v, the public parameters of the
PKG and a message from the message space and produces a ciphertext in the cipher space.

Decryption: The decryption algorithm takes as input the ciphertext, the identity v under which
encryption has been performed, the private key d, of the corresponding identity v and the public
parameters. It returns the message or bad if the ciphertext is not valid.

2.4 BB-HIBE

Set-Up: Let G1,G9 and e() be as defined in Section 2. Let h be a positive integer which specifies
the maximum depth of the HIBE. The identity space consists of all tuples (vi,...,v;), 7 < h, where
each v; € ZZ,,. The message space is G2. The ciphertext corresponding to an identity (vi,...,v;) is
a tuple (A, B,C4,...,C;), where A € G and B, C4,...,C: € Gy.
Randomly choose a € Z), and set P; = aP. Choose P, P51,...,P3; randomly from G. The
public parameters are
(P, P,P3,P31,...,P3p)

and the master secret key is aP,. The parameters P; and P» are not directly required in either
encryption or decryption. We may replace them in the public parameters by e(P;, P»). This will
save the pairing computation during encryption.

A Notation: For any y € Z,, define V;(y) = P5; + yP>. We will simply write V; for V;(v;).
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Key Generation: Let v = (vi,...,v;), 1 <7 < h be an identity. The private key d, corresponding
to v is defined to be
(aPy+rVi+...4+7r.VoyrP... 1. P)

where 71,...,r; are random elements of ZZ,. It can be shown [3] that the knowledge of a random
private key corresponding to the tuple (vq,...,v,_1) allows the generation of a random private key
corresponding to v.

Encryption: Suppose a message M is to be encrypted under the identity v = (vq,...,v;). Choose
a random ¢ € Z,. The ciphertext is (4, B,C1,...,C;), where

A= M xe(P,P)'; B=tP; C;=1tV;, for1<i<T.

Decryption: Suppose (A, B,C1,...,C;) is to be decrypted using the private key (dy,dq,...,d;)
corresponding to the identity v = (vq,...,v;). Compute

[T7- e(d;, Ci)_

A
* " e(do, B)

Again, it is standard to verify that the above computation yields M.

3 Security Model for HIBE

3.1 Security Model

The security model for HIBE is defined as an interactive game between an adversary and a simulator.
Both the adversary and the simulator are modeled as probabilistic algorithms. Currently, there
are two security models for HIBE — the selective-ID (sID) model and the full model. We will be
interested in defining two new security models. We present the description of the interactive game
in a manner which will help in obtaining a unified view of the sID, full and the new security models
that we define.

In the game, the adversary is allowed to query two oracles — a decryption oracle O, and a
key-extraction oracle Oy. The game has several stages.

Adversary’s Commitment: In this stage, the adversary commits to two sets S; and Sy of identities.
The commitment has the following two consequences.

1. The adversary is not allowed to query O on any identity in S; or on a prefix of any identity in
S1.
2. In the challenge stage, the adversary has to choose one of the identities from the set Ss.

There is a technical difficulty here. Note that the adversary has to commit to a set of identities even
before the HIBE protocol has been set-up. On the other hand, the identity space is specified by the
set-up algorithm of the HIBE protocol. In effect, this means that the adversary has to commit to
identities even before it knows the set of identities. Clearly, this is not possible.

One possible way out is to allow the adversary to commit to binary strings and later when the
set-up program has been executed, these binary strings are mapped to identities using a collision
resistant hash functions. Another solution is to run the set-up program in two phases. In the first



phase, the identity space is specified and is made available to the adversary; then the adversary
commits to & and Ss; and after obtaining S§; and Ss the rest of the set-up program is executed.

The above two approaches are not necessarily equivalent and may have different security con-
sequences. On the other hand, note that if S = () and Sy is the set of all identities (as is true in
the full model), then this technical difficulty does not arise.

Set-Up: The simulator sets up the HIBE protocol and provides the public parameters to the
adversary and keeps the master key to itself. Note that at this stage, the simulator knows S, s and
could possibly set-up the HIBE based on this knowledge. However, while doing this, the simulator
must ensure that the probability distribution of the public parameters remains the same as in the
specification of the actual HIBE protocol.

Phase 1: The adversary makes a finite number of queries where each query is addressed either to
Qg4 or to Ok. In a query to Oy, it provides the ciphertext as well as the identity under which it wants
the decryption. The simulator returns either the corresponding message or bad if the ciphertext is
malformed. Similarly, in a query to Ok, it asks for the private key of the identity it provides. This
identity cannot be an element of Sy and neither can it be a prefix of any element in Sy. Further, the
adversary is allowed to make these queries adaptively, i.e., any query may depend on the previous
queries as well as their answers.

Certain queries are useless and we will assume that the adversary does not make such queries.
For example, if an adversary has queried O on any identity, then it is not allowed to present the
same identity to Oy as part of a decryption query. The rationale is that since the adversary already
has the private key, it can itself decrypt the required ciphertext.

Challenge: The adversary provides the simulator with an identity v* € Sy and two messages My
and M;. There is a restriction that the simulator should not have queried Oy, for the private key of
v* or for the private key of any prefix of v* in Phase 1. The simulator randomly chooses a v € {0, 1}
and returns the encryption of M, under v* to the adversary.

Phase 2: The adversary issues additional queries just as in Phase 1 with the following restrictions.
It cannot ask O, for the decryption of C* under v*; cannot ask Oy for the private key of any prefix
of an identity in S1; and cannot make any useless query.

Guess: The adversary outputs a guess v of .

Adversary’s Success: The adversary wins the game if it can successfully guess v, i.e., if v = 4. The
advantage of an adversary A in attacking the HIBE scheme is defined as:

AdV{®E = [Pr[(y =+)] - 1/2].
The quantity Adv™'BE(¢, gip, gc) denotes the maximum of Adv/"jlIBE where the maximum is taken
over all adversaries running in time at most ¢ and making at most gc queries to Oy and at most
qp queries to Ok.
A HIBE protocol is said to be (e,t, qip, gc)-CCA secure if AdvH'®E(t, qip,qc) < €. Any HIBE
protocol secure against such an adversary is said to be secure against chosen ciphertext attack
(CCA). A weaker version of security does not allow the adversary to make decryption queries, i.e.,



the adversary is not given access to O4. A HIBE protocol secure against such a weaker adversary is
said to be secure against chosen plaintext attack (CPA). AdvH'BE(Z,¢) in this context denotes the
maximum advantage where the maximum is taken over all adversaries running in time at most ¢
and making at most ¢ queries to the key-extraction oracle. A HIBE protocol is said to be (e, 1, q)-
CPA secure if Adv™'BE(¢,q) < e. There are generic [10,11] as well as non-generic methods [8] for
converting a CPA-secure HIBE into a CCA-secure HIBE. Hence, in this paper, we will only consider
construction of CPA-secure HIBE.

3.2 Full Model

Suppose S; = 0 and Sy is the set of all identities. By the rules of the game, the adversary is
not allowed to query O on any identity in Si. Since S7 is empty, this means that the adversary
is actually allowed to query O on any identity. Further, since Ss is the set of all identities, in
the challenge stage, the adversary is allowed to choose any identity. In effect, this means that the
adversary does not really commit to anything before set-up and hence, in this case, the commitment
stage can be done away with. This particular choice of & and Ss is called the full model and is
currently believed to be the most general notion of security for HIBE.
Note that the challenge stage restrictions as well as the restrictions in Phase 2 still apply.

3.3 Selective-ID Model

Let §; = 83 be a singleton set. This means that the adversary commits to one particular identity;
does not ask for a private key of any of its prefixes; and in the challenge phase is given the encryption
of M, under this particular identity. This model is significantly weaker than the full model and is
called the selective-ID model. The model was formally introduced in [11].

3.4 New Security Models

We introduce two new security models by suitably defining the sets S; and Ss. In our new models,
(as well as the sID model), we have S; = Sz. (Note that in the full model, §; = Ss.)

Model M : Let Z* be a set. Define §; = S» to be the set of all tuples (vq,...,v,), such that each
v; € Z*. If the HIBE is of maximum depth A, then 1 < 7 < h. The value of 7 is not fixed by the
adversary in the commit phase.

Let us now see what this means. In the commit phase, the adversary commits to a set Z*; never
asks for a private key of an identity all of whose components are in Z*; and during the challenge
phase presents an identity all of whose components are in Z*.

Consider the case of IBE, i.e., h = 1, which means that only single component identities are
allowed. Then, we have §; = So = Z*. Let |Z*| = n. If we put n = 1, then we obtain the sID model
for IBE as discussed in Section 3.3. In other words, for IBE protocol, M is a strict generalization
of sID model.

If h > 1, then we have proper HIBE. In this case, M differs fundamentally from the sID model.

1. In the sID model, the adversary is allowed to query O on a permutation of the challenge
identity. This is not allowed in M.



2. In the sID model, the length of the challenge identity is fixed by the adversary in the commit
phase. On the other hand, in M, the adversary is free to choose this length (to be between 1
and h) in the challenge stage itself.

In the case of HIBE, model M is no longer a strict generalization of the usual sID model for
HIBE. We cannot restrict the parameters of the model M in any manner and obtain the sID
model for HIBE. Thus, in this case, M must be considered to be a new model.

Model My: Let I7,...,I7 be sets and |Z7| = n; for 1 < j < 7. We set
81282 :If X oo XI:.

If the maximum depth of the HIBE is A, then 1 < 7 < h.

In this model, for 1 < j < 7, the adversary is not allowed to obtain a private key for an identity
v = (vi,...,v;) such that v; € Zf for all 1 < ¢ < j. Further, the challenge identity is a tuple
(vi,...,v}), with v; € Z* for all 1 < ¢ < 7. Like the sID model, the length of the challenge identity
is fixed by the adversary in the commit phase.

This model is a strict generalization of the sID model for HIBE. This can be seen by setting
ny = --- =mny =1, i.e, setting Z7,..., Iy to be singleton sets. On the other hand, M3 and M,
are not comparable due to at least two reasons.

1. In M, the length of the challenge identity can vary, while in My, the length is fixed in the
commit phase.

2. In M, it may be possible for the adversary to obtain the private key for a permutation of the
challenge identity, which is not allowed in M.

These two reasons are similar to the reasons for the difference between sID and M.

Parametrizing the models: A HIBE may have a bound on the maximum number of levels that
can be supported. The corresponding security model also has the same restriction. For example, a
HIBE of at most h levels will be called h-sID secure if it is secure in the sID model. The models
M and My have additional parameters.

For the case of M, there is a single parameter n, which specifies the size of Z*, the set which
the adversary specifies in the commit phase. In this case, we will talk of (h,n)-M security for an
HIBE. Similarly, for My, we will talk of (h,n1,...,ny)-Ms security. Note that (h,1...,1)-M,
model is same as the h-sID model.

4 Interpreting Security Models

The full security model is currently believed to provide the most general security model for HIBE.
In other words, it provides any entity (having any particular identity) in the HIBE with the most
satisfactory security assurance that the entity can hope for. The notion of security based on an
appropriate adversarial game is adapted from the corresponding notion for public key encryption
and the security assurance provided in that setting also applies to the HIBE setting. The additional
consideration is that of identity and the key extraction queries to O;. We may consider the identity
present during the challenge stage to be a target identity. In other words, the adversary wishes to
break the security of the corresponding entity. In the full model, the target identity can be any



identity, with the usual restriction that the adversary does not know the private key corresponding
to this identity or one of its prefixes.

From the viewpoint of an individual entity e in the HIBE structure, the adversary’s behavior
appears to be the following. The adversary can possibly corrupt any entity in the structure, but as
long as it is not able to corrupt that particular entity e or one of its ancestors, then it will not be
able to succeed in an attack where the target identity is that of e. In other words, obtaining the
private keys corresponding to the other identities does not help the adversary. Intuitively, that is
the maximum protection that any entity e can expect from the system.

Let’s reflect on the sID model. In this model, the adversary commits to an identity even before
the set-up of the HIBE is done. The actual set-up can depend on the identity in question. Now
consider the security assurance obtained by an individual entity e. Entity e can be convinced that
if the adversary had targeted its identity and then the HIBE structure was set-up, in that case
the adversary will not be successful in attacking it. Alternatively, e can be convinced that the
HIBE structure can be set-up so as to protect it. Inherently, the sID model assures that the HIBE
structure can be set-up to protect any identity, but only one.

Suppose that a HIBE structure which is secure in the sID model has already been set-up. It
has possibly been set-up to protect one particular identity. The question now is what protection
does it offer to entities with other identities? The model does not assure that other identities will
be protected. Of course, this does not mean that other identities are vulnerable. The model simply
does not say anything about these identities.

The system designer’s point of view also needs to be considered. While setting up the HIBE
structure, the designer needs to ensure security. The HIBE is known to be secure in the sID model
and hence has a proof of security. The designer will play the role of the simulator in the security
game. In the game, the adversary commits to an identity and then the HIBE is set-up so as to
protect this identity. However, since the actual set-up has not been done, there is no real adversary
and hence no real target identity. Thus, the designer has to assume that the adversary will probably
be targeting some sensitive identity like root. The designer can then set-up the HIBE so as to protect
this identity. However, once the HIBE has been set-up, the designer cannot say anything about the
security of other possible sensitive identities like sysadmin. This is a limitation of the sID model.

It has been observed in [3] that a generic conversion from an IBE protocol secure in the selective-
ID model to a protocol secure in the full model suffers from a security degradation by a factor of
2¢, where identities are ¢-bit strings. This also indicates the inadequacy of the selective-ID model.

This brings us to the generalization of the sID model that we have introduced. First consider
the model M as it applies to IBE. In this model, the designer can assume that the adversary will
possibly attack one out of a set of sensitive identities like {root,admin, dba,sysadmin}. It can then
set-up the IBE so as to protect this set of identities. This offers better security than the sID model.

Now consider the model M as it applies to HIBE. In this case, the set Z* can be taken to
be a set of sensitive keywords such as {root,admin, dba, sysadmin}. The adversary is not allowed to
obtain private keys corresponding to identities all of whose components lie in Z*. For the above
example, the adversary cannot obtain the private key of (root, root), or (admin, root, dba). On the
other hand, it is allowed to obtain keys corresponding to identities like (root, abracadabra). Thus,
some of the components of the identities (on which key extraction query is made) may be in Z*; as
long as all of them are not in Z*, the adversary can obtain the private key. On the other hand, all
the components of the target identity have to be sensitive keywords, i.e., elements of Z*. Clearly,
model M provides an acceptable security notion for HIBE.



As mentioned earlier, a major difference of M with sID is that in sID the adversary is allowed
to obtain a private key for a permutation of the challenge identity, whereas this is not allowed in
M. We point out that it is possible for a particular HIBE to be secure in both sID and M. An
example will be provided later. Thus, one may choose to obtain the good features of both sID and
M.

The model M is a clear generalization of the usual sID model for HIBE. The adversary fixes
the sensitive keywords for each level of the HIBE up to the level it wishes to attack. It cannot make
a key extraction query on an identity of depth 7, such that for 1 < i < 7, the ith component of the
identity is among the pre-specified sensitive keywords for the ith level of the HIBE. Further, the
target identity must be such that each of its component is a sensitive keyword for the corresponding
HIBE level. As mentioned earlier, by fixing exactly one keyword for each level of the HIBE, we
obtain the sID model.

The known protocols [4, 18, 12] which offer full model security suffer from security degradation.
On the other hand, protocols such as [3,5] which are secure in the selective-ID model have no
security degradation. Thus, one can work with significantly smaller size groups while implementing
the protocols in [3, 5] compared to the protocols in [4,18,12]. The protocols that are described in
this paper have no security degradation. Hence, the group sizes used for implementing selective-1D
protocols can be used for implementing the protocols secure in My and M.

5 Constructions

We present several HIBE protocols which are proved to be secure in different models. In this section,
we provide only the constructions. The security proofs are provided later.

The underlying groups G, G5 and the pairing map e(,) will be required by all the HIBE
protocols. The set-up procedure of each HIBE will generate these groups based on the security
parameter. The maximum depth of a HIBE will be denoted by h. In each of the HIBEs below, we
will have P; and P, as public parameters which are not directly required. Instead, one may keep
e(P;, P») in the public parameter which will save the pairing computation during encryption.

The components of identities are elements of ZZ,. Alternatively, if these are bit strings, then
(as is standard) they will be hashed using a collision resistant hash function into Z,,.

5.1 HIBE H:

Set-Up: The identity space consists of all tuples (vi,...,v;), 7 < h, where each v; € ZZ,,. The mes-
sage space is G. (In practical applications, the protocol will be converted into a hybrid encryption
scheme where the message can be any binary string.) The ciphertext corresponding to an identity
(vi,...,v;) is a tuple (A, B,C4,...,C;), where A € Gy and B,C4,...,C; € Gy.

Randomly choose a € Z, and set P, = aPP. Randomly choose P, P51,...,P3p, Q1,...,Qn
from (G1 where n is a parameter. The public parameters are

(P7P17P27P3,13"'7P3,h7Q17"'7Qn)

and the master secret key is aPs.

Notation: For any y € ZZ, define

Vilty) =y"Qn + -+ yQ1 + P3;.
Let (vi,...,v;) be an identity. We write V; for Vj(v;).
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Key Generation: The private key d, = (dy,dy, ... ,d;) corresponding to an identity v = (vy,...,v;)
is defined to be
(do,dy,...,d;)=(aPo+mVi+...+7r.Vo,rP,...,r.P)

where rq,...,r; are random elements of Z,. Key delegation can be done in the following man-
ner. Let (dy,d},...,d._;) be the private key corresponding to the identity (vi,...,v;_1). Then
(do,d1,...,d;) is obtained as follows. Choose a random r; from ZZ, and define

do =diy +r;Vy;

di =d, for1 <i<71-—1;

d, =r;P.
This provides a proper private key corresponding to the identity (vi,...,v;).

Encryption: Suppose a message M is to be encrypted under the identity v = (vq,...,v,;). Choose
a random t € Z,. The ciphertext is (A4, B,CY,...,C;), where

A=M xe(P,,P)'; B=tP; C;=tV;, for1 <i<r.

Decryption: Suppose (A, B,C4,...,C;) is to be decrypted using the private key (do,dq,...,d;)
corresponding to the identity v = (vi,...,v;). Compute

[T e(d;, Cy)
e(d07 B)

_e(r; P tV;)
e(aPy + 571V, tP)
1 [Ti—, e(r; P, tV;)
e(Pi, P2 (i riVir tP)

A x =M x e(Py, Py)!

=M x e(Py, P)! x
=M.

Unbounded Depth HIBE: It is possible to modify H; to obtain a HIBE which is secure in model
M and which supports key delegation over any number of levels. The required modifications are
as follows.

— The public parameters are (P, P, Py, P3,Q1,...,Qn).
- V(y) =y"Qn+---+yQ1+ P;s and V; = V(v;) as in the case of H;.

With the above two changes, the rest of key generation, encryption and decryption are as in H;.
More specifically, let us look at key generation. The private key d, corresponding to v =
(Vi,...,vr) is defined to be

(xPQ +rmVi+... +TTVT,r1P,... ,rTP) = (do,dl,... ,dT)

where 71,...,r, are random elements of Z,.

Since the maximum number of levels is not fixed in the set-up phase, the HIBE supports
unbounded key delegation. This HIBE can be proved to be secure in model M ;. However, it is not
secure in the sID-model, the reason being the following. Note that the first component dy of the
secret key does not depend upon the ordering of the components of v. Hence, for any permutation of
the components of v, the first component remains the same and thus, one can obtain a valid private
key for any permutation of the components of v. In the sID model, the adversary can commit to
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an ID v* and then ask the key extraction oracle for a private key of v/ which is a permutation of
v*. Using the obtained private key of v/, the adversary can easily obtain a private key for v* and
hence decrypt the challenge ciphertext. This shows insecurity in the sID model. Since, sID model
is an accepted notion of security, insecurity in this model makes the unbouded depth HIBE less
interesting and hence we will not consider this HIBE any further in this paper.

5.2 HIBE H.

The description of Hs is similar to that of H;. The differences are in the specification of the public
parameters and the definition of the V}’s.

1. Let (n1,...,np) be a tuple of positive integers.
2. The new public parameters are (P, Pl,PQ,?g,al,...,ah) where }_33 = (P3q,...,P35) and
i = (Qin,...,Qin;). The master secret is aPs.
3. Define
Vily) = 4" Qim; + 4" Qi1 + .- +yQin + P

As before V; is used to denote Vj(v;).

With these differences, the rest of set-up, key generation, encryption and decryption algorithms
remain the same.

Note: The HIBE #H; has the parameters h and n and we will write (h,n)-#; to denote this
explicit parametrization. The HIBE Hs is parametrized by the tuple (nq,...,ns) and we will write
(h,n1,...,np)-Ho to denote this parametrization.

6 Security Reduction

In this section, we show security reductions for the HIBE protocols.

Recall that the security models M and My are parametrized as (h,n)-M; and (h,nq,...,np)-
M. The advantage of an adversary in the security game is denoted by Adv. A subscript to this
will denote the model and a superscript will denote the HIBE for which the result is being stated.

For example, AdvEZ’Z;_j& (t,q) denotes the maximum advantage of any adversary running in time
5T )= 1

t and making ¢ queries to Oy in winning the security game defined by (h,n)-M; for the HIBE
(h,n)-H,. We will assume that one scalar multiplication in G; can be done in time O(0).

6.1 Security Reduction for #H,

Theorem 1. Let h,n,q be positive integers and n' be another positive integer with n' < n. Then

AdvTI M (80) < AdPEPR(t 4 O(ong)).
Proof: The security reduction is to show that if there is an adversary which can break #; then
one obtains an algorithm to solve DBDH. The heart of such an algorithm is a simulator which is
constructed as follows. Given an instance of DBDH as input, the simulator plays the security game
(h,n')-M with an adversary for (h,n)-H;. The adversary executes the commitment stage; then the
simulator sets up the HIBE based on the adversary’s commitment as well as the DBDH instance.
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The simulator gives the public parameters to the adversary and continues the game by answering all
queries made by the adversary. In the process, it randomly chooses a bit v and encrypts M., using
the DBDH instance provided as input. Finally, the adversary outputs 7'. Based on the value of v
and ', the simulator decides whether the instance it received is real or random. Intuitively, if the
adversary has an advantage in breaking the HIBE protocol, the simulator also has an advantage in
distinguishing between real and random instances. This leads to an upper bound on the advantage
of the adversary in terms of the advantage of the simulator in solving DBDH.

We want to prove (h,n)-H; secure in model (h,n')-My, where 1 < n’ < n. This means that
the public parameters of the HIBE depend on n, while the adversary commits to a set Z* of size
n/ in the commit phase.

DBDH Instance: The simulator receives an instance (P, P, = aP, P, = bP,Q = cP, Z) of DBDH.

The simulator now starts the security game for model M. This consists of several stages
which we describe below. We will consider security against chosen plaintext attacks and hence the
adversary will only have access to the key extraction oracle Ok.

Adversary’s Commitment: The adversary commits to a set Z* of size n'. The elements of Z* are
from ZZ,. We write 7% = {v],..., v} }.

Set-Up: Define a polynomial F(z) in ZZ,[z] as follows.

Fz) = (2 —vi) - (z = vy) (1)

=" 4ay 7" x4 ag (2)

where the coefficients a;’s are in ZZ, and are obtained from the values {v], ..., v}, }. Since F(z) is

a polynomial of degree n' over ZZ,, and v{, ..., v}, are its n distinct roots, we have F(y) # 0 for any

y € Zp \ {vi,...,v},}. The coefficients of F(z) depend on the adversary’s input and one cannot
assume any distribution on these values. Define a,;, =1 and a, = ap—1 =--- =ay 41 =0.

For 1 < i < h, define another set of polynomials J;(x) each of degree n in the following manner.
Randomly choose by 1,...,bop,b1,...,b, from Z,. Define

Ji(z) = bpa" + by 12" - by + by (3)
The public parameters P3;s and ;s are defined in the following manner.

— For 1 < < h, define Pg,i =agP> + bO,iP-
— For 1 < j < n, define Q; = a; P> + b; P.

Since bo,1,...,bop,b1,...,b, are chosen randomly from ZZ,, the P3;s and the ;s are random
elements of GG1. The public parameters are given to the adversary. The master secret is aP,, which
is not known to the simulator.

Now comes the most crucial part of the proof. For y € ZZ,,

Vily) = P3; + yQ1 + Q2+ -+ + y"Qy
=agPy + by ;P +y(a1 P2 + b1 P) + y?(agPy + bo P) + - - - + y™(an P2 + b, P)
= (ap + a1y + agy® + -+ + any") P2 + (boi + bry + boy® + - - + bpy™) P
= F(y)P> + Ji(y)P.

(4)
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This decomposes V;(y) into two parts — one depends on P, and the other depends on P. The part
which depends on P, vanishes if and only if y is equal to some element of Z*. The ability of the
simulator to properly answer key extraction queries and generate a proper challenge ciphertext
depends crucially on this fact.

Phase 1: In this stage, the adversary can make queries to O, all of which have to be answered by
the simulator. Suppose the adversary queries O on an identity v = (vq,...,v;), with 1 < 7 < h.
By the constraint of model M all the v;’s cannot be in Z*. Suppose 1 is such that v, is not in Z*.
Then F(v,) # 0 mod p.

As in the protocol, define V; to be V;(v;). Choose r1,..., r,1, 7, 441, .., 7 randomly from
Zy. Define W = >0, ;,,m;Vi. The first component dy of the secret key for v = (Viy..oyvy) is
computed in the following manner.

Jy(v,)

©= " Fw)

Py +7l(F(v,)Py + J,(v,)P) + W.

The following computation shows that dj is properly formed.

Jo(v,)
F(v,)

=abP + (r; -

do = :|:an -

Py +7/(F(v,)Py+ J,(v,)P) + W

F7) (PP +0,(0)P) + W

-
=abPy + ZriVi
i—=1

where r, =] —a/F(v,). Since r] is random, so is r,. The quantities dy,...,d, are computed in the
following manner.

d;, =r;P 1<i< T, i#u

= r;P — —F(lu,)Pl =r,Pfori=1.

This technique is based on the algebraic techniques introduced by Boneh and Boyen [3]. The
generalization is in the definition of F'() and J;()s. Here we take these to be polynomials, which
allows us to tackle the case of adversary committing to more than one identity.

Challenge Generation: The adversary submits messages My, M7 and an identity v = (vi,...,v;)
with 1 < 7 < h. By the rules of model M, each v; € Z* and so F(v;) = 0modp for 1 <7 < 7.
Consequently,

V. = VZ(VZ) = F(VZ').PQ + JZ(VZ)P = JZ(VZ)P

and hence
cVi = cJi(vi) P = Ji(vi)(cP) = Ji(vi)Q

where () = cP was supplied as part of the DBDH instance. Note that it is possible to compute
W; = cV; even without knowing c. The simulator now randomly chooses a bit v and returns

(M’yxzaQawla"'aWT)

to the adversary. If Z is real, then this is a proper encryption of M, under the identity v.
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Phase 2: The key extraction queries in this stage are handled as in Phase 1.

Guess: The adversary outputs a guess 7'. The simulator outputs 1 if v = v/, else it outputs 0.

If Z = e(P, P)™*, then the simulator provides a perfect simulation of the (h,n')-M; game. On
the other hand, if Z is random, the adversary receives no information about the message M, from
the challenge ciphertext.

The above shows that an adversary’s ability to attack (h,n)-#; HIBE in model (h,n')-M; can
be converted into an algorithm for solving DBDH. The bound on the advantage follows from this
fact. O

Theorem 1 shows that an (h,n)-H; HIBE is CPA-secure in model (h,n')-M; for n' < n. The
next result shows that (h,n)-#; is also secure in the h-sID model.

Theorem 2. Let h,n,q be positive integers. Then
ha -H q
Advy Rt ) < ot AdvPBPH (¢ 1 O(ong)).

Proof: The proof is similar to the proof of Theorem 1. In the A-sID model, the adversary commits
to an identity (v{,...,vy) where 1 <7 < h and v; € Z,. Randomly choose v} ,,...,v} from Z,.
Randomly choose b1,...,b,,b01,...,bop from ZZ,. For 1 <7 < h, define

Fi(z) =z — v}

i

Jl(l‘) =bpa" + bn_lxn_l 4+t bz + bO,i-

The protocol is set-up in the following manner. For 2 < j < n, define Q; = b;P, Q1 = P, + b P
and for 1 <4 < h, define P3; = —v} P5 + by ; P. This defines all the public parameters.
For 1 < i < h, we have

Vily) = Psi +yQ1+y° Q2+ + 4" Qn

= (v Py + by iP) +y(Py + b1 P) + y*beP + - - - + ¢"b, P

= (y — 'U;'k)PQ + (bg’i + bly R bny”)P

= F;(y) P2 + Ji(y) P
The rest of the simulation is similar to the proof of Theorem 1 with one difference. If the adversary
ever submits a key extraction query of the form (vi,...,v;), with j > 7 and v; = v} for 1 <1 <,
then the simulator aborts and outputs a random bit. Note that since the length of the identity is
longer than the committed identity, the adversary is allowed to make such queries. The probability

that v, = v for 7 < ¢ < jis 1/p’~™ < 1/p. Since this can be repeated for each of the ¢ key
extraction queries, we have the additive degradation by the factor ¢/p. O

6.2 Security Reduction for #o

Theorem 3. Let h,ni,...,np,q be positive integers and n', ... ,n; be another set of positive inte-
gers with ni < n; for 1 <i < h. Then

Adv(h,m,...,nh):'f"ll')\i12 (t,q) < AdvDBDH(t + O(ong))

(h,n’l,...,n’h)

where n. = Y1, n;.
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Proof: The proof is similar to the proof of Theorem 1. The difference is in the definition of F'(z)
and J;j(z). In this case, for 1 <14 < h, we require F;(z). After the appropriate definition of F;(zr) and
Ji(x), we show that Vj(y) can be written as V;(y) = F;(y) P> + J;(y)P. As mentioned in the proof
of Theorem 1, the simulator’s ability for answering key extraction queries and challenge generation
depends upon this decomposition. The actual procedure for key extraction and challenge generation
is very similar to that in the proof of Theorem 1 and these details are not provided. Thus, we provide
the details of only two stages of the game — adversary’s commitment and set-up.
The simulator is given an instance (P, Py = aP, P, = bP,Q = ¢P, Z) of DBDH.

Adversary’s Commitment: Following model (h,nf},...,n})-Ms, the adversary commits to sets
I;i,...,IF, where |TF| = n) and 1 < 7 < h.

Set-Up: The simulator defines polynomials Fi(z),..., Fy(z), and Ji(z),..., Jy(x) in the following
manner. For 1 <1 < 7, define

Fi(z) = [[ (—v)

veTZ;

R n'—1 .
=T A G T+ T+ GG 03

For 7+1 < i < h choose a random non-zero element a; from ZZ, and define Fj(z) = a; . Note that
F;(z) is a non-zero constant polynomial. For 1 <4 < 7, define a; ,, = land a;pn, = -+ = ;741 = 0;
for7+1<i<h,set n;=0and aj; =-- =a;p, =0. ' '

For 1 <7 < h and 1 <j < n; choose random elements b; ; from ZZ,. Define

Ji(z) = bz’,nixni + bz’,ni—lfni_l + -+ biir+ bip.

Note that Fj(z) is of degree n, while J;(x) is of degree n,.
The public parameters are defined as follows.

— For 1 <i < h, define P3; = a; oPs + b;oP.
— For 1 <i<hand1l<j<n,;define Q;; = a; ;P> +b;;P.

Since the b; ;s are chosen randomly, the distribution of the public parameters is random. We now
show the decomposition of V;(y).

Vily) = P + yQin + ¥*Qiz + -+ + 4" Qim,
= (aio P2 + bioP) + y(ai1 Po + bi1 P) + y*(aioPo + bioP) + -+ 4+ y" (ain, Po + bin, P)
= (aio + ainy + aipy® + - + ain,y™) P + (bio + biny + bioy® + - - + bin,y" ) P
= Fi(y) P> + J;(y) P.

(5)

The rest of the simulation is very similar to that in the proof of Theorem 1. Also, the bound on
the advantage follows as in the above mentioned proof. O

The proof shows that (h,ny,...,n,)-Hg is secure in model (h,nf,...,n})-Msy with n} < n,.
Recall that (h,1,...,1)-Mjy is same as the h-sID model and hence (h,nq,...,np)-Hs is secure in
the A-sID model.
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7 Multi-Receiver IBE

A multi-receiver IBE (MR-IBE) is an extension of the IBE, which allows a sender to encrypt a
message in such a way that it can be decrypted by any one of a particular set of identities. In
other words, there is one encryptor but more than one valid receivers. In IBE, the number of valid
receivers is one. One trivial way to realize an MR-IBE from an IBE is to encrypt the same message
several times. A non-trivial construction attempts to reduce the cost of encryption.

This notion was introduced in [1] and a non-trivial construction based on the Boneh-Franklin
IBE (BF-IBE) was provided. The construction was proved to be secure in the selective-ID model
under the random oracle assumption. Note that the BF-IBE is secure in the full model under the
random oracle assumption.

We show that #; restricted to IBE can be modified to obtain an MR-IBE. The situation for
H1 is almost identical. The required modifications to the protocol are as follows.

1. The encryption is converted into a hybrid scheme. Instead of multiplying the message with the
“mask” Z = e(Py, P,)!, the value Z is provided as input to a pseudorandom generator and the
message (considered to be a bit string) is XORed with the resulting keystream.

2. The private key corresponding to an identity v is dy = (z P +rV,,rP), where V, = P31 + V(v)
as defined in in Section 5.1.

3. Suppose the intended set of receivers is {vq,...,v;}. Then the ciphertext consists of the encryp-
tion of the message as mentioned above plus a header of the form (¢P,tVy,...,tV;), where V; is
as defined in the construction of H; in Section 5.1 and ¢ is a random element of Z,,.

4. The receiver possessing the secret key dy, (1 < i < 1) can compute e(P;, P»)" in the standard
manner and hence obtain the input to the pseudorandom generator. Thus it can decrypt the
message.

The MR-IBE described above can be proved to be secure in the selective-ID model without the
random oracle assumption. The security model for MR-IBE is the following. In the commitment
stage, the adversary commits to a set of identities; does not ask for the private key of these identities
in the key extraction queries and finally asks for the encryption under this set of identities. Note
that this is very similar to the model M restricted to IBE. The only difference is that during the
generation of the challenge ciphertext, in M, the adversary supplies only one identity out of the
set of identities it had previously committed to, whereas in the model for MR-IBE, the adversary
asks for the encryption under the whole set of these identities.

This difference is easily tackled in our proof in Section 6.1 which shows that #; is secure in
model M. Recall that the construction of the polynomial F'(z) is such that F'(v) = 0 for allv € Z*,
where 7% is the set of committed identities. In the challenge stage of the security proof for H; as
an IBE, we use this fact for only one identity (the identity given by the adversary). In the proof
for MR-IBE, we will need to generate cV; for all v € Z*. Since F(v) = 0 for any such v, this can be
done in the standard fashion.

The above argument does not provide any security degradation. Hence, we obtain an MR-IBE
which can be proved to be secure in the selective-ID model without the random oracle assumption.

8 Conclusion

In this paper, we have generalized the notion of selective-ID secure HIBE. T'wo new security models
M and My have been introduced. In the security game, both these models allow an adversary to
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commit to a set of identities (as opposed to a single identity in the sID model) before the set-up.
During the challenge stage, the adversary can choose any one of the previously committed identities
as a challenge identity. We provide two HIBE constructions #; and Ho which are secure in the
models M and M respectively. The public parameter size is smaller in case of H;. Further, we
also show that #; and Ho can be modified to obtain an MR-IBE protocol which is secure in the
sID model without random oracles. The only previous construction of MR-IBE is secure in the sID
model under the random oracle assumption.
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