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Abstract This paper surveys the literature on certificatesecret key, without any online contact between them, and
less encryption schemes. In particular, we examine the lagyen without the receiver knowing that they were about to
number of security models that have been proposed to proegeeive a message. This functionality is achieved by gener-
the security of certificateless encryption schemes and peting a pair of keys instead of just one: a public key that is
pose a new nomenclature for these models. This allows usmialely distributed for encryption, and a related privatg ke
“rank” the notions of security for a certificateless encigpt that is kept secret and used for decryption.
scheme against an outside attacker and a passive key generaHistory, though, has shown that public key encryption
tion centre, and we suggest which of these notions shouldhzes significant practical problems. In particular, the send
regarded as the “correct” model for a secure certificateldsss to be sure that the public key that they have is the correct
encryption scheme. public key for the receiver. Hence, we require a public key
We also examine the security models that aim to providlgfrastructure — a series of trusted third parties that aan b
security against an actively malicious key generation cemelied upon to check a receiver’s identity and vouch for the
tre and against an outside attacker who attempts to decaiwanection between that identity and a particular public ke
a legitimate sender into using an incorrect public key (witRublic key management is the most costly, cumbersome and
the intention to deny the legitimate receiver that ability tinefficient part of any framework that makes use of public
decrypt the ciphertext). We note that the existing malisiokey cryptography.
key generation centre model fails to capture realisticita  One way of avoiding the tiresome need for a public key
that a malicious key generation centre might make and pinfrastructure is to use an identity-based encryption sehe
pose a new model. [27]. The most a public key infrastructure can do is to con-
Lastly, we survey the existing certificateless encryptidirm a link between a digital identity and a public key, where
schemes and compare their security proofs. We show thatigital identity is some bitstring that uniquely identifige
few schemes provide the “correct” notion of security withowser in some context. An identity-based encryption scheme
appealing to the random oracle model. The few schemes tterhoves the need for a public key infrastructure by setting
do provide sufficient security guarantees are compargtiveln entity’s public key to be equal to their digital identity.
inefficient. Hence, we conclude that more research is needefdcourse, in such a situation, an entity cannot be expected
before certificateless encryption schemes can be thoughtd@ompute their own private key; hence, there must exist a
be a practical technology. trusted third party who initially sets up the system and uses
their secret knowledge of the system to compute private keys
for other entities.
1 Introduction Identity-based encryption seems to remove the need for
a public key infrastructure, replacing it with the need for a

In 1978, Rivest, Shamir and Adleman [26] proposed the fif&gY 9eneration centre that computes a user's private key for
public-key encryption scheme. This scheme was a concrEt6M This is more efficient, but has a significant disadvan-
realisation of a seemingly paradoxical conjecture of Diffigd€ t00. The fact that the trusted third party computes the
and Hellman [17]: that it was possible for an entity (th rivate decryption keys for the users means that that tluste
sender) to securely send another entity (the receiver) a mg&d party can read the messages of every user in the sys-

sage without these two entities having a pre-existing shat€™M: There are also significant practical problems associ-
g gap g ated with identity-based encryption, including the proble

Information Security Group, Royal Holloway, of handling key revocation.
Egham Hill, Egham, Surrey, U.K. In 2003, Al-Riyami and Paterson proposed a new type of
E-mail: a.dent@rhul.ac.uk encryption scheme that avoids the drawbacks of both tradi-
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tional public-key encryption and identity-based encrgpti — Setup: This algorithm takes as input a security param-
[3]. They termed this new type of encrypticertificateless eter ¥, and returns the master private keykand the
public-key encryptioCL-PKE) because their encryption master public keynpk This algorithm is run by a KGC
scheme did not require a public key infrastructure. Roughly in order to initially set up a certificateless system.
speaking, their idea was to combine the functionality of & Extract-Partial-Private-Key: This algorithm takes
public key scheme with that of an identity based scheme. as input the master public keypk the master private
Hence, to encrypt a message, a sender requires both the rekey msk and an identityD < {0, 1}*. It outputs a partial
ceiver’s identity and a public key value produced by the re- private keydp. This algorithm is run by a KGC once

ceiver. Similarly, to decrypt a ciphertext, a receiver liegg for each user, and the corresponding partial private key
the partial private key corresponding to their identity {@th is distributed to that user in a suitably secure manner.

is given to them by a key generation centre) and the private Set-Secret-Value: This algorithm takes as input the
key corresponding to the distributed public key. master public keynpkand an entity’s identityD, and

This paper surveys and extends the known results aboutoutputs a secret valugp € . for that identity. This
certificateless encryption schemes. In particular, weesurv ~ algorithm is run by the user. Note that the secret value
the existing security models, propose slight changes sethe space is somehow defined by the master public key
models so that they may better reflect reality (where appli- mpkand an entity’s identityD.
cable), and propose a new nomenclature that can be usedt®et-Private-Key: This algorithm takes the master pub-
clarify the contradictory definitions that are currentlpri- lic key mpk an entity’s partial private kegip and an en-
nent in the area. We also survey the known certificateless tity’s secret valuexp € . as input. It outputs the full
encryption schemes, particularly with respect to the nedel private keyskp for that user. This algorithm is run once
in which they claim security. Lastly we propose a new cer- by the user.
tificateless encryption scheme based on the Dodis-Katz [18] Set-Public-Key: This algorithm takes as input the mas-
multiple encryption scheme and prove the security of this ter public keympkand an entity’s secret valug, € .~7.
scheme in an appropriate model. This resolves the folklore It output a public keypkp € &% for that user. This
guestion of whether a Dodis—Katz-based certificateless en- algorithm is run once by the user and the resulting pub-
cryption scheme can be constructed. lic key is widely and freely distributed. The public-key

space# ¢ for a particular user is defined by the master

public keympkand the user’s identitiD.
— Encrypt: This algorithm takes as input the master pub-
2 Security Models For CL-PKE lic key mpk a user’s identitylD, a user’s public key

pkp € Z.# and a message € .. It outputs either

This section will examine the various security models pro- a ciphertexC € % or the error symbol.. Note that the
posed for a certificateless public-key encryption schethis. T message spac# and the ciphertext spaéé are some-
has been an area of some controversy. As we shall see, thenow defined by a combination of the master public key
original security definitions proposed by Al-Riyami and Pa- mpk the user’s public keykp and the user’s identity
terson [2,3] are very strong, and have been criticised for |D.

not realistically reflecting an attacker’s capabilitiestther-  — pecrypt: This algorithm takes as input the master public
more, we suggest that Al-Riyami and Paterson’s security keympk a user’s private kegkp and a ciphertext € .
definitions are not consistent in their strength, i.e. thegra It returns either a messagec .# or the error symbol

tificateless scheme is held to a higher standard of security | .

with regard to Type | attackers, than the standard to which . ] ]

it is held with regard to Type Il attackers. We then survey A certificateless public-key encryption scheme allows any-
the most common relaxations of Al-Riyami and Patersorf22dy to encrypt a message for a particular receiver using
security notions and propose a new nomenclature. We al$#plicly available information (in exactly the same way as
examine the recent proposals to strengthen the existing @dtaditional public-key encryption scheme or an identity-
curity models to cope with malicious KGCs and to solve tHegased encryption scheme). However, unlike a traditionialipu

problems associated with distributing public keys rejabl key encryption scheme, no certificates are needed. This is
because an attacker who publishes a false publicpigy

for an identity will still not be able to decrypt messages en-
crypted under that public key, because the key generation

2.1 CL-PKE Schemes centre will not release the partial private key to the at-
tacker and so the attacker will not be able to compute the
2.1.1 The Al-Riyami and Paterson Formulation full private key.

This functionality is also given by identity-based cryp-
The notion of a certificateless public-key encryption schenography, but identity-based encryption schemes have the
was introduced by Al-Riyami and Paterson [2,3]. A certifidisadvantage that the key generation centre can always de-
cateless public-key encryption scheme is defined by seva@mpt messages. A certificateless public-key encryptibeste
probabilistic, polynomial-time algorithms: does not have this disadvantage. An honest-but-curious KGC
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can always compute an identity’s partial private kigy, but key has been obtain&din other words, they make a slight
since they will not know the secret valug associated with change to th8et-Public-Key algorithm:

that entity’s public keypkp, they will not be able to form

the full private key either. Of course, a malicious KGC that- Set-Public-Key: This algorithm takes as input the mas-
masquerades as a user by publishing a false public key canter public keympk an entity’s partial private kegip and
still break the security of the system; however, it is unclea secretvalugp. It outputs a public keykp for that user.
how to prevent this threat and we will not consider it any This algorithm is run once by the user and the resulting
further. public key is widely distributed.

. ) ) This slight change allows Baek, Safavi-Naini and Susilo to
2.1.2 An Equivalent Method For Constructing Public Keyspropose a certificateless encryption scheme based on the CDH
problem alone (i.e. without requiring elliptic curve pasy.
The Set-Secret-Value andSet-Public-Key algorithms The only slight drawback of this formulation is that it does
may be replaced with a singlet-User-Keys algorithm not allow messages to be encrypted “into the future”. Un-
that works as follows: der the Al-Riyami and Paterson formulation, an entity may

— Set-User-Keys: This algorithm takes as input the masPublish a public keypkp without necessarily knowing the

ter public keympkand an entity’s identityD, and out- partial private key, and therefore they may receive message

. that they cannot decrypt until the KGC releases the partial
%Lgﬁtiz;\ys_?ﬁirse ;?,gaglrji?thailg?uﬁ g;’ggcblﬁrﬂk'ﬁsef?r that private key to them. However, the Baek, Safavi-Naini and

Susilo formulation requires that the entity obtains their-p
This is functionally equivalent to the formulation given byial private key before releasing their full public key; leen
Al-Riyami and Paterson. It is easy to see that a scheme pag-€entity that releases a public key must necessarily have
sented in the original way can also be presented in this néough information to compute the full private key. On the
form: the newSet-User-Keys algorithm is defined to be other hand, it should be noted that only certificateless en-
the algorithm that executes the origiselt-Secret-Value cryption schemes that use the Baek, Safavi-Naini and Susilo
algorithm andset-Public-Key algorithm. formulation can resist “denial of decryption” attacks (see
A little bit of thought is required to show that a cerSection 2.7).
tificateless scheme presented in this new formulation can It should also be noted that, using this formulation, we
also be presented in the old formulation. Suppose that t&n combine thBet-Secret-Value,Set-Public-Keyand
Set-User-Keys algorithm takes as inpyi(k) random bits. Set-Private-Keyalgorithmsinto a singleet-User-Keys
We define theset-Secret-Value algorithm to be the al- algorithm in a manner similar to that discussed in the previ-
gorithm that outputs a set gi(k) random bits,x,. The ous section. The new algorithm behaves as follows:
Set-Public-Key algorithm is defined to be the algorithm ) ) _
that takes the random bit, as input, runSet-User-Keys ~ — Set-User-Keys: This algorithm takes as input the mas-
to determine a public/private key pair, and outputs theipubl  ter public keympk an entities identityD and a partial
key. Similarly,Set-Private-Key is defined to be the algo-  Private keydp as input, and outputs a public/private key

rithm that runsset-User-Keys using the random bitg, to pair (pkpp, Skip ) or the error symboll.
determine the ‘proper’ secret valug and then uses thisto_ | o ) -
create a private key in the normal way. This leads to a very efficient formulation of certificateless

Several authors have suggested that#te User—Keys encryption, in which a scheme consists of only five algo-
algorithm removes the need to have private keys at all. hms:
such a situation, the decryption algorithm is defined as tak-
ing both the partial private kegip and the secret valugy S0 *uP: , .
as input. This is functionally the same as the normal formu= S¥tract-Partial-Private-Key,
lation of certificateless encryption: however, this canehav~ SSt~UserKeys,
a significant impact on the security models, which typically” =2¢*YPt and
assume that an attacker can obtain partial private keys and>®¢*VPt:
private keys, but not secret values. This new formulation i
plicitly assumes that one uses security models that have
tract Secret Value oracles (see Section 2.5).

his formulation has no concept of a secret value, which
akes some security models (including the Weak Type la
model) inappropriate.

2.1.3 The Baek, Safavi-Naini and Susilo Formulation 1 Technically, the Baelet al. model proposed that the KGC return
a partial public key (used to help compute the full public)kepd a

The only significant departure from the Al-Riyami and PaFartiaI private key (used to help compute the full privatg)kelowever,

t f lati f tficatel ti h he security model they provided is equivalent to the onergivere.
erson formulation ot a certlicateliess encryplion SCheme Wee ;g cheme does not currently have a security proof, butthe

proposed by Baek, Safavi-Naini and Susilo [7]. In this mod@le no known attacks against the scheme either. For morissdetze
a public key can only be computed after a partial privatgction 3.3
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2.2 The General Security Model

The security of a certificateless encryption scheme is ex-
pressed by two (very similar) games. In this section we will
describe a basic framework. In both cases, an attagker
(24, 90) is trying to break the IND-CCA2 security of the

If the identity has no associated private key, then the
challenger generates one usibgt-Private-Key (af-

ter running theSet-Secret-Value algorithm and the
Extract-Partial-Private-Key algorithm as neces-
sary).

scheme, the formal model describing confidentiality. THY" attacker may also have access to one or more different

game runs as follows:

1. The challenger generates a master key (pajgk msk =
Setup(1X).

The attacker executeg; on mpkand (possibly) some
extra informatioraux During its executionz; may have
access to certain oracles (described subsequenty).

2.

types of decryption oracle:

Strong Decrypt The attacker supplies an identit
and a ciphertext, and the challenger responds with the
decryption ofC € ¥ under the private kegkp. Note
that if the attacker has replaced the public key Hor
then this oracle should return the correct decryption of

C using the private key that inverts the public kekip
currently associated with the identiy (or L if no such
private key exists).

Weak SV Decrypt The attacker supplies an identiy,
asecretvalugp €., and a ciphertex@ € . The chal-
lenger computes the full private ka¥p for the identity
from the (correct) partial private kegip and the sup-
plied secret valuep, then returns the decryption @f
under this private kegkp. If either process fails, then
the oracle returnd.. Note that this functionality can be
achieved by a strong decryption oracle.

Decrypt: The attacker supplies an identify and a ci-
phertexiC € ¥, and the challenger responds with the de-
cryption of C under the original private keskp for ID.
Note that this functionality can be achieved by a strong
decryption oracle.

terminates by outputting an identitlp*, two messages
of equal lengtl{mgy, my ), and some state informatistate

. The challenger randomly chooses albi¢ {0,1} and
computes the challenge ciphertext

C* = Encrypt(mpk ID*, pkp+,my) @)

using the value ofpkp+ currently associated with the
identity ID*. If the public keypkp+ does not exist, then
the challenger computes a public kplp+ for ID* by
running theSet-Secret-Value andSet-Public-Key
algorithms.

. The attacker executes, on the input(C*,state. Dur-
ing its executione, may have access to certain oracles
(described subsequentlyy, terminates by outputting a
guess’ for b.

The attacker wins the gamelif= b’ and its advantage is
defined to be: The Weak SV Decrypt oracle is so hamed as the attacker

_ Wl chooses the secret value which is to be combined with the
Advey = [Prib=b]-1/2 2) correct partial private key to give the full private key to be
It now remains to define the oracles that the attacker maged for decryption. We make this explicit to differentiate
have access to: the Weak SV Decrypt oracle from a second weak decryption
: ) . : ... oracle which will be introduced later.
B IF[Q)egggstLeP LéEIeI\(I:Ieﬁegyez-rrg;ssgr?gls«\}/\r/itshutphpeilEitiir:; |S:£t|ty It should be noted that the Weak SV Decrypt oracle can
for ID. If the identity ID has no associated public keyor_1Iy b‘.':' simulated by a strong_decrypt or_a_cle when the Al-
then the challenger generates a public keyEoby run- Riyami and Paterson formulation for certificateless encryp
ningSet-Public-Keyandset-Secret-Value (as hec- tion schemes is used (see Section 2.1.1 and 2.1.2). If the
essary) Baek, Safavi-Naini and Susilo formulation is used then a
Replace Public Key This oracle models the attacker’_'f;Strong Decrypt oracle cannot necessanly_ s_lmulate the re-
ability to convince a legitimate sender to use an invali onse of a Weak .SV D_ecrypt oracle as it is necessary to
public key. This can happen because public keys are oW both the partial private key.ar,ld secret _value for an
longer verified by a trusted third party, and a user ma§entity before computing an identity’s full public key. iBh

ay result in certain “strong” security models needing to be

be given a false public key by an attacker and believe it e
to be correct. The attacker supplies an ideriyand a being altered to allow attackers explicit access to a Weak SV

valid public key valuepkp € 2., and the challenger Decrypt oracle when proving the $ecurity of certificatgles_s _
replaces the current public key vaiue with the vabiig encryption scheme_s presented using the Baek, Safavi-Naini
Extract Partial Private Key: The attacker supplies an@"d Susilo formulation. _ _
identity ID and the challenger responds with the par- A certificateless scheme is proven secure by showing
tial private keydip. If the identity has no partial private that any attacker attempting to break the scheme only has
key, then the challenger generates a partial private key djfedligible chance of success.
runningExtract-Partial-Private-Key on ID using
msk Definition 1 (Negligible Function) A function f : N — R
— Extract Private Key: The attacker supplies an identityiS said to be negligible if, for all polynomiap, there exists

ID and the challenger responds with the privateslgy. an integeiN(p) such thaf f (x)| < 1/[p(x)| for all x> N(p).
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2.3 Type | Attackers key: when we replace a public key, we are dupirgeader

into encrypting a message using a false public key that the
The Type | security model is designed to protect againgiceiver has not published. Under no circumstances will the
a third party attacker (i.e. anyone except the legitimate neceiver then attempt to decrypt that ciphertext using the p
ceiver or the KGC) who is trying to gain some informavate key corresponding to that replaced public key. Hence,
tion about a message from its encryption. There has bgaoviding a decryption oracle that will accurately decrgipt
some debate about how to precisely formulate this notiphertexts encrypted under the replaced public key gives the
and we survey the main attempts in this section. We alatiacker more power than it would have in practice.
comment on their correctness, and provide a new and con- This represents an interesting philosophical question in

sistent nomenclature for the different notions. the construction of security models: do we give the attacker
as much power as is possible (perhaps subject to the restric-
2.3.1 Strong Type | Security tion that we must still be able to construct secure certificat

less encryption schemes)? Or should the model only try to
The original definition proposed by Al-Riyami and Patersoig¢flect a realistic attacker’s abilities? The former apploa
[3] is as follows. leads to strong security models, and potentially more com-
plex schemes. The latter approach may lead to more efficient
Definition 2 A certificateless encryption scheme is Strongchemes, but a scheme’s security can only be guaranteed if

Type I secure if every probabilistic, polynomial-time a&ttar - an attacker’s abilities have been correctly modelled. Vi sh
o' = (o7}, o7)) has negligible advantage in winning the INDeturn to this issue in Section 4.1.
CCAZ2 game subject to the following oracle constraints:

— /' cannot extract the private key for the challenge iden-3.2 Weak Type la Security
tity ID* at any time,

— &' cannot extract the private key of any identity foSeveral authors have judged Al-Riyami and Paterson’s Type
which it has replaced the public key, | security model to be too strong and proposed weaker ver-

— &' cannot extract the partial private key @* if «' sjons. We will consider each of the major alternatives intur
replaced the public kepkp- before the challenge wasThe strongest of these definitions, which we will term Weak

issued, Type la security, has been put forward by Bentad@al.
— o/, cannot query the Strong Decrypt oracle on the chattQ.

lenge ciphertex€* for the identitylD* unless the pub-
lic key pkp+ used to create the challenge ciphertext h@efinition 3 A certificateless encryption scheme is Weak
been replaced, Type la secure if every probabilistic, polynomial-time at-
— o' cannot query the Weak SV Decrypt or Decrypt ottacker.«#' has negligible advantage in winning the IND-
acles (although this functionality can be given by theCA2 game subject to the following oracle constraints:
Strong Decrypt oracle). . )
) o ) ~ — /' cannot extract the private key for the challenge iden-
In this model, the attacker is given no extra informatioe, i.  tity ID* at any time,
auxis the empty bit-string. — &' cannot extract the private key of any identity for
which it has replaced the public key,
/' cannot extract the partial private key @* if o'
replaced the public kepkp+- before the challenge was
issued,
</' cannot query the Strong Decrypt oracle at any time,
gfz' cannot query the Weak SV Decrypt oracle on the
challenge ciphertex€* for the identityID* if the at-
tacker replaced the public kgykp+ before the challenge
was issued.
gfz' cannot query the Decrypt oracle on the challenge ci-
phertextC* for the identitylD* unless the attacker re-
placed the public kepkp+ before the challenge was is-
sued.

This model gives as much power as possible to the at-
tacker. Its only restrictions are those necessary to pteven
attacks that would trivially allow the attacker to win, arnd t
prevent the attacker from asking for the private key of a user
with a replaced public key. This latter restriction was only
made because it was considered too difficult to achieve a no-
tion of security that doesn’t have this restriction.

It should be noted that the model expects the challenger
to be able to correctly respond to decryption queries made
on identities for which the attacker has replaced the public
key. This is a very strong notion of security and it is unclear
whether it represents a realistic attack scenario. In géner
decryption oracles are provided to an attacker to model the
fact that the attacker may be able to gain some informatigmthis model, the attacker is given no extra informatioa, i.
from a legitimate receiver about the decryptions of some ¢itixis the empty bit-string.
phertexts (for example, by bribing the legitimate receteer
give up the message or by deducing whether a ciphertext It should be noted that the original notion of Weak Type
is a valid encryption of a particular message by observirg security [10] did not give the attacker the ability to re-
the legitimate receiver’'s behaviour after receiving thgher- quest decryptions using the original private key vadiier
text). This situation cannot happen if we replace a publibe public key had been replaced. We make this small change
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to make the model more realistic. It does not affect the r2:3.4 Weak Type Ic Security
sults presented by Bentahetral.

The Weak Type la model seems to most realistically reastly, mostly for comparison with Type Il attackers, we
flect the potential abilities of an attacker. The attackar cgresent a final weak notion of security. This model of secu-
replace public keys with arbitrary values of its choice sthuity was briefly considered in an early version of a paper by
allowing for senders to be duped, but the attacker can sBidek and Wang [8]. This notion of security can be achieved
ask a legitimate receiver to decrypt any ciphertext with hisy a public-key encryption scheme alone.
original private key value (using the Decrypt oracle). Fur- -~ ) _
thermore, the attacker may be able to dupe a legitimate Refinition 5 A certificateless encryption scheme is Weak
ceiver into changing his public key and secret value to thBPe Ic secure if every probabilistic, polynomial-time at-
of the attacker’s choice (using a combination of the Replat&eker <" has negligible advantage in winning the IND-
Public Key oracle and the Weak SV Decrypt oracle), and §&§°A2 game subject to the following oracle constraints:

obtain encryptions and decryptions using keys formed from. ¢! cannot replace any public keys at any time,

arbitrary secret values. — &' cannot extract the private key for the challenge iden-
_ tity ID* at any time,
2.3.3 Weak Type Ib Security — o/' cannot query the Strong Decrypt or Weak SV De-

) ) _ _ cryptoracles,
A weakening of this model gives Weak Type Ib security_ ¢/ cannot decrypt the challenge cipherté&xt for the

[31]: identity ID*.
Definition 4 A certificateless encryption scheme is Wealf, this model, the attacker is given no extra informatioa, i.

Type Ib secure if every probabilistic, polynomial-time atayxis the empty bit-string.
tacker.«/' has negligible advantage in winning the IND-

CCA2 game subject to the following oracle constraints: The different types of oracl_e access that thes_,e models
— &/ cannot extract the private key for the challenge ide§ive t0 an attacker is summarised in Table 1. It is simple
tity ID* at any time to deduce the following relationships between the differen
— /' cannot extract the private key of any identity foPCtions of Type | security:
which it has replaced the public key, Strong Type k= Weak Type la
— o/' cannot extract the partial private key Wi if o' = Weak Type Ib=- Weak Type Ic
replaced the public kepkp+ before the challenge was

issued whereA = B if any scheme that i& secure must necessarily

— /' cannot query the Strong Decrypt or Weak SV D&2€B secure.
crypt oracles, ) ) . .
— /) cannot query the Decrypt oracle on the challenge &-3.5 The partial private key of the challenge identity

phertextC* and the identityD* unless the attacker re- o _
placed the public keypkp: before the challenge was is-There are further variations on these security models. Sev-

sued. eral schemes are proven secure in a weakened model in which
a Type | attacker is not allowed to query the partial private
key extraction oracle on the challenge identlDy. We de-
note these models with an asterisk; for example, the Weak
In this model, the attacker can replace public keys (i.€ype I6° model is exactly the same as the Weak Type Ib
dupe senders) and can ask for decryptions of ciphertexts sseurity model except that the attacker is not allowed to
ing the original private key values, but cannot dupe a recifjuery the partial private key extraction oracle on the chal-
ent into decrypting messages using a secret value chosenemge identity.
the attacker. This reflects security in a situation wheresuse This security model also has a natural interpretation. It
generate their public key values correctly (i.e. by usirg tlassumes that the attacker is unable to get hold of an idisntity
Set-Secret-Value andSet-Public-Key algorithms) and partial private keys except in specialised cases (for examp
never change their public key values once they are set. for the attacker’s own identity or where an entity has been
Another interpretation of the difference between Weatompletely corrupted). This can be achieved by a system
Type la and Weak Type Ib security is based on the impler which the KGC delivers the partial private key through
mentation of a certificateless scheme in a black-box devieseme confidential channel. Since, in practice, we would ex-
The Weak Type Ib security model guarantees security in thect partial private keys to be delivered confidentiallys th
case when the black box is tamper-proof in its generatiggmnot an unreasonable assumption. However, it does mean
of the secret value; the Weak Type la security model gudhat the confidentiality of the partial private keys becomes
antees that the scheme is secure when the black-box cap&eamount. Of course, an attacker that can obtain a patrtial
forced to re-generate its secret key value and may possiptywate key for an individual can always masquerade as that
be influenced in the way that this occurs (for example, bgdividual by publishing a false public key, but normallyath
side-channel attacks). attacker would be unable to compromise messages that were

In this model, the attacker is given no extra informatioa, i.
auxis the empty bit-string.
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Table 1 A Summary of the Oracle Access Provided to a Type | Attacker

Request Replace Extract Extract Partial| Strong | Weak SV | Decrypt
Public Key | Public Key | Private Key Private Key | Decrypt | Decrypt
Strong Type | v v v v v
Weak Type la v v v v v v
Weak Type Ib v v v v v
Weak Type Ic v v v v

1 This oracle is optional if using asymptotic security modetee Section 2.5.2

sent under the correct public key (including old messagesan be achieved by a public key encryption scheme alone,
A model which expressly forbids querying the extract partiae. a scheme which contains no identity-based component
private key oracle on the challenge identity presents nb suand in which the user simply publishes a public key. In such
guarantees. Hence, wherever possible, this model shouldagituation, it is easy to see that the above definition of Weak
be used. Type Il security corresponds exactly to the “multi-userf-de

inition of IND-CCAZ2 security.

Al-Riyami and Paterson justify the Weak Type |l secu-

2.4 Type Il Attackers rity model by noting that the KGC has no more power than

a certificate authority in a traditional PKI: if a maliciousre
The second security definition is designed to capture the nificate authority is allowed to replace public keys, by pro-
tion that an honest-but-curious key generation centreldhoducing certificates on false public key values, then that cer
not be able to break the confidentiality of the scheme. Hetificate authority can easily break the security of any pub-
we allow the attacker to have access to master private keyligykey scheme using a man-in-the-middle attack. Thus, any
settingaux= msk This means that we do not have to givenodel of security against a malicious CA must necessarily
the attacker explicit access to an Extract Partial Privatg Kforbid that CA from replacing public keys. Al-Riyami and
oracle, as they are able to compute these value for thefaterson simply extend this restriction to the KGC in a cer-
selves. The most important point about Type |l security ifficateless scheme.
that the KGC can trivially break the scheme if it is allowed There is one important difference between the CA archi-
to replace the public key for the challenge identigforethe tecture and the certificateless architecture: in the ceatt

challenge is issued. less architecture it may not be possible to detect the agtion
of a KGC that is publishing false public keys. If a CA re-
2.4.1 Weak Type Il Security places a public key, then the CA necessarily leaves evidence

of its crime — it must publish a certificate for the false pabli

Al-Riyami and Paterson [3] chose to prevent the trivial key<ey that is signed with the CA's private key. For a certifieate
replacement attack from occurring by forbidding the KGss scheme, the KGC may simply publish a new public key

from replacing any public keys at all, proposing the followfor a user without leaving any evidence to link that public
ing model: key to the KGC's fraud. We note that in the Baek, Safavi-

Naini and Susilo formulation, it may be possible to prove
Definition 6 A certificateless encryption scheme is Weathat a KGC committed a fraudulent act in a similar manner
Type Il secure if every probabilistic, polynomial-time atto the CA case, as it might be the case that only an entity
tackere/!" = (', 7)), which is given the auxiliary infor- in possession of the partial private key can compute a valid
mationaux= msk has negligible advantage in winning theublic key. Since only the KGC and legitimate users are as-
IND-CCA2 game subject to the following oracle constraint$umed to have knowledge of user’s partial private key, any
alid but fraudulent public key value must have been pub-
tity ID* at any time, Ished by the KGC. The topic of whether these attacks are

— /"' cannot query the Extract Partial Private Key oraciossible or not is related to the subject of denial of decryp-
at any time tion (see Section 2.7).

— /" cannot replace public keys at any time, _
— " cannot query the Strong Decrypt or Weak SV De-4.2 Strong Type |l Security

crypt oracles at any time,

— )1 cannot query the Decrypt oracle on the challenge'® Weak Type Il model prevents the attacker from replac-
ciphertexiC* and the identityD*. Ing public keys. However, by denying the KGC the ability to

replace public keys or query more powerful decryption or-

This roughly corresponds to the weakest notion of saeles, we might be denying it the ability to perform certain
curity proposed for Type | attackers, and it is easy to sa#tacks that might occur in practice, and we are certainly

that any scheme that is Weak Type Il secure is necessaritt providing it with the huge level of power provided to a
Weak Type Ic secure. Furthermore, this notion of securitrong Type | attacker. Hence, we should consider whether

— /" cannot extract the private key for the challenge ide
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the KGC gains any advantages if we allow it to replace pubracle, but is instead given access to an Extract Secre¢Valu
lic keys (subject to the restriction that it cannot replaoe t oracle:
public key of the challenge identity until after the chatien

has been issued) or allow it access to more powerful decryp- Extract Secret Value The attacker supplies an identity
tion oracles. _ ID and the challenger responds with the secret vapie
Clearly, unless we permit the attacker to access a spe- zssociated with that entity. If the identity has no associ-

cialised decryption oracle, the ability to replace is pebli  ated secret value, then the challenger generates one by
keys is useless to an attacker. This is because the attackefynningset-Secret-value.

cannot replace the challenge public key before the chadleng

cause the attacker can always compute the full private

of a user given their identityD and their secret valugp : )

themselves. Hence, all of the Weak Type Il security modevl\gth an Extract Secret Value oracle:

that we might propose (based on the Weak Type | security | . .

models) are equivalent. = &/’ cannot extract the secret value of any identity for
However, if we follow the principle that we should give Whl'Ch it has replaced the public key,

the attacker as much power as possible, then there is some?  cannot query both the Extract Partial Private Key or-

merit in considering a Strong Type I security model. This _acle z_j\nd the Extract Secret Value oracle on the challenge

gives an equivalent security level for the scheme agains Ty 'd"f”t'ty'

Il attackers as is demanded for Type | attackers. It is unrea= %2_cannot query the Weak SV Decrypt oracle on the

sonable to require a scheme to meet the Strong Type | secu-challenge cipherteXi” for the identitylD* and using the

rity level, without also requiring to meet the Strong Type II  S€cret valueqp- if the attacker has queried the Extract
security level. Secret Value oracle for the public key used to create the

challenge ciphertext and receive the respofise
Definition 7 A certificateless encryption scheme is Strong
Type Il secure if every probabilistic, polynomial-time atThe |ast condition only applies to the Weak Type la security
tackers’!! = (', ), which is given the auxiliary infor- model (see Definition 3).
mationaux= msk has negligible advantage in winning the

IND-CCAZ2 game subject to the following oracle constraint:;:i:C We denote a security model in which the attacker has

cess to an Extract Secret Value oracle using a dagger; for
— /" cannot extract the private key for the challenge ideexample, the Weak Type 1tmodel is exactly the same as

tity ID* at any time, the Weak Type Ib security model except that the attacker has
— &/"' cannot extract the private key of any identity fomccess to an Extract Secret Value oracle instead of an Extrac
which it has replaced the public key, Private Key oracle.
— o/ cannot query the Extract Partial Private Key oracle Thjs change gives rise to slightly more powerful security
at ﬁ‘”y time, ] _ . models. The attacker can simulate an Extract Private Key
— /. cannot output a challenge identiy* for which it oracle by making queries to both the Extract Partial Private
has replaced the public key, Key and Extract Secret Value oracles, and then assembling

~ o/;' cannot query the Strong Decrypt oracle on the chahg fyl private key itself. However, the attacker now has th
lenge ciphertex€" for the identitylD* unless the pub- gpjjity to find out the secret value associated with a public
lic key pkip+ used to create the challenge ciphertext hggy (and, in particular, the secret value associated with th
beﬁ?n replaced, challenge identity). This is not an ability that the attadike

— /" cannot query the Weak SV Decrypt or Decrypt ofgyaranteed to have in the normal security models.
acles (although this functionality can be given by the It is interesting to note that only schemes with deter-

Strong Decrypt oracle). ministic Set-Public-Key algorithms can achieve security
The different types of oracle access that these mod@gainst attackers with access to a Extract Secret Value ora-
give to an attacker is summarised in Table 2. cle. If theSet-Public-Key algorithm is probabilistic, or if
itis possible to find two public keys that a sender will recog-
nise as valid for a single secret value, then the scheme must

2.5 Secret Value Oracles be weak. The attacker simply requeskg, for an identity of
their choice, then recovexs using the Extract Secret Value
2.5.1 Type | Attackers oracle, computes a distinct public kel # pkp using the

Set-Public-Key algorithm, and replaces the public key for
Cheng and Comley [14] have proposed a variation on tHe with pkiy. The attacker can now legitimately decrypt the
above security models. In the Cheng and Comley variatiahallenge ciphertext* using the Decrypt oracle and recover
the attacker is not given access to an Extract Private Kiwe underlying message.
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Table 2 A Summary of the Oracle Access Provided to a Type |l Attacker

Request Replace Extract Extract Partial| Strong | Weak SV | Decrypt
Public Key | Public Key | Private Key | Private Key | Decrypt | Decrypt
Strong Type Il v v v v
Weak Type Il v v v

1 This oracle is optional if using asymptotic security modetee Section 2.5.2
2 This oracle is unnecessary as the attacker may computenittidn without querying the oracle

2.5.2 Type Il Attackers 2.5.3 Practical Considerations

Itis possible to allow the use of Extract Secret Value omclé can be argued that allowing the attacker access to an Ex-

for Type Il attackers too. In this case, we must apply tH&act Secret Value oracle does not reflect reality. In a nbrma

following oracle conditions to exclude trivial attacks: mode of use, a secret value will be used to generate a pub-
lic/private key pair for an entity and then deleted. In such a

— o7'"" cannot query the Extract Secret Value oracle on tiseenario, it does not seem likely that an attacker will be abl

challenge identityD* at any time, to extract the secret value at any point. However, it might
— /"' cannot extract the secret value of any identity fd?e possible for an attacker to persuade a receiver to give up
which it has replaced the public key. some information about his secret value or to obtain some

information about a secret value as it is generated (for ex-
However, it can be shown an Extract Secret Value orample, using some form of side-channel analysis). Hence,
cle will not significantly help a Type Il attacker. Considewhenever possible, it is prudent to prove the security of a
an attacker that has access to an Extract Secret Value @h-PKE in a model that allows access to an Extract Secret
cle. We may simulate that oracle for that attacker if we covalue oracle, simply to provide a ‘margin of error’ for the
rectly guess the Request Public Key oracle query that defirsesurity model.
the value of the public key used during the challenge phase. Extract Secret Value oracles should definitely be included
We respond to all other Request Public Key queries (i.e. allany model that attempts to model the situation where cer-
gueries that are not about the challenge public key) by gdificateless encryption is used to encrypt messages ‘irgo th
erating the public/private key pair ourselves. We respendfuture’. In such a situation, we have to protect against a cu-
the attacker’s oracle queries as follows: rious receiver (who knows his own secret value) who wishes
to read a message before being issued his partial private key
— The Replace Public Key oracle and the Strong Decrypt Obviously, in the Baek, Safavi-Naini and Susilo formu-
oracle can be used as normal as they ignore the origitation, in which the concept of secret values can be elimi-
public key values. nated, it does not make much sense to give the attacker ac-
— The Extract Secret Value oracle can be simulated by meess to an Extract Secret Value oracle.
turning the secret value used during the original key gen-
eration. Note that by definition, the attacker cannot query
the Extract Secret Value oracle on the challenge identi6 Security Against Malicious KGCs
— For all identities except for the challenge identity, the
Decrypt oracle can be simulated by using the origindhe original Type Il security model only ever considered
private key to decrypt ciphertexts. The original Decry@n honest-but-curious KGC. The models assume that the
oracle can be used to handle Decrypt oracle queries KBC generates its keys in complete accordance with the
the challenge identity. Setup algorithm, including deleting any data used during
the setup procedure but not explicitly contained within the
Note that here we have completely simulated the Extrao@ster keys. This does not necessarily reflect reality when
Secret Value oracle. Therefore the oracle may be remowed consider a KGC that is attempting to break user confi-
from the security model at the cost of guessing which Rdentiality. A new model was proposed by A al. [5] to
quest Public Key query defines the value of the challengeercome this deficiency.
public key. This is similar to the argument that states that The model of Auet al. allows the attacker to choose the
the “multi-user” IND-CCAZ2 security for public key encryp-master public key, subject to the restriction that it comes
tion is equivalent to the “single-user” IND-CCA2 securityffrom some recognisable se¥ &2.# defined by the certifi-
model. A similar argument can also be used to show thedteless scheme and containing at least all possible master
the Extract Private Key oracle does not significantly helppublic keys that could be output by tlsetup algorithm.
Type | or Type Il attacker. We choose to leave these orahis presents a choice as to which oracles the attackerghoul
cles in the security models in order not to disguise the lobe allowed access. Since the master public key is produced
of concrete security given by the necessity of guessing thg the attacker, and so only the attacker would know the
challenge public key. underlying master private key, or even whether such a key
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exists, it would be difficult to provide the attacker with aca decryption oracle. In other words, we need to propose a
cess to any oracle which would usually require knowledgew weak decryption oracle:

of an entity’s partial private key to function. Hence, the at
tacker is not given access to Extract Partial Private Key, EX~
tract Private Key, Weak SV Decrypt or Decrypt oracles. (It
is possible to define an attack game in which the oracles are
expected to respond to oracle queries even without knowing
the underlying partial private key. This is consistent vtita
definition of a strong decryption oracle, which forces the de
cryption oracle to compute decryptions of ciphertexts with

out necessarily knowing the private key. However,étal. |tis reasonable to assume that the functionality given sy th
chose not to follow this approach. This is consistent with thyracle should not be available either to a Type | attacker (i.
decision of Al-Riyami and Paterson not to allow an attackgf attacker who is not the KGC) or a Type Il attacker (i.e. an
to be able to query the extract private key/extract secteevahonest-but-curious KGC who computes of all its algorithms
oracle on a replaced public key.) correctly). However, it cannot be ignored in the malicious
However, there are still problems that need to be solvedGC setting. Unfortunately, this oracle is not considenmed i
The first of which is that by denying the attacker the abilitthe Auet al. paper and therefore their model must necessar-
to query either the Extract Partial Private Key and Extraity be considered incomplete. Note that the functionality o
Private Key oracles, the attacker has no way of corruptifigis oraclecannotbe simulated by a strong decryption ora-
a user and learning their long term private key. One way tfe.
compensate for this is to insist that the attack model allow The allowable use of this new oracle is also an inter-
the attacker to query an Extract Secret Value oracle (see Sgsting question. It is clear that one can trivially break the
tion 2.5). However, this solution only seems valid in modelsonfidentiality of a scheme if one can submit the challenge
which make use of secret values. It may be less valid in thphertexiC* to the Weak PPK Decrypt oracle along with a
Baek, Safavi-Naini and Susilo model, in which the concepbrrect partial private keghp+ for ID*. It would be nice if we
of a secret value can be eliminated. In such a situation, agsuld allow the attacker to query the Weak PPK Oracle on
has to consider consider extracting a private key belongitig ciphertexC* with partial private key values which are
to a user that has been given a specific partial private kéycorrect” for the identitylD*; however, this pre-supposes
value. It is possible that a malicious KGC might send a usgiat the users and the challenger in the security model can
a specific partial private key, which the user will use to fornell the difference between correct and incorrect keys (us-
a public/private key pair, before the malicious KGC in somigg only knowledge of the master public keyK. Since we
way corrupts the user and obtains the private key value.dannot guarantee this to be the case, we choose instead to
other words, it may be considered necessary to allow the &ipulate that the challenge ciphert€xt cannot be submit-
tacker access to the following oracle: ted to the Weak PPK Decrypt oracle at all and note that the
potential for a stricter security model exists.
We therefore arrive at a new model for malicious KGCs
which is heavily based on the existing &tial. model). An
ftacker is defined as a triple of algorithifag]' , o', 7))
¥%nd the attack game is altered as follows:

We note, however, that the attacker should not be able to Uge The attacker executeg!! on the input ¥. o terminates
a public key value derived in this way as the challenge pub- py outputting a master public key valueoke .7 2%
lic key, or the attacker would be to trivially win the game.  and some state informaticstate. </)' may not query
This means that the Extract Private Key From PPK oracle any oracles during this phase of the attack game.
can be simulated by an attacker that simply generates a se-The attacker executes! on the inpusstate. During its
cret value, and computes these public and private key$.itsel executiomzfl” may query its oracles as usuai/i“ ter-

Hence, it is not necessary to include this oracle expligitly i -i0o by outputting an identitp*, two equal-length

the security model. messagefTy, m;) and some state informatictate .

There is another type of attack that must be consideregl. The challenger randomly chooses a tbit {0,1} and
In the current security model, the attacker is unable toinbta computes the challenge ciphertext as befo}e,Ofe.:

decryptions of ciphertexts, as the implementation of ary de Encrypt(mpk ID*, pkp+, M) Using the value opkip-
cryption oracle requires knowledge of a partial private. key currently associated with the identitp*.

This seems to run contrary to the spirit of an IND-CCAZ; The attacker executes' on the input(C*, statq). Dur-
definition of security. Furthermore, we may apply the same ing its executiorw’z” may query its oracles as usuaiiz!'

logic as in the previous paragraphs to this situation angjima terminates by outputting a guelssor b
ine situation in which a malicious KGC sends a user a spe- '

cific partial private key, which, when combined with theiThe attacker wins the game lif= b/’ and its advantage is
secret value, might leak information that aids an attacker \defined in the usual way.

Weak PPK Decrypt The attacker supplies an identity
ID, a partial private keyp, and a ciphertex@. The chal-
lenger computes the full private ka¥p for the identity
from the (correct) secret valugy and the supplied par-
tial private keydp; then returns the decryption 6fun-
der this private key. If either process fails, then the ora-
cles returnslL.

— Extract Private Key From PPK: The attacker supplies
and identitylD and a partial private keghp, and the or-
acle returns both the public and private key values co
puted for that identity using the given partial private ke
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Definition 8 A certificateless encryption scheme is Maliunable to determine which public key to use when encrypt-
cious Strong Type |l secure if every probabilistic polynati ing a message. In preprints of this paper, we have termed
time attackere’!! = (o7} ,.«7]', 7)') has negligible advan- this the public key distribution problem. In a paper by Liu,
tage in winning the above attack game subject to the follovu and Susilo [25] this is termed a “denial of decryption”
ing oracle constraints: attack as a sender that uses a false public key denies the re-

. . ceiver the opportunity to decrypt the ciphertext.

- ! may not query the Extract Partial Private Key, EX- = coniicateless encryption scheme is said to resist de-
tract Private Key, Weak SV Decrypt or Decrypt oracleg;g| of decryption attacks ifitis impossible for a polynahi
atany time, time attacker to observe a genuine public k#yand com-

~ o May not query any oracle, - . __ pute a new public keypK which is valid but acts in a sub-

— /1 may not output a challenge identt ™ for which it sanially different way topk. In particular, it should be im-
has replaced the public key, ossible to find a messagewhich can be encrypted under

~ </}’ may not query the Weak PPK Decrypt oracle withy 1o give a ciphertext that a genuine receiver will decrypt

the ciphertextC* on the identitylD* (with any partial give a value other tham.

priI\I/ate key value), Obviously, public keys that are generated using the origi-
— @/, may not query t*he Strong De_crypt* oracle on thgy| formulation of Al-Riyami and Paterson (see Sectioni. 1.
challenge ciphertex€* for the identitylD” unless the can pever resist these denial of decryption attacks. In the
public key pkp- used to create that ciphertext has be€y_Riyami and Paterson formulation, an attacker can always
replaced. generate a secret value (usiBgt-Secret-Value) and a
_— e . . .valid public key (usingSet-Public-Key) and claim that
Definition 9 A certificateless encryption scheme is Malizic kgy beIongs (to ar?oteher Ese;CHeﬁ:)e if we are to have
cious Weak Type Il secure if every probabilistic polynomialyy ¢tems that resist denial of decryption attacks, then we ar
time _atta_cke_r;zf = (o, ), ) has negl|g|ble advan- forced to use the Baek, Safavi-Naini and Susilo formulation
tage in winning the above attack game subject to the foIIoWs—ee Section 2.1.3). In this formulation, public keys calyon

ing oracle constraints: be created after receiving partial private keys.

— g may not query the Rep|ace Public Key, Extract Par- In order to model denial—of—decryption attacks, Liu, Au
tial Private Key, Extract Private Key, Strong Decryptand Susilo [25] proposed the following attacker game for an
Weak SV Decrypt or Decrypt oracles at any time, attackers/:

Il

- "%“ may not query any oracle, 1. The challenger generates a master key (pajgk msk =

— a7, may not query the Weak PPK Decrypt oracle with Setup(1¥)
the C|pr|1(ertex1|C* on the identitylD* (with any partial 2. The attacker executeg on mpk During its execution
private key value), <71 may have access to certain oracles (described subse-

quently).< terminates by outputting an identit®* and

. . T— . _
Note that a Malicious Strong Type'lattacker may sim a messagar.

ulate a Strong Type Tl attacker by setting# to run the

Setup algorithm and storing the complete master key pafhe attacker wins the game if

(mpkmsK. The attacker’s knowledge of the master private i

key allows the attacker to simulate the Extract Partial Pri= C* = Encrypt(mpKID*, pkp-,m") 7L wherepkp: is

vate Key oracle. A Malicious Weak Type'lattacker may the public key currently associated with the identidy,

simulate a Weak Type Tllattacker in the same way. Again, and ) o

the attacker's knowledge of the master private key allows Decrypt(mpk skp:,C*) # m* whereskp- is the (origi-

the attacker to simulate the Extract Partial Private Key and Nal) private key for the identitiD".

Weak SV Decrypt oracle. However, the Weak PPK Decryple wish to give the attacker access to as many oracles as

oracle is necessary to simulate the Decrypt oracle. The Qisssipe, while still preventing the trivial attacks thatar

ferent type of oraqles given to an attackgr is summarised{fen the attacker is given accessdg-. We give the at-

Table 3. The relationship between the different types of Sggyer access to Request Public Key, Replace Public Key,

curity models for Type Il attackers is shown Figure 1. gyiract Partial Private Key, Extract Private Key, Strong De
crypt, and Decrypt oracles. (Since we are forced to use the
Baek, Safavi-Naini and Susilo formulation, there is no con-

2.7 Denial of Decryption Attacks cept of a secret value and so we cannot give the attacker
access to a Extract Secret Value or Weak SV Decrypt ora-
2.7.1 Type | Attackers cle.)

One potential problem with certificateless encryption & thDefinition 10 A certificateless encryption scheme is Strong
a sender may be presented with a choice of public keys whigbD-Free if every probabilistic polynomial-time attacker
claim to belong to a given individual. Since none these pubas negligible advantages in winning the DoD-Free game
lic keys are verified by a trusted authority, the sender may bebject to the following oracle constraints:
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Table 3 A Summary of the Oracle Access Provided to a Malicious Typktthcker

Request Replace Extract Extract Partial] Strong | Weak PPK] Weak SV | Decrypt
Public Key | Public Key | Private Key | Private Key | Decrypt| Decrypt Secret
Mal. Strong Type 1 v v v v
Mal. Weak Type Tl v v

Fig. 1 The relationship between security notions for Type |l ditais
Malicious Strong Type . =  Malicious Weak Type fi
Strong Type If = Weak Type I = Weak Type I¢

4
Strong Type Il = Weak Type Il =  Weak Type Ic

— &/ cannot output an identityo* of which it has extracted An extended system of this form would share many similar-
the partial private key. ities with a standard PKI system (see Section 3.6).

Definition 11 A certificateless encryption scheme is Weak
DoD-Free if every probabilistic polynomial-time attacker
has negligible advantages in winning the DoD-Free ga
subject to the following oracle constraints:

rﬁeSurveying Certificateless Encryption Schemes

We shall now attempt to survey the existing literature and
— o/ cannot output an identityp* of which it has extracted constructions for certificateless encryption schemes. iWe w
the partial private key, do this by breaking the literature down into a series of top-
— f cannot query the Strong Decrypt oracle at any timeics. The different constructions of certificateless entioyp
scheme are summarised in Table 4. This table differenti-
2.7.2 Type |l Attackers ates between concrete constructions (which give a full de-
scription of a specific certificateless encryption schemd) a
The aforementioned definition of “denial of decryption” atgeneric constructions (which _descrlbe a method for coostru
tacks only consider Type | attackers. A KGC can always pdfid 2 certificateless encryption scheme from other primi-
form denial of decryption attacks as the KGC can alway¥es)-
compute a correct partial private kelp and a correct se-
cret valuex;p, and form a valid public key. Therefore, the
best situation that one might be able to hope for is that tBel Concrete Certificateless Encryption Schemes
KGC cannot create a new public key for an identity without
somehow leaving some evidence as to its illegal action. THike notion of certificateless encryption was introduced by
is the case for a CA, which, if it certifies a false public keyAl-Riyami and Paterson [2,3]. This paper also introduced a
must produce a certificate signed using the CA's private keypncrete scheme (Al-Riyami—Paterson 1) which was proven
Since this signature cannot be produced by any entity excepture in the random oracle model for the original secu-
the CA, any certificate produced on a false public key indiity models. A second paper by Al-Riyami and Paterson [2,
cates that the CA must have performed an illegal operatiofi. was published two years later. This paper introduced a
Unfortunately, it is not clear how to phrase a reasonaliew concrete certificateless encryption scheme (Al-Riyami
“denial of decryption” requirement for a Type Il attackerPaterson 2) which claimed to be more efficient than the orig-
even for a scheme using the Baek, Safavi-Naini and Susit@l scheme. Both of these papers began by introducing a
formulation. The problem lies in that it is impossible to-difweakly secure scheme and applied techniques similar to the
ferentiate between a public key produced and distributed Byjisaki-Okamoto transform [19] to the weaker scheme to
a legitimate user and a public key produced and distributadhieve full security. However, both papers proved the-secu
by a cheating KGC. In the case of CA, the CA will keepity of the full scheme directly.
records of the protocol undertaken with the user to publish a Unfortunately, the second Al-Riyami and Paterson scheme
key; if these records cannot be produced then the CA muss broken (independently) by Libert and Quisquater [24]
have fraudulently created a certificate. Since, in a cegtific and Zhang and Feng [34]. Each of these papers proposed a
less system, the user does not have to interact with the K@i for the scheme. Zhang and Feng proposed a ‘tweaked’
(beyond initially receiving a partial private key) in order version of the scheme without attempting to prove its se-
produce a new public key, it is impossible to tell whether eurity. Despite the lack of proof, the scheme appears to be
new public key was produced by the user or not. secure, and is very similar to the Cheng and Comley [14]
We note that if the process of creating a public key washeme (which is proven secure in the random oracle model).
extended to include a protocol interaction between the uddbert and Quisquater suggested that the Al-Riyami and Pa-
and the KGC, then a sensible security notion can be achietedson scheme could be secured by applying the certificate-
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Table 4 A Survey of Certificateless Encryption Schemes

| Scheme | Reference | Style [ Model | TypelModel ] Type 1T Model | Broken? |
Al-Riyami 17/ Yum—Lee 1 [2,31] Generic Weak Type 16 Weak Type Il [20,24]
Al-Riyami 2 [2] Generic No proof given No proof given Sec.3.2
Al-Riyami 3 [2] Generic --- No proof given No proof given [24]
Al-Riyami—Paterson 1 [2,3] Concrete ROM Strong Type | Weak Type I
Al-Riyami—Paterson 2 [2,4] Concrete ROM Strong Type | Weak Type I [24,33]
Au et al. [5] Concrete | ROM Strong Type1' | Mal. Strong Type I ?
Baek-Safavi-Naini—-Susilg [7] Concrete ROM Strong Type1 Weak Type I ?
Bentahaet al. [10] Generic ROM Weak Type la Weak Type I
Cheng—-Comley [14] Concrete ROM Weak Type I Weak Type I
Dent-Libert—Paterson 1 [16] Generic Strong Type | Strong Type Il
Dent-Libert—Paterson 2 [16] Concrete Strong Type | Strong Type Il
Dodis—Katz Sec 3.5 Generic Weak Type I& | Mal. Weak Type I
Lai—Kou 1 [23] Concrete ROM Strong Type | Weak Type I ?
Lai—Kou 2 23 Concrete ROM Strong Type | Weak Type I ?
Libert—Quisquater 1 24 Generic ROM Strong Type | Weak Type I
Libert—-Quisquater 2 24 Generic ROM Strong Type | Weak Type I
Libert—Quisquater 3 24 Generic ROM Strong Type | Weak Type I
Libert—-Quisquater 4 24 Concrete ROM Strong Type | Weak Type I
Liu—Au—Susilo 25 Concrete Weak Type la Weak Type I
Huang-Wong 1 [21] Generic Weak Type 14T | Mal. Weak Type Ii*
Huang-Wong 2 [22] Generic Weak Type 1&" | Mal. Weak Type Ii*
Huang-Wong 3 22 Generic Weak Type 1&" | Mal. Weak Type Ii*
Shi—Li 28 Concrete ROM Strong Type | Weak Type I
Yum-Lee 2 32 Generic Weak Type l&a Weak Type I [20]
Zhang-Feng [33] Concrete No proof given No proof given ?

* = The attacker is not allowed to query the partial private &elyaction oracle on the challenge identity
T = The attacker has access to a secret value extractioreanatéad of a private key extraction oracle
# = The attacker does not have access to a Weak PPK Decrype oracl

less Fujisaki-Okamoto transform to the underlying weak cetances of an identity-based encryption scheme and a public
tificateless encryption scheme (see Section 3.2). key encryption scheme can be combined to give security.

Libert and Quisqguater also proposed an efficient concrdibe user’s public key would be the public key of the public-
certificateless encryption scheme (Libert—Quisquatehnd) t key encryption scheme. The user’s private key would be the
is proven secure in the random oracle model. This schemed@nbination of the user’s identity-based private key (sup-
similar to, but more efficient than, the scheme by Shi and plied by the KGC as the partial private key) and the private
[28]. key for the public-key encryption scheme.

However, these schemes are all proven secure in the ran-The first attempt to construct certificateless encryption
dom oracle model or are only proven secure in weak se@¢hemes in this manner were given by Al-Riyami [2] and
rity models. Hence, there was a question as to whether itwagn and Lee [31]. The following constructions were ob-
possible to prove the security of a certificateless enasyptitained:
scheme in a strong security model without the use of the
random oracle model. This question was answered by Dent, A|-Rjyami 1/Yum—Lee 1 sequentially compose the public-
Libert and Paterson, who proved the security of two schemes key encryption scheme and the identity-based encryption
[16] in the Strong Type | and Strong Type Il models with-  scheme. The ciphertext is formed by first encrypting the
out using random oracles, including one concrete scheme message using the public-key scheme and then the re-
based on the Waters identity-based encryption scheme [30] sylting ciphertext is encrypted using the identity-based
and the Boyen—Mei-Waters hierarchical identity-based en- encryption scheme.
cryption scheme [13]. — Al-Riyami 2 sequentially composes the identity-based
encryption scheme and the public-key encryption scheme.
The ciphertext is formed by first encrypting the message
using the identity-based encryption scheme and then the
resulting ciphertext is encrypted using the public-key en-
Soon after the introduction of the notion of certificateless cryption scheme.
encryption, researchers turned their attention to the -ques Al-Riyami 3 composes the identity-based and public-key
tion of designing a certificateless encryption scheme using encryption schemes in parallel. The ciphertext is formed
a public-key encryption scheme and an identity-based en- by splitting the ciphertext into two sharesands, such
cryption scheme. The intuition was simple: independent in- thats; $ s, = m, encryptings; under the identity-based

3.2 Generic Constructions
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encryption scheme and encryptisgunder the public- 2 and Huang—Wong 3) that can be proven secure without the
key encryption scheme. use of the random oracle methodology and are only slightly

A second scheme was also proposed by Yum and Lee [égﬁs efficient that the Bentahat al. construction. The con-
The Yum-Lee 2 scheme is similar to the Al-Riyami 1/Yum—= uctionis similar to Huang-Wong 1 (see Section 3.4).

Lee 1 scheme except that the public-key encryption schem? Libert and Quisquater [24] propose a different method

; , . . . constructing secure certificateless encryption sclseme
IS replaced with a second instance of the identity-based §i4 a certificateless version of the Fujisaki-Okamoto trans
cryption scheme.

Unfortunately, none of these naive schemes are sec foFEJm. This transform works in the random oracle model and
. A . ) duces a strongly secure certificateless encryptiomsehe
Libert and Quisquater [24] note that Al-Riyami 1/Yum—Le'$; gy b

. . , m a suitably random certificateless encryption scheme
1 can be easily broken if the attacker can obtain the Parygby is secure against attackers who do not make decryption

private key (identity-based decryption key) of the chajien oracle queries. (The “suitably random” condition is a téchn

identity. (It should be noted that Yum and Lee specificall - - : : -
exclude this possibility in their security proof.) Galinddo- cal necessity known gsuniformity,) Libert and Quisquater

rillo and Rafols [20] use a similar technique to break t 0 on to note that the three naive generic constructions (Al-
scheme in the Weak Type Il model. This attack applies"ééyamI L¥um-Lee 1, Al-Riyami 2, Al-Riyami 3) are secure

the second Yum and Lee scheme too. ainst attackers who do not make decryption oracle queries

. . . . Thus, applying the certificateless Fujisaki-Okamoto trans
L|bgrt and Quisquater [24] prove that AI-Rlyaml. 3 €a5rm, we can obtain three certificateless encryption sclseme
be easily broken using two decryption oracle queries:

Offat are secure in the random oracle model against stron
that recovers the shasg and one that recovers the shage 9 9

) ; . . attackers (Libert—Quisquater 1-3).
_ Libert and Quisquater [24] also note that Al-Riyami z Since the certificateless Fujisaki-Okamoto transform is
is not secure in the Strong Type | model. However, we ¢

q trate that the sch h . bl ed in the construction of several schemes, we briefly re-
emonstrate thatthe scheme has more Serious problems. i it here. Le'Setup, Extract-PPK, Set-Secret-Value,

scheme fails to achieve Weak Type Ib security. Consider §£'t—Public—Key Set-Private-Key, Encrypt, Decrypt
attacker who replaces the public key of the challenge idlenty o, 5 cortificateless encryption scheme that is secure agains

with a public keypk for which the attacker knows the Cor-pyaers that do not make decryption oracle queries. Let
responding private kegk The attacker may now *strip off” |jaqpe 4 hash function. We will assume thag(x;r) de-

the public key component of the challenge ciphertext USiRtes the execution of the algorithrhg on the inpuk Using
skto leave the ciphertext for the identity-based encryptiqp

. : random coins. The fully secure certificateless encryp-
scheme. The attacker may now re-encrypt the |dent|ty—bastﬁ.ﬁ] y yp

. : - . S scheme, denoted using primes, is shown in Figure 2.
ciphertext using the original public key value. This is ke \qte that only thegncrypt and Decrypt algorithms are
to result in a new ciphertext which can be submitted to t

. %anged.

Decrypt oracle to retrieve the value of the challenge mes- Lastly, Dent, Libert and Paterson [16] have presented a
sage. h L 110 h th bl ¢ scheme that is secure against Strong Type | and Strong Type
_Bentahaet al. [10] approach the problem of constructy auackers without requiring the use of the random oracle
ing a certificateless encryption scheme in a different manng, , yo| Their construction combines a certificateless gncry
These authors show that a certificateless encryption SChefif \hich is secure against attackers that make no decryp-
may be constructed by composing a certificateless KEM W, racle queries, a public-key encryption scheme and a
algtar_ll%qrd DEM in a mannler similar to _Cran;]er and Sh,OHBn—interactive zero-knowledge proof system. This demon-
[15]. This construction involves separating the encryptiGy e that strongly secure certificateless encryptiberaes

scheme into an as_yrl?metnc;: KEM part (Wlh'(?h rfm]fj?]mlykge%kist if trapdoor one-way permutations and identity-based
erates a symmetric kd¢and an “encapsulation” of thatkey)e oy ntion schemes that are secure against attackers who

and a symmetriq DEM part (which encrypts a message Uiake no decryption oracle queries exist.
der the symmetric kei(). Bentahaet al. were able to pro-

pose a notion of security for a certificateless KEM that en-

abled them to prove that the combination of a secure KEBI3 The Baek, Safavi-Naini and Susilo Formulation

and a secure DEM is secure in the Weak Type la and Weak

Type Il models. The authors also propose a generic certliaek, Safavi-Naini and Susilo presented an alternative for

cateless KEM based on the parallel composition paradignulation for certificateless encryption (see Section 2.ih.3

of Al-Riyami 3 and prove that this scheme is secure in thwehich a user can only produce their public key after receiv-

random oracle model. ing the partial private key. This allowed them to present a
Huang and Wong [22] extended the concept of a certifiertificateless encryption scheme [7] which does not requir

cateless KEM to a certificateless Tag-KEM, mirroring tha pairing. Unfortunately, the authors have recently rexgkal

work of Abeet al.[1] in the public key setting. The advan-that a flaw in their proof has been found [6]. Thus, the secu-

tage of Tag-KEMs is that they can be combined with pasty of the scheme has to be viewed as unproven.

sively secure DEMs and still produce schemes which are Certificateless encryption schemes that are presented in

fully secure against active attackers. Huang and Wong pthe Baeket al. formulation have the opportunity to resist

posed a generic secure KEM and Tag-KEM (Huang—Womignial of decryption attacks (see Section 2.7).
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Setup = Setup’ Encrypt’(mpk pk, 1D, m) Decrypt’(mpk sk C)

Extract-PPK = Extract-PPK’ 1. Randomly chose ¢ {0,1}% 1. Computam||o = Decrypt (mpk sk C)
Set-Secret-Value = Set-Secret-Value’ 2. Setr = Hash'm, g,pk D) 2. Setr’ = Hashm, g, pk, ID)
Set-Public-Key = Set-Public-Key’ 3. SetC = Encrypt (mpkpk, ID,m||g;r) 3. SetC’' = Encrypt(mpkpk, ID,m||a;r’)
Set-Private-Key = Set-Private-Key’ 4. OutputC 4. 1f C=C/, outputm. Otherwise, output

Fig. 2 The Certificateless Fujisaki-Okamoto Transform

Liu, Au and Susilo [25] produced the original model foattackers by applying the certificateless Fujisaki-Okamot
security against denial of decryption attacks and propaesettansform of Libert and Quisquater (see Section 3.2) to a
generic construction that combined a certificateless @acrguitably random scheme that is secure against Malicious Typ
tion scheme and a certificateless signature scheme to fdti? attackers that do not make any decryption oracle queries.
a certificateless encryption scheme that is secure againstltis important to note that Aet al. prove the security of their
nial of decryption attacks. Essentially, the scheme irmslvscheme in a security model that does not allow Weak PPK
a user signing the public key for their certificateless eperyDecrypt oracle queries.
tion scheme using the certificateless signature scheme. AnyUnfortunately, we can show this transform is not secure
attempt to create a new public key for an identity will faikgainst Malicious Type |l attackers in general. In particu-
because it is impossible to forge a signature on the publét, we use the Weak PPK Decrypt oracle to show that there
encryption key value exists a scheme secure against Malicious Typeattack-

The first attempt to produce a concrete scheme thateis that make no decryption oracle queries but for which the
secure against denial of decryption attacks is also given Byjisaki-Okamoto transform fails to give a scheme thatis se
Liu, Au and Susilo [25]. Their paper proposes a normal cegure in the full Malicious Type Il model. Since, we believe
tificateless encryption scheme based on the Waters identityat the correct model for security against allows the &&ac
based encryption scheme [30] and the Boneh—Katz convatcess to an Weak PPK Decrypt oracle, we conclude that the
sion for CCA security [12]. They apply their generic transeertificateless Fujisaki-Okamoto transform is not suffitie
form to this scheme to give a DoD-Free certificateless etw-provide security against malicious KGCs.
cryption scheme. Huang and Wong [21] claim to break this SupposéSetup,, Extract-PPK;, Set-Secy, Set-Puby,
scheme, but only manage to break it in the malicious KG§et-Priv;, Encrypt,, Decrypt;) is a certificateless en-
model. cryption scheme that is secure against Malicious Type I

Lai and Kou have presented two variants of the Baek attackers that make no decryption oracle queries. We con-
al. scheme [23] in which the user engages in a protocol wisruct a second certificateless encryption scheme thaas al
the KGC when computing their full public and private keyssecure against Malicious Typ€ lttackers that make no de-

This is a weakening of the Baek, Safavi-Naini and Susilstyption oracle queries. The following algorithms reméia t
formulation, but seems reasonable. The authors claim thedime:

schemes are secure against strong attackers and also resistup, = Setup;
denial of decryption attacks; however, the proofs of thes@et-Secy = Set-Sec;
statements do not seem to appear in the published literatuget-Puby, = Set-Pub;
and it is unclear if the proofs suffer from the same flaws a€ncrypt, = Encrypt,
the proof for the original Bae&t al. scheme. We propose a major change to thetract-PPK algorithm.
We note that this new relaxed formulation of a certifiThe algorithm now runs as follows:
cateless encryption scheme, in which a user is allowed to emxtract-PPK,(mpk msk ID)
gage in a protocol with the KGC when computing their pub-1. Setd = Extract-PPK;(mpk mskID)
lic/private key pair, allows for the normal combination of a 2. Outputd,p = (0,0,0,d)
public-key infrastructure and public-key encryption stige The set-Priv algorithm is changed to accommodate these
to be viewed as a certificateless encryption scheme. We djfanges:
cuss this approach in Section 3.6. Set-Priva(mpkdip,Xp)
1. Parsalp as(a,b,c,d)
2. SetsK = Set-Privi(mpkd,xp)
3.4 Schemes Secure Against Malicious KGCs 3. Outputskp = (a,b, c,sK)
Lastly, we change theecrypt algorithm so that it will leak
Full security for a certificateless encryption scheme woujdformation to an attacker making Weak PPK Decrypt oracle
mean that confidentiality was preserved against actively nmueries.
licious key generation centres (see Section 2.6). Decrypt,(mpk skp,C)
The Auet al. scheme [5] was the first scheme to claim 1. Parseskp as(a,b,c,sK)
security in the malicious KGC setting. The scheme itself is2, |f a = 0, then outpubecrypt,(mpk sK,C)
identical to the Libert-Quisquater 1 scheme [24]. The aus. Otherwise, compute = Decrypt, (mpk sK,c)
thors claim that one can construct a certificateless eriorypt 4. |f the b-th bit of mis 0, outputL
scheme that is secure against Malicious Strong Type Il 5, Otherwise, outputecrypt, (mpksK,C)
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This scheme is secure in the Malicious Typeriodel pro- the Weak Type [i model. However, it seems likely that this
vided the attacker makes no decryption oracle querieseFhecheme is actually secure in the Malicious Typedtacle,
fore, we may apply the certificateless Fujisaki-Okamotogravhich does imply security in the Weak Typé thodel. This
form to the scheme. The resulting scheme is secure in #ygproach is similar to the multiple encryption schemes pro-
Malicious Type I* model. posed by Dodis and Katz [18].

However, we can show that the above scheme is not se- Huang and Wong [22] have also proposed generic KEM
cure in the Malicious Type Timodel. Interestingly, the weak-and Tag-KEM schemes that are proven secure in the Weak
ness comes not from the attacker’s ability to choose the magpe la' and Malicious Weak Type 1t models. These con-
ter public key, but from the attacker’s ability to access thaructions (Huang—Wong 2 and Huang—Wong 3) are simi-
Weak PPK Decrypt oracle. The attack works as follows: lar to the Huang—Wong 1 scheme in that they compose an

— o generates a master public/private key pair accordifffntity-based component with a public-key encryption eom
to the setup algorithrfimpk msK = Setup,(1¥), and re- ponent, but the signature scheme is replaced with a secure
turns the master public key valuepk MAC. ThI.S leads to a significant p_erformance qd_vantage and

— o, chooses two messag@so, my ) that differ in the first the resulting schemes are only slightly less efficient then t
bit. For simplicity we assume that the first bit of message€ntaharet al. KEM (which is only proven secure in the
my, is b. The attacker also picks a valid identiy*, and 'andom oracle model). o
outputs the messagésip, m;) and the identityD*. The Lastly, it has _often been suggested that a secure certn_‘l—
challenger then chooses a biat random and computesC2{€less encryption scheme can be constructed by combin-
the challenge cipherte&t* as the encryption afy, under NG an identity-based encryption scheme and a public-key
the identitylD*. encryption scheme in parallel using the_technlqges of Dodis

— o picks a random messagedistinct frommg andmy, gnd Kg;z [18]. We show_that this doe_zs in faf:t give a secure
and computes the cipherte®tas the encryption ofn N certificateless encryption scheme in Section 3.5.
under the identityD*. The attacker also computds=
Extract-PPK;(mpkmskID*) and forms the false par-
tial private key valuedp- = (1,1,C*,d). The attacker
submits the ciphertext and the partial private kegip+
to the Weak PPK Decrypt oracle. If the attacker receiv

3.5 A Construction Based on Dodis-Katz Encryption

ggthis section we will discuss the possibility of constingt
; . e ~a certificateless encryption scheme using the multiple en-
gﬁtcsklthe response then it outputs 0; otherwise it out cryption techniques of Dodis and Katz [18]. The idea that a
' ) ) ) ) secure certificateless encryption scheme can be built $n thi
_Let us examine this attack in detail. The attacker Sufry has been widely discussed in the cryptographic com-
mits the partial private keglp: = (1,1,C*,d). Hence, if munity. The resulting encryption scheme shares many sim-
the challenger chose messaggas the challenge messagejarities with Huang-Wong 1 scheme, except that where the
then the decryptiodecrypt, algorithm will output | and  Hyang-wong 1 scheme extends the sequential Al-Riyami
so the Weak PPK Decrypt oracle will retutn If the chal- 2 scheme, the Dodis-Katz scheme extends the parallel Al-
lenger chose message as the challenge message, then thgyami 3 scheme.
Decrypt, algorithm will return the decryption of the cipher- ~The scheme uses an adaptively secure public-key en-
textC. SinceC is a valid and perfectly formed encryptioncryption scheme:
this will pass the Fujisaki-Okamoto “re-encryption check”
and the Weak PPK Decrypt oracle will retum PK = (PK.Gen PK.Encrypt PK.Decryp} ,
We are therefore forced to conclude that the certificatgn identity-based encryption scheme:
less Fujisaki-Okamoto transform does not give security |
the Malicious Type If model. Since the At al. scheme IB = (ID.Gen ID.Extract ID.Encrypt ID.Decrypt ,
relies on this transform we are forced to conclude that iéd a one-time signature scheme:
security is unproven, despite their being no known attacks, «: . . ;
against the scheme. 'é?gf (SigGen Sig Sign Sig Verify) .
A different approach to constructing a scheme secufée assume that the public key encryption scheme and the
against malicious key generation centres was given by Hudgigntity-based encryption scheme support the use of fbels
and Wong [21]. The Huang-Wong 1 scheme is a genefibe certificateless encryption scheme is defined as follows:

scheme that sequentially composes an IBE scheme a”d—asetup:This algorithm compute@npk msK = ID.Gen(1¥)

public-key encryption scheme in manner similar to the Al- 514 returns the master public keykand the master pri-
Riyami 2 scheme (see Section 3.2). The schemes differ in \5¢e keymsk

that the Huang—Wong scheme forces the sender to sign the

ciphertext with a one-time signature scheme (whose verifi2 An encryption scheme supports the use of labels if it is s
cation key is included in the plaintext). The scheme is provéS FCRS B B0 HERs O o e adto encypt ipbariext
secure in the Weak Typeﬂhand Malicious W_eak Type i alst))/ provided 0¥1 decryypption. Obtaining the decryp)t/i‘c))n rc))fprlnertext
models. We believe that the use of the Malicious Weak Typ&ing one label should give no information about the deéypof a

11 model is a mistake as this does not imply security igiphertext under another label.
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— Extract-Partial-Private-Key: This algorithm com- public key and the certificate for that key, and any sender
putes the partial private kedjp = ID .ExtractID,msK.  would have to check the signature produced by the CA be-
— Set-Secret-Value: The secret value is defined to bdore encrypting a message using the public key. Boldyreva,
Xp = (pKp,Skp) = PK.Gen(1¥). Fischlin, Palacio and Warinschi [11] have (inadvertently)
— Set-Public-Key: The public key is defined to hgkp. proven that this scheme would be secure in the Weak Type
— Set-Private-Key: The private key is defined to be thea' and Malicious Weak Type Timodels (assuming the log-
pair (dip,skp). ical extensions to the existing models to handle the new for-
— Encrypt: To encrypt a message, the sender randomly mulation). The scheme would also protect against denial of
chooses a string of length|m| and forms two shares decryption attacks (see Section 2.7). This results in a very
s =r ands, = m@r. The sender also generates a onsecure certificateless encryption scheme!
time signature key paiivk, sk) = SigGern(1¥). The sender ~ There are two disadvantages to this scheme. First, the
computes the two ciphertext shares formulation means that a receiver cannot publish a public
key until after it has received its partial private key. This
C1 = ID.Encrypt*(s;, mpk D) means that messages cannot be ‘encrypted into the future’;
and however, the Baek, Safavi-Naini and Susilo formulation suf
K fers from this problem too and we do not consider this to be
Cz = PK.Encrypt*(s;, pkip) a major problem for most applications (see Section 2.1.3).
using the labeVk. Lastly, the sender computes the sigSecond, the scheme is computationally expensive for the
nature sender, who has to verify the signature on the certificate be-
. fore encrypting the message. This gives a baseline foffieerti
0 = SigSign((C1,C2), sk cateless encryption schemes. Any certificateless enorypti
and outputs the cipherte€;,Cy, vk, o). scheme that is to be deemed practical must either be more
— Decrypt: To decrypt a ciphertexiCy,Cy, vk, 0), the re- efficient than the standard combination of a public key en-
ceiver firsts checks that the signature is valid, i.e. thagyption scheme and a public key infrastructure or must be
Sig Verify(a, (C1,C,),vK) = T. If so, the receiver recov- explicitly aimed at applications which require “encryptio
ers the shares into the future”.

s; = ID.Decrypt¥(Cy,dip)
and

s, = PK.Decrypt®(Cy, skip) ,
and outputsn=s, B s,.

4 Conclusion
4.1 Strong vs. Weak Models

We claim this scheme gives Weak Typé knd Malicious Perhaps the biggest debate in the field of certificatelegs cry
Type It security. The proofs are given in Appendix A. tography is on whether the security models should use strong
or weak decryption oracles. The strong models provide a
“margin of error,” but do not appear to directly model the
3.6 The Relationship With Public-Key Infrastructures abilities of an attacker. We believe that weak decryptien or
acles are sufficient for all applications of certificateleyp-
The original formulation of certificateless encryption bl A tography and all practical certificateless cryptosystdmsisl
Riyami and Paterson (see Section 2.1.1) had complete indejudged against a weak security model. We believe that a
pendence between the partial private key and the public kegheme proven secure in a strong model should only be con-
The formulation by Baek, Safavi-Naini and Susilo (see Sesidered marginally better than a scheme proven secure in a
tion 2.1.3) insisted that public keys could only be producetdeak model.
by a user after that user has received a valid partial private The strong security models can be considered of aca-
key. It is therefore tempting to consider an even more rdemic interest as proofs of security in this model seem to
laxed model, where the partial private key for an identitsequire proof techniques which are more complex than for
can only be produced after the key generation centre hasmeny other models. The question of whether it is possible to
ceived some information from the user. In other words, tlw@nstruct a certificateless encryption scheme that is sécur
user must generate a partial public key and send that to the Strong Type | and Strong Type Il models without the use
key generation centre, before receiving their partialgtgv of random oracles has now been answered by Dent, Libert
key and producing their full private and public keys. and Quisquater [16]. Dent, Libert and Quisquater proposed
We note here that if such a formulation were allowedwo schemes that satisfy these conditions; however, rreithe
then the normal use of a public-key encryption scheme ascheme can be regarded as truly practical. One scheme re-
a public key infrastructure would form a certificateless emuires the use of an arbitrary NIZK proof (which is highly
cryption scheme. The scheme would involve the receivieefficient) and the other scheme requires very large public
generating a normal public key and having that key certifiégys. However, due to the theoretetical nature of this prob-
by the CA. The full public key would consist of the originalem, we do not consider the construction of more efficient
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certificateless encryption schemes in this model to be a miyption scheme (in the Al-Riyami and Paterson formula-
ority. tion) should be described as a quintuple of algorithms:

One open problem that may still be of interest is the con-. Setup: This algorithm takes as input a security param-

struction of a certificateless encryption scheme that can be otar ¥ and returns the master public keypk and the
proven secure in the Strong Type | and Malicious Strong 5ster private keynsk

Type Il models without the use of the random oracle method- Extract-Partial-Private-Key: This algorithm takes
ology. The nature of the Malicious Strong Type Il model ¢ input the master public and private keyspk mskK
seems to mean that most standard proof techniques that can,q an identityD € {0,1}*. It outputs a partial private
be used to prove the Strong Type | security of the scheme key dip. ’

may also be used to construct an attacker in the Malicious Set-User-Keys: This algorithm takes as input the mas-

Strong Type Il model. It would therefore be interesting to o Hublic kevmpkand an identit and outputs a
produce a scheme that can be proven to meet both of thesesecfgt vlalueq)é a%d a public; ke)plkiyg?pk P

security requirements without the use of random oracles. _ Encrypt: This algorithm takes as input the master public
key mpk a user’s identityD, a user’s public keykp,
and a messaga. It outputs either a ciphertegt or the
4.2 The Al-Riyami and Paterson formulation error symboll .
— Decrypt: This algorithm takes as input the master public
The Al-Riyami and Paterson formulation of a certificateless key mpk a user’s partial private kegip, a user’s secret
encryption scheme has the advantage of being able to “en-valuexp, and a ciphertext. It outputs either a message
crypt messages into the future”. In other words, a sender is mor the error symbol..
able to send a message to receiver despite the fact that the ref e examine Table 4, then itis easy to see which schemes
ceiver may not yet have been given their partial private k§eet the “correct” level of security. Only the Huang-Wong
The KGC may only release the partial private key at SOom@hemes [21,22] and the Dodis—Katz scheme (see Section 3.5)
point in the future, after the receiver has demonstratet thgeet the notions of security against malicious key genera-
certain conditions have been met. This is potentially a usgsn centres and are proevn secure in the standard model.
ful feature in certain applications, including cryptognép poth schemes are highly inefficient (requiring separatdipub
workflows and access control. However, many applicatiopgy encryption, identity-based encryption, and integpity-
do not need this feature, and it therefore seems unnecess$ggyion operations). Thus, itis clear that the constructita
to insist that all certificateless encryption schemes be piacyre and efficient certificateless encryption schemddhou
sented in this formulation. We therefore suggest that the Akj|| pe considered an open problem.
Riyami and Paterson formulation should only be used by | sjituations where security against malicious key gener-
applications in which this “encrypt into the future” feadur ation centres is not required, then there are several scheme
is required; in other circumstances, the Baek, Safavi-Najyoven secure in the random oracle model that seem to meet
and Susilo formulation should be preferred. the security requirements. The most efficient of these is-pro
As we have already discussed, we believe that the ugqy the Libert—Quisquater 4 scheme [24]. However, there
of strong models should be deprecated. Therefore, we Bge no schemes that can be considered simultaneously effi-
lieve that the “correct” notions of security for a certifieat cient and secure without the use of random oracles. Hence,

less encryption scheme are the Weak Tygealiad the Ma- the construction of such a scheme should still be considered
licious Weak Type It models. In particular, we agree withgp, open problem.

the view of Cheng and Comley that an attacker should be

given access to a secret value oracle, rather than an extract

private key oracle, and we agree with the view of éwal. 4.3 The Baek, Safavi-Naini and Susilo formulation

that a secure scheme should resist attacks made by a mali-

cious KGC. If security against a malicious KGC cannot behe Baek, Safavi-Naini and Susilo formulation of a certifi-

efficiently achieved, or if the application does not requireateless encryption scheme, which only allows a user to gen-

security against a malicious KGC, then the Weak Type lerate a public key after receiving their partial private key

model should be adopted as the correct model for secufitgym the key generation centre, seems to be a very practi-

against a passive KGC. We tentatively suggest that thes# and general formulation for a certificateless encryptio

models be re-namedutsider securitymalicious KGC se- scheme. The Al-Riyami and Paterson formulation can be

curity, andpassive KGC securitsespectively. This nomen- viewed as a special case of this formulation.

clature corresponds to the nomenclature for security nsodel In the Baek, Safavi-Naini and Susilo formulation, since

of signcryption schemes. a user cannot generate a public or private key value until
Since we are advocating the use of extract secret vahféer they have received the partial private key, the user is

oracles instead of extract private key oracles, there i®ae runlikely to generate a secret value until after receivirg th

son not to adopt the five-algorithm version of the Al-Riyanpartial private key and is unlikely to keep the secret value

and Paterson formulation. This formulation has no concegdter generating the public and private keys. The secratval

of a private key. Hence, we believe that a certificateless exan therefore be considered as an internal variable which is
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part of the public/private key generation process and uhavdas never been formally stated, and we note that there may
able to an attacker. We therefore considémaippropriateto  be some subtleties with the security model as the key gener-
give the attacker access to a secret value oracle. This iati@n centre may be able to derive some information about a
major difference from security models we proposed for th@ivate key from its protocol interaction with a user, weanot
Al-Riyami and Paterson formulation! that Boldyrevaet al. have proven the security of a public-key
We consider the “correct” notions of security for a cerencryption scheme in a similar security model. Hence, we
tificateless encryption scheme in the Baek, Safavi-Naidi abelieve that any certificateless encryption scheme in Baek,
Susilo formulation to be security in the Weak Type Ib an8afavi-Naini and Susilo formulation should be more effi-
Malicious Weak Type Il models. For applications where seient than the standard public-key encryption with public-
curity against malicious key generation centres is not rieey infrastructure scheme if it is to be considered useful.
quired, we suggest that the Weak Type |l security model Since there are no certificateless encryption schemes that
be used. Again, we tentatively suggest that these modelsape secure in outsider and malicious KGC security models,
re-namecdutsider securitypassive KGC securitgndmali- secure in the DoD-Free model and significantly more effi-

cious KGC security cient than public-key encryption, we conclude that cregtin
These choices allow us to formulate a certificateless ean efficient and secure certificateless encryption scheme fo
cryption scheme as a quintuple of algorithms: general purposes is still an open problem.

— Setup: This algorithm takes as input a security param-
eter ¥ and returns the master public keypk and the 4.4 Practical considerations
master private keynsk

— Extract-Partial-Private-Key: This algorithm takes | 5511y we note that certificateless cryptography has rmt pr
as input the master DUb"*C and private keyspkmsK yideqd a reasonable general-purpose solution to the problem
and an identityD < {0,1}". It outputs a partial private of o plic key revocation. As with identity-based cryptogra
keydip. , , i phy, certificateless cryptograph does not provide a mecha-

— Set-User-Keys: This algorithm takes as input the maspism whereby a sender can be informed that an old public
ter public keympkand a partial private keghp, and out- ey has either expired or has been declared invalid. This is a
puts a public keykp and a private kegkp. ‘major problem for the practical deployment of certificassle

— Encrypt: This algorithm takes as input the master pUb“Eryptography.
key mpk a user’s identityD, a user’s public keykp, One solution that has been suggested for use with identity-
and a message. It outputs either a ciphertef or the 556 cryptography is to append a validity period to the end
error symboll. _ of an entity’s identitylD. The entity is only given the pri-

— Decrypt: This algorithm takes as input the master publigate key for his identity at the beginning of validity perjod
key mpk a user's private kegkp, and a ciphertext. It pence, it the key is revoked, then the key will only be valid
outputs either a messageor the error symbol.. for a short period of time and the damage that the entity can

We note that a scheme that is proven secure in the secuci#iyise to the system is limited. This solution can also be ap-

models for the Al-Riyami and Paterson formulation is ne@lied to certificateless cryptosystem, but it is not suieebt

essarily secure in the security models for the Baek, Safasit applications and this issue must be taken into considera

Naini and Susilo formulation. tion when deciding upon the use of certificateless cryptogra
However, we believe a secure certificateless encryptiphy.

scheme that is secure in the DoD-Free security model (see

599“9” 2.7) should *?e given conS|de_rany more credit thﬂ@knowledgements The author is indebted to the provable security

a similar scheme which is not secure in the DoD-Free seGibrking group in ECRYPT's AZTEC lab for their help in discirss

rity model. The DoD-Free security model is concerned withe topics of this paper. In particular, Caroline Kudla dess credit

preventing an attacker from tricking a sender into using many interesting discussions at the start of this ptojébe au-

incorrect public key value for a particular receiver. Inath ;;‘r’é%w%ﬁés%2k:n?n;r:ﬁgﬁsjfe@?ewg:g"f(e);Ltﬁgir'\égglmirﬂf‘e'mng

words, it prevents a situation where a sender believes thgkions of this paper, and to David Galindo for pointing bistwork

a message has been successfully encrypted, but the recein@re Yum-Lee constructions. The author gratefully ackadge the

is unable to recover the message. Schemes presented irfitaecial support of the EPSRC.

Al-Riyami and Paterson formulation are unable to meet the

DoD-Free notion of security.
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A Security Proofs for the Dodis-Katz Construction

In this section we will support our claims that the Dodis-Kgeneric
construction of a certificateless encryption scheme (segdbe3.5) is
secure in the Weak TypeTfland Malicious Weak Type Timodels.

A.1 Security Definitions

We require the use of a secure public-key encryption schietaetity-

Huang, Q., Wong, D.S.: Generic certificateless enamypth the based encryption scheme and one-time signature schentes Iset-
standard model. In: A. Miyaji, H. Kikuchi, K. Rannenberg ¢ed tion we will define the basic security notions for these ptivas.



A Survey of Certificateless Encryption Schemes and Sechiigels 21

A public-key encryption scheme with labels is a triple oflpe The attacker wins the gamelif= b’ and the attacker never queried
bilistic, polynomial-time algorithméPK.Gen PK.Encrypt PK.Decrypt the extraction oracle olD*. The attacker’s advantage is defined in the
where a messagais encrypted using a labéland a public keypkas usual way.
follows: Lastly, a one-time signature scheme is a triple of probstiili

polynomial-time algorithmgSig Gen Sig Sign Sig Verify). For a key
C = PK.Encrypt (m,pK) . pair (vk sk) = Sig Gen(1¥), a signature on a messaggs denoted
Decryption of a ciphertex€ using a labell and a private keyk is

denoted as: o = SigSignm, sk)
m = PK.Decrypt (C,sk) and a verification of a signature on a message s denoted
Sig Verify(o,m,vk) € {T, L}

whereT denotes that the signature is accepted ardenotes that the
signature is rejected. The scheme is defined to be unforgdabiery

for all key pairs(pk, sk) = PK.Gen(1¥), messages, and labelg. The ~Polynomial-time attackers = (71, o/2) has negligible probability of
encryption scheme is IND-CCA2 secure if every polynomimletat-  Winning the following game:

tackere’ = (a4, 2%) has negligible advantage in winning the follow- 1, The challenger generates the key el sk) = Sig Gen(1¥).
Ing game: 2. The attacker executes) on the inputvk <7 terminates by out-

1. The challenger generates the key gpk sk) = PK.Gen(1¥). putting a messagm and some state informaticriate

2. The attackegr1 ex%cutes’l on the i)r/1§5tpk )During itsrfexe)cution 3. The challenger computes= Sig Sign(m, sK). )
</ may adaptively query a decryption oracle with any ciphertex- The attacker executes; on the input(o, statg. <7 terminates by
C'e ¢ and label € {0,1}*. The decryption oracle responds with ~ ©UtPUtting a message" and a signature™.
PK.Decrypf (C,sk). =71 terminates by outputting two equal lengthThe attacker wins iig Verify(o*,m*,vk) = T and(m*, 0*) # (m, 0).
messagefmy, M), a labelé* and some state informaticstate

3. The challenger randomly chooses albénd computes the chal-

lenge ciphertext€* = PK.Encrypt’ (my, pk). ;
4. The attacker executes on the input(C*,state). During its exe- A.2 Weak Type 1 Security

cution.«%, may query a decryption oracle with any ciphertext/label . .
pair (C, 22) # %,C(’q‘j*)){ The d)égryption oracle resgon%s as befor(%Ne show that the Type | security of the construction depermtmu
7> terminates by outputting a guessor b. he security of the public-key encryption scheme if theckiga learns

) ) i . the partial private key of the challenge identity and upa@ngécurity of
The attacker wins the gamehif=b'. The attacker's advantage is de+he identity-based encryption scheme if the attacker oesléhe public
fined to belPrlb=b]—-1/2[. o _ key of the challenge identity.

In a similar manner, we define an identity-based encryptibeme
with label as a quadruple of probabilistic, polynomial-¢imlgorithms Theorem 1 If there exists a polynomial-time attackef that has ad-
(ID.GenID.Extract ID.Encrypt ID.Decryp. Encryption of a messagevantage Ad¥; (k) in breaking the Dodis-Katz encryption scheme and
mwith a label¢ under an identityD is denoted that makes @q queries to the Request Public Key oracle, then there

We require that
m= PK.Decrypf(C,sk) whenever C = PK.Encrypf(m,pk)

C = ID.Encrypt (m,mpk ID) . exists _ _

) ) . . — an attacker that has advantage Ag§(k) in breaking the under-
Decryption of a ciphertext with a labell is denoted lying public-key encryption scheme,

/ — an attacker# that has advantage A(K) in breaking the under-
m= ID.Decrypt (C,di) lying identity-based encryption scheme, and .
wheredp = ID.ExtractID, msK is the private key for the identityp. ~ — @n attacker that has probability Ad}(k) in breaking the un-
As usual we require that derlying one-time signature scheme
such that

m= IDK .Decrypf(C,dip) whenever C = ID.Encrypf(m,mpkID)

1 i
for all master key pairémpk msK = ID.Gen(1¥), identitiesiD, private AdVz7 (K) < %Ad@(k) +SAdVZ(K) +AdVZ(K) . ®3)
keysdip = ID.Extract(ID, msK, messages), and labeld. An identity-
based encryption scheme is IND-ID-CCA2 secure if every pofgial-  Proof The crux of the proof involves guessing whethkgmwill replace
time attackers” = (24,.2%2) has negligible advantage in winning thethe public key of the challenge identity or request the phptiivate key
following game: of the challenge identity. We do this by randomly choosingtecle

1. The challenger generates a master key(pagk msK = ID.Gen(1¥) {0,1}. If c= 0 then we assume that will request the partial private

. gl 7" key of challenge identity. IE = 1 then we assume tha¥ does not
2. The attacker executes; on the inputmpk During its execution request the partial private key of the challenge identityd(therefore

<4 may adaptively query a decryption oracle with any ClphEtrte)ﬁas the option of replacing the public key of the challengaiity). We

C e %, label? € {0,1}* and identitylD € {0,1}*. The decryption - :
oracle computes a private decryption kigy = ID .Extract(|D, msk gzwﬁiﬂﬂfgﬁgﬁ?et:my of the signature scheme to enable esristruct

and responds wittD.Decrypt (C,dip ). The attacker may also query™~ Acsme there exists an attackef that has advantagadv?y (k)
an extraction oracle with any identit. The extraction oracle re- ;, breaking the CL-PKE scheme. Assume thatmakes at mdgureq
sponds withD.Extract(ID, msK. 7 terminates by outputting two ¢ eries to the request public key oracle. For simplicity h&lsssume
equal length messagesy, my), a label(”, an identitylD", and  yhat ;7 never makes a query to any other oracle on an identity before
some state informatiostate . it has made a query to the request public key oracle on thatifge

3. The challenger randomly chooses albénd computes the chal- 34 thates will not output a challenge identity on which it has not
lenge ciphertex€* = ID.Encrypt’ (my, ID*). o queried the request public key. We prove the theorem usimedwp-

4. The attacker executes on the inpu{C*, statg). During its execu- ping techniques [9, 29]. Le§ be the event that” wins Gamei.
tion o5 may query a decryption oracle with any trigle, ¢,1D) # ) )
(C*,¢*,1D*). The decryption oracle responds as before. The game 1in Game 1 the challenger interacts with the attacker exactly
tacker may also query the extraction oracle as befofetermi- as described in the Weak Typé lmodel (see Section 2.3.2). In other
nates by outputting a guebsfor b. words, the attacke# plays the following attack game:
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1. The challenger generates a master key(pagk msK = Setup(1¥). 3. B, outputsL.
2. ghe attacker executes; on lmpdeU”!‘bg gs eéecutlggzlﬁ May It is clear to see tha# correctly simulates the environment fof and
ave access to certain oracles (described subsequesl@rmi-  hat 2 wins the unforgeability game if and only E occurs. Hence,
nates by outputting an identitp*, two messages of equal IengthPr[E} _ Ad@}g(k) which is negligible by assumption.

(mp,my), and some state informatictate o
3. The challenger randomly chooses atbit {0,1} and a random Hence, we have thar[S;] — Pr[S]| < Pr[E] = AdvVif(K).

stringr, and computes

(vk*,sk") = Sig Gen(1¥)

C; = ID.Encrypt¥ (r,mpk ID*)
Cs = PK.Encrypt® (m, @, pkip+)
0" = SigSign((Cy,C3),sk)

using the value opkp+ currently associated with the identiy*.
The challenge ciphertext is defined to®e= (C;,C;,vk", o).

4. The attacker executeg, on the input(C*,staté. During its ex-
ecution.e, may have access to certain oracles (described sub
quently)..o% terminates by outputting a guessfor b.

The attacker wins the gamelif= b/ and its advantage is defined to be:

will request the partial private key for the challenge idgrdr not. The
attack game now becomes

1. The challenger generates a guess{0,1}
2. The challenger generates a master key(pajrk msk = Setup(1X).
3. The attacker executeg; on mpk 7 terminates by outputting an
identity ID*, two messages of equal length, M), and some
state informatiorstate
4. The challenger randomly chooses ahit{0, 1} and computes the
challenge ciphertext by choosing a random strilagnd computing

(vk*,sk*) = SigGen(1¥)
C; = ID.Encrypt® (r,mpk ID*)

Game 3In Game 3 we introduce our guess as to whether the attacker

AdVS(K) = [PriS] — 1/2 (4)

The attacker has access to the Request Public Key, Replatie Rey,
Extract Partial Private Key, Extract Secret Value, Weak S&ciypt,
and Decrypt oracles.

Game 2In Game 2 the challenger changes the way the Decrypt antt

Weak SV Decrypt oracles work. In both cases, after the chgdieci-
phertext has been issued (i.e. in step 4 of the attack garafyebat-

C; = PK.Encrypt® (my &, pkp+ )

o= SIgSIgr((Civcz)vskk)

using the value opkp+ currently associated with the identi*.
The challenge ciphertext is defined to®e= (C;,C;,vk", ™).
The attacker executeg, on the input(C*,staté . @ terminates
by outputting a guess for b.

We also change the conditions in which the attacker wins dimeeg Let

tempting to decrypt a ciphertef€:,Cy, vk o) for the identitylD*, the  F be the event that/ queries the Extract Partial Private Key oracle on
challenger checks to seevik = vk*. If so, then the challenger returnsthe challenge identity.

L without decrypting the ciphertext. Otherwise the challrdecrypts
the ciphertext as normal.

The attacker in Game 2 receives exactly the same informason

the attacker in Game 2 unles% submits a ciphertexiCy,Cy, vk, 0)
to the Decrypt or Weak SV Decryption oracle for the identily and

— If c=0andF occurs, then the attacker wins the gamig i= b,
— If c=1 andF occurs, then the attacker wins the game with prob-

ability 1/2 (i.e. the valudy is ignored and the attacker is assumed
to have output a random guess B)r

— If c=0and—F occurs, then the attackers win the game with prob-

for which (C1,Cp, 0) # (C;,C5, 0%) andSig Verify(g, (C1,Cz),vK) =
T. Let E be the event that the attacker makes such a query.
We claim that ifPr[E] is non-negligible, then there exists an at

tacker4 that breaks the unforgeability of the one-time signatuheste. ThiS means that exactly half the time, the attacker's guesgniored
%, runs as follows: and we assume the attacker outputs correct gue$ssaiah probability

y ) . 1/2. We show that the attacker’s advantage in Game 3 is gxaaifi of
1. %, receives the challenge public kel'. that in Game 2. Note that the evels F andc = 0 are independent,
2. %1 generates a master key painpk msK = Setup(14).

e ! . but thatS; is not independent of eithér orc = 0.
3. % executesy; on the inputmpk If 27 makes any oracle queries,
then % can answer them using its knowledge of the master pf¥[Ss] = Pr(Ss| F A c=0JPr[F A c=0]
vate keymsk o7 terminates by outputting an identitid*, two +Pr[Ss|F A c=1Pr[F A c=1]
messages of equal lengthy, m) and (possibly) some state in- 4PISs | -F A c=OPr[-F A c=0]

formation.
4. %, randomly chooses a Hitc {0,1}, a random string, and com- +Pr[Ss| -F A c=1]Pr[-F A c=1]

putes the challenge ciphertext
C; = ID.Encrypt® (r,mpk ID*)
and +%Pr[83|F A ¢ = 1JPr[F]
C = PK.Encrypt® (my &, pkp+)

using the value opkp+ currently associated with the identi*.
21 outputs the “messag€Ci,C;) to the challenger.

1
The challenger will compute a signatusé on (C;,C;) using the sig- +5PrlSs | -F A c=1JPr[-F]
nature key that correspondsuk’, and pase™* to the second phase of 1
the attackei,. %, runs as follows: = Epr[SB |F A c=QJPr[F]

1. %, forms the complete challenge ciphert€xt= (C;,C5,vk", 0*).

2. %, executesas on the inputC* (and any state information out-
put by ¢). If o/ makes a Weak SV Decrypt or Decrypt oracle
query, then% first checks whether it is a query on a ciphertext 1P = 1P =
(C1,Co,VK*, 0) where(Cy,Cy, 0) # (C;,Cs,0*) and T2 r[F]+ 4 r[=F]
Sig Verify(o, (C1,Cp), VK ) =T .

If so, # outputso as a forgery on the messafe;,C,). Other-
wise, Z answers the decryption oracle query using its knowledge 1 B 1
of the master private keyZ answers all other oracles using its +§Pr[S3 | =F A e=1Pr[-F]+ 4

knowledge of the master private key. terminates by outputting 1
a guesd’ for b. = EPV[SZ | F A c=0]Pr[F]

ability 1/2 (as above),
— If c= 1 and-F occurs, then the attacker wins the gamig if b.

= %Pr[& |F A c=0|Pr[F]

+%Pr[53 | -F A c=0Q]Pr[-F]

+%Pr[53 | -F A c=1]Pr[-F]

= %Pr[& |F A c=0|Pr[F]
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6.

1 1
ZPI[S; | -F A c=1JPr[-F]+=
+2 1S | A c=1]Pr| ]+4 7

1 1 1 8.
= 5PrS | FIPr[F]+ 5PriS [ -F|Pr[-F]+ 7
1 1
Therefore,
1.
1 1 1
‘Pr[SB]*? = §|Pr[52}*§\- 2.

3.

Thus, if we can show that/’s advantage in Game 3 is the negligible, 4.

then we can infer that/’s advantage in Game 2 is negligible. In order 5.
to do this we note that

1

|Pr[Ss] — §|

1 1 1
|§Pr[83,\c= 0] +§Pr[83,|c= 1 - i\

5l
We now show that there exists an attackéragainst the IND-CCA2
security of the public-key encryption scheme that has adggrelated
to |Pr[Ss|c = 0] — 1/2| and an attacke? against the IND-ID-CCA2
security of the identity-based encryption scheme that lizardage
|Pr[Ss|c = 1] — 1/2|. The assumption that the public-key encryption
scheme and the identity-based encryption scheme are shenreom-
pletes the proof.

IA

1 1 1
é|Pr[Sg,\c= 0 — §|+ §|Pr[83,\c= 1]

The case when € 0. We reduce the security of the scheme to the se-
curity of the public key encryption scheme. Hence, we costn ad- 6.
versary4 for the public key encryption scheme that has an advantage
that is non-negligibly related §&r[S;|c = 0] — 1/2|. For this proof, itis
important to recall that i extracts the partial private key of the chal-
lenge identity thenz will not replace the public key of the challenge
identity or query the secret value oracle on the challengatity.

The algorithm#; runs as follows. For simplicity we suppress th
statevariables that are passed between the algorithms.

1. Receive the challenge public kpit*.
. Randomly choose an indéx {1,2,...,0req}-

2
3. Generate a master key painpk msk = ID.Gen(1¥).
4

. Executes; on the inputmpk % simulatese’s oracle as follows: AdvJX (k)

— Request Public Key. If this is thieth request to the request

G =

%, runs as follows:

Compute(vk*, sk*) = Sig Sign(14).
Choose a random strimgpf the same length asg
Output the two messadey @ r,m; &) and the labelk*.

The challenger will now pick a random litand compute

PK.Encrypt¥ (my @, pk) .

Receive the challenge ciphert€t
ComputeC; = ID.Encrypt (r,ID).
Computes™ = SigSign((Cy,Cy),sk").
SetC* = (C;,C5,vk", o).
Executee’s, onC*. # can answer all oracle queries thatmakes
using the same algorithms as before, except for the wealyplecr
tion and decryption oracles# answerse/ these oracle queries as
follows.

— Weak SV Decrypt. If the query is for the identit®* and on a
ciphertext(Cy,Cy, VK", 0), thenZ returnsL to <. Otherwise,
% decrypts the ciphertext as before. Note that we may still
make the decryption oracle query as we will be querying the
oracle with a labeVk # vk*; hence, the query will always be
legal.
Decrypt. If the query is for the identithD* and on a cipher-
text (C1,Cp, VK", 0), then Z returns L to «/. Otherwise,%#
decrypts the ciphertext as before. Note that we may stillenak
the decryption oracle query as we will be querying the oracle
with a labelvk # vk*; hence, the query will always be legal.
/5 terminates by outputting a guessfor b.
If o/ has not queried the extract partial private key oracle on the
challenge identityD*, then output a random bit. Otherwise output
.

Note that# perfectly simulates the oracles to whie#i has ac-

cess (owing to the fact that we disallowed decryption orgakries for
which vk = vk* in Game 2). Furthermore, i/ succeeded in breaking
&he security of the certificateless encryption scheme in &arfwhen

¢ = 0) andZ chooses the correct indéxXor the challenge identity,
thenZ succeeds in breaking the IND-CCAZ2 security of the publig-ke
encryption scheme. Hence,

 IPr(Ssle=0-1/2
N Oreq

public key oracle, thet returnspk’. Otherwise 8 generates \yhich is negligible by assumption.

a key pair(pkj,sk) = PK.Gen(14), stores the entire key pair
and returngok;.
— Replace Public KeyZ stores the new public key valysk for

The case when c=%e reduce the security of the scheme to the secu-
rity of the identity-based encryption scheme. Hence, westrant an

the identity (along with the existing original public/pae key ~adversary? for the identity-based encryption scheme that has an an

values).

advantage which is non-negligibly related Ry[Ss|c = 1] —1/2]. Itis

— Extract Partial Private KeyZ computes the partial private key important to recall that it replaces the challenge public key, theh

dip = ID.Extract(ID, msK and returns the result te’.

— Extract Secret ValueZ returns the private kegk; associated
with the identityID wheneverj #i. If j =i then we have 1.
guessed the indedincorrectly andZ terminates by outputting 2.
a random bit'.

— Weak SV Decrypt. Since8 knows the partial private key for
every identity, andz’ must supply the secret vals& for the
identity (i.e. the decryption key for the public-key enctipp
scheme component¥ can compute weak decryptions using
the normal decryption algorithm.

— Decrypt. If & queries the decrypt oracle on an identity other
than thei-th identity queried to the request public key oracle,
thenZ can compute decryptions using the normal decryption
algorithm. If & makes a decryption oracle query on the
th identity, then the identity-based shagecan be recovered
using the partial private key fdD and the public key share
s, can be recovered using’s decryption oracle. Thusz can
simulate the decryption algorithm.

o7 terminates by outputting two equal length messagesm )
and an identityD*.

5. If the identitylD* was not thd-th query to the request public key 3.

oracle, thenz aborts and outputs.

cannot extract the partial private key of the challengefitien

The algorithm#; runs as follows.

Receive the master public keypk

Executezz; on the inpumpk % simulates#’s oracles as follows:
Request Public KeyZ simply execute®K.Gento generate a
new key pairpk, sk), stores both parts, and returpk

Replace Public KeyZ stores the new public key valysk for
the identity (along with the existing original key pair).
Extract partial private keyZ queries itdD .Extractoracle and
returns the result.

Extract Secret ValueZ returns the private kegk associated
with the identity.

Weak SV Decrypt.Z follows the decryption algorithm for
the certificateless encryption scheme, except that it uses i
decryption oracle to obtain the decryption@f.

Decrypt. £ follows the decryption algorithm for the certifi-
cateless encryption scheme, except that it uses its demmypt
oracle to obtain the decryption 6f.

/1 terminates by outputting two equal-length messagesm )
and a challenge identityp*.

If &7 has queried the extract partial private key oracldfprthen
2 aborts and outputs a random bit.
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4. 2 generate$vk’, sk') = Sig Sign(14).
5. % generates a random strin@f the same length asy.
6. % outputs the two messagésy ©r,my @ r), the labelvk* and
the identitylD*.
The challenger will pick a random Hitand compute

C; = ID.Encrypt® (m_p@r,ID) .
%> runs as follows:

Theorem 2 If there exists an attacke# that has advantage Ady(k)
in breaking the Dodis-Katz encryption scheme and that makgs
queries to the Request Public Key oracle, then there exists

— an attacker# that has advantage Ag§(k) in breaking the under-
lying public-key encryption scheme,

— an attackerZ that has probability Ady(k) in breaking the un-
derlying one-time signature scheme

1. Receive the challenge ciphert&it
. ComputeC; = PK.Encrypt® (my&my @ r, pkp ).
. Computeg™ = Sig Sign((Cy,C,), sk").

5 such that
3
4, SetC* = 5, VK 0%).
5

e, AGES (K) < GreqAdVES () + AdVZ(K) ©®)
. Executescfz1 onC*. # answers all ofe/’s oracle queries exactly

as before, except for the extract partial private key, weatrypt Proof Assume that there exists an attackéthat has advantaged ) (k)

and decrypt oracles? answers these oracle queries as follows: in breaking the CL-PKE scheme. Assume thatmakes at mostieq

— Extract Partial Private Key. I&Z queries the extract partial queries to the request public key oracle. For simplicity hadlsassume

private key oracle oiD*, thenZ aborts and outputs a randomthat.«# never makes a query to any other oracle on an identity before
bit. OtherwiseZ answers the query as before. it has made a query to the request public key oracle on thatiige
Weak SV Decrypt. Ifo queries the weak decrypt oracle withand thate will not output a challenge identity on which it has not
a ciphertext(Cy,Cy, vk, 0) for the identityID*, thenZ re- queried the request public key. We will describe an attackdor the
turns L. Otherwise,Z answers the oracle query as beforepublic key encryption scheme that usesas a subroutine and has an
Note that we may still make the decryption oracle query as vaalvantagé\dV;(k) that is non-negligibly related tadv; (k).

will be querying the oracle with a labgk # vk*; hence, the
query will always be legal.

(Cy1,Cy, VK", 0) for the identitylD*, thenZ returns_L. Other-

Decrypt. If o7 queries the decrypt oracle with a ciphertex

Recall that in the Malicious Type llisecurity model, the attacker
generates the master public keypk and has access to the Request
ublic Key, Extract Secret Value, and Weak PPK Decrypt esacl
We use a simple game hopping technique [9,29] to prevent the

wise, Z answers the oracle query as before. Note that we mayacker making certain decryption oracle queries that weldvbe
still make the decryption oracle query as we will be queryingpaple to answer. Le§ be the event that” wins Gamei. Let Game

the oracle with a labetk # vk*; hence, the query will always
be legal.

/> terminates by outputting a guessfor b.

6. Output'.

There are several things to note abéfis simulation of the attack
game fore/. First, note that perfectly simulates the oracles that
has access to in Game 3. Second, note that if the challerdertpie bit
b =0, thenZ will receive the encryption of the shasg=m ¢ r and
will construct the encryption of the shasg= my® my & r. Sinces; is
randomly distributed ang} & s, = mp, the attackers receives a valid
and correctly distributed encryption of,. Similarly, if the challenger
picks the bitb = 1, then.« receives a valid and correctly distribute

1 be the normal Malicious Weak Type' lattack game. Let Game 2
be the same game except that if the attacker submits a aph€rt=
(C1,Co,VK*, 0) to the Weak PPK Decrypt oracle after the challenge
ciphertext has been issued such tBag Verify(o, (C1,C;),vK*) = T
then the oracle returns.

Just as in the proof of Theorem 1, we can show that there exists
probabilistic polynomial-time attacke® against the unforgeability of
the one-time signature scheme such tRalS;] — Pr[S;]| < AdV2(K).

We now show that ifeZ wins Game 2 with non-negligible advan-
tage then we can construct an attackérthat breaks the underlying

gencryption scheme with non-negligible advantage g runs as fol-

encryption ofm;. Now 2 succeeds in breaking the IND-ID-CCA2 'OWS:

security of the identity-based encryption scheme whenetdireaks
the certificateless encryption scheme in the case wheré. Hence,

AdV(K) = |Pr[Slc = 1] - 1/2|
which is negligible by assumption.

ConclusionDrawing together all of the various game hops, we obtain

AdV; (k) = [Pr[Si] —1/2]
IPr(S] — 1/2| + Advi2(K)

IA

IN

SIS /2 + AV (K

IN

%|Pf[53|C =0-1/2[+ %IPr[Sg\c = 1] - 1/2|+ AdV¥(K)

< TNV () + AV (K) + ADEIK)

Therefore, the certificateless encryption scheme is Weak Tg se-
cure if the public-key encryption scheme, identity-basedrgption
scheme and one-time signature scheme are secure. O

A.3 Malicious Type If Security

The proof that the Dodis-Katz scheme satisfies the MalicMiesk

Type IIT security notion is similar to (and substantially easienjthe

proof that the scheme satisfies the Weak Types&urity notion when
the attacker queries the extract partial private key oranl¢he chal-
lenge identity. We reduce the security of the certificatekscryption
scheme to the security of the public-key encryption scheme.

1. Receive the challenge public kpig".
2. Randomly choose an indéx {1,2,...,0req}-

3. Executew on the input X to obtain a maliciously generated mas-
ter public key valuenpk
4. Executew; on the inputmpk % simulatese/’s oracle as follows:
" — Request Public Key. If this is thieth request to the request
public key oracle, thes returnspk®. Otherwise # generates
a key pair(pk;,sk) = PK.Ger(1X), stores the entire key pair
and returngk;.
Extract Secret ValueZ returns the private kegk; associated
with the identityID wheneverj # i. If j =i then we have
guessed the indexncorrectly andZ terminates by outputting
a random bit'.
Weak PPK Decrypt. I&7 queries the Weak PPK Decrypt ora-
cle on an identity other than theh identity queried to the Re-
guest Public Key oracle, thewr can compute decryptions us-
ing the normal decryption algorithm. &/ makes a Weak PPK
Decrypt oracle query on thieth identity, then the identity-
based shars; can be computed using the (supplied) partial
private key and the public key shaggcan be computed using
A'’s decryption oracle. Thusz can simulate the decryption
algorithm.
o/ terminates by outputting two equal length messagesm )
and an identityD*.
. If the identitylD* was not tha-th query to the request public key
oracle, thenzz aborts and outputs.
. Computg(vk", sk*) = Sig Sign(14).
. Choose a random strimgf the same length asy
. Output the two messade @ r,m; &) and the labebk*.

w0 ~N o
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The challenger will now pick a random Hitand compute

C5 = PK.Encrypt® (my&r, pk') .
%> runs as follows:

1.
. ComputeC: = ID.Encrypt¥ (r,1D).

. Computes™ = SigSign((Cy,Cy), sk*).

. SetC* = (C;,C5,vk", 0%).

. Executes, onC*. % can answer all oracle queries thatmakes

abhwiN

6.

Receive the challenge ciphert€4t

using the same algorithms as before, except for the Weak PPK
Decrypt oracle. For this oracleZ answerse/’s query as follows.
— Weak PPK Decrypt. If the query is for the identl* and on

a ciphertext(Cy,Cy,VK*, 0), thenZ returns_L to «/. Other-
wise, # decrypts the ciphertext as before. Note that we may
still make the decryption oracle query as we will be querying
the oracle with a labetk # vk*; hence, the query will always
be legal.

/> terminates by outputting a guessfor b.

Outputl’.

Note thatZ perfectly simulates the oracles fof and% success-

fully breaks the encryption scheme if and only if it pickee tbor-
rectindexi and.« broke the certificateless encryption scheme. Hence,
IPr[S] —1/2| < greq- AdV(K).

Thus we have thadd\£% (k) < AdV2(K) + Oreq AdVS. i



