
Statisti
al Analysis of the MARS Blo
k Cipher

Andrey Pestunov

Abstra
t

The work 
ontains a statisti
al investigation of the MARS blo
k 
ipher

| one of the AES �nalists. It is shown that 8 MARS round 
iphertext


an be re
ognized from a uniform distribution with the help of the \Book

Sta
k" test providing that 2

18

blo
ks of plaintexts and 2

20

bytes of memory are

avaliable. The previous published atta
ks on this 
ipher were only theoreti
al

with unrealisti
 resour
e requirements.

1 Introdu
tion

Contemporary 
omputer s
ien
e widely uses di�erent s
hemes for information se-


urity. One of the most popular ways is to use blo
k 
iphers. Any blo
k 
ipher

is a determined fun
tion that transforms plaintext to 
iphertext with the help of a

se
ret key. If one wants to en
ode a plaintext he needs to divide it into the blo
ks

of the same length and then to en
ode them. The majority of the blo
k 
iphers

in
lude three algorithms: expanding the user's key into a key array, en
ryption and

de
ryption. The stru
ture of key expanding pro
edure is unique for di�erent 
iphers

but en
ryption and de
ryption usually 
onsists of several rather simple fun
tions


alled rounds. They are repeated for R times and every round uses keys from the

key array. De
ryption is 
ommon with en
ryption but rounds go in reverse order.

The se
urity grows with the round number, but the speed goes down, that is why

the designer re
ommends su
h number of rounds that would provide both se
urity

and speed.

There is no other way to study se
urity than trying to atta
k the 
ipher i.e. to

look for its weaknesses. Not always it is possible to atta
k all R rounds, so it is

interesting even to atta
k R

1

< R rounds, later the atta
k 
ould spread over all

rounds. Su
h investigations are really important and several 
ompetitions passed

during the last years: Ameri
an AES [1℄, Japaneese CRYPTREC [2℄, European
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NESSIE [3℄. Resear
hers all over the world worked for the goal of �nding the best


iphers, that would be used as standard.

MARS blo
k 
ipher [4℄ was one of the �nalists of the AES 
ompetition. This


ipher is not well studied be
ause of its 
ompli
ated stru
ture: it 
onsists of 32

rounds of four types. Published atta
ks on this 
ipher require unrealisi
 resour
es

and so they are only theoreti
al, but not pra
ti
al.

One of the requirements for blo
k 
iphers is a uniform distribution of 
iphertext

if all plaintexts blo
ks are di�erent. It means that any bit takes a value 0 or 1

with the probability 1=2 independently from the others. In the 
urrent work we will

show, that it is possible to 
arry out a distinguishing atta
k on this 
ipher using the

\Book Sta
k" test [5℄. The 8 rounds MARS 
iphertext 
ould be re
ognized from a

uniform distribution using 2

18

plaintexts and 2

20

bytes of memory.

2 MARS des
ription and previous results

MARS 
ipher deals with 128 bit blo
ks and uses's key 
an be of 128, 192 or 256

bits. Before en
ryption the user's key should be expanded into an array of forty 32

bit keys. For en
ryption we need to

1. Divide 128 bit blo
k into four 32 bits subblo
ks;

2. Find sum between subblo
ks and the last four keys from the array;

3. Transform the blo
k by eight FORWARD MIXING rounds;

4. Transform the blo
k by eight FORWARD CORE rounds and the key array;

5. Transform the blo
k by eight BACKWARD CORE rounds and the key array;

6. Transform the blo
k by eight BACKWARD MIXING rounds;

7. Find di�eren
e between subblo
ks and the last four keys from the array.

Here is an en
oding pseudo
ode:

Y[0℄=X[0℄+KEYS[0℄; Y[1℄=X[1℄+KEYS[1℄;

Y[2℄=X[2℄+KEYS[2℄; Y[3℄=X[3℄+KEYS[3℄;

For i=0 To 7 Do Y=Fmix(i, Y);

For i=0 To 7 Do Y=F
ore(i, Y, KEYS[4+4*i℄);

For i=0 To 7 Do Y=B
ore(i, Y, KEYS[20+4*i℄);

For i=0 To 7 Do Y=Bmix(i, Y);

Y[0℄=Y[0℄-KEYS[36℄; Y[1℄=Y[1℄-KEYS[37℄;

Y[2℄=Y[2℄-KEYS[38℄; Y[3℄=Y[3℄-KEYS[39℄;

After all these operations the blo
k Y would be the result of en
oding of the

blo
k X: We need to exe
ute almost the same operations for de
ryption.
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Among all works devoted to MARS 
ryptanalysis we want to emphasize the

paper [6℄, where several MARS atta
ks are des
ribed along with the memory and


omputing resour
es required for their implementation. Spe
i�
ally, for an atta
k

on 8 rounds (2 of ea
h type) of MARS 2

25

plaintexts, 2

29

memory bytes and 2

68

en
ryptions are required. An atta
k on 21 rounds (16 MIXING 5 CORE) requires

8 plaintexts, 2

232

en
ryptions and 2

236

bytes of memory. Biham [7, 8℄ 
laims that

12 MARS rounds are not se
ure, but no su
h atta
ks were shown.

3 The Brief \Book Sta
k" test des
ription

We will study statisti
al features of MARS using the \Book Sta
k" test, so let us

give its brief des
ription. The \Book Sta
k" test is used for 
he
king hypotesys

whi
h 
laims, that elements of a sample Z = (z

1

; z

2

; : : : ; z

N

) from the alphabet

A = fa

1

; a

2

; :::; a

S

g have uniform distribution, i.e. they are independent and

P(z

n

= a

i

) = 1=S; n = 1; : : : ; N ; i = 1; : : : ; S:

We should �x some order in the alphabet before testing. This order 
hanges

after analysis of every element z

n

as follows: letter z

n

gets number 1; numbers of all

letters that were less than the number of z

n

, in
rease for 1; all other letters numbers

stay unamended. More formally: let !

n

(a) be number of the letter a 2 A after

analysis of z

1

; z

2

; : : : ; z

n�1

; then

!

n+1

(a) =

8

<

:

1; z

n

= a ;

!

n

(a) + 1; !

n

(a) < !

n

(z

n

);

!

n

(a); !

n

(a) > !

n

(z

n

) .

This stru
ture is 
ommon for a book sta
k if it is supposed that books number


on
urs with its position in the sta
k. The book is extra
ted from the sta
k and

is put on the top so that its number be
omes 1. All the books that were above

it are shifted lower and all other stay on their pla
es. Before testing the set of all

numbers f1; : : : ; Sg is divided into two non-interse
ted parts A

1

= f1; 2; : : : ; Kg and

A

2

= fK + 1; : : : ; Sg; where K 2 f1; :::; Sg is a parameter. Then with the help of

the sample ( z

1

; z

2

; : : : ; z

N

) we should 
ount �

N

| quantity of numbers !

n

(z

n

); that

belong to the �rst part A

1

; i.e. quantity of hittings in the topside part of the book

sta
k. (N � �

N

) | it is, obviously, quantity of hittings in the lower part. Then we

estimate

x

2

=

(�

N

�NP

1

)

2

NP

1

+

((N � �

N

)�N(1� P

1

)

2

)

N(1� P

1

)

; P

1

= jA

1

j=S;
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and if x

2

is greater than the 
riti
al level �

2

1;1��

, then uniform distribution is a

epted

otherwise reje
ted. The value �

2

1;1��

is quantile of 
hi square distribution with the

level of signi�
an
e equal to (1 � �) with one degree of freedom. The degree of

freedom is equal to one be
ause the set of numbers is divided into two parts.

4 Investigation of MARS statisti
al features with

the \Book Sta
k" test

Now let us des
ribe how the sample for our experiments were 
onstru
ted. Consider

the blo
k sequen
e X

u

i

; i 2 f1; :::; Ng; u 2 f0; 1; 2; 3g; these blo
ks have three zero

subblo
ks and subblo
k number u is equal to i: For example, X

0

7

= (7; 0; 0; 0); X

3

5

=

(0; 0; 0; 5):

Let y

u;v

i

be a 32 bit subblo
k with the number v of 
iphertext blo
k after en-


ryption of the blo
k X

u

i

: For example, after en
oding of X

0

7

; we will get the blo
k

(y

0;0

7

; y

0;1

7

; y

0;2

7

; y

0;3

7

): With the help of 100 random keys we will get 100 di�erent

samples of the view (y

u;v

0

; :::; y

u;v

N�1

) with the �xed parameters u and v: For some

experiments we will take only s bits from the 32 bit words y

u;v

i

(i = 0; :::; N � 1)

and 2

s

is an alphabet size. For ea
h sample we estimate x

2

and 
al
ulate U

95%

and

U

99%

that mean how many times of 100 this value overrided quantiles of 
hi square

distribution of the level of signi�
an
e 95% (equal to 3.84) 99% (equal to 6.64)

a

ordingly. Speaking di�erently it means how many samples did not pass the test.

When the 
ipher 
onsists of the same rounds redu
tion of their quantity is done

in a usual way: we investigate the 
ipher 
onsisted of one round, two rounds, three

rounds and so on. MARS 
onsists of the rounds of di�erent types, so we 
an redu
e

them in di�erent ways:

1. En
ryption with only FORWARD MIXING rounds;

2. En
ryption with only BACKWARD MIXING rounds;

3. En
ryption with only FORWARD CORE rounds;

4. En
ryption with only BACKWARD CORE rounds;

5. Symmetri
 round redu
tion (one or two of ea
h type, this variant has been

used in [6℄).

Experiments have shown that the highest biasses from uniform distribution were

when u = 3: The value v was di�erent for di�erent 
ipher modi�
ations. The table


ontains the results of the experiments.
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R N U

95%

U

99%

x

2

av

K s

FORWARD MIXING rounds u = 3; v = 2

2 2

6

100 100 139.5 2

6

8

4 2

6

100 100 139.5 2

6

8

6 2

14

84 67 10.8 2

14

24

8 2

18

70 43 7.8 2

18

32

BACKWARD MIXING rounds u = 3; v = 1

2 2

6

100 100 139.5 2

6

8

4 2

6

100 100 139.5 2

6

8

6 2

8

100 99 29.5 2

6

8

8 2

14

41 25 4.4 2

18

24

FORWARD CORE rounds u = 3; v = 3

1 2

6

100 100 139.5 2

6

8

3 2

6

100 100 139.5 2

6

8

5 2

20

28 17 892.1 2

18

32

BACKWARD CORE rounds u = 3; v = 0

1 2

6

100 100 139.5 2

6

8

3 2

6

100 100 139.5 2

6

8

5 2

6

100 100 85.1 2

6

8

Symmetri
 redu
tion u = 3; v = 0

1+1+1+1 2

6

100 100 139.5 2

6

8

2+2+2+2 2

18

51 29 6.1 2

18

32

here x

2

av

is an average value of x

2


al
ulated out of 100 samples and 4K bytes of

memory are required for the test implementation.
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