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Abstract. An encrypted email is sent from Bob to Alice. A gateway
wants to check whether a certain keyword exists in an email or not for
some reason (e.g. routing). Nevertheless Alice does not want the email
to be decrypted by anyone except her including the gateway itself. This
is a scenario where public key encryption with keyword search (PEKS)
is needed. In this paper we construct a new scheme (KR-PEKS) the K-
Resilient Public Key Encryption with Keyword Search. The new scheme
is secure under a chosen keyword attack without the random oracle. The
ability of constructing a Public Key Encryption with Keyword Search
from an Identity Based Encryption was used in the construction of the
KR-PEKS. The security of the new scheme was proved by showing that
the used IBE has a notion of key privacy. The scheme was then modified
in two different ways in order to fulfill each of the following: the first
modification was done to enable multiple keyword search and the other
was done to remove the need of secure channels.

1 Introduction

Bob wants to send Alice confidential emails and in order to ensure that no one
except her can read it, he encrypts the emails before sending them so that Alice,
and her alone, will possess the capability of decrypting it. Consider the scenario
where Alice would like to download only the urgent emails to her mobile, leaving
the rest to check later from her computer. Alice requires access to the email server
(gateway) so that she can search her emails for the keyword “urgent” prior
to downloading them. The server should facilitate the search for this keyword
without being able to decrypt Alice’s private emails.

This scenario was first introduced in Boneh et al.’s paper [3]. They presented a
general scheme called PEKS where Alice gives trapdoors for the words she wants
the gateway to search for. The trapdoors come in the form of some kind of data
that is used to test the existence of keywords within an email without revealing
any other information(Section 3).

In [3] the authors constructed several schemes based on different security models
but these schemes either had some limitation on the number of keywords to
search for or were not secure enough (ie. were proven secure in random oracle).
In [1] the authors pointed out two important features that were not covered
in [3]. The first one was the ability to search for multiple keywords. The second



characteristic, put forwards in Section 3.1 of this paper, was elimination of the
requirement of secure channels, for sending trapdoors. These two new features
issues are explained in details in the paper and new schemes to facilitate them
will be introduced in this report paper(Section 3.6 and 3.7).

The ability of constructing IBE from PEKS was explored in [3]. IBE is a public
key encryption where the public key is a direct product of the identity of the
user [11] [4]. Building a PEKS from an IBE needs the latter to have some extra
properties such as the notion of key privacy. Key privacy is a security property
that implies that an adversary should not be able to guess which ID from a set
of ID’s was used in encrypting some email(Section 3.3).

Heng and Kurosawain [9] proposed a scheme called K-resilient IBE, this scheme
does not lead to breach of privacy (Appendix A). The basic K-resilient IBE was
used to construct a PEKS that is fully secure (Section 3.4).

The next Section entails some important concepts that form the foundation
for our work. Following that, Section 3 explains the PEKS scheme, its security
notions, the relation with IBE, and last but not least the construction of a new
PEKS scheme using the K-Resilient IBE was introduced. The last Section in this
paper concludes the results of our work.

2 Preliminaries

In this Section we will go through some definitions that will be used further in
this document.

2.1 Decisional Diffie-Hellman

The Decisional Diffie Hellman (DDH) Problem [6] is the ability to distinguish
between (g, g%, g°, g*) and (g, g%, g, T) where a,b,c € Z, ,g € G, G, is a group
of prime order ¢, and T is a random element that belongs to Gj,.

The quadruple (g, g%, g°, g?) is called the real quadruple and the quadruple
{(g,9% g°,T) is called the random quadruple. So if we have an adversary D that
takes X,Y,T € G, and returns a bit d € {0,1}, consider the following two
experiments.

For both experiments X «— ¢*; YV «— g¥

.Expéci}j[—)real OE:L'péfi},Ll—)Tand
T «— g*¥ A random T € G
d+~ D(q,9,X,Y,T) d+ D(q,9,X,Y,T)
Return d Return d

The advantage of the adversary D in solving the Diffie-Hellman is defined as
follows:-

Advéi}fD = Pr[ExpdG‘i}fBre“l =1] - Pr[ExpéCffme”d =1]

If this advantage is negligible for any adversary D then we say DDH is hard to
solve. The DDH was used in PEKS Section 3.4.



2.2 Hash Functions

A family of hash functions H = (G; H) is defined by two algorithms [8]. G is a
probabilistic generator algorithm that takes the security parameter k as input
and returns a key K. H is a deterministic evaluation algorithm that takes the
key K and a string M € {0,1}* and returns a string Hy (M) € {0, 1}F~1.

Definition Let H = (G; H) be a family of hash functions and let C be an
adversary [8]. We consider the following experiment:

Experiment Expg; (k)

K — G(k); (zo; 21) — C(K)

if ((wog # 1) A (Hi (x0) = Hg(x1))) then return 1 else return 0.

We define the advantage of C' via Advg] (k) = Pr[Exp§; o(k) = 1] :

The family of hash functions A is collision-resistant if the advantage of C is
negligible for every algorithm C whose time-complexity is polynomial in k.

3 Public Key Encryption with Keyword Search

An encrypted email is sent from Bob to Alice [3]. The gateway wants to check
whether a certain keyword exists in an email or not for some reason (for example
routing). Nevertheless Alice does not want the email to be decrypted by anyone
except her, not even the gateway itself. This is a scenario where public key
encryption with keyword search (PEKS) is needed. PEKS encrypts the keywords
in a different manner than the rest of the email. The gateway is given “trapdoors”
corresponding to particular keywords. Using the PEKS of a word and trapdoor
of a keyword, the gateway can test whether the encrypted word is the particular
keyword or not.

General scheme According to [3] a PEKS consists of four algorithms as described
below :

— KeyGen(s): Take a security parameter s and generate two keys a public key
Apup and private key Aprio

— PEKS (A, W): It produces a searchable encryption for a keyword W using
a public key Apup

— Trapdoor (A, W): Produce a trapdoor for a certain word using the pri-
vate key.

— Test (Apup, S, Ty,): Given the public key A, some searchable encryption
S where S = PEKS(Apu, W), and the trapdoor T, to a keyword W.
Determine whether or not the word we are looking for W and the word
encrypted W’ are equal.

So Bob sends Alice through the gateway the following:
[E(Apup, M), PEKS(Apup, W1), PEKS(Apup, Wa), ..., PEKS(Apup, Win)]

where PEK S(Apup, W;) is a searchable encryption of the keywords and E(A,yp, M)
is a standard public key encryption of the rest of the message M.



3.1 Security Notions Related to PEKS

Security under a Chosen Keyword Attack (CKA) For a PEKS to be
considered secure we need to guarantee that no information about a keyword
is revealed unless the trapdoor of that word is available [3]. To define security
against an active adversary A we use the following game between A and chal-
lenger.

— CKA-Setup: The challenger runs the key generation algorithm and gives the
Apup to adversary A and keeps Apy, to itself.

— CKA-Phase 1: A asks the challenger for trapdoors corresponding to keywords
of its choice.

— CKA-Challenge: The adversary decides when phase 1 ends. Then it chooses
two words Wy, W7 to be challenged on. The two words should not be among
those for which A obtained a trapdoor in phase 1. The challenger picks a
random bit b € {0, 1} and gives attacker. C' = PEKS(Apup, Wp).

— CKA-Phase 2: A asks for more trapdoors like in phase 1 for any word of its
choice except for the Wy, Wj.

— CKA-Guess: A outputs its guess of b’ and if ¥’ = b that means A guessed the
encrypted message and the adversary wins.

We say that the scheme is secure against a chosen keyword attack (CKA) if A
has a low advantage of guessing the right word being encrypted.

Secure Channels: In the PEKS scheme in [3] there is a need to have a secure
channel between Alice and the server, so that an eavesdropper (Eve) can not get
hold of the trapdoors sent. No one but the server should be capable of testing
emails for certain keywords. This is one of the drawback that the authors of [1]
tried to solve by generating a public and a private key that belong to the server.
The PEKS algorithm was modified to encrypt keywords using both Alice’s and
the server’s public key, while the testing algorithm needs the server’s private key
as an input. In this way the scheme is secure channel free (SCF-PEKS) because
Eve can not obtain the server’s private key, therefore can not test.

The SCF-PEKS is said to be IND-SCF-CKA secure when it ensures that the
server that has obtained the trapdoors for given keywords cannot tell a PEKS
ciphertext is the result of encrypting which keyword, and an outsider adversary
that did not get the server’s private key cannot distinguish the PEKS ciphertexts,
even if it gets all the trapdoors for the keywords that it queries

3.2 Handling Multiple Keywords

Multiple Keyword search in a PEKS is the capability of searching for more
than one word either disjunctively or conjunctively. In PEKS [3] the only way
to do this is to search for each word separately and then do the disjunctive or
conjunctive operations on the result of the testing algorithm. This technique is
impractical when it comes to a large number of keywords in one conjunctive



search request, because every email is searched for every single keyword. In [7]
a new scheme was suggested for conjunctive search called PECK. The scheme
substitutes the PEKS algorithm with a PECK algorithm that encrypts a query
of keywords. The testing is done with a trapdoor for each query instead of each
word. So Bob sends Alice the following:

[E(Apups M), PECK (Apup, W1, Wa, ..., Wi))]

We say that the scheme is secure against a chosen keyword attack (CKA) if an
adversary has a low advantage in guessing the right query of keywords being
encrypted.

3.3 The Strong Relation between IBE and PEKS

In [3] the authors showed how the algorithms used in IBE can be used for
constructing a PEKS. They showed how with the four algorithms in an IBE
Setup, Extract, Encrypt, and Decrypt [11] [4] could be used for to achieve the
purpose of a PEKS scheme. So if keyword was used in place of an ID in the IBE
scheme. The Setup algorithm will be equivalent to the KeyGen algorithm in a
PEKS. Extracting the private key in the IBE will be in replace of generating
trapdoors for keywords in PEKS scheme. Now if the Encryption algorithm in
the IBE was used to encrypt some zero string of a certain length, the result
will be a PEKS ciphertext that could later be tested by using the Decryption
algorithm in an IBE and checking whether the result is the same string of zeros.
The problem is that the ciphertext could expose the public key (W) used to
create it. So we need to derive a notion of key privacy [2] for IBE to ensure that
the PEKS is secure under a chosen keyword attack. Key privacy is a security
notion first introduced in [2]. If an adversary can not guess which ID of a set of
ID’s in an IBE scheme was used in encrypting a particular ciphertext then that
IBE scheme does not lead to breach the privacy of its keys. This could be under
chosen plaintext attack(IK-CPA) or chosen ciphertext attack(IK-CCA).

3.4 Construction of a PEKS From the K-Resilient IBE (KRPEKS)

Since the K-resilient IBE scheme suggested in [9] is said to be IK-CCA se-
cure(Appendix A) it was tempting to construct a PEKS using that scheme. As
any other PEKS scheme there are four algorithms, summarized in the following.

— KRPEKS-KeyGen
Step 1: Choose a group G of order ¢ and two generators g1, g2
Step 2: Choose 6 random k degree polynomials where the polynomials are

chosen over Z,

Pi(x) = do + diz + daz?® + ... + dia® ; Py(x) = dfy + dyx + dya® + ... + dja”
Fi(x) = ag + a1z + agz® + ... + apa® ; Fo(z) = af) + ajx + aha® + ... + aja®
hi(x) = by + b1x + bow? + ... + bpa® ; ho(z) = by + bl + bha? + ... + bl
Step 3: For 0 <t < k; Compute A; = g?tggé,Bt = gll’fgg;,Dt = g‘ffgg;



Step 4: Choose a random collision resistant hash function H (Section 2.2)
Step 5: Choose a random collision resistant hash function H' (Section 2.2)
Step 6: Assign A;m‘iv = <F1, FQ, hl, hg, Pl, P2>
Apub = <gl,gg, Ao, ceey Ak, Bo, ceny Bk, D()7 ceny Dk, H, H/>
— KRPEKS
Step 1: Choose a random ry € Z,
Step 2: Compute u; = g7* ; u2 = g5
Step 3: Calculate for each keyword w
Ay — Htk:OA%vt ; By — Htk:oBgut s Doy — Htk:ODgut
Step 4: s «— D}
Step 5: Using the -exclusive or- operation calculate e « (0%) @ H'(s)
Step 6: a «— H(uy,uz,€)
Step T: vy — (Ay)™ . (By)™®
Step 8: C « (ug,uz, e, vy)
— KRPEKS-Trapdoor
Run Extract of the IBE and the output is the trapdoor
Tw = <F1(w), Fg(w), h1(w), hg(w), P1(w), P2('LU)>
— KRPEKS-Test
Step 1: a «— H(uy,uz,€)
Step 2: Test if vy, # (uy)F1(W)Hh(w)a (3,)F(w)+hs(w)a
then Halt else go to Step 3.
Step 3: s « (u) (W) (ug)F2(w)
Step 4: m «— e ® H'(s)
Step 5: If the resulting plaintext is a 0% conclude
that C is an encryption of w.

The security of this scheme relies on DDH and the collision resistant hash
function as shown in the next Section 3.5.

3.5 Security of KRPEKS against CKA

The K-Resilient IBE scheme [9] is an identity based encryption that is based on
the Decisional Diffie Hellman problem (DDH). The security of such scheme is
based on the difficulty of solving DDH and whether the hash functions used are
collision resistant or not. In (Appendix A), the following theorem was proved.

Theorem Let G be a group of prime order ¢. If DDH is hard in G then KRIBE
is said to be IK-CCA secure. So for any adversary A attacking the anonymity of
KRIBE under a chosen ciphertext attack and making in total a ¢4(.) decryption
oracle queries, there exist a distinguisher D4 for DDH and an adversary C
attacking the collision resistance of H such that

Advilr 5 (K) < 24dvg ] (K) + 2Advft (K) + (qa(K) +2)/(287%)

Since KRIBE is IK-CCA secure(Appendix A). Therefore if an adversary
knows two IDs I Dy, ID; and is given a ciphertext encrypted using one of the



IDs. The adversary would not to be able to guess which one was used unless the
DDH is not hard or the hash function is not collision resistant. In this Section
we show that since the PEKS was built from the KRIBE and KRIBE has key
privacy notions then PEKS should logically be proved to be secure under a CKA.
Now if we compare both schemes the KRIBE in [9] and the KRPEKS we would
notice that the key generation algorithm in the latter is the same as the setup
in the former. The trapdoor is created the same way a secret key is created for
an ID in the IBE scheme but instead of the IDs we have words. The encryption
of IBE is equivalent to it for the PEKS but instead of a message, a k length
zero string 0F is encrypted. The testing of the existence of a keyword is done by
using the same decryption algorithm of the IBE and checking whether the result
is equal to 0%. In other words if an adversary can not tell the difference between
which ID was used to encrypt a given ciphertext. Then the same adversary would
not know which word was used in creating ciphertext C = PEKS(Apup, Ws).
The only difference between the two security notions is that instead of having
a decryption oracle in proving IK-CCA in KRIBE we have a trapdoor oracle
in the new PEKS. So someone can conclude that the advantage of guessing the
right word depends on the DDH problem, the collision resistance of the hash
function and @); where @Q; is the maximum number of trapdoor queries issued
by the adversary.

3.6 Constructing K-Resilient SCF-PEKS scheme

In [1] the authors constructed a SCF-PEKS using the same methodology used
in the PEKS in [3]. In this Section we will try to build a SCF-PEKS using the
KR-PEKS described in 3.4.

— SCF — KRPEKS — CPG (Common Parameter Generator) :
Step 1: Choose a group G and two generators g1, go
Step 2: Choose random k
Step 3: Choose a random collision resistant hash function H (Section 2.2).
Step 4: Calculate the common parameter cp = (G, g1, g2, H, k)

— SCF — KRPEKS — SKG(cp) (Server Key Generator) :
Step 1: Choose 6 random k degree polynomials, chosen over Z,
Pi(x) = do + diz + daz? + ... + dia® ; Py(x) = dfy + djx + dya® + ... + dja*
Fi(x) = ag + a1z + agz? + ... + axz® ; Fa(x) = afy + ajz + aha® + ... + aja”
hi(z) = by + b1z + baz? + ... + bpa® 5 ha(z) = b)) + by + bha? + ... + bjak
Step 2: For 0 <t < K; Compute A; = g‘l”gg;,Bt = gi’tgg;,Dt = gf*gg;
Step 32 Assign Aprivs = <F1, FQ, h17 hg, Pl,P2>

Apubs = <gl,gg, Ao, ceuy Ak, Bo, cery Bk, DQ, ceey Dk, H>

— SCF — KRPEKS — RKG(cp) (Reciever Key Generator) :
Step 1: Choose 6 random k degree polynomials, chosen over Z,
131(13) =dy + diz + dox® + ..+ c[kxk ; ]32(:6) = Jg + dA’lx + ci’sz + .+ dzczk
Fl(a:) =dy + d1x + dox® + ... + dpz® ; FQ(J?) = aA{) + aA’la: + aA’QxQ + .+ azcxk
/{1(33) = b + b1z + baz® + ... + bpa® : h}(m) = bA{J + I;’lx + bA’QxQ + .+ bzcxk



Step 2: For 0 < t < K; Compute A, = gftggé,Bt = gﬁ”gg;,DAt = gf*ggé
Step 3: Choose a random collision resistant hash function H' (Section 2.2).
Step 42 ASSigl’l Aprivr = <FA‘17 FA‘Q, hAl, hAQ, pl; p2>
Apubr = <g1, g2, Ao, ceey Ak, Bo, ceey Bk, l)()7 ceey Dk, H, H/>
— SCF — KRPEKS
Step 1: Choose a random r; € Z,
Step 2: Compute u; = ¢7* ; uz = gy
Step 3: Calculate Ay, — ITF_ AY" : B, «— ITF_ B*" ; Dy, «— ITF_, D'
/fw — Htkzoﬂitw ; Bw — Htk:OBtw ; ﬁw — Hfzoﬁtw
Step 4: s — Dj}! DAZ}
Step 5: e « (0F) ® H'(s)
Step 6: v < H (u1,u2,€) R
Step 7: vy — ((Aw)(Aw))™ . ((Bw)(Bw))™"*
Step 8: C' «— (uy, ua, €, vy)
— SCF — KRPEKS — TG (Trapdoor Generator) :
Calculate: T,, = (Fy (W), Ex(W), by (W), ha(W), Py (W), Po(W))
— SCF — KRPEKS — T (Testing Algorithm) :
Step 1: a «— H(uy,us,€)
Step 2: Test if v, # (u1>F1(w)+h1(w)a-i—lf'l(w)-&-h}(w)a'(uQ)Fz(w)-i-hg(w)a-ﬁ—lfz(w)-i-h}(w)a
then halt else go to next step
Step 3: s «— (ul)Pl(“’HPle).(u2)P2(w)+152(“’)
Step 4: m «— e ® H'(s)
Step 5: If the resulting plaintext is a 0¥ conclude that C' is the encryption
of w.

Notice that the testing part can not be done except by the server. Therefore,
the trapdoor could be sent via public channels.

3.7 Constructing a K-resilient PECK

In [7] [10] the authors constructed a PECK by adopting ideas from the PEKS
in [3]. In this paper we will try to build a PECK scheme by adopting ideas
from the KR-PEKS. The four algorithms that form this scheme are described as
follows.

— KRPECK-KeyGen:
Step 1: Choose a group G of order ¢ and two generators g1, g2
Step 2: Choose 6 random k degree polynomials, chosen over Z,
Pi(z) = do + dix + dea® + ... + dz® 5 Py(x) = dfy + djz + dya® + ... + dja®
Fi(x) = ag + a1z + agz® + ... + axa® ; Fy(w) = afy + ajjz + aha® + ... + aja”
hi(z) = bg + b1z + box® + ... + b ; ho(z) = by + bhx + bha? + ... + b;ca:k
Step 2: For 0 <t < k; Compute A; = g?‘g;;,Bt = gll’tggg,Dt = gf‘gg;
Step 3: Choose two random numbers sy, s; € Z,
Step 4: Calculate S = g{°.g5"
Step 5: Choose a random collision resistant hash function H (Section 2.2).



Step 6: Calculate: Ay = (Fi1, Fo, h1, he, P1, Py, s, $1)
Apub = <g1,g2, Ao, ceey Ak, Bo, ceey Bk, DQ, ceey Dk, S, H>
— KRPECK:
Step 1: Choose a random r; € Z,
Step 2: Compute u; = ¢7* ; uz = gy
Step 3: Calculate for every W; where 1 <i <m
Ay, = gAY 5 By, IEGBY" 5 Dy, — I D}
Step 4: Calculate e; where 1 < i < m and e; «— Dy
Step 5: Calculate «; where 1 <4 < m and «; «— H(uy,us,¢;)
Step 6: Vw; < (Awi)rl'(Bwq‘,)Tlai
Step 7: C «— (U1, U2, €1, eevy €y Vnyyy vey Va3 STL)
— KRPECK-Trapdoors:
Step 1: Choose {21, ..., {2, where t is the number of keywords you want to
search for and §2; is the keyword in position I;
Step 2: Tl = Pl(Ql) + Pl(.QQ) + ...+ Pl(Qt) + So
Step 3: T2 = PQ(Ql) + PQ(QQ) + ...+ PQ(Qt) + $81
Step 4: For 1 < j <t Compute a; « H(u1,uz,er;)
Step 5: T3 = FI(QI) + ...+ F1<.Qt) + hl(Ql)al + ...+ h1<9t)at
Step 6: T4 = FQ(Ql) + ...+ FQ(Qt) + hQ(Ql)Oél + ...+ hg(ﬂt)at
Step 7: TQ = <T1, Tg, 1};7 T4, Il, ceny It>
— KRPECK-Test:
Step 1: Test if vy, Vwy, - Vuw;, # ul®.u3* then halt else do Step 2
Step 2: If S™ ey, .er,.€r,...e5, = ulTl.qu
then output “True” otherwise output false

If all the words exist, then definitely the condition of the if-statement in Step
2 in the testing algorithm will be true.

4 Conclusion

The main aim of this research was to have a PEKS that is secure under a stan-
dard model rather than the random oracle model only. To do so, the first step
was finding an IBE scheme that has key privacy notions. Use of IBE with Weil
pairing to build a PEKS was demonstrated in [4] and the scheme was secure
under a chosen keyword attack but under the random oracle only. The IBE sug-
gested by Boneh and Boyenin in [5] also was not useful in constructing a PEKS
as shown in [1]. It was tempting to try to prove the K-resilient IBE(Appendix
A) to have a notion of key privacy because it was shown in [2] that the Cramer-
Shoup encryption is secure. The KRIBE adopted a lot of techniques from this
encryption scheme and KRIBE was proved to be secure(Appendix A).

The new PEKS scheme was then used to construct a public key encryption with
conjunctive keyword search and a public key encryption that does not need a
secure channel.

However, the new PEKS scheme still has some drawbacks because of the lim-
itations of the KRIBE scheme itself, where the number of malicious users is



restricted to some value K. That is the number of trapdoors generated in the
PEKS is limited to at most K. Nevertheless, that is not a serious problem where
we could use a reasonably large K for email searching applications.

An additional concern lies in the basic formulation of the PEKS system. The
idea of the sender, Bob having the sole power to decide which words to consider
as keywords for the recipient, Alice, may not be as convenient in reality. In fact,
Alice should have all influence on the email sorting and one solution would be
for her to cache a set of criteria in form of queries. In that way, the emails cat-
egorized as ‘urgent’ would have greater possibility of being what she considers
imperative to read.
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A  K-Resilient IBE scheme in the Standard Model is
IK-CCA Secure

In [2] the authors proved Cramer-Shoup to be IK-CCA secure. In this paper
the same idea of the proof is used in showing that the K-Resilient IBE (KRIBE)
scheme [9] is also IK-CCA secure. The main goal is to try to relate the probability
of being able to distinguish between IDs to the ability to solve the DDH and the
collision resistance property of hash functions used in KRIBE scheme.

Theorem Let G be a prime order group generator. If DDH is hard in G then
KRIBE is said to be IK-CCA secure. So for any adversary A attacking the
anonymity of KRIBE under a chosen ciphertext attack and making in total de-
cryption oracle queries, there exist a distinguisher D 4 for DDH and an adversary
C attacking the collision resistance of H such that

Advilyrppa(K) < 24dv8 3l (K) + 2Advf ! (K) + (qa(K) +2)/(287%)
The Theorem aboves follows from the next two claims :
Claim 1 : For any K
PrlEzpglp, " (K) = 1] = 1/2 + (1/2)(Advy 5574 (K))
Claim 2 : For every K
Pr(Eapg!p 1" (K) = 1] < 1/2 + (qa(K) +2)/(257?) + Adv L. (K)

Proving Claim 1 In claim 1 the goal is to show that under some distinguisher
Dy the view of the adversary A is exactly like in the real decisional Diffie-
Hellman experiment. The first step in the proof is to build that distinguisher as
shown bellow.

Adversary Da(q,9,X,Y,T)

K «—® GH(k)
gr=1ligp—=Xiump—Y upo—T
wo «—1T Zq ; w1 —F Zq

U1 YW°~9¥V1 s ugq — TWo ~9;/V1

Choose Six Random Polynomials as the following; Where the polynomials are
chosen over Z,

Pl(if) = do =+ d1$ + d2x2 + ...+ djxj
Py(x) = dy + dyx + dya® + ... + dja?



Fi(z) = ap + a1 + agz? + ... + a2’
Fy(z) = af + ajz + aba® + ... + a)jz)
hi(z) = by + b1z + box? + ... + bja’
ha(x) = b + by + bya? + ... + bja!

After Choosing the random polynomials calculate

Ar=gitg5t ;s B =gt gy s Dy = gl g3

Choose two random IDs from a set of IDs

IDy ; ID; € {0,1}*

sko < (P1(IDo); P(IDo); hi(IDg); ha(IDo); F1(I1Do); F2(1Do))
sk «— (P1(ID1); Po(IDq); ha(ID1); ho(ID1); F1(ID1); Fo(ID1))
Params < (g1; 92; A1;...;Aj; B1;...; Bj; Dh;..; Dy K)

PKy «— IDg

PKy «— ID;

b {0,1}

Run Adversary A
(M, s) — A(find, PKy, PKy, Params)
€ — (u1 b)Pl(ID”).(UQ b)PZ(IDb).M

o — eHp(uyp, uzp,€)

Fl(ID},)Jrhl(IDh)a( F2(1D5)+h2(ID[,)G(

v (u1p) Uz p)
d — A(guess,ui p, u2p,€,0,5)
If b=d then return 1 else return 0

The replying to A’s decryption oracle is as follows

A makes a query C’to one of the oracles Dy, , Ds, where C’is (u},u),e’,v")
o — eH(uy,ub,e)

1Fy(ID;)+h1(ID; 1F5(ID;)+ho(ID;
If v 1(ID;i)+h( )Oé.u2 2(IDi)+ha(IDi)o _ v

m e €l PP () 2T
else m is invalid

Now after constructing an adversary we need to show the similarity between
it and the KRIBE scheme and that will lead us to claim 1. The input of D4 is

(a, g, g™, g™, g"") which is equivalent to (q, g1,92,91%,95°)
The challenge triple and the computed triple are valid Diffie-Hellman.

— Challenge Triple (g2, u1,0, u2,0)
g2 =g u10 =g, uz0 =g""



— Computed Triple (g2, u1,1,u2,1)
go = gT‘l U = gw1+7“2w0 Uz = g(w1+r2wo)

The challenge triple are independently distributed because they are exactly
like the actual experiment and the computed triple are independently distributed
because wg, w; are random from Z,. Now show the similarity between the D4
and the KRIBE scheme above.

— Both the D4 and the KRIBE scheme create six random polynomials of
degree j

— A;, By and D; are calculated the same way

— The D4 chooses two IDs for challenging and two secret keys are extracted
the same way it’s done in the KRIBE by the PKG.

— Params are calculated in the same matter in both schemes

— Calculating e in the D4 and KRIBE gives same result as shown :
Let pos be a variable that stands for power of something so

if uy p = gV then usp = g5°° hence

Py (ID P> (ID
6<_ulb( b) 21( b).M

€ (gf) PP (g7 PP

)d0+d11Db+d21D2+ ..+dJID-,§_( pOS)ngrd’lIDb+d’21D§+..<+d;ID{;.M

92

— (91
doID? d,ID? d; 1D} d.IDJ

e (g0 g5). (g TP g1 1P0) (g1 P2 52170 ) gy b gy "0 om0
1D}
( b
—(

— (Dg.DIP».DEPe . Db ypos pp

Hk ODw )pos M

— Calculating « in both schemes are in the same matter
— Calculating v gives same result in both schemes as shown in the following
U — (Ul b)Fl(IDb)+h1(1Db)a.(u2 b)FQ(IDb)-'rhz(IDb)Ot

v e (gfos)Fl(IDb)+h1(IDb)a.(ggos)Fg(IDb)+h2(IDb)a

Ve (g{)OS)(aOJr,,,+aj[Di)+(b0+m+bj[DJb')a'(ggos)(a6+...+a;IDg)+(b(’)+...+b;IDg)o¢

b, ID?

(g2 (g20)... (2175 (g Py pos

— ((62)-(63)... (g1 TP (g™

vrp < (Arp)P?.(Brp)P*®
— Responding to the queries in the decryption oracle is done exactly like the
decryption in the KRIBE

Now that it is obvious that the view of the adversary A is exactly like in the
real experiment some one could conclude that the advantage of the adversary
guessing the right bit whether it is equal to zero or one is equal to the probability
of DDH-Real as shown bellow.

Pr(Baplly " (k) = 1] = (1/2)(PriBapily; 550 D+(1/2) (1= PriBapily 5550 )
Pr{Eapglp, (k) = 1] = (1/2) + (1/2) Advi/pr 55/ (k)



Proving Claim 2 When the adversary A makes a query c=(uj,u),€’,v') to
the decryption oracle . The ciphertext is invalid if logg, uj = logg,u5. The reason
why the ciphertext is invalid is it will be as if g; is raised to a random number
to create u) and g9 is raised to a different random number to create uj.

Events associated with D 4

— NRis true if ro =7y or go =1
— INV is true when the adversary A submits an invalid ciphertext to the de-
cryption oracle and the respond is not “invalid”

To proof Claim 2 there are three other claims that will be introduced.
Claim 3 :

Pr[NR] < 1/2k2
Claim 4 :
PrBxpgly 7 (K) = 1lb=0A-NRA-INV] =1/2
PriEap&" N (K) = 1/b=1A-NRA-INV] = 1/2
Claim 5 : There exist a polynomial-time adversary C such that for any k
PrINV|=NR] < (ga(k)/2k—2) + Advi (k)

If the three above claims are true then using the mathmatical rule Pr[z] <
Priz|-Y]+ Pr[Y] and by conditioning we get

Pr[Ea:pg%Z*Re“l =1]

= (1/2)Pr(Bxpg =Rt = 1b = 0] + (1/2) Pr[Expg 1 = 1]b = 1]

< (1/2)Pr[Expg I~ =1]b=0A-~NRA-INV]

+(1/2)Pr[Eapg 1 ! = 1|b =1 A=NR A ~INV] + Pr[NR] + Pr[INV]

< (1/2)Pr[Ezpg = = 1lb=0A~NRA=INV]

+(1/2)Pr[Expg '} = 1|b = INMNRA-INV]+2Pr[NR]+ Pr[INV|-NR]
< (1/2) + (qa(k))/(257%) + Advf Tt (K)

Proof Claim 3 Claim 3 is easy to proof since 1 and r, are two random elements
that belong to Z, and 2k=1 < ¢ < 2. Therefore the claim is true.

Proof Claim 4 To proof claim 4 we define a sample S which has the random

values in E:Epécf%;m”d(K ). So an element in S will be denoted as follows :

s = (Pi(IDy); Po(IDy); Fi(IDy); F>(IDg); hi(IDg); ha(IDy);
Pl(IDl),PQ(IDl),Fl(IDl),FQ(IDl), hl(IDl), hQ(IDl))

If VIEW is a function with S as a domain and associates to any s € S the

view of an adversary A in the Expdc‘f%;m"d(K ) when the random choices on



that experiment are those given in s. In other words assuming the adversary
is deterministic the view is all the inputs in both stages and the answers to all
its queries to the decryption oracle. The adversary’s output is a deterministic
function of its view. Now we need another Claim to continue with the proof.

Claim 6 : Fix a specific view v of the adversary A simulated by D, . Assume
that the events “NR A =INV is true for this view. Then Prlview = 0|b = 0] =
Prlview = 9|b = 1] From that Claim we can conclude that if ~-NR A -INV is
true then A can guess b correctly with a probability 1/2. This results with Claim
4. So the rest of the proof in this Section will be to show that claim 6 holds.

Let the view be equal to the following
V = (glag27 Ib07 Ibla Al? "'7Aj7 Bh (23} B]7 D17 ceey ‘Djvﬁla 1127 éaﬁ)

For i € {0,1} define an E; as the set of all s € S such that s gives rise to b=i
and view(s) =V and =NR is true when the random choices in the experiment
are s . Then

PrlV =V Ab=0]=|Eol/|S| = |Eol/(24")

Now formulas 1-13 are introduced to get the value of |Ep|

b=0 (1)
g1 = g1 (2)
g2 = g2 (3)
Py(IDo) + @P3(IDg) = fp,o + IDoBp,1 + IDEBp s + ... + IDBp;  (4)
hi(IDg) + &ha(IDy) = fBpo + IDofp1 + ID3Bp2 + ... + IDYBE,;  (5)
Fy(IDy) + &F2(I1Dy) = 5;1,0 + IDO,@;Ll + IDgﬂ;\,Q + .+ IDgﬂ;l,j (6)
Py(IDy) + @P(IDy) = fp,o + ID1Bp,1 + ID}Bps + ... + ID{Bp;  (7)
hi(IDy) + &ho(IDy) = Bpo + ID18py + ID3Bpo+ ...+ IDIfp,;  (8)
Fi(IDy) + @Fs(IDy) = Bao +ID1fay + IDfas + ... + IDIBa;  (9)
up =y (10)
Ug = s (11)
Py(IDo)¥y + Py(IDg)iors = log, (¢/M) (12)
¥LFy (Do) + frahy (IDg) + 1@ Fy(IDg) + araha (IDo) = logg, & (13)

Note that @ = logg, g2 , ™1 = logg uio , 72 = logg,us o , & = eHg(ui 0, us 0, €)
Ba,; = loggAj BB = logg Bj , Bp,; = logg, Dj

The following matrices A,B,C, and D are used to construct a main big matrix
to resemble the above functions. So A,B,C, and D are described as follows



1 & 0 0 .
A=l0 0 1 O B=. “
P rh@ FLé b "1 wra
160000 3288
C=001&00 d=|
000010 0010
0001

Now the formulas from 1-13 could be written with matrices such that Fizx19 X
X19 = B3 as shown bellow.

b
Py (IDy)
Py(IDy)
Fy(IDy)
F3(IDy) 0
hy(ID . - - o
h;EIDgg Bpo+ -frgoﬁqg + §g§ﬂ9,2 +..+ ;géﬂg,j
1000000 |P(IDy)| |20 O@M*? M§2+~ﬂ- 008,
0A00000| |P(IDy) . A -
00BO0 000|x|F(IDy)|=|Pa0+IDoBay+ID5Bas+ ..+ IDifa,;
000CO000| [F(IDy) logg, (e/M)
0000DO00| |hy(IDy) 91
hQ(IDl) gAQ
U1,0
g1 L
g2 U2,0
U1,0
U2,0
U1,1
U2,1

Now it is shown in [2] that F has a full rank 'and therefore the number of so-
lutions for this system,“and which is |Ep|”is ¢'° =% =¢5. |Ey| is calculated the
same way |FEy| is calculated with changing formulas 12, 13 to 14, 15 respectively
where 14 and 15 are shown bellow.

Pl(IDl)’I“Al +P2(ID1)(I)7“A2=lqul(é/M) (14)
’I"AlFl(IDl) + r]ahl(IDl) + 7’A2(:)F2(ID1) —+ CYTAQ(IJhQ(IDl) = lOgglf) (15)

Now by symmetry of view and the systems equations corresponding to Ey and
E; with respect to the random bit b |Ey| = |F1| and therefore

! Full Rank is proved if each row in the matrix has a leading entry after appplying
gaussian elimination



Prlview = 0|b = 0] = Prview = 9|b = 1]

Proof Claim 5 Assume adversary A does submit an invalid ciphertext to Dgy,.
The submitted ciphertext must not equal the challenged ciphertext (u], ub, e’,v") #
(u1,usg,e,v) Consider the following events:

A" (uf, uby, ') = (u1p, uap, €)
B’ (uf,ub,€) # (urp, uzp, €);a’ = ay
C": (uf, uh, e') # (u1p, Uz p, €); & # g
Claim: There exist a polynomial time adversary C such that
Pr[INV|-NR] = Pr[INV|A’” A-NR].Pr[A’] + Pr[INV|B' A —-NR].Pr|[B’
+Pr[INV|C" AN -NR].Pr[C"]
<0+ Pr[B']+ Pr[INV|C' A —-NR]
<0+ Advft + Pr[INV|C’ A=NR]........ (a)
1. What makes (a) true

— Now in case of A’,v' # v so the oracle will reject it.
— Now in case of B’ we can construct the adversary C which attacks the
collision resistance H .

2. What is Pr[INV|C’" A ~NR] value? A ciphertext (u},ub,e’,v") is accepted
when submitting it to Dsy, when

_ (UI Fl(IDD)-I—hl(IDO)a/ + ’LL/ F2(1D0)+}L2(1D0)a/ — U/;FOTi -0
— (u})FrIDOFR(ID)" | (yf YF2(ID1)The(ID)’ — /s Fopj = 1.... (c)

Consider two more events

— Inw; ; is the case when adversary A during the ith query submits an invalid
ciphertext subject to the conditions of C’ to the decryption oracle and does
not get an invalid where i € {1,...,q4} ; j € 0,1

— EMVVis aset {s:s € S and s gives rises to a corresponding equation b or
¢,mNR} and the conditions from C’.

We first consider a simulation of Dgg,. To submit a ciphertext that would not be
rejected the adversary should come up with the coefficients of equation b which
is consistent with its view and which can contain a hidden bit b=0 or b=1 with
an equal opportunity. So

Pr[Invy o, ~NR] = (1/2) Pr[E{""|Eo] + (1/2) Pr[E{™ | E]

< (Pr[Eg™ A Eq))/(2Pr[Eo]) + Pr(EF™ A Ei])/(2Pr(Eq])

= (1™ A Eol-|S])/ (2l Eo|-IS]) + (1E5™ A Ex].]S])/ (21 E1].1S])
= (IEG" A Eol)/(24°) + (IEG™ A Er])/(26°).....(d)

So the number of solutions for equations 1-13 plus the equation b is equal to
|E{m A Eg| while |[EE™ A Elis the number of solutions for equations 1-11, 14,
15, and ¢. Assuming =N R in both of them .



To solve the system and get |E1m’ A Eo| we wﬂl have to add equation b to
the system. So we let u} = g;* , ub = g5°> = g} " And matrix A becomes as
follows

1 & 0 0
|0 0 1 w
N T‘Al 7:2(1) T'Aléz ’I"AQ(‘:)OAL
r1’ ro'@ r'd rhod
As shown in the paper [2] F is still a full rank that means that the number of
solutions now is ¢°
To solve the system and get |EI nv /\ Eq| we Wlll have to add equation c to the
wré

system. So we let So we let uj = g|' , uh = 922 =

Now since the challenge ciphertext corresponds to pky

— Matrix A becomes as follows

1 o 0 0
A= 0 O 1 w
ri’ o'W r'a rhwa’

1o 0 0 00
00 1 @& 00
00 0 0 1&

As shown in the paper F still has a full rank that means that the number of
solutions now is also ¢> Combining the results in equation “d”we get

Pr(Invio|-NR] < (1/q)
Now by symmetry Pr{Invy o|—NR] = Pr[Invi 1|-NR)], each time an invalid ci-

phertext is rejected set of next possible decryption oracle queries at most by one.
Therefore

Pr{Inwo|=NRAC') < S84 PriInv,o|-NR] < 520 (1)/(g—i+1) < (qa(k))/ (¢~
qa(k) +1) < (qa(k))/(2572)

So with this claim 5 is proved to be right.



