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Abstract— One common feature to many sensor networks is the

We present AIE (Authenticated Interleaved Encryption eed to communicate secr_etly_ with arbitrary sup-groups
f sensors. Such communication may be short-lived and

a new scheme that allows nodes of a network to exchange™ .
. . nsist of only few messages. Furthermore the members
messages securely (i.e. encrypted and authenticated) Wb

out sharing a common key or using public key cryptogra- these groups might be very dynamic and unknown to
phy E%he source. The group members might actually be defined

Our scheme is well adapted to networks, such as ad h9o the basis of some criteria, such as location, proximity

C, . .
N foan object, temperature range or any other environmental
overlay or sensor networks, where nodes have limited ca-

pabilities and can share only a small number of symm roperty. Existing group keying solutions [2] are not appli

. : . . . cable to small and dynamic groups. Most of them assume
ric keys. It provides privacy and integrity. An eavesdrop: : SR
. . L that the group is rather stable, revocation is a rare event,

per listening to a communication is unable to decrypt I : : ) .
T, . and that the size of the group is quite close to the entire
and modify it without being detected. We show that our .
s nodes population.

proposal can be used in wireless sensor networks to sen . .

The only two possible approaches today are either to

encrypted packets to very dynamic sets of nodes without X .
having to establish and maintain group keys. These s&ficrypta message as many times as there are receivers (as-

of nodes can be explicitly specified by the source or Caﬁj.[lming the source shares a key with each of the receivers)

be specified by the network according to some criteri@f to enumerate all possible sensor subsets. Both solutions

such as their location, proximity to an object, temperzf—re clearly unpractical, highly inefficient and unworkable
ture range. As a result, a node can, for example sel@ny realistic sensor network. Novel methods are needed.

encrypted data to all the nodes within a given geograph-

ical area, without having to identify the destination nodeSUr Contributions: We propose a new scheme that allows
in advance. two nodes of a network to exchange messages securely

Finally we show that our proposal can be used to impléi-'e' encrypted and authenticated) without sharing a com-

ment a secure and scalable aggregation scheme for wif2n key or using public key cryptography. Our scheme
less sensor hetworks. also solves the short-lived group encryption problem de-

scribed previously. It allows a node to send encrypted
packets to very dynamic sets of nodes without having to
|. INTRODUCTION establish or update group keys. These sets of nodes can be
Wireless sensor networks are often deployed in pubkxplicitly specified by the source or can be specified by the
and unattended environments. As a result, any maliciodgtwork according to some criteria, such as their location.
node can easily eavesdrop on communications and retrié\@a result, a node can, for example, send encrypted data
sensitive information. It is therefore essential to entry0 all the nodes within a given geographical area, without
communications. having to identify the destination nodes in advance. Fi-
However encryption in wireless sensor networks igally we show that our proposal can be used to securely
problematic since nodes have limited CPU and memo@ggregate encrypted data.
capabilities. Public key encryption is too CPU expensive Our proposed scheme is based on stream ciphers and
and only symmetric cryptography algorithms can possibjoes not rely on any public key cryptography algorithms.
be used. Symmetric cryptography requires the commutiiis therefore very efficient and well adapted to wireless
cating nodes to share a common secret. Since wireless segnsor networks. It provides privacy and integrity pro-
sor networks are often very large and dynamic, it cannot bgction. It is secure against passive eavesdroppers, and
expected that each node be configured with a pairwise kegcure against active attackers as long as no morerthan
with all the nodes the network. Furthermore public kegonsecutive nodes get compromised, wheis a system
exchange protocols, such as Diffie-Hellman key exchang®rameter.
require too much resource and are excluded. Some prob-
abilistic key exchange protocols have been proposed [Qrganization: The remainder of this paper is organized as
but they still require few protocol exchanges and are ther®llows. Section IlI-B introduces our scheme in detail. It
fore not practical if the communication is short-lived (i.epresents thénterleaved Encryption technique. It then in-
a node only wants to send one or two packets). troduces a variant, thauthenticated Interleaved Encryp-



tion scheme, that provides authentication in addition to pfOR, &) operation is commutative, stream ciphers are

vacy protection. Section Il shows how the AIE proposatommutative. More specifically,:

can be used to solve the short-lived secure group commiincg; (Encga(m)) = (m @ kss) © ki =

nication problem. It also explains how our proposal cafin @ ks1) ® ksz = Encga(Encgi (m)).

be useful to implement a secure and scalable aggregation

scheme for wireless sensor networks. The related work isSome public key encryption schemes, such as the Pohlig

presented in Section IV. Section V concludes our work. Hellman encryption scheme, are also commutative. For
simplicity, we assume a stream cipher in the description of

our scheme.
_I - NTER_LEAVED ENCRYPTION 3) Security Model: Our goal is to design a scheme that
A. Assumptions/Security Model allows a nodes to send a message privately to a noded
We describe the assumptions regarding the network beithout having to establish a secret key. Our scheme must
fore we present our schemes in detail. be secure against passive and active attackers. A passive

1) Key distribution Model: We assume theeap-frog  attacker should not be able to decrypt and recover the mes-
key distribution model [3]. In this model, each node sage. An active attacker should not be able to modify the
shares a secret kej; ; with each of its direct neighbors message without being detected and should not be able to
j. Furthermore node shares a keykn; ; with each of recover the message.
nodej’s direct neighbors. These keys are not known to 4) Terminology: The following notations appear in the
nodej (see Figure 1). rest of this paper.

These keys can be configured in a setup phase, when k;;: is the secret key shared between nddeand
the nodes are first deployed, by a network administrator or hodeN;.
using some kind of probabilistic key pre-distribution pro- « kn;,;: is the secret key shared between nddeand
tocols [1]. We also assume that a node can check whether V;'s neighbors. This key is unknown 1§;.
its neighbors have been revoked from the network. Thee iv; ;: is the Initialization Vector -IV- used by node
details of the key establishment and revocation are out of V; to encrypt a message for nodg. Note thativ; ;
the scope of this paper. must be unique for each message. It could, for exam-

ple, be implemented as a counter.

e Enc(v, k, m) is a stream cipher encryption algorithm

that encrypts message using the keyk and the IV

v. For example the stream cipher RC4 can be used in

our scheme. In the cas&ncy (v, k,m) = RCA(v,K)

xor m.

e Dec(v, k, c) is the decryption algorithm that decrypts
the cipherc into the plaintextm using the keyk

and the IVov. If RC4 is used,Dec(v, k, c)= ¢ xor

RCA(v,K).

o Cij = Enc(v,k;;,m). C;; is the result of the en-

cryption of message: with the keyk; ; and the IV

v.

e Cn;; = Enc(v,kn; j,m). C;; is the result of the
encryption of message with the keykn; ; and the

IV v.
Fig. 1. Key Distribution Model. Node N; shares a secret ke » i Ci,jOC_l’m = Enc(v;, ki j, Enc(v, I‘_:l,m,m)- NOt_e
with nodeNs. It also shares a ke¥tni,» with Na's direct neighbors, i.e. that since we use a commutative steam Clpher,
N5, Ng, N7 and N4. This key is not known taVs. C. .oC =C C. .
i,jOUILm = Ui mOULj ;.

2) Commutative Encryption: Our interleaved encryp- B. The Basic Interleaved Encryption Protocol
tion proposal relies on eommutative encryption scheme  This section describes the basic interleaved encryption
i.e. an encryption scheme, denotedBsc(k,m), that protocol. Itis assumed that nodewants to privately send
satisfies the following propertync(kl, Enc(k2,m)) = amessage: to nodeD. All the nodes along the path from
Enc(k2, Enc(kl,m). S to D are denotedV;, whereNj is the sourceN; the
Most block ciphers are not commutative. Howeveiirst node on the path,..., ardp the final destination.
stream ciphers are commutative. Stream cipher encryptiont is also assumed that each nooldy knows the next
and decryption operations are defined as follows: hop on the path to the destination nodkeand that each
Enci(m) = m @& ks andDeci(m) = m & ks, whereks nodeN; on the route shares a pairwise kéy,, with
is a stream key generated from a pseudo-random generaf@r; . Itis also assumed thaf; shares a keyin; ;11 with
keyed with the secret kek. Since thezor (exclusive N;ii's neighbors.



1) Protocol Description: The protocol executed by - Node D (destination) computes
each nodeV;, on the path fromS to D, is described in Dec(ivg—_1,d, ki—1,4, Dec(ivg—z,4, kNg—2,4-1, Ca))
Table I: and retrieves the original message

Interleaved Encryption Scheme (1)

- If (i==0) then Ng computes c¢o

Enc(ks,1, Enc(kns,i,m)) and forwards co to Cn_{2,5}0C_{5.10}

Ni.
-If i == D) then Np computes m’ =
Dec(knp—2,p—1,Dec(kp—1,p,¢p—1) and recovers
the secret message that was senf\ay @
- If (i==D-1) then N, computes ¢; =
Dec(kni—2,;—1, Dec(ki—1,i,ci—1 and ¢; =
Enc((ki,i+1, t;) and f(orwardsn to)NZ-H. Cn_{1.2JoC_{25}0Cn_{2,5} \
- Else N; computes ti = @
Dec(knifg,ifl,Dec(kifl,i,ci,1) and C; = \_/V‘@

ﬁ"ffl(ki,i+1,Enc(kni,i.l,_l,ti)) and forwardsc; t C.{1.2J0Cn_{1.2)

o

TABLE |

2) An example: This section gives an example of the @/

previous algorithm using the network displayed on Fig. Zig. 2. Interleaved Encryption: Node1 sends a message, securely

s o tonodel0. Nodel encryptsm with k1 2 andkny 2 and sends the results

- The SOUI.‘CG nOdét’ selects two random Initialization to node2. Node2 decrypts the message wikh » and encrypts it with
Vectors,ivg 1 andzv5,2, computes ka5 andknsy 5. The results is sent to node Nodeb5 decrypts the
cg = Enc(ivs 2, kng 1 Enc(ivs 1, ks 1 m)), and mMmessage witlka 5 andkni 2, and encrypts it withks 10. The result is

dsth ’ ) é . . : deN sent to nodel0. Node10 decrypts the message wikly 10 andknz s,
sen st ¢ messag®, S, ivs,1,1vs,2, cs} tONOAENT g retrieves the initial message
(i.e. the first node on the path toward D).

- NodeN; computes; = Dec(ivs 1, ks 1,cs) and re-
trievesEnc(ivs,2, kns,1, m) (note that sincév; does
not knowkng 1, it cgnnot recgvem). It then selects C. Security Analysis
two random valuesjv; » andiv; 3, computes; = _ _ _ _ _

Enc(ivy 3, kny o, Enc(ivy 2, k1 2, 11)) and sends the 1) Prlva}cy protection .analyss -ThIS.SG.CtIOH analyzes
message {D, S, ivs., iv1 2, iv1 3,1 } to nodeN,.  the security of the privacy/confidentiality of the Inter-

- Ny computes ty — leaved encryption scheme in presence of passive and ac-

Dec(ivy o, k1.2, Dec(ivss, knsy,c1)) and re- tives attackers. The goal of an attacker is to decrypt and
trieves Enc(ivs s, knio,m) (since N, does not retrieve the message.

know knq 5, it cannot recovermn). It then selects a) Passive attacks: The encryption scheme de-
two random values,iv;» and iv; 3, computes scribed in the previous section is secure against pas-
cs = Enc(ivas, kns s, Enc(ivaz, ko 3,t2)) and sive attackers. A nodeV;, on the path, can retrieve
sends the messag€:D, S, iv; 3,iv23,iv2.4,c2} 10 Enc(kni—1,;,m). Howeversince it does notknaw;_ ;
nodeNs;. and sinceEnc(.) is semantically secure, it cannot retrieve
- m. Furthermore an eavesdropper, that is not on the path,
- Node N; receives messagesee, the message encrypted three times with three dif-
{D,S,ivi—2;,ivi1 i, ivi—1 i+1,ci—1} from N;_;, ferentkeysand cannotretrieve it.
computes b) Active attacks. As explained above, the pro-

t; = Dec(iv;_1,;, ki—1,i, Dec(ivi_2 i, kn;_2;_1,c;_1))tocol is secure against isolated compromised nodes.
and retrievesEnc(ivi_1,i+1,kn;—1,;,m) (since N; As in [3], the messagem can only be retrieved
does not knowkn;_1 ;, it cannot recovem). Itthen if two adjacent nodes, one of them being on the
selects two random valuesy; ;41 andiv; ;4. If path, collude. In fact, an attacker that compromises
nodeN,;, is nodeD, i.e. the destination node, nodenodes N; and N;_; obtains the keyskn;_1;, ki—1;,

N; computes:; = Enc(ivi it1, kiiy1,t;) and sends k; ;11 and kng 1. When it receives the cipher
the message:{D, S,iv;_1,i+1,Viit1,¢} 10 node ¢,y = Enc(kni_1;, Enc(k;_1;, Enc(kn;_2;_1,m)))
N;y1. IfnodeN;, is notthe destination, it computesfrom nodeNV;_», it can recover the plaintext,. How-

¢i = Enc(iviiya, kniiv1, Enc(iviiy1, kiiv1,t;)) ever, as shown later in Section IlI-A, our scheme can
and sends the messagein some situations be extended to become resistant to
{D, S,1v;—1,i+1, 1V i+1,90; 42, ¢; } tO NOdEN;41. compromised nodes, whengs a system parameter.



Furthermore, an active attacker (a compromised nod#iyndancy functions providgaintext integrity (see remark
can modify the destination field of the message.THe3 of [7]) if a stream cipher and a redundancy function
message will then be delivered to the wrong destinauch as AXU are used. Furthermore if the authentication
tion and recovered. This attack is possible becautay is positionedbefore the message, instead of at the end,
an intermediate node cannot authenticate the mess#ge AXU property is sufficient to provide cipher unforge-
and verify its integrity. In particular it cannot verify ability (CUF-CPA).
whether the node, it received the packet from, did not An encryption scheme isiphertext unforgeable if it
modify it (its destination address for example). Thés infeasible for an attackeF that has access to an en-
solution is to authenticate/sign the destination address/ption oracleOg¢ ¢ with the keyk to produce a valid
such that intermediate nodes can reject packets whagghertext undek not generated by)¢ ¢ as response to
destination address has been modified. However sinmee of the queries b§ [7]. Using the message length as
the message changes at each intermediate node, nasinput of the redundancy function might also be a good
sage authentication code (MAC) can not be used (evdasign practice to avoid the attack described in [8].
interleaved-authentication cannot be used [4], [5]). The
proposed solution is to link the encryption key and thB
destination addres$). For example, instead of using the™
key ki j,the keyk;, = hash(k;;||D|lnonce; ;) could The section describes an extension of the basic protocol
be used, wherewonce; ; is a unique random value orthat provides integrity and privacy security against a&tiv
a counter sent together with the encrypted message. atfacks.

IV-based mode of operation is used, as in RC4, anotherso~ The source node selects two nonces
lution is to derive the IV from a nonce and the destination  nonces, and  nonces: and  computes
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address, for examplEV = hash(nonce, D). As a result ivgs = h(noncess||D||S) and ivs; =
if node N;_; changes the destination addréssvith D,,,, h(nonces1||D||S). It then generatescs =
Node N; will receive a message _; from N;_; equal to Enc(ivs 2, kns.1, Enc(ivs, ks,1, m||R(m,len))),
Enc(ivi®y ;, ki-1,i, (Enc(ivi—a, kni—2,i-1, where R(.) is a redundancy function anden
Enc(ivi, ;s ki-1,i+1,m)))),  Where i} = is the length of messagen. The message
hash(nonce; i, Dy,) and iv;; = hash(nonce;, D). {D, S,nonces 1,nonces2,cs} is sent to node
NodeN; then computes = Dec(iv;" | ;, ki—1,i, N (i.e. the first node on the path toward D).
Dec(iv]™, ;, kni—2,i-1,¢i)). Since node N;_» - Node N; computesivs; = h(nonces,||D||S),
used iv instead of w™, N; wil not retrieve ty = Dec(ivsq,ks1,c5) and retrieves:
t; = Enc(ivi—1,i+1, kni—1,;, m) but Enc(ivg,2, kns1,m). It then selects two nonces
t7 = Dec(iv, ;, kni—si—1, Enc(ivi—a,i, ki—2 i, noncey » and nonce; 3 and computesiv; » =
Enc(ivi—1,iy1,ki—1,i41,m)))). Sinceiv™, ; andiv;_s ; h(nonce; »||D||S) andivy 3 = h(nonce; 3||D||S).
are different” will differ from ¢;. This error will then It generates ¢t =
propagate until the destination nobg, and will scramble Enc(ivi 3, kni o, Enc(ivi 2, k1 2, t1)) and sends the
the ciphertext.. As a resulf),,, won't be able to correctly message: {D, S, nonceg 2, nonce; 2, nonce; 3,c1}
decrypt the message and retrieve the correct plaimtext to nodeNs.

The previous attack will fail. - Ny computes t2 =

As aresult, this modified interleaved encryption scheme  Dec(iv; , k1 2, Dec(ivsa, kns1,c1)) and  re-
is secure against active attackers as long as no more than trieves Enc(iv; 3, kni 2,m). It then selects two
two adjacent nodes are not compromised. noncesnonces 3 andnonces 4, and computes, =

2) Integrity Protection Analysis: This section analyzes Enc(ivg a, kna g, Enc(ive 3, k2 3,t2)). It sends the
the security of our proposal in term of integrity. The goal —messag€ D, S, nonce; 3, nonces 3, nonces 4, ¢z} to
of an attacker is not, as in the previous section, to retrieve nodelN;.

m but to modifym without the destinatio® noticing it. -

Since message authentication is not provided, an active- Node N; receives message
attacker can modify the message (and therefore the cor- {D,S,nonce;_» ;,nonce;_1;,nonce;_1 ;y1,¢—1}
responding plaintext) in transit by modifying some bits.  from N;_;, computesiv;_y ; = h(nonce;_1;||D),
Since our scheme is based on a stream cipher, the desti- iv;_o; = h(nonce;_»;||D) and t; =
nation has no way of detecting it. This is an attack on  Dec(iv;—1 ;, ki—1,;, Dec(ivi—a;, kni—2,i—1, ci—1)).
the integrity. This problem can be solved by having the It then retrievenc(iv;—1 i+1, kni—1,;, M).

source encrypting the messag¥m)||m instead ofm, N; selects two nonces,  nonce;it1
whereR(.) is a redundancy function. An attacker would and  nonce; ;12, computes  ¢; =
then be able to modifyn but notR(m). Modification of Enc(ivi iva, kng ir1, Enc(ivi iz1, kiiv1, ti))

the message could then be detected by the destination node and sends the message:
[6]. {D, S,nonce;_1,;+1,nonce; j+1,nonce; i12,¢;} to

Itis believed that this combination of encryptionandre-  nodeN;.



Note that if nodeV, , is the final destination D, node
N; computes:i = ETLC(Z'UZ'J‘+1, ki,i+1,ti)-

- Node D (destination) computes
Dec(ivg—_1,d4, ka—1,4, Dec(ivag—_2 4, kng—2,a-1,ca))
and retrieves the plaintex|m. It accepts the mes-
sagem if x = R(m,len). Otherwise the message
is rejected.

I1l. APPLICATIONS

The proposed AIE scheme is well adapted to devices,
such as wireless sensors, with very limited computing andk s \
storage capabilities since it does not rely on public key ~
cryptography and does not require a lot of storaged If
is the network’s degree, i.e. the average number of neigh- o _ _
bors each node has|(”) keys are required per node. 16,2, e oL Sa8hnooe s 8 parise ke e of

AIE can be used for many different applications. It canyith its direct neighbors and two-hop neighbors.
for example, be used by a sensor to send secret data to
nodes it does not share a security association with or that i
are defined by the network according to some criteria (lo-Nt€rleaved Encryption Scheme (2)

cation, functionality).

-If (¢« == 0) then Ny computes ¢y =

Another important application of AIE is short-lived Enc(ko,1, Enc(ko,2, -..., Enc(ki,n,m))) and
broadcast encryption. With AIE, a node can send en- forwardscy to Ny.
crypted messages to very dynamic groups without having - If (i == D) then Np computes m’ =
to establish and maintain group keys. Dec(kp—n,p, Dec(kp—n+1,D, -..Dec(kp—1,p,cp-1)))

. . and recovers the secret message that was seiNy by

Finally, our scheme can be used together with the se- _ giso N, computes ' it
cure homomorphic stream cipher proposed in [9] tp pro- Dec(ki—n,i, Dec(ki—nt1,i,-.-Dec(ki—1,i,ci—1)))
vide scalable secure aggregation of encrypted datain wire-  andec; = Enc(ki,i+1, Enc(kni it1, ..., Enc(ki itn, ti)))
less sensor networks. and forwards:; to N; 1

These applications are detailed in the rest of this section.

TABLE Il

A. Securing Unicast Communication

AlE can be used by a sensor to send secret data to nodes o )
it does not share a security association with. If the ndf?€ sécond node,...aidp the destination node. It is also
work uses a link state based routing scheme, a node oAggumed that; ; = 0if i <1orj > p.
knows the newt hop to its final destination. In the case, the This protocol is illustrated by the example of Fig. 4. In
protocol described in Section I1-B.1 can be used. this example, nodé sends a secret messageto node

If the network uses a distance vector based routidg Using Interleaved Encryption (n=2). Nodeencrypts
scheme, the source actually knows all the nodes along #eWith k1> andk; 5 and forwards the resutt to node2.
path to the destination. In this case, a more elaborate a¥@de2 decryptse, with k2 ;. It then encrypts the result
more secure scheme can be used. This scheme is descriféld k2,5 and k210 and getsc,. Upon reception of,
in the rest of this section. Node5 decrypts it withks 5 andk, 5. It then encrypts the

1) Key distribution model: In this scheme, we assume'@sult withks 1o and gets:;. Upon receptiors, Node10
that each node do not only share a pairwise key with its (H€CTYpts it withk; 5 andks 1o and retrieven.
rect neighbors but also with its — hop neighbors. Fig. 3~ 3) Security Analysis:  Since the message: is en-
illustrates this key model. On this exampiejs set to 2. crypted several times on each link, this protocol is secure
Each node shares a pairwise key with each of its direggainst passive attacks.
neighbors and each of its 2-hop neighbors. For example Itis also secure against active attacks as long as less than
node 1 shares a pairwise key with each of its direct neigh-consecutive nodes on the path do not get compromised.
bors, i.e. nodeg, 3 and4, and with its 2-hop neighbors, It is therefore more secure than the scheme described in
i.e. nodest, 5 and6. These keys can be configured usingection 11-B.1. However it requires each node on the path
a protocol such as the one described in [1]. to know itsn next nodes on the path to the destination.

2) Protocol description: The protocol, executed by This information is not always available.
each nodeV;, is described by Table Il. It is assumed that Note also that the integrity protection mechanism de-
node Ny wants to send a secret message to n¥ge and scribed in Section II-D can also be used to protect this pro-
that IV, is the first node on the path froi¥, to Np, N>  tocol.



that satisfy criteria C” (for example “C=all the nodes that
are in the geographical area R”). In the later case, the deci-

C_{2.10}0C_{5,10} sion is made locally by the forwarding nodes, as illustrated
later by example 2. We also assume that the leap-frog key
model, described in Section II-A.1 is used.

@ The protocol is described as follows:
- S sends to each of its neighbal§ a packet that is
composed of a header that specifiesthe destina-
Cn_{1.2}oC_{2,5}0C_{2.10} \ tions nodes or the criteria, and the messagen-
@ @ crypted with the key¢s; andkns; as described in
T~ Section . Note that ifV; is part of the destination
C_{1,2}oC_{1,5} group, the message is only encrypted once, with
ks,;.

- Upon reception of a packet, a nodg; verifies
whether it is on the destination list or if it satisfies

the reception criteria (i.e. it is within the arég. If
@/ this is the case, it decrypts the message once (with
' ' _ ' the key it shares with the forwarding node) and
Fig. 4. Secure Unicast using Interleaved Encryption retrieves the message pIaintesz It N; is not on the

destination list, it decrypts the message once or twice
depending on whether it is only one-hop or several
B. Dynamic Short-lived Multicast hops away from the source. It then encrypts twice for
One important service common to many sensor net- each of the neighbors that are on the multicast tree:
works is the need to privatly communicate with arbitrary ~ with the keys it shares with its direct neighbor and
subsets of the network’s sensors. These groups might two-hop neighbors. Note that if one of the neighbors
actually be very dynamic and short-lived. In fact they is on the destination list or satisfies the reception
might only consist of one command or one reply and, thus, ~ criteria, it only encrypts the message once (with the
a single message. Furthermore the members of group key it shares with this neighbor, as explained in the
might be defined by the source or actually defined by the previous section).
network on the basis of some arbitrary characteristic such
as location, remaining battery power, and proximity to  If node N; hasd neighbors, it has to perform x
objects, temperature range or any other environmental (d—1)? encryptions. We assume for simplicity thfét
property (see example2 described below). Existing group sends the messages to all its neighbors, i.e. broadcast
keying solutions [2] are not applicable to small and is used. However if a tree-based multicast scheme
dynamic groups. Most of them assume that the group is is used, the message is only sent to the neighbors
rather stable, revocation is a rare event, and that the size that are on the delivery tree. Note that the messages
of the group is quite close to the entire nodes population. sent to each neighbor are different since they are en-
These protocols require several rounds and are therefore crypted using different keys.
not practical for short-lived groups. The only two possible - The message then propagates along the delivery tree
approaches today are either to encrypt a message as many until it reaches all destination nodes.
times as there are receivers (assuming the source shares a
key with each of the receivers) or to enumerate all possilisxamplel: Figure 5 illustrates how our scheme can be
sensor subsets. Both solutions are clearly unpracticased to securely multicast a messagéo a set of nodes.
highly inefficient and unworkable in any realistic sensain this example, nodéV; sends a message to the list of
network. The first solution drastically increases the seureodesD = { Ng, Ng, N1}
load and the transmission bandwidth. The second one isN; encryptsm with ki » and kn; 2. It then sends
highly non-scalable since all possible sensor subsets né¢led result, C; 20Cn; > to Ny together with the list of
to be pre-defined in advance. This is very difficult fodestination nodespD, to N,. Upon reception of this
large networks. Novel methods are definetly needed. messagelN, identifies, using its routing protocol, the next
node(s) towards the destination. In this case, the next
Protocol description: Our AIE scheme can be used tonode towardD is N7. It then decrypts the message with
design a solution to the short-lived multicast encryptioh; », and retrieve€'n, » and encrypts result with, 7 and
problem. We assume that a random nédeants to send kns 7. The resulting message; = Cn; 20C2 70Cns 7,
a messagen securely to a subsel), of nodes of the net- is forwarded taV; together withD. N7 finds out thatD-
work. The nodes contained in this subset can be explicitynd D3 are its direct neighbors and th&X3 is reachable
defined by the source, i.eD = {Ny,N»,..N;} or can via D3. It decryptscs with knq» and ks 7, and sends
be implicitly defined by a criteria, i.e. D=all the nodes the resultC'n, 7, encrypted withk7 s to Ng and the result



encrypted withks ¢ to Ny. SinceNg is on the destination
list, it decrypts the message it received, i€ns ;0C7 g
with k7 s andkns 7 to retrievem. Identically sincelV is

on the destination list, it decrypts the message it received
i.e. Cna70Cr 9, With k79 andkns 7 to retrievem. Ny
finally encryptsm with k9 1o and forwards the result to
Njo that can then retrieve..

C (9,10} Source

X\ 1
07{1 2}oCn_{1,2}

D3

Cn {12}00{27}0Cn 2,7} Cn-2.7}0 C_{7.9}
Source @/
Cn_{2,7}0C_{7,8}
canoon s Fig. 6. Location-Based Short-lived Multicast Node N1 multicasts a
( YoCn L2} secret message to all nodes with afgd.e. nodesNs and N1

time of a WSN to minimize the number of bits sent by each
Fig. 5. Short-lived Multicast. Node N1 multicasts a secret message todevice. One well-known approach is to aggregate sensor
nodesNs, No and10. data (e.g., by adding) along the path from sensors to the

sink. Aggregation becomes especially challenging if end-
Example2: Figure 6 illustrates the protocol when theo-end privacy between sensors and the sink is required,
source does not specify the list of destination nodes bg. when the communication between each sensor and the
instead a reception criteria. In this example, the receptigink is encrypted using a key that is not known to the ag-
criteria is “all the nodes within the geographical area R'gregators.
Both nodesN; and N, satisfy this criteria. We assume [9] proposes a simple and provably secure additively ho-
that each node is able to verify whether its direct neigfitomorphic stream cipher that allows efficient aggregation
bors and itself satisfy the reception criteria. of encrypted data. This new cipher only uses modular ad-

The source]N; encryptsn with k; » andkn, ». It then ditions (with very small moduli) and is therefore very well

sends the result; ,0Cn; » to N, together with the cri- suited for CPU-constrained devices.
teria, D, to Ns. It also sends the message encrypted ~ The main idea of the scheme presented in [9] is to re-
with k; 3 andkn, 3, to N3. However for simplicity sake, Place thezor (Exclusive-OR) operation typically found in
we only consider the messages that are on the path to #tgam ciphers with modular additio#), as described by
destination nodes. Upon reception of this message, Table Il
finds out that its neighba¥; satisfies the criteria. It there-
fore decrypts the message with » (and retrieveCn »)
and encrypts the result witk, 5. The resulting message,
ca = Cnq00, 5, is forwarded toN; together withD.
N, also, possibly, encryptSn; » with k3 7 andkn, 7 and

Additively Homomorphic Encryption Scheme

Encryption:
1) Represent message as integerm € [0, M — 1]
whereM is large integer.

forwards the results tév;. Upon reception of the mes- 2) Letk be a randomly generated keystream, where
sage, N5 finds out that it satisfies the reception criteria. [0, M —1]

It therefore decrypts the message with, » and ks 5 to 3) Computec = Enc(m,k, M) =m +k (mod M)
retrieve the message. Since its neighbor®, also sat- Decryption:

isfies the reception criteria, it forwards the messagen- 1)_ _Dec(c, k, M) =c¢—Fk (mod M)

crypted withks 10 to it. Dyo can then retrieve the message Addition of Ciphertexts:

m. ’ 1) Let c¢1 = Enc(mi, ki, M) and c» =

Enc(ma, k2, M)
2) Fork = k1 + ko, Dec(q + ca, k, M) =m1 + m2
C. Aggregation of Interleaved Encrypted Data
1) background and problem statement: Wireless sen- TABLE III
sor networks (WSNs) are ad-hoc networks composed of
tiny devices with limited computation and energy capaci-
ties. For such devices, data transmission is a very energyi#t is assumed thad < m < M. Due to the com-
consuming operation. It thus becomes essential to the lif@utative property of addition, the above scheme is addi-




tively homomorphic. In fact, it; = Enc(mq, k1, M) and the aggregators are the intermediate nodes and the sensors
¢y = Enc(ma, ko, M) thency +co = Enc(mi+mo, k1 +  are the leaves. Sensors encrypt their sensed data and send
ko, M). the result to their local aggregator. Each aggregator se-

Note that ifn different ciphersc; are added, thed/ curely aggregates the data it receives from its children and
must be larger thai}_;__, m;, otherwisecorrectness is forwards the results to the next aggregator (i.e. its parent
not provided. In factify_}"_ | m; is larger than\/, decryp- in the tree) toward the sink.

tion will results in a valuen’ that is smaller thad/. In We also assume that each node shares a pairwise key
practice, ifp = maz(m;) then M should be selected aswith its direct parent, its 2-hop parent, 3-hop parentd.a
M = 2[tog2(p*n)] n-hop parent, where is a system parameter. Fig. 7 illus-

The keystreank can be generated by using a strearrates this key model. In this examptejs set to 3. Each
cipher, such as RC4, keyed with a node’s secretskend node shares a pairwise key with its parent, 2-hop parent
a unique message id. This secret key pre-computed ggdand-parent) and 3-hop parent. For example, Nbde
shared between the node and the sink, while the messagshdres a key with nodegs 7 and9. These keys can be
can either be included in the query from the sink or derivesstablishment using a scheme such as [1].
from the time period in which the node is sending its values When a sensoty;, sends a message, its encrypts-it
in (assuming some form of synchronization). time using the additively homomorphic scheme described

It is shown that aggregation based on this cipher can be[9]. The first time with the key it shares with its direct
used to efficiently compute statistical values such as megarent, the second time with the key it shares with its 2-
variance and standard deviation of sensed data, whilep parent,..., the!” time with the key its shares with its
achieving significant bandwidth gain. In fact, a probar-hop parent. The sensor sends the resulb its parent
bilistic encryption scheme, denotéthc,(), is additively- along with its identifier.
homomorphic if for any instanc&nc() of the encryption  An aggregatord; adds up all the ciphers it receives
scheme, givem; = Encgi(mq) andes = Encpa(me), from all of its direct children. It then decrypts the results

there exists a kek such that using the sum of the pairwise keys it shares with each of
its direct children2 — hop children,...n. — hop children.
c1 D ey = Ency(my @ my) The resultis then encryptedtimes with the keys it shares

o _ with its parent, 2-hop parent,..., and”. The result is
In other words, the result of the application of functioforwarded toA;’s parent along with the identifiers of the
@ on plaintext values may be obtained by decrypting th&jidren that have contributed to the resulting cipher. The

result of® applied to the corresponding encrypted Va|ue§r-1essages get then securely aggregated hop-by-hop until
Additive aggregation can also be used to compute thige sink.

variance, standard deviation and any other moments on

the measured data. For example, in case of variance, each oy e Sink
aggregator not only computes the suthi= Ele z;, of wg}z,*"/’ y

the individual values sent by its children, but also the

sum of their squares’” = Zle x?. Eventually, the sink /

obtains two values: the sum of the actual samples which it (
can use to compute the mean and the sum of the squares .~
which it can use to compute the variance. s

dac

e g
P

One limitation of this proposal is that the identi- Yy yt > a8
ties of the non-responding nodes (or responding nodes, . @ ken  /

whichever is expected to be smaller) need to be sent alohg’/ kaLs)
with the aggregate to the sink. If the network is unreliable;, |
this can represent an important overhead and scalability*

w\\k\_(Z,S} ///// a
problem. It is therefore important to devise methods for
d3 d4

reducing this cost. d1 d2

\We S.hOW in the fOllOWIhg Sec_tlon that InterleaVe%ig. 7. Aggregation of Interleaved Encrypted Data: Key model
Encryption can be used to solve this problem.

2) Our solution: Aggregation of Interleaved Encrypted Figure 8 illustrates secure aggregation with our inter-
Data: This section explains how the previous schemieaved encrypted data scheme. In this example,set to
can be used in an interleaved encryption mode to solve tBe The sensor®V;, N», N3, Ny, Ng and Nyo send their
identity transmission and scalability problems described data, respectively,, d», ds, d4, dg andd,, to the sink
the previous section. (N11). The nodesVs, Ng, N7, Ny are aggregators.

We assume for simplicity and without loss of generality Node N; encrypts its datal; 3 times: withk; 5, k1 7
that the network is structured as a tree. The sink is a tognd &, 9, and sends the resulf to N5 together with its



Sink

d1+d2+d_5+_{511}+
d3+d4+d6 +k_{6,11}+
d7+k_{7,11} +d8+k_{8,11}+d9+k_{9,11}
ID5,1D6,ID7,ID8

d10

d1+d2+k_{1,9)}+k_{2,9}+d_5+ k_{5,9}+k_{5,11}+
d3+d4+k_{3,9}+k_{4,9}+d6+ k_{6,9}+k_{6,11}+
+d7+k_{7,9}+k_{7,11}; ID1,ID2,ID3,ID4,ID5,ID6

d8+k_{8,9}+kn_{8,9}

(e) ds

d3+d4+k_{3,7}+k_{4,7}+k_{3,9}+k_{4,9}+d6+
k_{6,7}+k_{6,9}+k_{6,11};ID3, ID4;

. d2+k_{2,5}+k_{2,71+k_{2,9}
} da+k_{4,6}+k_{4,7}
d3+k_{3,6}+k_{3,7}+k_{3,9} +k_{4.9}
1

®

d1+d2+k_{1,7}+kn_{2,7}+k_{1,9}+k_{2,9}+d_5+
k_{5,7}+k_{5,9}+k_{5,11}; ID1, ID2;

d1+k_{1,5hk {17}k {1,
d d2

d3

Fig. 8. Aggregation of Interleaved Encrypted Data Datad;, da, d3,
d4 anddg are securely aggregated by the aggregabdss Ng and N7,
on their way to the sink.

identifier. SimilarlyN, encrypts its datd, with k3 5, k2 7
andk» o, and sends the resuls to N5 together with its
identifier. N5 decryptsc; with k5 andce with &, 5 and
adds the results. It then encrypts the sum vl ks o
andks 11 and sends the result; together with the identi-
fiers of Ny and N> to N;. Similarly, nodeN; encrypts its
datads with k3 ¢, k3,7 andks ¢, and sends the resulf to
Ng together with its identifierV, encrypts its datdy with
k4,6, ka7 andky 9, and sends the resulf to Ng. Ng de-

to be forwarded increases as the aggregated message gets
closer to the root. At the levél of the tree p = 0 being

the leaves)((d") identities has to be forwarded by each
aggregator. If the aggregator tree has many levels, this can
become problematic. In contract, with AIE, the number of
identities to be forwarded is bounded and only depends on
the parametera andd, whered is smaller thar,. With

the example of Fig.8, each node has to forward at most 6
identities if AIE is used. With the original scheme, this
number can go up to 12.

However the AIE based scheme is less secure than the
original scheme. An attacker that corrupt£onsecutive
nodes can actually retrieve the aggregated value at the low-
est corrupted aggregator in the tree. For example, in Fig.
8 if an attacker corrupts node 5, 7, and 9, it is able to re-
trieve the aggregated value available at node 5¢i.ed,.

With the original scheme, corrupting aggregators does not
reveal any information about the aggregated value.

There is a clear tradeoff between the number of identi-
ties to be forwarded (i.e. bandwidth cost) and security. By
decreasing, the bandwith cost decreases but so does the
security. By increasing, the bandwith cost and security
increase. Ifn = 1, our scheme is similar to hop-by-hop
encryption. This configuration is optimal in term of
bandwith but very weak security-wise. On the other hand,
if n = h (whereh is the number of level in the tree), our
scheme is similar to the original aggregation scheme of
[9]. Its bandwith cost is high but its security is maximum.

4) Data Integrity Protection:  The authenticated
scheme proposed in Section II-D cannot be used with ag-

cryptses with k3 g andey with k4 ¢ and adds the results. Itgregation. In fact, since the plaintext is changing as the

then encrypts the sum witky 7, k¢,9 andkg 11 and sends
the result,cg together with the identifiers oV, and N3
to N;. As a result,N; receivescs from N5 andcg from
Ng. It decryptses with k5 7, k1,7 andks 7 and obtains the
valuez. It then decryptsg with ke 7, k3 7 andkng z and
obtains the valug. It encrypts the sum af andy with
k79 andkz 11, and sends the resultsto Ny together with
the identifiers of Ny, Ng, N1, N, N3 and Ns. Ng en-
crypts its datalg with ks 9, ks,11 and sends the resul§ to
Ny. Ny addscs andcg and decrypts the results with o,
k‘879, k679,k5,9,k4,9,k3,9,k2,9 andkl,g. It then encrypts the
results withke 11 and obtains:. co is then sent taViy
together with the identifier oNg, N7, Ng and N5. Note
that the identifiers ofVy, N5, N3 and N, do not need to
be forwarded anymore.

The sink N;; decrypts
ceived with kg 11, kgi1.

the message it

kri1, kein and ks

re-gregated value.

data are being aggregated (i.e. added) and the aggregators
do not have access to the plaintext data, the redundancy
check will fail. Furthermore, by definition, the redundancy
function cannot be homomorphically additive. Therefore
only the basic scheme, as defined in Section 1I-B is appli-
cable.

We suggest, in this case, to authenticate the messages
hop-by-hop to prevent external attackers from modifying
messages. This protects against external attackers but not
compromised nodes. A compromised node can modify
the encrypted message but still computes the correct au-
thentication tag. The modification will then be undetected.
However, we argue that this does not reduce security since
when aggregation is performed any aggregator or sensor
can add arbitrary value to the plaintext and falsify the ag-
Note that such an attack does actually
not require the attacker to compromise any node since the

and retrieves the sum of the plaintext values isensed data can itself be modified. As explained in [10],

di +ds +ds + dy + ds + dg + dr + dg + dy.

3) Security vs Bandwith tradeoff: With the previous
scheme, each aggregator has to forward at @;@11 dl

other techniques are needed to verify the plausibility of
the resulting aggregate and increases the aggregation re-
siliency. In WSNSs, authentication does not provide data
authenticity, but can instead be used to enforce access con-

identities, wherel is the degree of the tree, i.e. numbetrol, i.e. to prevent unauthorized nodes from injectingsfak
of children per node. This is much less than the originglackets in the networks. This access control can efficiently
scheme. In the original scheme, the number of identitibe performed with hop-by-hop authentication and does not



10

require end-to-end authentication. We also show that our proposal can be used to imple-
Hop-by-hop authentication is therefore sufficient and iment a secure and scalable aggregation scheme for wire-
probably the best level of integrity protection that can bless sensor networks.

provided with secure aggregation. Authentication Interleaved Encryption can optionally
provide source anonymity, since the destination does not
IV. RELATED WORK need to know the source to decrypt the message. This

. might be a useful feature for some applications.
There have been several new key establishment propos: . . X :
. Our scheme is secure against passive attackers and iso-
als for wireless sensor networks recently. Most of them . .
are based on the random kev pre-distribution that was rIgted active attackers. An attacker that compromises two
yp P jacent nodes (or adjacent nodes, according to the ap-

posed by Eschenauer and Gligor [1]. In this scheme, e ications) on the path can recover the encrypted messages.

sensor is configured with a random subset of a large p . o .
: . However, a node, even compromised, that is listening to
of keys. These keys are used for point-to-point securi Lo :
ommunications is unable to decrypt them. As a result,

by having a sender use a key known to be shared by he security provided by our solution is better than the se-

receiver. Chan et al. [11] improves and analyzes th'%rity of schemes based on global group keys (all the net-

. C

o L AE1 1 Eschenaer- Qi noes shre  common roup key) or o opy oy

and Nina 1131 oro ospes a vol ngn%ial-base d ke distr'ibe_ncryption (the messages are decrypted/encrypted hop-by-
g [13] prop poly y l1!10p until they reach the destination). With these schemes,

tion scheme. All of these schemes are pretty effective fgr

. . o ny curious or compromised node can listen to the com-
point-to-point communications. However most of them ~ .~ . .
m§glcat|ons. On the other hand, our scheme is less secure

require some message exchapge_s and are thereforetﬂ schemes that use end-to-end encryption. However, as
adapted to short-lived communications. Furthermore non

Tt rlier in thi r, it is not always feasible an
of them are applicable to group communications. argued earlier in this paper, it is not always feasible and

. . rTPractical to establish secret keys between communicating
Current group keying schemes either rely on some . . . .
nodes in constrained environments, such as wireless sensor

Diffie-Hellman group extensions [14], [15], and are there- . . o
. networks, especially for short-lived communications.-Fur
fore not adapted to sensor networks, or requires assu

Srmore, current secure group communication solutions
that the groups are pretty stable [2]. These later schemgs group. )
p o . ré not adapted to very dynamic and short-lived groups
referred to as “broadcast encryption”, are not applicable
since they assume that group members are stable and re-

when the receiver subset is much smaller than the entjre ..
: vocations are rare events. To our knowledge, the AIE pro-
sensor population.

. _posal is the first scheme to provide a solution to the chal-
Vogt [4] and Zha et al. [5] have proposed data integrit . ) P
. .fenging short-lived secure broadcast problem.
protection schemes for secure node-to-node communica-

tions based on interleaved authentication. Goodrich [3] ex
tended this work to broadcast and group integrity. These REFERENCES
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