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Abstra
t

Re
ently there is a paper entitled "Breaking a New Instan
e of TTM Cryptosystem"

by Xuyun Nie, Lei Hu, Jianyu Li, Crystal Updegrove and Jintai Ding [1℄ 
laiming a

su

essive atta
k on the s
heme of TTM presented in [3℄. In the present arti
le, we will

show that their 
laim is a misunderstanding.

1 Introdu
tion

The strength of a publi
 key system is solely on the publi
 key, i.e., with the publi
 key

known to the general publi
, the atta
ker tries to �nd the private key or its equivalen
es.

Note that the atta
ker has no information about the private key nor how it is 
onstru
ted.

The TTM 
ryptosystem (
f [2℄,[3℄) is a truly higher dimensional method. It is given by

the 
omposition of tame mappings �(=

Q

i

�

i

) from K

n

to K

m

where K is a �nite �eld and

n � m. The publi
 key is the 
omposition � (whi
h 
an be written as a sequen
e of

quadrati
 polynomials) while the private key is the set of mappings f�

i

g. The tame

mappings, whi
h are 
ommonly known in mathemati
s, are de�ned as

De�nition: We de�ne a tame mapping �

i

= (�

i;1

; � � � ; �

i;m

) as either a linear trans-

formation, or of the following form in any order of variables x

1

; � � � ; x

m

with polynomials

h

i;j

,

(1) : �

i;1

(x

1

; � � � ; x

m

) = x

1

= y

1

(2) : �

i;2

(x

1

; � � � ; x

m

) = x

2

+ h

i;2

(x

1

) = y

2

� � � � � � � � �

(j) : �

i;j

(x

1

; � � � ; x

m

) = x

j

+ h

i;j

(x

1

; � � � ; x

j�1

) = y

j

(1)

� � � � � � � � �

(m) : �

i;m

(x

1

; � � � ; x

m

) = x

m

+ h

i;m

(x

1

; � � � ; x

m�1

) = y

m

In paper [3℄, an implementation of TTM is given. The publi
 key is the 
omposition of

�

4

�

3

�

2

�

1

whi
h will be written as a sequen
e of quadrati
 polynomials. An atta
ker shall

fo
us on them. The private keys �

4

; �

3

; �

2

; �

1

are written as polynomials of degrees 1; 8; 2; 1

respe
tively.

�
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2 Legitimate Atta
k

There is only one type of legitimate atta
ks: Knowing only the publi
 key � whi
h is

a sequen
e of quadrati
 polynomials, the atta
ker tries to de
ipher a 
oded message (an

equivalent private key will suÆ
e).

3 The fault of the said atta
k

Instead of atta
king the publi
 key, the authors of [1℄ assume that parts of the private

key are known to the atta
kers. To be pre
ise, they assume that the private keys �

3

and �

2

are known to them. Furthermore, they assume that the 
onstru
tions of the private key �

3

is known to them. Note that in no situation, we will let the 
onstru
tion of the publi
 key and

the private key be known to the legitimate users and the general publi
. The atta
ker has to

work to �nd the algebrai
 properties and the 
onstru
tion of the pair of publi
 key-private

key, even if the part of the private key, �

3

; �

2

, is available. The 
onstru
tion is always hidden

from the general publi
. For instan
e, in the famous RSA 
ryptosystem, an integer n = pq is

used where p; q are two large prime numbers. The 
onstru
tion n = p � q is always hidden

from the general publi
. Note that by the pre
eding dis
ussions on the legitimate atta
k, the

atta
k is not legitimate.

The reasons that we publish the 
onstru
tion of the private key are manifold;

(1): To publish the end result of �

3

as polynomials of degree 8 in y

j

's will be to long

and not elegant enough. To save the pages we publish the sequen
e of substitutions whi
h


ould be used by the readers to verify the system. Clearly the sequen
e of 16 polynomials

R

1

; � � � ; G

5

is not for the atta
ker to manipulate.

(2): We provide some materials for s
holars to think about. Maybe someone will �nd

some ideas to solve a diÆ
ult mathemati
al problem, i.e., the following ring membership

problem.

Ring membership problem: Suppose that we are given a polynomial f(x

1

; � � � ; x

n

) of

degree r (in our 
ase r = 8). Can we �nd polynomials h

1

(x

1

; � � � ; x

n

); � � � ; h

n

(x

1

; � � � ; x

n

) with

1 < max(degree(h

i

)) < r su
h that f 2 K[h

1

; � � � ; h

n

℄ and degree

h

1

;���;h

n

(f) < r? If not, how


an we tell?

The point is although we provide the stru
ture of the private key as the list of 110

quadrati
 polynomials for �

2

and 16 polynomials R

1

; � � � ; G

5

for �

3

, the atta
ker will not be

allowed to use them dire
tly. Even if the atta
ker knows part of the private key, i.e., �

3

as polynomials of degrees 8 in y

j

's, whi
h is doubtful, and if the atta
ker want to use the

stru
ture of �

3

as given by the 16 polynomials R

1

; � � � ; G

5

, then the atta
ker must show a

way to sear
h and dete
t them!

Even in this 
ase, if the atta
ker want to use a general sear
h of some kind to �nd the 16

polynomials R

1

; � � � ; G

5

, then he/she must be able to handle a general polynomial of degree

8 in 110 variables whi
h 
alls for memory of the size 1:8� 10

14

whi
h is beyond present day's

te
hnology. Only then the atta
ker may think of some way in solving a system of equations.

One may in
rease the degree 8 to, say, degree 16, thus in
rease the memory to a size of

1:8 � 10

22

to 
ounter any development of te
hnology. .
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4 Summary

The authors of [1℄ bark up the wrong tree. Otherwise, the authors provide many inter-

esting 
omputations. We wish to 
ommend them for their good work.
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