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Abstra
t. Password-authenti
ated key ex
hange (PAKE) allows two or multiple parties to share a session key

using a human-memorable password only. PAKE has been applied in various environments, espe
ially in the \
lient-

server" model of remotely a

essed systems. Designing a se
ure PAKE s
heme has been a 
hallenging task be
ause

of the low entropy of password spa
e and newly re
ognized atta
ks in the emerging environments. In this paper,

we study PAKE for multi-party with di�erent passwords whi
h allows group users with di�erent passwords to

agree on a 
ommon session key by the help of a trusted server using their passwords only. In this setting, the

users do not share a password between themselves but only with the server. The fundamental se
urity goal of

PAKE is se
urity against di
tionary atta
ks. We present the �rst two provably se
ure proto
ols for this problem in

the standard model under the DDH assumption; our �rst proto
ol is designed to provide forward se
re
y and to

be se
ure against known-key atta
ks. The se
ond proto
ol is designed to additionally provide key se
re
y against


urious servers. The proto
ols require a 
onstant number of rounds.
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1 Introdu
tion

Password-authenti
ated key ex
hange. To 
ommuni
ate se
urely over an inse
ure publi


network, it is essential that se
ret session keys are ex
hanged se
urely. The shared se
ret key

may be subsequently used to a
hieve some 
ryptographi
 goals su
h as 
on�dentiality or data

integrity. In the publi
-key based and symmetri
-key based key ex
hange proto
ols, a party has

to keep long random se
ret keys. However, it is diÆ
ult for a human to memorize a long random

string; thus, a party uses an additional storage devi
e to keep the random string. On the other

hand, password-authenti
ated key ex
hange (PAKE) proto
ols allow two or more spe
i�ed parties

to share a se
ret session key using only a human-memorable. Hen
e, PAKE proto
ols do not

require that ea
h party holds some devi
es su
h as smart 
ards or hardware tokens. From this

point of view, PAKE provides 
onvenien
e and mobility. Proto
ols for PAKE 
an be used in

several environments, espe
ially in networks where a se
urity infrastru
ture like PKI (Publi
-

Key Infrastru
ture) is not deployed. Be
ause PAKE proto
ols provide a new and unique way to

authenti
ate parties and derive high-quality 
ryptographi
 keys from low-grade passwords, PAKE

has re
eived signi�
ant attention.

Multi-party PAKE with di�erent passwords. Several multi-party PAKE proto
ols have

already been 
onstru
ted so far. But most of those proto
ols assume that users of a group have a


ommon pre-shared password. However, a multi-party PAKE proto
ol using the same password is

not s
alable in the sense that a user may want to 
ommuni
ate se
urely with other users who have

not shared the same password. If a user has a password for a group, the number of passwords

that the user has to memorize linearly in
reases depending on the number of groups. This is

impra
ti
al sin
e it is diÆ
ult for a user to remember many passwords. Multi-party PAKE with

di�erent passwords surmounts all the problems above. In this setting, a user shares a password

only with a trusted server and the trusted server helps any set of users share a 
ommon session

key. The main advantage of this solution is that it requires ea
h user only to remember a single
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password with the trusted server. This seems to be a more pra
ti
al s
enario in the real world

than multi-party PAKE with the same password. However, the server has to parti
ipate in the

proto
ol run to help users of a group authenti
ate ea
h other.

Intrinsi
 problems with respe
t to the server-aided PAKE. Compared to other se
urity

models, the most distinguishable 
hara
teristi
 of the PAKE se
urity model is that the model must

in
orporate prote
tion against di
tionary atta
ks. The di
tionary atta
ks are possible be
ause of

the low entropy of the password spa
e. In pra
ti
e, a password 
onsists of 4 or 8 
hara
ters, su
h

as a natural language phrase, to be easily memorized. The set of these probable passwords is

small. As a 
onsequen
e, there exists a relatively small di
tionary. Usually di
tionary atta
ks are


lassi�ed into two 
lasses: on-line and o�-line di
tionary atta
ks.

The on-line di
tionary atta
ks are always possible, but these atta
ks 
annot be
ome a serious

threat if the on-line atta
ks 
an be easily dete
ted and thwarted by 
ounting a

ess failures. In

the server-aided PAKE proto
ols, however, we must more 
arefully 
onsider on-line di
tionary

atta
ks, be
ause a mali
ious insider may laun
h on-line di
tionary atta
ks indis
ernibly using the

server as a password veri�
ation ora
le. If a failed guess 
annot be dete
ted and logged by the

server, the atta
ks are 
alled undete
table on-line di
tionary atta
ks [18℄. If this kind of atta
k

su

eeds on a PAKE proto
ol, an adversary is able to �nd the 
orre
t passwords of users and

hen
e get everything allowed to the honest users. This, of 
ourse, breaks the overall se
urity of

the key ex
hange proto
ol. To prevent the undete
table on-line atta
ks, a server-aided PAKE

proto
ol must provide a method by whi
h the server 
an distinguish an honest request from a

mali
ious one.

Even if there exists a little bit of redundan
y information in the proto
ol messages, an adver-

sary may perform an o�-line di
tionary atta
k by using the redundan
y as a veri�er for 
he
king

whether a guessed password is 
orre
t or not. We also have to 
onsider insider atta
ks by a ma-

li
ious user who attempts to perform an o�-line di
tionary atta
k on the other user's password

using his information. The main se
urity goal of PAKE s
hemes is to restri
t the adversaries

to attempting dete
table on-line di
tionary atta
ks only. If a PAKE s
heme is se
ure, then an

adversary 
annot obtain any advantage in guessing the passwords and the session keys of users

through o�-line di
tionary atta
ks.

Key se
re
y with respe
t to the server-aided PAKE. One of the most basi
 se
urity

requirements of a key ex
hange proto
ol is key se
re
y whi
h guarantees that no 
omputationally-

bounded adversary should learn anything about the session keys shared between honest users by

eavesdropping or sending messages of their 
hoi
e to the users in the proto
ol. It is ne
essary

that the key se
re
y be also preserved against the server whi
h behaves honestly but in the


urious manner. That is, the server should not learn anything about the session keys of the

users by eavesdropping, even if the server helps users of a group establish a session key between

themselves. We formally de�ne this se
urity notion in Se
tion 3.

Fault-toleran
e in the server-aided PAKE. Se
ure, s
alable and reliable group key ex
hanges

have re
eived mu
h attention in re
ent years. We 
on
entrate on the fault-toleran
e with respe
t

to users, where some users of a group 
an be dis
onne
ted by network failures 
aused by network

mis
on�gurations or router failures. We say a proto
ol has fault-toleran
e, even though some

users of a group are dis
onne
ted by network failures, the other users of the group who exe
ute

the proto
ol 
orre
tly should be able to su

essfully share a session key without sending any

additional message. We do not 
onsider the fault of the server whi
h makes the PAKE proto
ols

fail.
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2 Our Work in Relation to Prior Work

Our results. In this paper, we 
onsider multi-party PAKE with di�erent passwords. We sum-

marize our main 
ontributions as follows.

Constant-round PAKE proto
ols proven se
ure in the standard model. For a small

devi
e 
ommuni
ating over a wireless network, it is espe
ially important to establish a session

key with a small amount of 
omputation, 
ommuni
ation, and a small number of rounds. For

these wireless appli
ations, the multi-party key ex
hange proto
ols requiring linearly in
reasing

round and 
omputation 
omplexities are not a

eptable when the number of group users grows

large. The best-known provably se
ure solution is N-party EKE-M in [13℄. This proto
ol requires

a 
onstant number of rounds, however it does not have key se
re
y with respe
t to 
urious servers.

This proto
ol was 
onje
tured se
ure when the blo
k 
ipher is instantiated via an \ideal 
ipher"

and the hash fun
tion is instantiated via an \ideal hash" (so-
alled the random ora
le model).

The idealized ora
le methodology may enable the design and se
urity proof of 
ryptographi


proto
ols easier and more eÆ
ient. However a se
ure s
heme in the idealized ora
le model may

not be se
ure in the real world if an idealized random fun
tion is instantiated with real fun
tions

[15, 30, 20, 16, 9℄. Thus a s
heme seems to be more reliable, if we do not use idealized random

fun
tions. Toward this goal, we present our �rst provably se
ure proto
ol, 
alled PAMKE1 in

the standard model whi
h provides forward se
re
y and se
urity against known-key atta
ks but

not key se
re
y with respe
t to 
urious servers. To improve key se
re
y, we present the se
ond

proto
ol, 
alled PAMKE2, while enjoying all se
urity features of PAMKE1 and still requiring

a 
onstant number of rounds. We noti
e that designing of 
onstant-round multi-party PAKE

proto
ols having key se
re
y with respe
t to 
urious servers is not easy at all.

Our proto
ols 
ombine a two-party PAKE between a user and a server. Sin
e we use a two-

party PAKE s
heme se
ure in the standard model, we may a
hieve our goal. For the two-party

PAKE, we use the eÆ
ient two-party PAKE s
heme suggested by Kobara and Imai [24℄. As

mentioned in [?℄, the se
urity model whi
h they used was di�erent from the standard one and

hen
e their result only applied to their spe
i�
 model. We note that the se
urity result in [24℄

may not be applied for a se
urity analysis of our proto
ol. PAMKE1 
ombines a two-party key

distribution between a user and a server. Using a key distribution te
hnique, we have the server

distributes a session key sele
ted by himself to ea
h user. This, of 
ourse, does not have key

se
re
y with respe
t to servers. To solve this problem, PAMKE2 
ombines a di�erent approa
h

with the key distribution approa
h, whi
h allows all honest group users unbiasedly determine a

session key together.

The building blo
ks that we 
ombine are not fully independent modules, i,e., we do not


onsider a generi
 
onstru
tion su
h as [6, 28, 21, 3℄. The modular approa
h simpli�es the design

for proto
ols and analysis of proto
ols. Be
ause of the merits using this modular approa
h, it has

been used in the design of various key ex
hange proto
ols. However, the resulting proto
ols are

often less eÆ
ient than tailored proto
ols be
ause ea
h proto
ol module is treated as a bla
k box.

We 
ompare the eÆ
ien
y and the se
urity of our proto
ols with the previous proto
ols. Table

1 summarizes the 
omparisons in whi
h 
ommuni
ation 
ost is the total number of bits that ea
h

user sends during a proto
ol run.

A me
hanism for dete
tion of un-/dete
table on-line di
tionary atta
ks. The pro-

posed s
hemes have a me
hanism to dete
t undete
table on-line di
tionary atta
ks to server-side

and a me
hanism to dete
t dete
table on-line di
tionary atta
ks to user-side.

Related work. Several PAKE proto
ols in the multi-party setting have been studied [5, 11, 26,

13, 2℄. Only [13℄ among them 
onsiders multi-party PAKE with di�erent passwords (the others
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Table 1. Comparisons of eÆ
ien
y and se
urity with the related proto
ols for multi-party with di�erent passwords.

S
heme N-party EKE-M PAMKE1 PAMKE2

Round 2 3 5

Exponentiation (per user) 2 3 6

Communi
ation (per user) jpj jpj+ j� j 2jpj + 2j� j

Se
urity KK KK&FS&DOD&UDOD KSS&KK&FS&DOD&UDOD

Assumption I.C.&I.H. Standard Standard

We use a group Z

�

p

where p is a prime and j� j is the length of an MAC tag. An FS proto
ol is a forward-se
ure key

ex
hange proto
ol, a KK proto
ol is a se
ure key ex
hange proto
ol against known-key atta
ks, a KSS proto
ol

has key se
re
y with respe
t to servers. A DOD proto
ol and a UDOD proto
ol have a me
hanism for dete
tion of

dete
table and undete
table on-line di
tionary atta
ks, respe
tively. I.C. denotes the ideal 
ipher model and I.H.

denotes the ideal hash model.


onsider multi-party PAKE with same passwords). In [13℄, Byun et al. have proposed two pro-

to
ols, 
alled N-party EKE-U in uni
ast networks whi
h requires O(n) rounds, where n is the

number of users of a group, and N-party EKE-M in multi
ast networks whi
h requires a 
onstant

rounds. Unfortunately, the N-party EKE-U proto
ol is vulnerable to o�-line di
tionary atta
ks

(an expli
it atta
k is known [33℄) and the strengthened variant of this in [14℄ to 
ounter the atta
k

in [33℄ is still vulnerable an o�-line di
tionary atta
k (an expli
it atta
k is known [31℄). N-party

EKE-M has been proven se
ure in the ideal 
ipher model and the ideal hash model without

forward se
re
y. N-party EKE-M does not provide key se
re
y with respe
t to 
urious servers.

3 Se
urity Model

The model de�ned in this se
tion is based on Abdalla et al.'s model in [3, 4℄ and Katz et al.'s

model in [23℄ whi
h follow 
losely the model established by Bellare and Rogaway [7, 8℄ whi
h has

been extensively sin
e then. We expli
itly de�ne notions of se
urity whi
h will be ne
essary for

proving the se
urity about our s
hemes in later se
tions.

In this se
tion, we give a de�nition of se
urity, 
alled key se
re
y with respe
t to server. The

new de�nition 
aptures the se
urity level that the session key shared between honest group users

should be only known to these group users and no one else, in
luding the trusted server. The

se
urity notion 
an be viewed an extension of the one in the three-party setting in [3℄.

Networks. In the paper, we assume that there are two kinds of 
hannel, a broad
ast 
hannel and

a peer-to-peer 
hannel. Sin
e the peer-to-peer 
hannel is a duplex 
hannel, parties 
an simultane-

ously send messages to ea
h other. In the both 
hannels, it allows that an adversary inter
ept the

messages and substitute their own messages for some of them. However, the broad
ast network

guarantees that all users re
eive the identi
al messages.

Parti
ipants. We �x nonempty sets, G of potential users of a group and S of potential servers.

We assume the set G 
ontains N users and the set S 
ontains a single server. We 
onsider a

password-authenti
ated multi-party key ex
hange proto
ol in whi
h any nonempty subset of G,

G

u

wants to ex
hange a session key and a server S 2 S helps the users with di�erent passwords

shares a 
ommon session key. We do not assume that the subsets are always in
lude the same

parti
ipant or always the same size. A parti
ipant P may have many instan
es of the proto
ol,

whi
h is either a user or a server. An instan
e of P is represented by an ora
le P

s

, for any s 2 N.

Long-term se
ret keys. Ea
h user U

i

2 G holds a password pw

i

obtained at the start of the

proto
ol using a password generation algorithm PG(1

�

) whi
h on input a se
urity parameter 1

�

outputs a password pw

i

uniformly distributed in a password spa
e Password of size PW . The

server S 2 S holds pw

S

= [pw

i

℄

U

i

2G

with an entry for ea
h user.
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Adversaries. In this model, we assume two types of mali
ious inside atta
kers: a mali
ious

group user

1

who 
an deviate from the proto
ol to perform an o�-line di
tionary atta
k against

the other users, and the legal (trusted) server that behaves honestly but in 
urious manner to learn

information about a session key shared between honest users. We also assume outside atta
kers

who are neither a user nor the server. They are all probabilisti
 polynomial time Turing ma
hines.

Queries for outside atta
kers and mali
ious users.An adversaryA in
luding a mali
ious

user 
ontrols all the 
ommuni
ations and makes queries to any ora
le. The queries that A 
an

use are as follows:

- Exe
ute(G

u

,S

t

): This query models passive atta
ks, where the adversary A gets the instan
es

of honest exe
utions of a proto
ol by G

u

and S.

- SendUser(U

s

i

;m): This query is used to send message m to user U

s

i

and to get the response

from U

s

i

. Where the adversary A 
an inter
ept a message and then modify it, 
reate a new

message, or simply send it without any manipulation. This query models an a
tive atta
k

against a user.

- SendServer(S

t

;m): This query is used to send message m to server S

t

and to get the response

from S

t

. This query models an a
tive atta
k against a server.

- Reveal(U

s

i

): This query allows the adversary A to learn a parti
ular session key established

by a user. If a session key sk

s

i

has previously been 
onstru
ted by U

s

i

, it is returned to the

adversary. That is, this models known-key atta
ks in the real system. A PAKE proto
ol said

to be se
ure against known-key atta
ks if 
ompromise of multiple session keys for sessions

other than the one does not a�e
t its key se
re
y. This notion of se
urity means that session

keys are 
omputationally independent from ea
h other. A bit more formally, this se
urity

prote
ts against \Denning-Sa

o" atta
ks [19℄ involving 
ompromise of multiple session keys

(for sessions other than the one whose se
re
y must be guaranteed). Se
urity against known-

key atta
ks implies that an adversary 
annot gain the ability to perform the o�-line di
tionary

atta
ks on the passwords from the 
ompromised session keys whi
h are su

essfully established

between honest parties.

- Corrupt(P ): This query allows the adversary A to learn the long-term keys of parties. That is,

this models forward se
re
y. The adversary is assumed to be able to obtain long-term keys of

parties, but 
annot 
ontrol the behavior of these parties dire
tly (be
ause on
e the adversary

has asked a query Corrupt(P ), the adversary may impersonate P in subsequent Send queries.)

We restri
t that on Corrupt(P ) the adversary only 
an get the long-term keys, but 
annot

obtain any internal data of P .

- Test(U

s

i

): This query is used to de�ne the advantage of the adversary A. This query is allowed

only on
e by A, and only to fresh ora
les, whi
h is de�ned later as freshness for Test-query.

If the intended partners of U

s

i

are part of the mali
ious set, the invalid symbol ? is returned.

Otherwise, a 
oin b is 
ipped. If b = 1, the session key sk

s

U

i

held by U

s

i

is returned, and if

b = 0 a string randomly drawn from a session key distribution is returned.

A passive adversary 
an use the Exe
ute, Reveal, Corrupt and Test queries while an a
tive

adversary additionally 
an use the SendUser/SendServer query. Even though the Exe
ute query

may seem to be useless sin
e it 
an be simulated by repeatedly using the Send queries. Yet the

Exe
ute query is essential to distinguish on-line di
tionary atta
ks from o�-line di
tionary atta
ks.

1

In this paper, we do not assume the mali
ious insider su
h that a mali
ious user misleads other honest group

users to 
ompute di�erent 
onferen
e keys so that the honest users 
an not 
onfer 
orre
tly [25, 34, 35, 22℄.
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The Send queries are dire
tly asked by the adversary and the number of those dose not take into

a

ount the number of Exe
ute queries. That is, the number of undete
table on-line di
tionary

atta
ks and dete
table on-line di
tionary atta
ks 
an be bounded by the number of SendUser

queries and SendServer queries, respe
tively.

Queries for mali
ious servers. A server S is allowed to a

ess to the Exe
ute, SendUser and

Reveal ora
les but not to a SendServer ora
le (be
ause the server knows the passwords for all

users, one 
an easily simulate this ora
le using the passwords). To emulate the server's advantage

in learning information about a session key shared between honest group users, we de�ne an

additional ora
le, TestGroup as follows.

- TestGroup(G

u

): This query is allowed only on
e by S, and only to fresh ora
les, whi
h is de�ned

later as freshness for TestGroup-query. On this query a simulator 
ips a 
oin b. If b is 1, then

the session key sk

G

u

of a group G

u

is returned. Otherwise a string randomly drawn from a

session key distribution is returned.

Partnering. We de�ne partnering for broad
ast networks. We do not assume a syn
hronous

network, and a round number is appended to a broad
ast message. We assume that a sender's

identity is also appended to the message to indi
ate the sender of the message. Let the session

identi�er sid

s

i

be the 
on
atenation of all broad
ast messages that ora
le U

s

i

has sent or re
eived.

For the 
on
atenation we assume that the messages are lexi
ally ordered a

ording to the sender's

identity. Let a partner identi�er pid

s

i

for instan
e U

s

i

be a set of the identities of the users with

whom U

s

i

intends to establish a session key. pid

s

i

in
ludes U

i

itself. The ora
les U

s

i

and U

t

j

are

partnered if pid

s

i

= pid

t

j

and sid

s

i

= sid

t

j

.

Freshness for the Test-query.We de�ne a notion of freshness 
onsidering forward se
re
y whi
h

means that an adversary does not learn any information about previously established session keys

when making a Corrupt query. We say an ora
le U

s

i

is fresh if the following 
onditions hold:

- U

s

i

has 
omputed a session key sk

s

i

6= NULL and neither U

s

i

nor one of its partners has been

not asked for a Reveal query.

- Neither any party in pid

s

i

nor S

t

has been not asked for a Corrupt query by the adversary

before a query of the form SendUser(U

s

i

; �) or SendServer(S

t

; �).

Freshness for the TestGroup-query. We de�ne a notion of freshness for TestGroup. An ora
le

is said to be fresh, if no Reveal query is asked later to the ora
le or one of its partners.

PAKE Se
urity. Consider a game between an adversary A and a set of ora
les.

Key se
re
y with respe
t to outside/inside atta
kers.A is allowed to ask queries to the

Exe
ute, Reveal, Corrupt and SendUser/Server ora
les in order to defeat the se
urity of a proto
ol

P, and re
eives the responses. At some point during the game a Test query is asked to a fresh

ora
le, and the adversary may 
ontinue to make other queries. Finally the adversary outputs its

guess b

0

for the bit b used by the Test ora
le, and terminates. We de�ne CG to be an event that

A 
orre
tly guesses the bit b. The advantage of adversary A must be measured in terms of the

se
urity parameter k and is de�ned as follows:

Adv

P;A

(k) = 2 � Pr[CG℄� 1:

The advantage fun
tion is de�ned as Adv

P

(k; t) =

max

A

fAdv

P;A

(k)g; where A is any adversary

with time 
omplexity t whi
h is polynomial in k.

Key se
re
y with respe
t to servers.We assume A is the mali
ious server. A is allowed to

ask multiple queries to the Exe
ute, SendUser and Reveal ora
les. At some point during the game
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a TestGroup query is asked to a fresh ora
le. We de�ne the advantage of A in breaking the key

priva
y of the key ex
hange proto
ol P as Adv

kss

P;A

(k) = 2 �Pr[CG℄� 1 and the advantage fun
tion

as Adv

kss

P

(k; t) =

max

A

fAdv

kss

P;A

(k)g as in the above de�nition.

De�nition 1. We say a proto
ol P is a se
ure multi-party PAKE proto
ol without guarantee of

key se
re
y with respe
t to servers if the following two properties are satis�ed:

- Validity: if all ora
les in a session are partnered, the session keys of all ora
les are same.

- Key se
re
y: Adv

P

(k; t) is bounded by q

se

=PW+ �(k), where �(k) is negligible, q

se

= q

U

se

+ q

S

se

,

q

U

se

is the number of SendUser queries, q

S

se

is the number of SendServer queries, and PW is

the size of the password spa
e.

(1) We say a proto
ol P is a se
ure pake proto
ol for multi-party without guarantee of key se
re
y

against server if validity and key se
re
y are satis�ed when no Reveal and Corrupt queries are

allowed.

(2) We say a proto
ol P is a se
ure pake-kk proto
ol for multi-party without guarantee of key

se
re
y against server for multi-party if validity and key se
re
y are satis�ed when no Corrupt

query is allowed.

(3) We say a proto
ol P is a se
ure pake-fs proto
ol for multi-party without guarantee of key

se
re
y against server if validity and key se
re
y are satis�ed when no Reveal query is allowed.

(4) We say a proto
ol P is a se
ure pake-kk&fs proto
ol without guarantee of key se
re
y against

server for multi-party if validity and key se
re
y are satis�ed.

De�nition 2.We say a proto
ol P is a se
ure multi-party PAKE proto
ol guaranteeing key se
re
y

with respe
t to servers if the validity and the following property is satis�ed:

- Key se
re
y: (1) Adv

P

(k; t) is bounded by q

se

=PW + �(k); and (2) Adv

kss

P

(k; t) is bounded by

�(k).

(1) We say a proto
ol P is a se
ure pake-kss proto
ol for multi-party guaranteeing key se
re
y

against server if validity and key se
re
y are satis�ed when no Reveal and Corrupt queries are

allowed.

(2) We say a proto
ol P is a se
ure pake-kss&kk proto
ol for multi-party guaranteeing key se
re
y

against server if validity and key se
re
y are satis�ed when no Corrupt query is allowed.

(3) We say a proto
ol P is a se
ure pake-kss&fs proto
ol for multi-party guaranteeing key se
re
y

against server if validity and key se
re
y are satis�ed when no Reveal query is allowed.

(4) We say a proto
ol P is a se
ure pake-kss&kk&fs proto
ol for multi-party guaranteeing key

se
re
y against server if validity and key se
re
y are satis�ed.

4 Multi-Party PAKE Proto
ols

In this se
tion, we present two proto
ols with impli
it authenti
ation, PAMKE1 and PAMKE2

in the multi-party setting; A key ex
hange proto
ol is said to provide impli
it key authenti
ation

if users are assured that no other users aside from partners 
an possibly learn the value of a parti
-

ular se
ret key. The proto
ols require only a 
onstant number of rounds, a
hieve forward se
re
y,

and are se
ure against known-key atta
ks. PAMKE1 and PAMKE2 are designed without using

any ideal fun
tion and their se
urity are proved under the DDH assumption. PAMKE1 does not

provide key se
re
y with respe
t to servers, whereas PAMKE2 provides the key se
re
y.
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4.1 The PAMKE1 Proto
ol

PAMKE1 
onsists of three building blo
ks; two-party PAKE in whi
h ea
h user of a group and

the server ex
hange a se
ret key, dete
tion of dete
table/undete
table on-line di
tionary atta
ks

in whi
h ea
h user and the server 
he
k whether there are mali
ious attempts or not to make

use of they as an ora
le for on-line di
tionary atta
ks, and key distribution in whi
h the server

distributes randomly sele
ted a se
ret key to ea
h user using the se
ret key resulted in the two-

party PAKE. An example of an exe
ution of PAMKE1 is shown in Fig. 1 in Appendix D.

Publi
 information. Let G be a �nite 
y
li
 group of order q in Z

�

p

. Two primes p; q su
h that p = 2q+1, where

p is a safe prime su
h that the DDH problem is hard to solve in G . The terms, g

1

and g

2

, are generators of G

having order q, where g

1

and g

2

must be generated so that their dis
rete logarithmi
 relation is unknown. Let H

be a hash fun
tion satisfying the 
ollision-free property from f0; 1g

�

to Z

�

q

. We note that H is not modeled as a

random ora
le but is just used for binding a user id and the password. Let M = (KEY:G;MAC:G;MAC:V) be a

message authenti
ation 
ode (MAC) algorithm. Ma
:K generates a key k

ma


. Given k

ma


, MAC:G 
omputes a tag

� = Ma
:gen

k

ma


(M) for a message M . MAC:V veri�es a message-tag pair using key k

ma


, and returns 1 if the

tag is valid or 0 otherwise. Let F be a pseudo random fun
tion family.

Initialization. We assume that ea
h user U

i

2 G and the server S have shared a password pw

i

, the publi


information and the set of user identities G

u

that wants to ex
hange a session key.

Two-party PAKE.

1. Ea
h user U

i

2 G

u


hooses a random number x

i

2 Z

�

q

, 
omputes X

i

= g

x

i

1

� g

H(U

i

kSkpw

i

)

2

mod p.

2. Ea
h user U

i

sends (U

i

jjX

i

) to S.

3. For ea
h i 2 G

u

, S 
hooses a random number y

i

2 Z

�

q

, 
omputes Y

i

= g

y

i

1

� g

H(U

i

kSkpw

i

)

2

mod p.

4. S sends (SjjY

i

) to ea
h user U

i

.

5. Upon re
eiving (SjjY

i

), ea
h user U

i


omputes k

i

= (Y

i

=g

H(U

i

kSkpw

i

)

2

)

x

i

mod p.

6. Upon re
eiving (U

i

jjX

i

), S analogously 
omputes k

i

.

Dete
tion of undete
table/dete
table on-line di
tionary atta
ks.

1. Ea
h user U

i


omputes �

i;S

= MAC:G

k

i

(U

i

kSkX

i

kY

i

) and sends (U

i

jj�

i;S

) to S.

2. For ea
h i 2 G

u

, S 
omputes �

S;i

= MAC:G

k

i

(SkU

i

kX

i

kY

i

) and sends (Sjj�

S;i

) to U

i

.

3. Upon re
eiving (Sjj�

S;i

), ea
h user U

i


omputes MAC:V

k

i

(�

S;i

).

4. Ea
h user U

i

halts if MAC:V returns 0, or moves the next step otherwise.

5. Upon re
eiving (U

i

jj�

i;S

), for ea
h i 2 G

u

, S 
he
ks the validity of �

i;S

using k

i

.

6. S sets a set of user identities G

1

u

that passes the MAC veri�
ation. Let G

1

u

= (U

1

; : : : ; U

jG

1

u

j

).

Key distribution.

1. S 
hooses randomly a key K from f0; 1g

l

.

2. For ea
h i 2 G

1

u

, S 
omputes K

i

= K �H(G

1

u

jjk

i

).

3. S broad
asts (G

1

u

jjU

1

jjK

1

jj:::jjU

jG

1

u

j

jjK

jG

1

u

j

).

Key 
omputation. Ea
h user U

i


omputes the session key sk = F

K

(G

1

u

jjsid), where sid = (K

1

jj : : : jjK

jG

1

u

j

).

Undete
table and dete
table on-line di
tionary atta
ks. PAMKE1 is designated to

be se
ure against undete
table and dete
table on-line di
tionary atta
ks in addition to o�-line di
-

tionary atta
ks. If a failed guess 
an be dete
ted and logged by the server or the users, the atta
ks

are not possible anymore. Our simple and eÆ
ient me
hanism to dete
t the undete
table on-line

di
tionary atta
ks requires from ea
h user to prove to the server that it knows the knowledge of

password pre-shared with the server before getting the ne
essary information for key ex
hange

from the server. Upon re
eiving the messages for proof of knowledge, the server veri�es whether

the knowledge proof is valid or not before responding a

ording to the request of the user. If it is

valid, the server gives information to the user to 
omplete the key ex
hange; this may be viewed

as a type of \
hallenge-response" me
hanism. For realizing the proof of knowledge for a password,
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we use a me
hanism that authenti
ates an a
knowledgment message using an MAC keyed by an

ephemeral DiÆe-Hellman key generated by ea
h user and the server. If the MAC veri�
ation is

failed, the server will noti
e that whose password isbeing a target of undete
table on-line di
tio-

nary atta
ks and it be at a 
risis. If the number of failing tries ex
eeds a prede�ned threshold, the

server rea
ts and informs the target user to stop any further use of the password and to 
hange

the password into a new one. To prevent the dete
table on-line di
tionary atta
ks, PAMKE1 uses

the similar 
hallenge-response me
hanism; this 
an be viewed as a type of me
hanisms for key


on�rmation. If the MAC veri�
ation is failed, a user will noti
e that his/her password is being

a target of on-line di
tionary atta
ks and it be at a 
risis. After a small amount of dete
tion of

failures the user stops any further use of the password and 
hanges the password into a new one.

To generate a valid message-tag pair, there are only three ways: an adversary guesses su

ess-

fully a 
orre
t password at on
e or after a small number of guess (but it is generally very low

a

ording to the size of password spa
e), solves the DDH problem or breaks the MAC algorithm.

Fault-toleran
e. PAMKE1 has fault- toleran
e. If some users of a group are dis
onne
ted by

network failures, the other users who exe
ute the proto
ol 
orre
tly 
an su

essfully share a session

key without any additional message sending and delay. If after sending the a
knowledgement �

i;s

,

the user U

i

is still 
onne
ted to the network, one 
an re
eive the message K

i

from the server

and thus 
an derive the session key from the message. Of 
ourse, if the broad
ast message of the

server is disappeared from the network, the server needs to resend the message.

4.2 Se
urity Result

The following theorem shows that PAMKE1 is se
ure against o�-line di
tionary atta
ks sin
e

an adversary's 
apability to perform the o�-line atta
ks is limited by its 
omputational power,

while the adversary 
an only test one password per a message by himself.

Theorem 1. Let G be a group in whi
h the DDH assumption holds and F be a se
ure pseudo ran-

dom fun
tion family. Then PAMKE1 is a se
ure pake-kk&fs proto
ol under the DDH assumption.

Con
retely,

Adv

pake-kk&fs

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) � 2(N

s

+ 2q

ex

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t)

+2(q

U

se

+ q

S

se

) � jGj � Adv

suf

M

(k; q

U

se

; q

S

se

) + 2Adv

prf

F

(�; T; q; h)

+

2(q

U

se

+ q

S

se

)

PW

+

jGj(q

ex

+ q

U

se

+ q

S

se

)

2

q

:

where t is the maximum total game time in
luding an adversary's running time, and an adversary

makes q

ex

Exe
ute queries, q

U

se

SendUser queries, and q

S

se

SendServer queries. N

s

is the upper bound

of the number of sessions that an adversary makes, and PW is the size of the password spa
e.

Proof of Theorem 1. Be
ause of the limitation of spa
e, the proof of this theorem is given in

Appendix B.1. The proof of se
urity for PAMKE1 de�nes a sequen
e of hybrid experiments,

starting with the real atta
k and ending up with an experiment where the adversary to break

key se
re
y has no advantage. Ea
h experiment having some modi�
ations represents a di�erent

se
urity aspe
t.

4.3 The PAMKE2 Proto
ol

PAMKE2 is designed to resistant to 
urious servers. To a
hieve this goal, we use another ap-

proa
h 
alled MAC key distribution and MAC-authenti
ated multi-party key ex
hange, instead
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of the key distribution approa
h in PAMKE1. Through this me
hanism, the session key is de-

termined not by the server but unbiasedly by all honest group users together. PAMKE2 is

still requires a 
onstant number of rounds. PAMKE2 uses the me
hanisms in PAMKE1 for

two-party PAKE and dete
tion of undete
table/dete
table on-line di
tionary atta
ks, and the

unauthenti
ated Burmester and Desmedt's group key ex
hange proto
ol (shortly, BD) in [12℄ for

the MAC-authenti
ated multi-party key ex
hange. An example of an exe
ution of PAMKE2 is

shown in Fig. 2 in Appendix D. PAMKE2 is the same as in PAMKE1 ex
ept for the following

points:

Dete
tion of undete
table/dete
table on-line di
tionary atta
ks.

1. S 
omputes �

S;i

= MAC:G

k

i

(U

i

kSkX

i

kY

i

) and sends (Sjj�

S;i

) to U

i

.

2. Upon re
eiving (Sjj�

S;i

), ea
h user U

i


omputes MAC:V

k

i

(�

S;i

).

3. Ea
h user U

i

halts if MAC:V returns 0, or moves the next step.

4. Ea
h user U

i


hooses a random number r

i

2 Z

�

q

and 
omputes �

i;S

= MAC:G

k

i

(U

i

kSkX

i

kY

i

kg

r

i

1

).

5. Ea
h user U

i

sends (U

i

jj�

i;S

jjg

r

i

1

) to S.

6. Upon re
eiving (U

i

jj�

i;S

jjg

r

i

1

), for ea
h i 2 G

u

, S 
he
ks the validity of �

i;S

using k

i

.

7. S sets G

1

u

as the set that passes the MAC veri�
ation by arranging the identities in lexi
al order. Let jG

1

u

j = n

and G

1

u

= fU

1

; :::; U

n

g.

MAC key distribution and MAC-authenti
ated multi-party key ex
hange.

1. S 
hooses an MAC key k

ma


using KEY:G.

2. For ea
h i 2 G

1

u

, S 
omputes K

i

= k

ma


�H(G

1

u

jjk

i

) and �

1;i

= MAC:G

k

ma


(U

i

jj�

i

) where �

i

= g

r

i

1

mod p.

3. S broad
asts (G

1

u

jjU

1

jjK

1

jj:::jjU

n

jjK

n

) and (U

j+1

jjU

j+(n�1)

jj�

j

jj�

j;1

) for 1 � j � n, where j = j mod n.

4. Upon re
eiving the broad
ast message of S, ea
h user U

i


omputes k

ma


from K

i

using G

1

u

.

5. Ea
h user U

i


omputes MAC:V

k

ma


(U

i�1

jj�

i�1

) and MAC:V

k

ma


(U

i+1

jj�

i+1

).

6. Ea
h user U

i

moves the next step if both MAC veri�
ations are 
orre
t, or halts otherwise.

7. Ea
h user U

i


omputes �

i

= (�

i+1

=�

i�1

)

r

i

mod p and broad
asts (U

i

k�

i

k�

2;i

= MAC.G

k

ma


(U

i

k�

i

)).

8. Upon re
eiving the broad
ast messages form users, S 
he
ks if one re
eives all broad
ast messages of users in

G

1

u

. If not, S requests owners of missing messages to resend the message.

9. Upon re
eiving (U

j

k�

j

k�

2;j

), for ea
h U

j

2 G

1

u

(j 6= i), ea
h user U

i


he
ks if the validity of �

2;j

using k

ma


.

10. Ea
h user U

i


omputes 


i

= (�

i�1

)

nr

i

� �

n�1

i

� �

n�2

i+1

� � � �

i�2

mod p if all the MAC veri�
ations are 
orre
t or

halts otherwise.

Key 
omputation. Ea
h user U

i


omputes the session key sk

i

= F




i

(G

1

u

jjsid), where G

1

u

= (U

1

; : : : ; U

n

), sid =

(Kjj�jj�

1

jj�jj�

2

), K = (K

1

jj : : : jjK

n

), � = (�

1

jj : : : jj�

n

), �

1

= (�

1;1

jj : : : jj�

1;n

), � = (�

1

jj : : : jj�

n

), and �

2

=

(�

2;1

jj : : : jj�

2;n

).

Completeness. If everything works 
orre
tly in PAGKE2, the session key 
omputed by U

i

is

sk

i

= F




i

(G

1

u

jjsid), where 


i

= g

r

1

r

2

+r

2

r

3

+:::+r

n

r

1

1

mod p.

Fault-toleran
e. PAMKE2 is not fully fault-tolerant. If someone among users of a group

re
eiving the broad
ast messages from S is dis
onne
ted by network failures, the session key


omputation would be failed. Be
ause the session key is 
orre
tly shared between users, if and

only if the users involved in the MAC key distribution and MAC-authenti
ated multi-party key

ex
hange phase are linked in a 
y
li
. Until the 
y
li
 stru
ture are 
ompleted, the multi-party

key ex
hange may be delayed.

4.4 Se
urity Result

Theorem 2. Let G be a group in whi
h the DDH assumption holds, F be a se
ure pseudo

random fun
tion family and M be an unforgeable MAC algorithm. Then PAMKE2 is a se
ure
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pake-kss&kk&fs proto
ol. Con
retely,

Adv

pake-kss&kk&fs

PAMKE2

(k; t; q

ex

; q

U

se

; q

S

se

)

� 2(2N

s

+ 2q

ex

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t) + 4Adv

prf

F

(�; T; q; h) +

2(q

U

se

+ q

S

se

+ 2) � jGj � Adv

suf

M

(k; q

U

se

) +

2(q

U

se

+ q

S

se

)

PW

+

jGj(q

ex

+ q

U

se

)

2

q

:

where the parameters are de�ned as in Theorem 1.

Proof of Theorem 2. The proof of this theorem is given in Appendix B.2. The proof of se
urity for

PAMKE2 follows the same path as in Theorem 1 de�ning a sequen
e of hybrid experiments.

5 Con
luding Remarks

This paper 
onsiders multi-party PAKE with di�erent passwords and provides the �rst provably

se
ure two 
onstant-round proto
ols without using any ideal fun
tion. The proto
ols introdu
ed

here are the best solution sin
e the se
urity of the proto
ols is based on weaker and more reason-

able assumptions, and the proto
ols a
hieve 
onstant-round 
omplexity, yet mu
h work remains

to be done to improve the 
omputational eÆ
ien
y and fault-toleran
e of the proto
ols having

se
re
y with respe
t to key se
re
y, while preserving 
onstant-round 
omplexity.
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A Primitives

De
isional DiÆe-Hellman Assumption. Let G = hgi be any �nite 
y
li
 group of prime order

q. The DDH problem is de�ned as follows: given a triple (U; V;W ), determine that the triple is

a DiÆe-Hellman triple (g

a

; g

b

; g

ab

) or a random triple (g

a

; g

b

; g

r

). The advantage of an algorithm

A, Adv

ddh

G ;A

(t), running in time t is �, if

jPr[a; b Z

q

: A(g; g

a

; g

b

; g

ab

) = 1℄� Pr[a; b; r  Z

q

: A(g; g

a

; g

b

; g

r

) = 1℄j � �:

We say the DDH assumption holds in G if no probabilisti
 polynomial time algorithm A 
an

solve the DDH problem with non-negligible advantage. We let Adv

ddh

G

(t) denote the maximum

advantage whi
h is over all adversaries As running in time at most t.
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DiÆe-Hellman Random Self-Redu
ibility [29℄. We use a multipli
ative subgroup G of Z

�

p

,

where p is a prime, q is a prime divisor of p � 1, and g is a generator of G . We say that a

probabilisti
 polynomial-time algorithm R is a random self-redu
ing algorithm, if R on any input

hp; q; g; g

a

; g

b

; g




i outputs hp; q; g; g

a

0

; g

b

0

; g




0

i su
h that if 
 = a � b mod q, then 


0

= a

0

� b

0

mod q,

otherwise a

0

, b

0

, and 


0

are all random elements in Z

q

, where a; b and 
 are randomly sele
ted from

Z

q

. Su
h R 
an be 
onstru
ted as follows:

R 
hooses s

1

; s

2

and � uniformly in Z

q

, and 
omputes

g

a

0

= (g

a

)

�

� g

s

1

; g

b

0

= g

b

� g

s

2

;

g




0

= (g




)

�

� (g

a

)

��s

2

� (g

b

)

s

1

g

s

1

�s

2

and outputs

hp; q; g; g

a

0

; g

b

0

; g




0

i:

Pseudorandom Fun
tions. Let F : Keys(F)�D ! R be a family of fun
tions, and g : D ! R

a random fun
tion. A is an algorithm that takes an ora
le a

ess to a fun
tion and returns a bit.

We 
onsider two experiments:

Exp

prf-1

F ;A

Exp

prf-0

F ;A

K

R

 Keys(F) g

R

 Rand

D!R

d A

F

K

(�)

d A

g(�)

return d return d

The advantage of an adversary A is de�ned as follows:

Adv

prf

F ;A

= Pr[Exp

prf-1

F ;A

= 1℄� Pr[Exp

prf-0

F ;A

= 1℄:

The advantage fun
tion is de�ned as follows:

Adv

prf

F

(�; T; q; �) =

max

A

fAdv

prf

A

F;A

g;

where A is any adversary with time 
omplexity T making at most q ora
le queries and the sum

of the length of these queries being at most � bits. The s
heme F is a se
ure pseudo random

fun
tion family if the advantage of any adversary A with time 
omplexity polynomial in � is

negligible.

Message Authenti
ation Codes. A message authenti
ation 
ode (MAC) algorithm 
onsists of

three algorithm, M = (KEY:G;MAC:G;MAC:V). Ma
:K generates a key k

ma


. Given k

ma


, MAC:G


omputes a tag � = MAC:G

k

ma


(M) for a message M . MAC:V veri�es a message-tag pair using

key k

ma


, and returns 1 if the tag is valid or 0 otherwise.

In de�ning the se
urity of an MAC we use the standard de�nition of strong unforgeability

under adaptive 
hosen-message atta
k. Namely, let M be an MAC s
heme and A be an adversary,

and 
onsider the following experiment:

Exp

suf

A;M

(k)

k

ma


 f0; 1g

k

(M; �) A

M

k

ma


(�)

(1

k

)

if MAC:V

k

ma


(M; �) = 1 and ora
le MAC:G

k

ma


(�)

never returned � on input M then return 1

else return 0
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The advantage of an adversary A is de�ned as: Adv

suf

A;M

(k) = Pr

�

Exp

suf

A;M

(k) = 1

�

. We say that

M is strongly unforgeable (SUF-se
ure) if Adv

suf

A;M

(k) is negligible for all ppt algorithms A. When

we are interested in a 
on
rete se
urity analysis, we drop the dependen
e on k and say that M is

(t; q; �)-SUF-se
ure if Adv

suf

A;M

� � for all A running in time t and making at most q queries to its

M ora
le. (We remark that allowing N queries to an ora
le MAC:V

k

ma


(�; �) 
annot in
rease the

advantage of an adversary by more than a fa
tor of N .)

B Proofs of Theorems

B.1 Proof of Theorem 1

Consider an adversary A atta
king PAMKE1 in the sense of forward se
re
y and se
urity against

known-key atta
ks. In this proof, we prove that the best strategy the adversary 
an take is to

eliminate one password from one password di
tionary per initiated session. Assume that A breaks

PAMKE1 with a non-negligible probability. The advantage of A is from the following two 
ases:

(Case 1) For the Test ora
le U

s

i

, all parties in pid

s

i

have a partner ora
le.

(Case 2) For the Test ora
le U

s

i

, there exists at least one party U

j

(j 6= i ^ U

j

2 pid

s

i

) su
h

that U

j

does not have a partner ora
le.

For i 2 f1; 2g, let Adv

pake-kk&fs-Case i

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) be the advantage of an adversary from Case

i. Then we have

Adv

pake-kk&fs

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) = Adv

pake-kk&fs-Case1

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

)+Adv

pake-kk&fs-Case 2

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

):

Case 1 measures forward se
re
y of PAMKE1, whi
h means that even with the long-term keys

of parties any adversary does not learn any information about session keys whi
h are su

essfully

established between honest parties without any interruption. Consider the advantage from Case 1.

Claim 1. Adv

pake-kk&fs-Case 1

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) � 2q

ex

jGj � Adv

ddh

G

(t) +

jGj(q

ex

+q

U

se

+q

S

se

)

2

q

:

Proof of Claim 1. If the advantage of an adversary is from Case 1, the passwords of the parties

may be revealed by Corrupt queries. Although Corrupt queries are allowed for the Test ora
le �

s

i

,

all instan
es in pid

s

i

are exe
uted by Exe
ute queries by the de�nition of freshness. This 
ase 
an

be viewed that there are no passwords in the proto
ol, and thus we may ignore Corrupt queries.

A user may get information about the session key of a parti
ular session that he did not

parti
ipate, if a random number used by he is used twi
e by other users or the server in other

sessions. The other 
ase allows us to solve the DDH problem.

The advantage from Case 1 is as the follow:

Adv

pake-kk&fs-Case 1

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) = Adv

pake-kk&fs-Case 1-Col

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) +

Adv

pake-kk&fs-Case 1-Col

PAMKE1

(k; t; q

ex

):

Let Col be the event that there exists a user U

i

in session s su
h that the random number

x

i

used by instan
e U

s

i

is equal to the random number used by instan
e U

j

(i 6= j) or S in

session s

0

. The probability that this event o

urs Pr[Col℄ is bounded by the birthday paradox as

jGj(q

ex

+q

U

se

+q

S

se

)

2

2q

; this immediately implies that

Adv

pagke-kk&fs-Case 1-Col

PAGKE1

(k; t; q

ex

; q

U

se

; q

S

se

) = 2Pr[CG ^ Col℄� 1 � 2Pr[Col℄ �

jGj(q

ex

+ q

U

se

+ q

S

se

)

2

q

;

(1)
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where q is the size of the group G .

We 
onsider the advantage in the 
ase without event Col. We assume an adversary A making

only a single Exe
ute(G

u

,S

t

) query (noti
e that this is suÆ
ient for supporting Theorem 1). The

set G

u

and the number of parties are 
hosen by A. Let G

u

= G

1

u

= fU

1

; :::; U

n

g. The distribution

of the trans
ript T and the resulting session key sk of PAMKE1 is given by:
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>

>

>

>

>

>

>

>
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>

>

>

>
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; � � � ; x
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; � � � ; y

n

 Z

�

q

; g

x

1

1

; � � � ; g
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n

1
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y
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1

; � � � ; g

y

n

1

; K  f0; 1g
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y

n
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)

K
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= K �H(G

1

u

jjg

x

1

y

1

1

);K

2

= K �H(G

1

u

jjg

x

2

y

2

1

); � � � ;K

n

= K �H(G

1

u

jjg

x

n

y

n

1

)

T = (g

x

1

1

; � � � ; g

x

n

1

; g

y

1

1

; � � � ; g

y

n

1

; �

1;S

; � � � ; �

n;S

; �

S;1

; � � � ; �

S;n

;K

1

; � � � ;K

n

)
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K
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u
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>
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=
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>
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>

>

>
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;

:

Consider the following randomized distribution:
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; � � � ; x

n

; y

1

; � � � ; y
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�
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; � � � ; g

x
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1

; g

y
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kSkg
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kSkg
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= MAC:G
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kSkg
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�
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kg
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2
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(SkU

n

kg
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kg
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A standard argument shows that for any probabilisti
 polynomial-time (ppt) algorithmA running

in time t:

jPr[(T ; sk) Real : A(T ; sk) = 1℄� Pr[(T ; sk) Exp

1

: A(T ; sk) = 1℄j � Adv

ddh

G

(t):

Consider the following additionally randomized distribution:
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A standard argument shows that for any ppt algorithm A running in time t:

jPr[(T ; sk) Exp

1

: A(T ; sk) = 1℄� Pr[(T ; sk) Exp

2

: A(T ; sk) = 1℄j � Adv

ddh

G

(t):

Continuing in this way, we obtain the following distribution:
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g

w

1

1

(U

1

kSkg

x

1

1

kg

y

1

1

); �

2;S

=MAC:G

g

w

2

1

(U

2

kSkg

x

2

1

kg

y

2

1

); � � � ;

�

n;S

= MAC:G

g

w

n

1

(U

n

kSkg

x

n

1

kg

y

n

1

); �

S;1

= MAC:G

g

w

1

1

(SkU

1

kg

x

1

1

kg

y

1

1

);

�

S;2

= MAC:G

g

w

2

1

(SkU

2

kg

x

2

1

kg

y

2

1

); � � � ; �

S;n

= MAC:G

g

w

n

1

(SkU

n

kg

x

n

1

kg

y

n

1

)

K

1

= K �H(G

1

u

jjg

w

1

1

);K

2

= K �H(G

1

u

jjg

w

2

1

); � � � ;K

n

= K �H(G

1

u

jjg

w

n

1

)

T = (g

x

1

1

; � � � ; g

x

n

1

; g

y

1

1

; � � � ; g

y

n

1

; �

1;S

; � � � ; �

n;S

; �

S;1

; � � � ; �

S;n

;K

1

; � � � ;K

n

)

sk = F

K

(G

1

u

jjK

1

jj : : : jjK

n

)

9

>

>

>

>

>

>

>

>

>

=

>

>

>

>

>

>

>

>

>

;

:
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For any ppt algorithm A running in time t, we have via standard hybrid argument:

jPr[(T ; sk) Real : A(T ; sk) = 1℄� Pr[(T ; sk) Exp

n

: A(T ; sk) = 1℄j � n � Adv

ddh

G

(t): (2)

Consider the valuesK;H(G

1

u

jjg

w

1

1

); � � � ;H(G

1

u

jjg

w

n

1

) in experiment Exp

n

. They are 
onstrained

a

ording to the following n equations:

K

1

=K � H(G

1

u

jjg

w

1

1

)

.

.

.

K

n

=K � H(G

1

u

jjg

w

n

1

)

Sin
e only n � 1 of them are linearly independent, the value of K is independent of the set of

equations, and thus about the value of sk. This implies that, for any A:

Pr[(T ; sk

0

) Exp

n

; sk

1

R

 f0; 1g

l

; b

R

 f0; 1g : A(T ; sk

b

) = b℄ = 1=2: (3)

Combining with Equations (2), (3) and the fa
t that n � jGj, we get Adv

pake-kk&fs-Case 1-Col

PAMKE1

(k; t; 1)

� 2jGj � Adv

ddh

G

(t). We note that this immediately yields via a standard hybrid argument that

Adv

pake-kk&fs-Case 1-Col

PAMKE1

(k; t; q

ex

) � 2q

ex

jGj � Adv

ddh

G

(t): (4)

This result stated in the theorem 
an be obtained using random self-redu
ibility properties of

the DDH problem following [32℄ and will appear in the full version.

Equations (1) and (4) yield the the desired result.

Claim 2. The advantage from Case 2 is following:

Adv

pake-kk&fs-Case 2

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) � 2(N

s

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t)

+2(q

U

se

+ q

S

se

) � jGj � Adv

suf

M

(k; q

U

se

; q

S

se

)

+2Adv

prf

F

(�; T; q; h) +

2(q

U

se

+ q

S

se

)

PW

:

Proof of Claim 2. To 
ompute the upper bound of the advantage from Case 2, we assume that

an adversary A gets the advantage from Case 2. In this 
ase, the passwords of the parties are not

revealed by freshness 
onditions. Informally, there are only two ways an adversary 
an get infor-

mation about a parti
ular session key; either the adversary su

essfully breaks the authenti
ation

part, whi
h means that the adversary 
orre
tly guesses the passwords, or 
orre
tly guesses the

bit b involved in the Test query.

To evaluate this advantage, we in
rementally de�ne a sequen
e of hybrid experiments having

some modi�
ations per ea
h experiment, starting at the real experiment Exp

0

and ending up

with Exp

5

. We simulate the experiments and then 
onsider the adversary atta
king the simulated

proto
ol. We denote the probability that an event E o

urs in Exp

i

as Pr

i

[E℄.

Experiment Exp

0

: This is the real atta
k, in whi
h the server and ea
h user are given pw

i

for

U

i

2 G. In this experiment, all the ora
les in the game de�ning the advantage of an adversary in

Se
tion 3, are allowed to the adversary. The instan
es of parties answer to ea
h SendUser query

and ea
h SendServer query with independent random exponents, respe
tively and the Exe
ute

query is pro
eeded similarly. Thus, the instan
es 
an easily answer to the Reveal, Corrupt, and

Test queries. By de�nition,

Pr

0

[CG℄ = (Adv

pake-kk&fs

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) + 1)=2: (5)
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Experiment Exp

1

:We de�ne the event AskSend-WithPW as the event that a 
owm is generated

by the adversary under pw and a SendUser(U

s

i

;m) query or a SendServer(S

t

;m) query is asked.

In this experiment, we delete the exe
utions wherein event AskSend-WithPW o

urs. In these

exe
utions, we stop 
hoosing b

0

at random:

jPr

0

[CG℄� Pr

1

[CG℄j � Pr

1

[AskSend-WithPW℄: (6)

Experiment Exp

2

: In this experiment, we repla
e ea
h of the MAC key used as input in the

dete
tion phase of undete
table/dete
table on-line di
tionary atta
ks with a random key, using

standard hybrid arguments. We 
an use a standard hybrid argument be
ause the MAC keys are

all independent ones. We show that the di�eren
e between the su

ess probability of an adversary

in the previous and 
urrent experiments is negligible, if the DDH assumption holds and as soon

as AskSend-WithPW does not o

ur. Formally,

jPr

1

[CG℄� Pr

2

[CG℄j � N

s

� jGj � Adv

ddh

G

(t):

To measure the above probability, we de�ne a series of jG

u

j + 1 games, G

0

2

,...,G

jG

u

j

2

. G

0

2

is the

same with experiment Exp

1

. Let jG

u

j = n. G

t

2

(for 1 � t � jG

u

j) is de�ned as the follow:

G

t

2

1. Sele
t the passwords for all users in G exe
uting PG(1

�

).

2. For all 1 � l � t, sele
t a random number w

l

, and use g

w

l

1

(i.e., at random) instead of

k

l

= g

x

l

y

l

1

as the MAC key.

3. For all t < l � n, use k

l

= g

x

l

y

l

1

(i.e., a

ording to the proto
ol) as the MAC key.

4. Compute the session key as in Exp

1

.

5. For all ora
le queries of an adversary, answer to them as in Exp

1

.

We 
onstru
t a distinguisher D

t�1;t

2

whi
h solves the DDH problem using a di�eren
e of the

advantages of an adversary A in G

t�1

2

and G

t

2

. D

t�1;t

2

is given (g

1

; U; V;W ) that an instan
e of

the DDH problem whose base is g

1

. D

t�1;t

2

uses the instan
e by the random self-redu
ibility of the

DDH problem. D

t�1;t

2

perfe
tly simulates G

t-1

or G

t

depending on whether or not (g

1

; U; V;W ) is

a DDH triple. That is, if (g

1

; U; V;W ) is the DDH triple, D

t�1;t

2

simulates G

t-1

or G

t

otherwise.

We assume A making only a single Exe
ute query and a single SendUser or SendServer query.

Let SendUser

r

(U

s

i

;m) be the r-th round's SendUser query to the instan
e (SendServer

r

(S

t

;m) is

analogously de�ned). The 
on
rete des
ription of D

t�1;t

2

is as the follow:

D

0;1

2

(g

1

; U; V;W )

1. Sele
t the passwords for all users in G exe
uting PG(1

�

).

2. Give A the passwords for all mali
ious users in G.

3. For Exe
ute(G

u

; S

t

), SendUser

1

(U

s

i

; S

t

) and SendServer

1

(S

t

; U

s

i

), randomly sele
t �; s

1

; s

2

, and


ompute U = U

�

�g

s

1

1

and V = V �g

s

2

1

. ComputeX

1

= U�g

H(U

1

kSkpw

1

)

2

,X

2

= g

x

2

1

�g

H(U

2

kSkpw

2

)

2

,...,

X

n

= g

x

n

1

�g

H(U

n

kSkpw

n

)

2

, Y

1

= V�g

H(U

1

kSkpw

1

)

2

,Y

2

= g

y

2

1

�g

H(U

2

kSkpw

2

)

2

,...,Y

n

= g

y

n

1

�g

H(U

n

kSkpw

n

)

2

.

4. For Exe
ute(G

u

; S

t

), SendUser

2

(U

s

i

;m) and SendServer

2

(S

t

;m), 
ompute W = W

�

� U

�s

2

�

V

s

1

� g

s

1

s

2

1

. Use W as the MAC key, �

1;S

(�

S;1

), and use g

x

2

y

2

1

,...,g

x

n

y

n

1

as the MAC key �

2;S

(�

S;2

),...,�

n;S

(�

S;n

), respe
tively.
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5. Compute the session key as in Exp

1

.

6. For Test(U

s

i

), 
he
k whether all users in G

u

have the same session key. If this 
he
k fails, return

the invalid symbol ?. If this 
he
k is 
orre
t and if U

s

i

is fresh, return sk without 
oin 
ipping.

7. For all ora
le queries of A, answer to them following the proto
ol under the above restri
tion.

8. If A terminates with b

0

, D

0;1

2

returns b

0

and halts.

D

1;2

2

(g

1

; U; V;W ): Same as D

0;1

2

ex
ept following points.

1. For Exe
ute(G

u

; S

t

), SendUser

1

(U

s

i

; S

t

) and SendServer

1

(S

t

; U

s

i

), randomly sele
t �; s

1

; s

2

; w

1

,

and 
ompute U = U

�

� g

s

1

1

and V = V � g

s

2

1

. Compute X

1

= g

x

1

1

� g

H(U

1

kSkpw

1

)

2

,X

2

= U �

g

H(U

2

kSkpw

2

)

2

,X

3

= g

x

3

1

� g

H(U

1

kSkpw

3

)

2

,..., X

n

= g

x

n

1

� g

H(U

n

kSkpw

n

)

2

, Y

1

= g

y

1

1

� g

H(U

1

kSkpw

1

)

2

,Y

2

=

V � g

H(U

2

kSkpw

2

)

2

,Y

3

= g

y

3

1

� g

H(U

3

kSkpw

3

)

2

,...,Y

n

= g

y

n

1

� g

H(U

n

kSkpw

n

)

2

.

2. For Exe
ute(G

u

; S

t

), SendUser

2

(U

s

i

;m) and SendServer

2

(S

t

;m), 
ompute W =W

�

�U

�s

2

�V

s

1

�

g

s

1

s

2

1

. Use g

w

1

1

as the MAC key, �

1;S

(�

S;1

), and use W as the MAC key, �

2;S

(�

S;2

). Use

g

x

3

y

3

1

,...,g

x

n

y

n

1

as the MAC key, �

3;S

(�

3;n

),...,�

n;S

(�

S;n

), respe
tively.

3. If A terminates with b

0

, D

1;2

2

returns b

0

and halts.

Continuing in this way, we get the following distinguisher.

D

n�1;n

2

(g

1

; U; V;W ) : Same as D

n�2;n�1

2

ex
ept following points.

1. For Exe
ute(G

u

; S

t

), SendUser

1

(U

s

i

; S

t

) and SendServer

1

(S

t

; U

s

i

), randomly sele
t �; s

1

; s

2

; w

1

; :::;

w

n

, and 
ompute U = U

�

� g

s

1

1

and V = V � g

s

2

1

. Compute X

1

= g

x

1

1

� g

H(U

1

kSkpw

1

)

2

,...,

X

n�1

= g

x

n�1

1

� g

H(U

n�1

kSkpw

n�1

)

2

, X

n

= U � g

H(U

n

kSkpw

n

)

2

, Y

1

= g

y

1

1

� g

H(U

1

kSkpw

1

)

2

,...,Y

n�1

=

g

y

n�1

1

� g

H(U

n�1

kSkpw

n�1

)

2

,Y

n

= V � g

H(U

n

kSkpw

n

)

2

.

2. For Exe
ute(G

u

; S

t

), SendUser

2

(U

s

i

;m) and SendServer

2

(S

t

;m). Use g

w

1

1

,...,g

w

n

1

as the MAC

key, �

1;S

(�

S;1

),...,�

n;S

(�

S;n

), respe
tively.

3. If A terminates with b

0

, D

n�1;n

2

returns b

0

and halts.

Consider the 
ase that the message X

i

or Y

i

of SendServer

1

(S

t

;X

i

) and SendUser

1

(U

s

i

; Y

i

) has

not been previously 
omputed by D

t�1;t

2

. Even though the instan
e involved in the SendServer

or SendUser

1

(U

s

i

; Y

i

) a

epts itself, its partners may not be ora
le instan
es. Thus a Test query

involving this instan
e may always return the invalid symbol ?. Therefore the advantage of D

t;t�1

2

is as the follow (for 1 � t � n):

Adv

ddh

G ;D

t�1;t

2

= jPr[u; v

R

 Z

�

q

; (g

1

; U; V;W ) (g

1

; g

u

1

; g

v

1

; g

uv

1

) : D

0;1

2

(g

1

; U; V;W ) = 1℄�

Pr[u; v; w

R

 Z

�

q

; (g

1

; U; V;W ) (g

1

; g

u

1

; g

v

1

; g

w

1

) : D

0;1

2

(g

1

; U; V;W ) = 1℄j

= jPr

t�1

2

[CG℄� Pr

t

2

[CG℄j;

whi
h leads jPr

0

2

[CG℄�Pr

n

2

[CG℄j � jGj �Adv

ddh

G

(t). We note that the hybrid allow us to de�ne N

s

di�erent experiments where N

s

is the upper bound of the number of sessions that an adversary

makes, and also immediately yields that jPr

0

2

[CG℄� Pr

n

2

[CG℄j � N

s

� jGj � Adv

ddh

G

(t).
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We have the desire result between Exp

1

and Exp

2

:

jPr

1

[CG℄� Pr

2

[CG℄j � N

s

� jGj � Adv

ddh

G

(t): (7)

Experiment Exp

3

: In this experiment, we repla
e the pseudo random fun
tion family F used

to derive a session key with a random fun
tion. That is, in Exp

2

, a session key is 
omputed by

using a pseudo random fun
tion family F , while in Exp

3

, a session key is 
omputed by using a

random fun
tion g. We show that the di�eren
e between the su

ess probability of an adversary

in the previous and 
urrent experiments is negligible, if F is a se
ure pseudo random fun
tion

family. Formally,

jPr

2

[CG℄� Pr

3

[CG℄j = Adv

prf

F

(�; T; q; h): (8)

Consider a distinguisher D to break pseudo randomness of a pseudo random fun
tion family F

using the di�eren
e of the advantages of an adversary A in Exp

2

and Exp

3

. D is given an ora
le

fun
tion f(�) in the experiment of pseudo randomness of the fun
tion family F . D simulates Exp

2

or Exp

3

depending on whether f(�) is a fun
tion from F or not. The more 
on
rete des
ription

of D is as the follow:

D

f(�)

1. For all ora
le queries of A, D answers to them as in Exp

2

by using an ora
le fun
tion f(�)

instead of F to make a session key.

2. If A terminates with b

0

, D returns b

0

and halts.

The advantage of D to break a pseudo random fun
tion family (with probability related to A's

su

ess probability) is as the follow.

Adv

prf

F

(�; T; q; h) = jPr[K

R

 Keys(F) : D

F

K

(�)

= 1℄� Pr[g

R

 Rand

D!R

: D

g(�)

= 1℄j

= jPr

2

[CG℄� Pr

3

[CG℄j:

In Exp

3

, answers to the Test query are purely random. That is, this implies the the bit b used

by the Test ora
le 
annot be guessed by the adversary better than at random:

Pr

3

[CG℄ =

1

2

: (9)

From Equations (5), (6), (7), (8) and (9), the advantage from Case 2 is bounded as the follow:

Adv

pake-kk&fs-Case 2

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

)

� 2(Pr

1

[AskSend-WithPW℄ +N

s

� jGj � Adv

ddh

G

(t) + Adv

prf

F

(�; T; q; h)):

Probability of Event AskSend-WithPW. The se
urity against dete
table and undete
table on-

line di
tionary atta
ks are measured by the probability that AskSend-WithPW o

urs. To measure

Pr

1

[AskSend-WithPW℄, we de�ne two auxiliary experiments Exp

3

0

and Exp

3

?

similar to Exp

3

.

In experiment Exp

3

0

, we 
hange the 
omputation of the MAC key 
omputaions. We repla
e

ea
h of the MAC key with a random key using standard hybrid arguments. After this modi�
ation,

the probability for the adversary to see the di�eren
e between previous and 
urrent experiments

is to forge a new, valid message-tag pair, after having seen at most q

U

se

or q

S

se

valid message-tag
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pairs. Where the message was not previously sent by a user or the server. We have via a standard

hybrid argument:

jPr

3

[AskSend-WithPW℄� Pr

3

0

[AskSend-WithPW℄j � (q

U

se

+ q

S

se

) � jGj � Adv

suf

M

(k; q

U

se

; q

S

se

):

In experiment Exp

3

?

, the view of the adversary is perfe
tly independent from the password of

user. The di�eren
e between the experiments is in the way the Exe
ute, SendUser and SendServer

queries are answered. In this experiment, on Send

0

(U

i

; S

t

) or Send

0

(S

t

; U

i

), U

i

and S randomly


hoose X

i

and Y

i

from G , and send them, respe
tively. Noti
e that in Exp

3

0

, U

i

and S 
ompute

X

i

= g

x

i

1

� g

H(U

i

kSkpw

i

)

2

mod p and Y

i

= g

y

i

1

� g

H(U

i

kSkpw

i

)

2

mod p, and send them, respe
tively. For

any an adversary, we have via a standard hybrid argument:

jPr

3

0

[AskSend-WithPW℄� Pr

3

?

[AskSend-WithPW℄j � (q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t):

In Exp

3

?

, the adversary 
an not get information of the passwords with instan
es of the

proto
ol by o�-line manner from an information-theoreti
al viewpoint sin
e the trans
ripts are

indistinguishable from a random trans
ript in G . Thus the trans
ripts are 
ompletely independent

from the passwords. One remarks that the passwords 
annot be 
orre
tly guessed by the adversary

better than sending a message generated under a guessed password:

Pr

3

?

[AskSend-WithPW℄ = (q

U

se

+ q

S

se

)=PW :

The above three equations 
ombined with Pr

1

[AskSend-WithPW℄ = Pr

2

[AskSend-WithPW℄ =

Pr

3

[AskSend-WithPW℄ lead to that

Pr

1

[AskSend-WithPW℄ =

(q

U

se

+ q

S

se

)

PW

+ (q

U

se

+ q

S

se

) � jGj � (Adv

suf

M

(k; q

U

se

; q

S

se

) + Adv

ddh

G

(t)): (10)

Finally, Claim 1 and Claim 2 yield the statement of the theorem:

Adv

pake-kk&fs

PAMKE1

(k; t; q

ex

; q

U

se

; q

S

se

) � 2(N

s

+ 2q

ex

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t)

+2(q

U

se

+ q

S

se

) � jGj � Adv

suf

M

(k; q

U

se

; q

S

se

) + 2Adv

prf

F

(�; T; q; h)

+

2(q

U

se

+ q

S

se

)

PW

+

jGj(q

ex

+ q

U

se

+ q

S

se

)

2

q

:

B.2 Proof of Theorem 2

Consider an adversary A atta
king PAMKE2 in the sense of forward se
re
y and se
urity against

known-key atta
ks. In this proof, we also 
onsider a 
urious server S atta
king key priva
y. Assume

that A breaks PAMKE2 with a non-negligible probability.

A user may get information about the session key of a parti
ular session that it did not

parti
ipate, if a trans
ript �

i

(in phase for MAC key distribution and MAC-authenti
ated multi-

party key ex
hange) by it is used twi
e by other users in other sessions; i.e., there exists a user

U

i

in session s su
h that random number r

i

used by instan
e U

i

is equal to the random number

used by instan
e U

j

(i 6= j) in session s

0

. We denote this event as Repeat. The other 
ases allow

us to solve the DDH problem, break strong unforgeability of the underling MAC algorithm or

break pseudo randomness of a pseudo random fun
tion family (with probability related to the

adversary's su

ess probability). We now pro
eed with a more formal proof.

The advantage with event Repeat is bounded by the birthday paradox:

Adv

pagke-kk&fs

PAGKE2

(k; t; q

ex

; q

U

se

; q

S

se

) = 2Pr[CG ^ Repeat℄� 1 � 2Pr[Repeat℄ �

jGj(q

ex

+ q

U

se

)

2

q

: (11)
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The advantage of A without event Repeat is from Case 1 and Case 2 whi
h are de�ned in the

proof of Theorem 1.

Claim 3. Adv

pake-kk&fs-Case 1

PAMKE2

(k; t; q

ex

) � 4q

ex

jGj � Adv

ddh

G

(t):

Proof of Claim 3. Proving this advantage follows the same path as proving Adv

pake-kk&fs-Case 1-Col

PAMKE1

in Claim 1 (although Col o

urs in an exe
ution of PAMKE2, a user 
an not obtain information

about the session key of a parti
ular session that it did not parti
ipate). Consider the MAC-

authenti
ated multi-party key ex
hange phase. This 
onverts the unauthenti
ated BD s
heme

to an authenti
ated proto
ol using the shared MAC key. Sin
e the MAC key is not used to

derive a session key, it does not leak any information about a session key. Thus we may ignore

the authenti
ator using an MAC algorithm in the MAC-authenti
ated multi-party key ex
hange

phase. Therefore we 
an see the advantage of an adversary breaking key se
re
y by atta
king the

MAC-authenti
ated multi-party key ex
hange phase (i.e., the BD s
heme) as the follow:

Adv

gke-fs

BD

(k; t; q

ex

) � 2q

ex

jGj � Adv

ddh

G

(t); (12)

whi
h is proved in [23℄.

From Equation (12) and Adv

pake-kk&fs-Case 1-Col

PAMKE1

, we 
an get the desired result and hen
e we

omit the details.

Claim 4. The advantage from Case 2 is as the follow:

Adv

pake-kk&fs-Case 2

PAMKE2

(k; t; q

ex

; q

U

se

; q

S

se

) � 2(N

s

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t) + 2Adv

prf

F

(�; T; q; h) +

2(q

U

se

+ q

S

se

+ 2) � jGj � Adv

suf

M

(k; q

U

se

) +

2(q

U

se

+ q

S

se

)

PW

:

Proof of Claim 4. Proving this advantage follows the same path as that in Claim 2, until the

experiment Exp

2

:

Experiment Exp

3

: Let Forge be the event that an adversary A against key priva
y outputs a

new, valid message-tag pair where the message was not previously sent by a user. In other words,

A is sending a message it has built by itself, after having seen at most q

U

se

valid message-tag pairs.

We 
onstru
tM whi
h breaks MAC algorithm M using A.M is given an MAC generation ora
le

MAC:G(�) and an MAC veri�
ation ora
le MAC:V (�). The 
on
rete des
ription ofM is as the

follow:

M

MAC:G(�);MAC:V (�)

1. Sele
t the passwords for all users in G exe
uting PG(1

�

).

2. Sele
t i

0

from [1; jGj℄ and use MAC ora
les to generate and verify MAC values of U

i

0

.

3. For Corrupt queries, answer normally. If A queries Corrupt(U

i

0

), terminate with a random bit.

4. For all ora
le queries of A, answer as in Exp

3

under the above restri
tion.

5. If a forged message-tag pair (m;�) for U

i

0

is found during simulation su
h thatMAC:V (m;�) =

1, output (m;�) and halt.

The su

ess probability ofM depends on whether or not A makes a forged massage-tag pair and

M 
orre
tly guesses i

0

. If these guesses are 
orre
t (and unless AskSend-WithPW does not o

ur),

the simulation is perfe
t. So this immediately implies that
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jPr

2

[CG℄� Pr

3

[CG℄j � Pr[Forge℄ � jGj � Adv

suf

M

(k; q

U

se

): (13)

Experiment Exp

4

:We repla
e the pseudo random fun
tion family F used to derive a session key

with a random fun
tion. This experiment is equal to Exp

3

in Claim 2. Then it is straightforward

to see that

jPr

3

[CG℄� Pr

4

[CG℄j = Adv

prf

F

(�; T; q; h): (14)

Pr

4

[CG℄ =

1

2

: (15)

Probability of Event AskSend-WithPW. The result of Pr

1

[AskSend-WithPW℄ in PAMKE2

is identi
al to that in PAMKE1 sin
e the parts that the passwords are used are equal in both

proto
ols.

From Equations (5), (6), (7), (10), (13), (14) and (15), the advantage from Case 2 is bounded

as the follow:

Adv

pake-kk&fs-Case 2

PAMKE2

(k; t; q

ex

; q

U

se

; q

S

se

) � 2(N

s

+ q

U

se

+ q

S

se

) � jGj � Adv

ddh

G

(t) + 2Adv

prf

F

(�; T; q; h) +

2(q

U

se

+ q

S

se

+ 2) � jGj � Adv

suf

M

(k; q

U

se

) +

2(q

U

se

+ q

S

se

)

PW

:

Claim 5. Adv

kss

PAMKE2

(k; t; q

ex

; q

U

se

) � 2N

s

� jGj � Adv

ddh

G

(t) + 2Adv

prf

F

(�; T; q; h):

Proof of Claim 5. This 
laim shows that PAMKE2 provides key se
re
y with respe
t to the

server, if the DDH assumption holds in G and if F is a se
ure pseudo random fun
tion family.

Assume that a 
urious server S breaks key priva
y with a non-negligible probability. In order

to measure the advantage of S, we de�ne a series of n + 1 experiments, Exp

0

,...,Exp

n

, where

jG

u

j = n. G

0

is the real atta
k in whi
h the server and ea
h user are given pw

i

for all U

i

2 G.

S 
an a

ess to the Exe
ute, SendUser, Reveal and TestGroup ora
les. Sin
e the instan
es for user

know the password, they 
an easily answer to the queries. By de�nition,

Pr

0

[CG℄ = (Adv

kss

PAMKE2

(k; t; q

ex

; q

U

se

) + 1)=2:

Exp

1

: All ora
le queries are answered as in Exp

0

ex
ept for Exe
ute and SendUser

5

(G

u

;m)

queries.

1. For Exe
ute/SendUser

5

(G

u

;m), sele
t w

1;2

at random from Z

�

q

, 
ompute �

1

=

g

w

1;2

1

g

r

n

r

1

1

; �

2

=

g

r

3

r

2

1

g

w

1;2

1

; : : : ; �

n

=

g

r

1

r

n

1

g

r

n�1

r

n

1

, and return (�

1

; �

2;1

)jj:::jj(�

n

; �

2;n

).

2. Compute 


1

= (g

r

n

r

1

1

)

n

� (�

1

)

n�1

� � � �

n�1

; 


2

= (g

w

1;2

1

)

n

� (�

2

)

n�1

� � � �

n

; : : : ; 


n

=

(g

r

n�1

r

n

1

)

n

� (�

n

)

n�1

� � � �

n+2

, sk

1

= F




1

(G

u

jjsid),..., sk

n

= F




1

(G

u

jjsid).

Exp

2

1. For Exe
ute/SendUser

5

(G

u

;m), sele
t w

1;2

,w

2;3

at random from Z

�

q

, 
ompute �

1

=

g

w

1;2

1

g

r

n

r

1

1

; �

2

=

g

w

2;3

1

g

w

1;2

1

; : : : ; �

n

=

g

r

1

r

n

1

g

r

n�1

r

n

1

, and return (�

1

; �

2;1

)jj:::jj(�

n

; �

2;n

).

2. Compute 


1

= (g

r

n

r

1

1

)

n

� (�

1

)

n�1

� � � �

n�1

; 


2

= (g

w

1;2

1

)

n

� (�

2

)

n�1

� � � �

n

; 


3

= (g

w

2;3

1

)

n

�

(�

3

)

n�1

� � � �

1

; : : : ; 


n

= (g

r

n�1

r

n

1

)

n

� (�

n

)

n�1

� � � �

n+2

, sk

1

= F




1

(G

u

jjsid),..., sk

n

=

F




1

(G

u

jjsid).
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Continuing in this way, we get the following experiment.

Exp

n

1. For Exe
ute/SendUser

5

(G

u

;m), sele
t w

1;2

; : : : ; w

n;1

at random from Z

�

q

, 
ompute �

1

=

g

w

1;2

1

g

w

n;1

1

; �

2

=

g

w

2;3

1

g

w

1;2

1

; : : : ; �

n

=

g

w

1;n

1

g

w

n�1;n

1

, and return (�

1

; �

2;1

)jj:::jj(�

n

; �

2;n

).

2. Compute 


1

= (g

w

n;1

1

)

n

� (�

1

)

n�1

� � � �

n�1

; 


2

= (g

w

1;2

1

)

n

� (�

2

)

n�1

� � � �

n

; : : : ; 


n

=

(g

w

n�1;n

1

)

n

� (�

n

)

n�1

� � � �

n+2

, sk

1

= F




1

(G

u

jjsid),..., sk

n

= F




1

(G

u

jjsid).

A standard argument shows that for any ppt algorithm running in time t (for 0 � i < n):

jPr

i

[CG℄� Pr

i+1

[CG℄j � Adv

ddh

G

(t):

We 
onstru
t a distinguisher D

i;i+1

using the di�eren
e of the advantages of an adversary S in

Exp

i

and Exp

i+1

su
h that the following equation holds:

Adv

ddh

G ;D

i;i+1

(t) = jPr[u; v

R

 Z

�

q

; (g

1

; U; V;W ) (g

1

; g

u

1

; g

v

1

; g

uv

1

) : D

i;i+1

(g

1

; U; V;W ) = 1℄�

Pr[u; v; w

R

 Z

�

q

; (g

1

; U; V;W ) (g

1

; g

u

1

; g

v

1

; g

w

1

) : D

i;i+1

(g

1

; U; V;W ) = 1℄j

= jPr

i

[CG℄� Pr

i+1

[CG℄j:

D

i;i+1

is a distinguisher of the DDH problem on an input (g

1

; U; V;W ) whose base is g

1

. D

i;i+1

uses the instan
e by the random self-redu
ibility of the DDH problem. Sin
e D

i;i+1

knows the

passwords of all users, it 
an easily answer queries made by S. Hen
e, D

i;i+1

perfe
tly simulates

Exp

i

or Exp

i+1

depending on whether or not (g

1

; U; V;W ) is a DDH triple. That is, if (g

1

; U; V;W )

is the DDH triple, D

i;i+1

simulates Exp

i

or Exp

i+1

otherwise. We assume S making only a single

Exe
ute query and a single SendUser query and show that jPr

0

[CG℄� Pr

n

[CG℄j � jGj � Adv

ddh

G

(t).

D

0;1

(g

1

; U; V;W )

1. Sele
t the passwords for all users in G exe
uting PG(1

�

) and give S the passwords for all users

in G.

2. For Exe
ute/SendUser

3

(U

s

i

;m), randomly sele
t �; s

1

; s

2

, and 
ompute U = U

�

� g

s

1

1

, V =

V � g

s

2

1

. Compute �

1;S

= MAC:G

k

1

(U

1

kSkX

1

kY

1

kU), �

2;S

= MAC:G

k

2

(U

2

kSkX

2

kY

2

kV), �

3;S

=

MAC:G

k

3

(U

3

kSkX

2

kY

2

kg

r

3

1

),...,�

n;S

= MAC:G

k

n

(U

n

kSkX

n

kY

n

kg

r

n

1

).

3. For Exe
ute/SendUser

5

(G

u

;m), 
ompute W = W

�

� U

�s

2

� V

s

1

� g

s

1

s

2

1

and �

1

=

W

U

r

n

; �

2

=

V

r

3

W

; : : : ; �

n

=

U

r

n

g

r

n�1

r

n

1

, and return (�

1

; �

2;1

)jj:::jj(�

n

; �

2;n

).

4. Compute 


1

= (U

r

n

)

n

�(�

1

)

n�1

� � � �

n�1

; 


2

= (W)

n

�(�

2

)

n�1

� � � �

n

; 


3

= (V

r

3

)

n

�(�

3

)

n�1

� � � �

1

; :::;




n

= (g

r

n�1

r

n

1

)

n

� (�

n

)

n�1

� � � �

n+2

.

5. For Reveal(U

s

i

), if U

s

i

is a terminated instan
e and has a session key sk

i

with all other users,

return sk

i

.

6. For TestGroup(G

u

), 
he
k whether all users in G

u

have the same session key. If this 
he
k fails,

return ?. If this 
he
k is 
orre
t and if U

s

i

is fresh, return sk without 
oin 
ipping.

7. If S terminates with b

0

, return b

0

and halt.

D

1;2

(g

1

; U; V;W ) : Same as D

0;1

ex
ept following points.
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1. For Exe
ute/SendUser

3

(U

s

i

;m), randomly sele
t �; s

1

; s

2

; w

1;2

, and 
ompute U = U

�

� g

s

1

1

,

V = V � g

s

2

1

. Compute �

1;S

= MAC:G

k

1

(U

1

kSkX

1

kY

1

kg

r

1

1

), �

2;S

= MAC:G

k

2

(U

2

kSkX

2

kY

2

kU),

�

3;S

= MAC:G

k

3

(U

3

kSkX

2

kY

2

kV),...,�

n;S

= MAC:G

k

n

(U

n

kSkX

n

kY

n

kg

r

n

1

).

2. For Exe
ute/SendUser

5

(G

u

;m), 
ompute W = W

�

� U

�s

2

� V

s

1

� g

s

1

s

2

1

and �

1

=

g

w

1;2

1

g

r

n

r

1

1

; �

2

=

W

g

w

1;2

1

; �

3

=

V

r

4

W

; : : : ;

g

r

1

r

n

1

g

r

n�1

r

n

1

, and return (�

1

; �

2;1

)jj:::jj(�

n

; �

2;n

).

3. Compute 


1

= (g

r

n

r

1

1

)

n

�(�

1

)

n�1

� � � �

n�1
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2

= (g

w

1;2

1

)

n

�(�

2

)

n�1

� � � �

n

; 


3

= (W)

n

�(�

3

)

n�1

� � � �

1

,...,


n

= (g

r

n�1

r

n

1

)

n

� (�

n

)

n�1

� � � �

n+2

.

4. If S terminates with b

0

, return b

0

and halt.

Continuing in this way, we get the following distinguisher.

D

n�1;n

(g

1

; U; V;W ) : Same as D

n�2;n�1

ex
ept following points.

1. For Exe
ute/SendUser

3

(U

s

i

;m), randomly sele
t �; s

1

; s

2

, and 
ompute U = U

�

�g

s

1

1

, V = V �g

s

2

1

.

Compute �

1;S

= MAC:G

k

1

(U

1

kSkX

1

kY

1

kV),�

2;S

= MAC:G

k

2

(U

2

kSkX

2

kY

2

kg

r

2

1

),...,�

n�1;S

=

MAC:G

k

n�1

(U

n�1

kSkX

n�1

kY

n�1

kg

r

n�1

1

),�

n;S

= MAC:G

k

n

(U

n

kSkX

n

kY

n

kU).

2. For Exe
ute/SendUser

5

(G

u

;m), 
ompute W = W

�

� U

�s

2

� V

s

1

� g

s

1

s

2

1

and �

1

=

g

w

1;2

1

W

; �

2

=

g

w

2;3

1

g

w

1;2

1

; : : : ; �

n

=

W

g

w

n�1;n
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, and return (�
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; �

2;1

)jj:::jj(�

n
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2;n
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3. Compute 


1

= (W)

n

�(�

1

)

n�1

� � � �

n�1

; 


2

= (g

w

1;2

1

)

n

�(�

2

)

n�1

� � � �

n

; :::; 


n

= (g

w

1;2

1

)

n

�(�

n

)

n�1

� � �

�

n+2

.

4. If S terminates with b

0

, return b

0

and halt.

Consider the 
ase that the message �

i

of SendUser

4

(U

s

i

;m) has not been previously 
omputed

by D

i;i+1

. Even though the instan
e involved in the SendUser

4

a

epts itself, its partners may not

be ora
le instan
es. Thus a TestGroup query involving this instan
e may always return the invalid

symbol ?. Finally, we have via a standard hybrid argument that

jPr

0

[CG℄� Pr

n

[CG℄j � N

s

� jGj � Adv

ddh

G

(t): (16)

In game Exp

n

, the values w

1;2

; :::; w

n;1

are expressed as n equations, log

g

1

�

1

= w

1;2

�w

n;1

; :::;

log

g

1

�

n

= w

n;1

� w

n�1;n

of whi
h only n � 1 are linearly independent. The se
ret key 
 is

equivalently expressed as log

g

1


 = w

1;2

+w

2;3

+ : : :+w

n;1

whi
h is linearly independent from the

n equations. Thus the value of sk = F




(G

u

jjsid) is independent from (�

1

; :::; �

n

), i.e., this implies

that the bit b used by the Test ora
le 
annot be guessed by the adversary better than at random

for ea
h attempt:

Pr

n

[CG℄ =

1

2

: (17)

We de�ne an auxiliary game Exp

n

?

similar to Exp

n

ex
ept for the way the session keys are


omputed. In Exp

n

, the session keys are 
omputed by using a pseudo random fun
tion family

F , while in Exp

n

?

, the session keys are 
omputed by using a random fun
tion g.

Exp

n

?

: Same as Exp

n

ex
ept the following points, after having 
hosen a random fun
tion

g.

1. Computes the session keys as sk

1

= g(G

u

jjsid); :::; sk

n

= g(Ujjsid).
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Consider a distinguisher D to break pseudo randomness of a pseudo random fun
tion family F

using the di�eren
e of the advantages of an adversary S in Exp

n

and Exp

n

?

. D is given an ora
le

fun
tion f(�) in the experiment of pseudo randomness of the fun
tion family F . D simulates Exp

n

or Exp

n

?

depending on whether f(�) is a fun
tion from F or not. The more 
on
rete des
ription

of D is as follows:

D

f(�)

1. For all ora
le queries of S, answer them as in Exp

n

by using an ora
le fun
tion f(�) instead

of F to make session keys.

2. If S terminates with b

0

, return b

0

and halt.

The advantage of D to break the pseudo random fun
tion family (with probability related to

S' su

ess probability) is as the follow:

Adv

prf

F

(�; T; q; h) =jPr[K

R

 Keys(F) : F

F

K

(�)

= 1℄� Pr[g

R

 Rand

D!R

: F

g(�)

= 1℄j

=jPr

n

[CG℄� Pr

n

?

[CG℄j:

(18)

From Equations (16),(17) and (18) we get that

Adv

kss

PAMKE2

(k; t; q

ex

; q

U

se

) � 2N

s

� jGj � Adv

ddh

G

(t) + 2Adv

prf

F

(�; T; q; h):

From Equation (11), Claim 3, Claim 4 and Claim 5 yield the statement of the theorem.

C Expli
it Authenti
ation

PAMKE1 and PAMKE2 are PAKE proto
ols with impli
it authenti
ation. Another notion is

expli
it authenti
ation, whi
h guarantees to ea
h user that it a
tually shares the same session key

with all the others. To 
onvert the proto
ols with impli
it authenti
ation into a proto
ol provides

expli
it authenti
ation, we use the well-known approa
h whi
h generates an \authenti
ator" for

the other users by using a message authenti
ation 
ode (MAC) keyed by the shared session

key [17℄. We now present the modi�ed proto
ols, PAMKE1

0

and PAMKE2

0

, providing expli
it

authenti
ation. PAMKE1

0

is the proto
ol for PAMKE1, and PAMKE2

0

is the proto
ol for

PAMKE2.

C.1 The PAMKE1

0

proto
ol

This proto
ol is exe
uted right after the session key distribution phase of PAMKE1.

Key 
omputation. Upon re
eiving (U

1

jjK

1

jj:::jjU

jG

u

j

jjK

jG

u

j

), ea
h user U

i

2 G

u


omputes K =

K

i

�H(G

u

jjk

i

) and broad
asts �

i

= MAC:G

K

(U

i

jjG

u

jjK

1

jj : : : jjK

jG

u

j

).

Key 
on�rmation: Upon re
eiving �

i

, ea
h user U

i

sets T

u

whi
h is the set of rea
hed tags,

in
luding his tag and arranging in lexi
al order of the user identities. Ea
h user U

i


he
ks the

validity of all tags in T

u

. If all in T

u

are valid, ea
h user U

i


omputes the session key as sk

i

=

F

K

(G

u

jjsid), where sid = (K

1

jj : : : jjK

jG

u

j

jjT

u

).
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C.2 The PAMKE2

0

proto
ol

This proto
ol is exe
uted right after the MAC key distribution and MAC-authenti
ated multi-

party key ex
hange phase of PAMKE2.

Key 
omputation. Ea
h user U

i

2 G

u

broad
asts �

i;3

= MAC:G




i

(G

u

jjKjj�jj�

1

jj�jj�

2

), where

G

u

= (U

1

; : : : ; U

jG

u

j

), K = (K

1

; : : : ;K

jG

u

j

), � = (�

1

; : : : ; �

jG

u

j

), �

1

= (�

1;1

; : : : ; �

1;jG

u

j

), � =

(�

1

; : : : ; �

jG

u

j

), and �

2

= (�

2;1

; : : : ; �

2;jG

u

j

).

Key 
on�rmation. Upon re
eiving �

j;3

(j 6= i), ea
h user U

i

sets T

u

as in PAMKE1

0

. Ea
h

user U

i


he
ks the validity of all tags in T

u

. If all are valid, ea
h user U

i


omputes the session key

as sk

i

= F




i

(G

u

jjsid), where sid = (Kjj�jj�

1

jj�jj�

2

jj�

3

) and �

3

= (�

3;1

; :::; �

3;jG

u

j

).
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