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Abstract. The problem of computing best low order approximations of
Boolean functions is treated in this paper. We focus on the case of best
quadratic approximations of a wide class of cubic functions of arbitrary
number of variables, and provide formulas for their efficient calculation.
Our methodology is developed upon Shannon’s expansion formula and
properties of best affine approximations of quadratic functions, for which
we prove formulas for their direct computation, without use of the Walsh-
Hadamard transform. The notion of nonquadricity is introduced, as the
minimum distance from all quadratic functions, and cubic functions that
achieve the maximum possible nonquadricity are determined, leading to
a lower bound for the covering radius of second order Reed-Muller code
R(2,n) in R(3,n).
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1 Introduction

Boolean functions are used in many different areas and play a prominent
role in the security of cryptosystems. Their most important cryptographic
applications are in the analysis and design of s-boxes for block ciphers, as
well as, filter and combining functions for stream ciphers [33]. In general,
resistance of cryptosystems to various cryptanalytic attacks is associated
with properties of the Boolean functions used. Apart from their algebraic
degree, the nonlinearity of Boolean functions is one of the most significant
cryptographic properties; it is defined as the minimum distance from all
affine functions, and indicates the degree to which attacks based on linear



cryptanalysis [31], and best affine approximations [15], can be prevented.
For an even number n of variables, the maximum possible nonlinearity is
equal to 271 — 27/2=1 and this can only be attained by the so-called bent
functions. Binary bent functions were introduced in [38] and subsequently
generalized to the g-ary case in [26]. It is well-known that they correspond
to the characteristic function of elementary Hadamard difference sets [14].
Due to their importance, bent functions have received a lot of attention in
the past years, and a large number of constructions have been proposed in
the literature [3,4, 11, 14, 16, 19, 20, 38]. On the other hand, the maximum
possible nonlinearity attained for odd number n of variables still remains
open problem. Apart from the above, many other criteria have also been
studied in order to construct cryptographically strong Boolean functions
[32,37,39]. With the appearance of more recent attacks, such as algebraic
[13], and low order approximation attacks [24,27, 28|, Boolean functions
need also have the property that they cannot be approximated efficiently
by low degree functions. Hence, the rth order nonlinearity characteristics
of Boolean functions need also be analyzed. This is known to be a difficult
task for » > 1, whereas even the second order nonlinearity is unknown
for all Boolean functions, with the exception of some special cases, or if
the number of variables n is small [9]. This problem has also been studied
in [34, 35], and an algorithm to determine good rth order approximations
(not necessarily best) by repetitive Hamming sphere sampling was given.
Proving lower bounds on the rth order nonlinearity of Boolean functions
is also considered as a difficult task, even when r = 2 [9]. Currently, only
few lower bounds have been derived on the rth order nonlinearity [7,8,
21], but they are quite small. Upper bounds on the rth order nonlinearity
have also been derived and are given in [5].

In this paper, we mainly focus on the case of efficiently computing the
best quadratic approximations of cubic Boolean functions, leading to the
generalizations of many notions and properties that are familiar from the
best affine approximation case. More precisely, the nonlinearity has been
extended to the nonquadricity, which is defined as the minimum distance
from all quadratic functions. The cubic functions are classified into classes
associated with some integer m; it is shown that m plays a role similar to
the rank h of the symplectic matrix corresponding to quadratic functions
(roughly speaking, nonquadricity grows with m). Explicit formulas have
been proved that compute all best affine (resp. quadratic) approximations
of quadratic (resp. cubic) functions, without use of the Walsh-Hadamard
transform; this was made possible by proving properties of the best affine
approximations, and using Shannon’s expansion formula. Cubic functions



that achieve the maximum possible nonquadricity are determined, lead-
ing to a lower bound for the covering radius of second order Reed-Muller
code R(2,n) in R(3,n), which is close to the recent upper bound given in
[5]. These results hold for an arbitrary number n of variables and lead to
constraints on the proper choice of Boolean functions that are stronger
than that of normality [4,10,16]. It is important to note that several
constructions of cryptographic primitives based on cubic and quadratic
functions have been proposed in the literature (see e.g. [18] and [1] re-
spectively) due to their efficient implementation; hence, our results are of
cryptographic value when such functions need to be applied.

The paper is organized as follows: Section 2 provides the background
and introduces the notation. The properties of best affine approximations
of quadratic functions are treated in Section 3, whereas Section 4 studies
best quadratic approximations of cubic Boolean functions and determines
efficient ways for their computation. Concluding remarks and further re-
search are given in Section 5.

2 Preliminaries

Let Fy = {0, 1} be the finite field of two elements and let f : F§ — Fa be a
Boolean function on n variables mapping elements of the nth dimensional
vector space F4 onto Fy [29]. Boolean functions are commonly expressed
in their algebraic normal form (ANF)

flx1,...zp) = Z ajzvjil'--a:%", a; € Fo (1)
jEFy
where j = (j1,...,jn) and the sum is performed modulo 2. The algebraic

degree of function f is defined as deg(f) = max{wt(j) : a; = 1}, where
wt(j) denotes the Hamming weight of vector j. When deg(f) = 1,2, or
3, then f is said to be an affine, quadratic, or cubic function respectively.
Affine functions with zero constant term are called linear. In general, the
terms of degree k < deg(f) that appear in (1) will be referred to as the
kth degree part of function f. In the sequel, the set of Boolean functions
on n variables is denoted by B,,. The truth table of f € B,, is the vector

f=1(f(0,0,...,0), f(1,0,...,0),..., f(1,1,...,1))

of length 2™, which is also denoted by f for simplicity. It is well-known that
if deg(f) < r, then vector f is a codeword of the rth order binary Reed-
Muller code PR(r,n) [30]. The Hamming weight of the Boolean function



f is equal to the number of the nonzero terms in its truth table, and is
said to be balanced when it holds wt(f) = 2"~1. Moreover, the Hamming
distance between two functions f,¢g € B, is defined as wt(f + g). A
Boolean function f € B, admits the decomposition given below that is
used extensively throughout the text.

Definition 1. Let j1,...,ji be integers such that 1 < j1 < --- < jp <n
and k < n. Further, let r = ri+2ry+---4+25"1ry be the binary expansion
of the integer 0 < r < 2. The expression

2k—1 / k
Flan,. o) = (Huﬁ +7”i)>fr (2)

r=0 \i=1

where T denotes the complement of r, and each f, € B,,_i does not depend
on Tj,...,Tj,, is called the kth order Shannon’s expansion formula of f
with respect to the variables xj, ..., x;, .

It is clear by Definition 1 that for any choice of x;, ..., z;,, the functions
fo, .-+, for_q, called sub-functions, are uniquely defined, as f, is obtained
from f by setting x;, = 75, 1 < i < k. Let us write § = {j1,...,jx}; then,
the kth order Shannon’s expansion formula, given by (2), will be denoted
by £ = fo llg -+ llg far_y (when g = {j} we simply write f = fo ||; f1). If
Jd={n—k+1,...,n}, the truth table of f(x1,...,x,) is constructed by
concatenating the truth tables of the sub-functions f,.(x1,...,z,—%) [35].
This case is denoted by f = fo || - -« || for_; and will be referred to as the
kth order Shannon’s expansion formula of f [25].

Remark 1. In the case of f = fo ||; f1, the Shannon’s expansion formula
coincides with the | u | w4 v | construction in coding theory [30, p. 76].
Indeed, we can always write

f=fo+zifi = (@ + 1) fo+zi(fo+ f1) = fo ll; (fo+ f1)

where deg(fo) < deg(f), deg(f]) < deg(f) — 1, and fy, f1 do not depend
on the variable z;. Thus, if we have f € R(r,n) then fo € R(r,n—1) and
f1€R(r—1,n-1). 0

The Walsh or Hadamard transform of the Boolean function f € B,, at
a € Fy, denoted by Xf(a), is the real-valued function given by [6]

Xr(@) = Y xp(@) (=)@ =2" —2wt(f + ¢a) (3)

zeFy
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where x¢(z) = (—1)7®) is said to be the sign function of f and ¢, is the
linear function ¢q(z) = (a,z) = a1x1 + -+ - + apy. It is clear from (3)
that the Walsh transform of f corresponds to the Fourier transform of
the function xy. Furthermore, (3) implies that f is balanced if and only
if X¢(0) = 0. The Walsh support of the Boolean function f is defined as
Sy = {a € F5 : Xf(a) # 0}. The minimum distance between f and all
affine functions is referred to as the nonlinearity of f and is denoted by
NLy; it is determined by the Walsh transform spectra as follows [32, 36]

NLp = min {o(f +o)h =2 - g max (Rl @)
Any affine function g such that wt(f + g) = NLy is called a best affine
approrimation of f and is denoted by Ay, whereas the set comprising of
best affine approximations of f is denoted by Ay C 98(1,n). The definition
of the nonlinearity leads directly to the following well-known result.

Lemma 1. Let f € B, and h € R(1,n). Then, g+ h € Ayyp, if and only
if g € Ag. Further, |[A¢ip| = [Agl, i.e. both sets have the same cardinality.

An equivalent statement of Lemma 1, which is subsequently used, is that
Af+n = Ag + h for any linear function h, and a proper choice of Az, Agip.
Similarly, the minimum distance between f and all quadratic functions is
called the second-order nonlinearity or nonquadricity of f and is denoted
by NQy = NL?; it is given by

NQf—gen%l(gn {wt(f+49)} - (5)

From (4), (5) we clearly obtain that NQy < NL. Likewise, any quadratic
function g with the property wt(f+g) = NQ; is said to be a best quadratic
approximation of f and is denoted by £y, whereas the set comprising of
best quadratic approximations of f is denoted by Q¢ C 9R(2,n). The above
concepts are easily generalized to include the rth order nonlinearity NU]}
and approximation of the Boolean function f respectively [24].

A well-known relationship exists between the nonlinearity (resp. non-
quadricity) of Boolean functions and the covering radius of the first (resp.
second) order Reed-Muller code. More precisely, the covering radius of the
r-th order Reed-Muller code R(r, n) equals the smallest integer p = p(r, n)
such that any binary vector of length 2" lies within Hamming distance p
from some codeword of R(r,n) [12,30]; it is given by [2,27, 28]

p(r,n) = }ré%x gerr%m {wt(f+9)} - (6)



If we confine the Boolean function f € B,, into (s, n) in (6), with s > r,
we denote the result by ps(r,n); obviously, it holds ps(r,n) < p(r,n). By
comparing (6) with (4) (resp. (5)) we conclude that p(1,n) (resp. p(2,n))
corresponds to the maximum nonlinearity (resp. nonquadricity) that any
Boolean function in B,, can achieve. In the case of even n, it is well-known
that p(1,n) = 2"~ — 27/2-1 whereas for odd n we have [17]

on=l _ 9" < p(1,n) < 2"l —251,

A recent upper bound on the maximum nonquadricity p(2,n) of Boolean
functions has been proved in [5]. Due to the existence of efficient attacks
exploiting low order, i.e. not necessarily affine, approximations of Boolean
functions (see e.g. [13,24, 34, 35]), it is very important that they cannot
be approximated to a large extent.

3 Properties of Best Affine Approximations

In this section we review some essential properties of quadratic functions
and prove results that are subsequently used to derive the best quadratic
approximation of Boolean functions having higher algebraic degree. Let
f € B,, be a quadratic function and let © = (x1,...,x,); then, f can be
written as f = xQz" 4+ Lx"™ + € for some upper triangular binary matrix
Q, binary vector L, and a constant € € Fy, where xQx7 is the quadratic
part of f. It is well-known that (see e.g. [30, pp. 434-442]) the rank of the
symplectic matrix B = @ + Q” equals 2h, for some 1 < h < |[n/2]. By
Dickson’s theorem there exists a nonsingular matrix R = (r;;)7';_; such
that the only nonzero elements of B = R~'B(R~")" lie in its subdiagonal

and superdiagonal (more precisely Egi_l,zi =boj2i—1=1,1<i<h), and
under the transformation of variables g = xR, the function f becomes

h
f=g0+Y 92192,  deg(go) <1 and deg(gy) =1 (7)
=1

with go = § + Lg™ + € for a linear function § derived from the quadratic
part of f (its properties are studied in Proposition 2) and L= L(R~YH)T,
whereas {g1,...,gon} are linearly independent linear functions (actually
we have g; = > | 75 ja;). Since h only depends on the quadratic part of
the Boolean function f, it is denoted by hy; clearly hy = 0 if f € R(1,n).
The Walsh spectra of f are fully determined by hy, as seen below.
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Theorem 1 ([30]). Let By = {f+g 1 g € R(1, n)} for a fived quadratic
Boolean function f € R(2,n). Then

on—1 _ 2"_hf_1, occurs 2°hf times;
wt(f +g) =< 271, occurs 27T — 22+l times;
on=l yon=hs=1 " oecurs 2204 times.

From the coding theory point of view, Theorem 1 determines the weight
distribution of a coset By of R(1,n) in R(2,n). Then, according to (4),
the nonlinearity of any quadratic function f € B, equals 271 —2n—/s—1
For all even integers m, we subsequently introduce the linear mappings
¢:FP' xF* — Fy and ¢ : F}' — Fo as

m/2 m/2
T2i—1 T2
x, :E —Ex-_ i + T2;Yy2i—1) - 8
C( y) < Yoi_1 Yo i:1( 2i—1Y2i 2iY2i 1) ( )

and Y(z) = er;/f x9;—1%2; respectively (actually m is equal to the length
of their arguments). The following statement, allows to directly compute
all best affine approximations of a quadratic function.

Theorem 2. Let the Boolean function f € R(2,n) be given by (7). Then,
for b= (by,...,bap) we have that

2h

Ap={\ e R(Ln) : N =go+ > bigi +v(b), beF3"}.
=1

Proof. First note that the affine Boolean functions )\l} are pairwise distinct
since from hypothesis we have that {gi, ..., gon} are linearly independent;
thus |Af| = 22", Furthermore, for all b € F3", the distance of Al} from f
is equal to the weight of

h
f+ pA— 2(922‘ 192i + b2i—192i—1 + b2;g2; + b2i—1b2i)

h
Z 92i—1 + b2i) (921 + bai—1) - 9)

Since {g1 + b2, ..., gon +ban—1} are also linearly independent, we get that
for any choice of b € F3" it holds wt(f + )\l]’c) = 2n=1 _9on=1=h 130 which
by Theorem 1 is the minimum distance between f and all affine functions.
The fact that the number of best affine approximations of f is 22" (equal
to the number of different )\I} constructed here) concludes our proof. O



Ezample 1. Let f € Bs be the quadratic function given by f(z1,...,25) =
T1T9 + X125 + Tax3 + T3T5 + T2 + x4. From the above analysis, it can be
easily found that the Boolean function f is written in the following form
f(z1,...,25) = (z1 + 23) (22 + 25) + 2 + 24 and according to Theorem 2
its best affine approximations are

)\50)21724-364, A}=x1+$2+$3+x4;
)\?:.%44-.1‘5, Ai’c:$1+x3+x4+x5+1.

Note that one of the solutions is the linear part of f; as shown next, this
can be directly found by examining the weight of its quadratic part. O

Corollary 1. Let the Boolean function f € R(2,n) be given by (7), and
let Poyp, be the set of permutations of {1,...,2h}. Then, for any m € Pop,
the best affine approximations of fr = go + Z?:l Ory; 1 Gmy; QTE glveEn by

A =\ () + (b)), VbeTFR

where o = 71 and by = (bap ce b0'2h)'

Proof. This is a direct result of Theorem 2, since for all b € F%h we have
A+ (0) = go+ 30 bi gre = G0 + 2oy boy 9 = A+ ¥(by). O

Proposition 1. Let f € R(2,n) be given by f = q+ 1, where q,1 are its
quadratic and linear part respectively. Then, q is not balanced if and only
if l + € is a best affine approximation of f for some e € Fa.

Proof. From Theorem 1, we have that x,(a) € {0, i2”_hf} for all a € F3,
where X,(0) # 0 if and only if ¢ is not balanced, due to (3). Hence, from
2" —2wt(f) = Xq(0) = (=1)< 2" we get wt(f) = 2"~ 1 — (=1)c 2"~ 1"y
and \; = € is a best affine approximation of q. Subsequent application of
Lemma 1 yields that Ay = [+ A, is a best affine approximation of f. O

Proposition 2. With the above notation, let R be the nonsingular matrix
such that f = xQx™+ Lz + € is given by (7) under the transformation of
variables g = xR. Moreover, let vector r; contain the first 2h elements of
the ith row of matriz R, that is r; = (r;1,...,7ri2n). Then, we have

1. The linear function g, resulting from the quadratic part of f, is given
by g =iy ¥(ri) @i ;

2. The upper triangular matriz QQ = (qz',j)ﬁjﬂ is related with R by means
of Gi,j = C(ri,7j) ;



8. Moreover, the quadratic part of f is balanced if and only if g # 0 and
linearly independent of {qg1,...,92n} -

Proof. From hypothesis, the quadratic part zQz” of function f becomes
g+ Z?:l g2j—1 g2; under the transformation of variables g = xR, where
the linear functions g; are given by g; = > | 4 j ;. By substituting g;
at the right hand-side of the following equality we obtain

h h n n
T ~
2QrTHG = gr-192= D | D rizi1%i || D Th2j Tk
j=1 j=1 \ i=1 k=1
h n
Ti,2j-1 74,2

:Z Z g ” g r g l‘iiﬂk+z7“i,2j—1?“z‘,2j$z’
j=1 \ i=1 k=i+1 k2j=1 k.25 i=1
n—

= E Z C 747177“]6 TiT}; +Z¢ Tz Zi (10)
=1 k=i+1

which establishes the first two properties. In fact, property 1 states that
x; is present in the linear function g if and only if it is a common variable
of g2;—1 and go; for odd number of 1 < j < h. To prove the last property,
note that if § #% 0 and § = 23221 a;j gj, i.e. a; = 0 for all j > 2h, then g
linearly depends on {g1,..., g2}, and the quadratic part of function f is
written as Z?’:l (92];1 + agj) (ggj + agj,l) + 1 (a), which is not balanced
(see the proof of Theorem 2). On the other hand, if we have that a; =1
for some j > 2h, then zQx" is balanced since g; does not linearly depend
on {gi,...,g2n} due to the invertibility of R [30, p. 442]. 0

Ezample 2. Let f € Bs be the quadratic function given by f(z1,...,z5) =
r1T3 + 125 + 375 + T2 + 4. From the above analysis, it is found that f
becomes f(z1,...,25) = (x1 +x5)(x3 + x5) + x2 + x4 + x5, and according
to Theorem 2 its best affine approximations are

)\?:a:2+x4+x5, )\}:a?1+a?2+$4,
)\?:x2+x3+$4, )\?}:$1+.’E2+$3+5L‘4+1‘5+1.
Note that the new term § = x5 added to the linear part of f is indeed

the common variable contained in g; = x1 4+ x5 and go = =3 + x5; hence,
according to Proposition 2 the quadratic part of f is balanced. O

Before we prove the following statement, we first introduce a commonly
used partial ordering of elements of the vector space Fy. For all a,b € F3
we write a < b if and only if a; < b; for all 1 < i < n. The relation a > b
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is similarly defined. Next, we prove that the best affine approximations of
a quadratic function, given as the sum of linearly independent quadratic
functions, can be computed in terms of their best affine approximations.

Theorem 3. Let the Boolean functions f1, fa € R(2,n) be given by (7).
Then for some properly chosen fized binary vector V', of length 2hy, +2hy,
and weight 2hy, 1 ¢,, we have

Mgy = AL +AZ +eb), Vo=V (11)

where ¢; = c;(b) € F;hf" and €(b) € Fy depend on vector b.

Proof. Let f = f1+ fo; we write h and h; instead of hy and hy, to simplify
notation. From hypothesis we get f = E?:l gi,0 + Z?:l Z?’:l 9i,25—193,2j
where for i = 1,2 the Boolean functions in the set §; = {gi1,...,gi2n, }
are linearly independent. By considering functions g; ; as elements of the
vector space Fy (g; () = ¢q(z) for some a € Fy), we define the mapping

2 2h;
F§h1+2h2 > (bl, bg) =b 'L L(b) = Z Zbi’j gij € Fg . (12)
i=1 j=1

Let d be the nullity of L, that is let d = dim ker(L), where ker(L) is the
kernel or null space of the mapping L. From the above, we obviously get
max{O, hi+ hy — %} <d< min{|91|, |92|} = 2min{h1, hg} < hi+hs. In
the sequel, we assume without loss of generality that hy + hy < n/2.

Let us have d = 0; this implies that the Boolean functions in G U Gg
are linearly independent. Hence, we have h = hy 4 hs, and by Theorem 2
the best affine approximations of f are given by

2 2 2h;
Np=D_9i0+ D> bijgig+u(b) = Aj + AP (13)
i=1 i=1 j=1

for all b = (by,be) € F2", since 1(b) = ¥(b1) + 1 (b2).

Next, suppose d = 1. Then, there exists a = (a1, ag) € F2" 22\ {0}
such that L(a) = 0; obviously, both aj, ay are nonzero since any equation
of the form L(a1,0) = 0 or L(0,a2) = 0 necessarily leads to a; = 0 and
as = 0; otherwise, the functions in §; or s would be linearly dependent,
contradicting hypothesis. Let ay 29— = 1 for some integers 1 < k < 2 and
1 <1 < hy, with e € Fo. Hence, all functions in (91 U 92) \ {gr21—e} are
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linearly independent. By substituting gy 2 in f from L(a) = 0 we have

2 2h
f= Zgz0+ Zzgzzg 19i2j + ( ZZ ai,jgi,j)gk,m—e

=1 j=1 =1 j=1
(4.5)#(k,0) (4.9)#(k,2l—e)
2 2
= Z gio + Z Z Gi2j—19i0j +¥(a) grar—e (14)
=1 =1 j=1
(4.5)#(k,0)

where € is the complement of e and 97/;,2j—s = §i2j—s + Qi 2j—5 Gk 21—e, fOr
s € Fy. According to the above the functions 91/', ; in the quadratic part of
f are also linearly independent, hence giving h = hy + ho — 1. Let vector
b = (b, bh) € F3" " be defined as b, 5, = b} 5 = 0 and b} ; = 1 in all
other cases. From (14) and Theorem 2, simple calculations yleld that the
best affine approximations of f, for all 22" vectors b < ¥/, are

)\b _ZQZO+ ZZ 12] 1gz?j 1+b12]922])+¢( )gk’,Ql—é_‘_w(b)

=1 j=1
(4,5)7# (k1)
@3 25—1 Q525
= b L) J .
Zgzo-l-;;( i,2j—1 9i,25—1 + 0i 25 Gi 25 + bz,2]—1 bz,2] 9k,21—&

+(a) gr2i—e + Y(b1) + 1 (b2)

by substituting g; 5; 1, g; o; and using the fact that by 91 = bg 2 = 0. It
is now readily established that

Np =M+ A% 4 (d(a) + ((a,)) grai—e = A} + AP (15)

where only one of by, by is modified; more precisely ¢ is equal to by with
the exception of ¢ 29— = ¥(a) + ((a,b). Note that since ¢ 29— = 0 (due
to bg2i—e = 0) we get that ¢(ci) = 1(bg), which allows to incorporate the
term ¢ 21— k21— into )\l}’; and obtain )\;i in (15).

In the case d > 2, there exist d vectors a’ = (ai,a}) € Fa" 22\ {0}
such that L(a’) =0, for 1 <i < d, and {a',...,a?} is a basis of ker(L).
Let A be the d x 2(hy + hg) matrix whose ith row is vector a'; it is clear
that we may write A in the following block form

A= (A1, A) = (A1, Al Ao, oo Aogy)
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where Ay, is the d x 2hj, matrix whose ith row is vector al, for k = 1,2,
and each Aj; has size d x 2. From (12) and the above discussion, we see
that the d functions g, 21,—¢,, - - - » Gky, 20—, We Will exclude from G; U Ga
are associated with the nonzero blocks A, ,, ..., A, of matrix A. As
shown next in Remark 2, these d functions can be chosen such that they
correspond to d linearly independent columns of matrix A, from distinct
blocks Ay, 1;, and we can assume that A’ = (a%,zlzfej)g,j:l is the identity
matrix without any loss of generality. Let us introduce the following sets
of distinct elements €, = {(k1,11),...,(k4,lq)}, and

ea={(kj,2lj —ej): 1 <j<d}, eg={(kj,2l;—¢;):1<j<d}.

From the preceding analysis, we conclude that all the functions in the set
(91 U 92) \ (U cey {gi ]}) are linearly independent. Working similar to

the case d = 1, substltutlon of gk, 21,—e; in f using the equation L(a’) = 0
will lead to the following expression

f= ZgzoJrZng 1912]+Z Z ¢(a',d yzyﬂrzw

=1 j=1 =1 j=1+1
(6:5) ¢ €4
(16)

where g5, = gi2j—s + Zle a§,2jf§ yt, for s € Fo, and y; £ gk, 21,—,- In
this case, new quadratic terms enter f and therefore h is not necessarily
equal to hy + he — d. Since {y1,...,yq} are linearly independent, then by
Proposition 2 and Dickson’s theorem there exists a linear transformation
y' = yP (the matrix P depends on the choice of the kernel basis, whereas
we have that y; = Zle pi;j Yi) such that f becomes

f 29104‘229@2] lgz2j+z yQ'L 1y21+z pl +d} ))

i=1 j=1
(.5) & &4

where 0 < m < |d/2] and the vector p; contains the first 2m elements of
the ith row of matrix P, that is p; = (pi1,...,pi2m). Note that m = 0 if
all ¢(a’, a’) are zero, whereas by Proposition 2 we get ((p;, p;) = ((a’,a’).
Since {y, ..., Y5, are also linearly independent from the 2(h; + hg — d)
functions gg’j present in f, we have h = hy + ha — (d — m).

Let €} and &, contain the first 2m and last d — 2m elements of the
set & respectively. In order to compute, using Theorem 2, the best affine
approximations of f we define vector b’ = (b},b5) € F2MH2h2 a5 follows:
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bi; = 0if (i,5) € €U &} and b} ; = 1 otherwise. Then for all 2°" vectors
b < b, we find by using arguments similar to the case d = 1 that the best
affine approximations of f are given by

2m
/\b:)\b1 Ab2 Z( U(ps) + ¥(a®) + ¢(d, b-l-sz,]bk],m-—ej)

j=1
X Gk; 2l —&; T w(bklzll*él’ s 7bk2m72l2m762m)

where both terms ¢(a’, b) and Z] 1 Dij br; 21;,—e, Tesult from substituting
9i2j-159i2; and Yy, 1, Y, with their respective expressions. Let b(€}) and

(b) be the 1 x d vectors whose ith element is given by b;(€}) = by, 21,—e;
i.e. it contains all b; ; with (i, j) € &}, and u;(b) = ¥(p;) + ¢ (a’) +¢(a’, b);
vectors b(€1) and b(E}) are similarly defined. From the above formula we
see that only elements of b(€}) are modified, whilst the update function
(due to the fact that the last d — 2m elements of b(€}) are zero) is

o(&y) =b(€y) - (I +P7) +u(b) (17)

where [ is the identity matrix of order d and vector ¢ = (c1, ¢2) is equal
to b for all (i, ;) ¢ L. Thus \4 = NG + A% +€(b), where €(b) = ¥(b(E])),
which concludes our proof. O

Remark 2. In the proof of Theorem 3, we can easily show (as done in the
case d = 1) that both parts a?, a} of all vectors a’ in the basis {a!, ..., a?}
of ker(L) are nonzero, due to the linear independence of the functions in
G1 and Go. In fact, this property holds for all nonzero linear combinations

a” = (af, ah) of the kernel basis elements (for the same reason), where

d d d
_ ) ~r ~r\ __ ) ) ]Fd
= ra <= ai,09) = rpay, T Qo y re 2 -
i=1 i=1 i=1

The above implies that vectors {a,lﬁ, e ,az} are also linearly independent,
for kK = 1,2; hence, there exists at least one set of d linearly independent
columns in the matrix Ay = (Ax1,..., Ak, ), for k =1,2. We can always
choose d linearly independent columns from A = (Aj, Ag2) such that they
belong to distinct nonzero blocks Ay, ;. .., A, 1, Indeed, we can choose
at least [d/2] columns from different blocks of Ay and complete the basis
of F¢ by selecting the remaining, i.e. at most |d/2], columns from different
blocks of A;. Let A’ = (aijzlj_ej);%j:l be the resulting matrix; since A’ is
nonsingular, simple row operations, such as addition and permutation, in
matrix A (this corresponds to a change of the ker(L) basis) will lead to
A’ =1, that is A’ becomes the identity matrix. 0
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Corollary 2. With the notation of Theorem 3, let d = dim ker(L) where
mapping L is given by (12). Then, we have that

hfl + hf2 —d< hf1+f2 < h’fl + hfz - [d/ﬂ (18)

whereas )\l}ﬁfg = A5 + A% holds for (22hf1+2hfz —2d+1 _ 1)22m=1 4 gm-1
number of vectors b < U'.

Proof. Tt is easily seen that (18) can be directly obtained from the analysis
following (16) in the proof of Theorem 3. Moreover, the number of times
for which €(b) is nonzero is equal to 227~ —2m~1 [30, p. 441]. Therefore
)\l}1+f2 = A} + A% holds for 2%si+r — 22m=1 1 9m=1 yectors b. 0

Remark 3. The choice of the first 2m elements of €} to form €}, is one
of the (an) possible alternatives; obviously, any of these choices is valid.
Moreover, it is clear by the proof of Theorem 3 that if hy = hy +hy, —d,
that is no new quadratic terms appear in function f, then we get m = 0,
)\l} = A} + A%, and (17) becomes c¢(&y) = P(a') + ((at,b), since b(eL) is
the all-zero vector. This situation typically arises if functions fi, fo have
in common |d/2] products g1 2i—191,2i = g2,2j—192,25, for some 1 < i < hy
and 1 < j < hy,, in which case vectors a', ..., a% have weight 2. O

Theorem 4. Let the Boolean functions fi,..., fs € R(2,n), with s > 2,
be given by (7). Then, for some properly chosen fixed binary vector V', of
length 2hy, + -+ + 2hy, and weight 2hy, .1 ¢, we have

Mooty = AR+ 4+ XE +eb), Vo=V (19)

where ¢; = c;(b) € F;hfi and €(b) € Fy depend on vector b.

Proof. Let us denote hy, by h; for simplicity and define f = fi1 +---+ fs.
The validity of (19) can be readily established by recursive application of
Theorem 3. The best affine approximations of function f are computed as
(- ((fr+ fo) + f3) -+ ) + fs, i.e. at the ith step, 2 < i < s, we have that

; ¢i(b; ¢; (b; N
Noporg, = Mg, F A ) W b <0 (20)

where vector b} has length 2H; = 2(h1 + - - - + h;) and weight 2hf .44,
with b, = and by = b. Let us regard é;, ¢;, and ¢; as functions

. 2H; 2H; 1 . p2H; 2h; . m2H;
G Py Fy 6 Fy T = Fy Y, and € :Fy = Ty
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where &, ¢; are defined by (17), and & (b;) = 1(b;(€L)). Moreover, let ¢,
€1 be the identity and zero functions respectively. Then, (20) leads to
S
C; o Ci o-0€s)(b A~ ~ ~
Mg, = Do (AT @O Gogigo o 08)(0)), VOV
i=1
where “o” denotes the composition of functions. Direct comparison of the
above expression with (19) gives that e(b) = €1(b) + - - - + €5(b), where we
have Ez(b) = (éz oéi+1 SRR oés)(b), and Cl(b) = (éz Oéi+1 [CRRE 055)(13), for
1< <s. O

Note that since the same expression is obtained (up to a permutation of
the coordinates of b) regardless the ordering of the functions f;, we have
¢i(b) = 7 (b) and €(b) = €™(b) = €] (b) + - - - + € (b), where

i (b) = (& oGy -+ 0E5)(b) and € (b) = (& ocfyyo -~ o) (b)

forall 1 <+ < s, and permutations m € P, that correspond to the ordering
of functions (- ((fry + fry) + frs) -+ +) + fr.. Results similar to those of
Corollary 2 can also be proved in the general case. In particular, we can
always find a vector b’ of length 2hy, +--- 4 2hs, and weight less than or
equal to 2hy, 4.4y, such that it holds €] (b)) =0 forall 1 <i <s, b=V,
and permutations m € P,. Then, this property implies that for arbitrary
fixed vector b < b we have

N frgotrafs = TIAR + 4705, Vr e (21)

with 7 = (r1,...,75). The all-zero vector ¥’ = 0 is an obvious solution to
the problem; more precisely, we have )\glf1+"‘+rsfs =7191,0 + -+ 75Gs0-
In order to obtain a wider set of solutions, let us consider mapping (12),
which becomes L(b) = Y7, Z?iﬁ bijgi; with b = (b1,...,bs), and let its
kernel dimension be equal to d. We likewise define €, €9, and €} (in this
case 1 < k; < s). The vector b', which is given by b; ; = 0if (4, j) € EjU€};
and b;j = 1 otherwise, is another solution. This is due to the fact that all
the functions €] (b) are actually evaluated at a subset of the coordinates
of b < ¥'; in particular, they are evaluated at b(€}) C b(€L). The same
holds for the functions ¢J (b) that only change the values of b(€}). Hence,

we have proved the following.
Proposition 3. With the above notation, there always exist vectors b < b
such that )\glfl“!‘"“i‘rsfs = 7"1/\?1 + et rs)\;z forallr = (ri,...,rs) € F5.

The preceding result will play a prominent role to subsequently derive a
compact formula, similar to (9), for the best quadratic approximations of
cubic Boolean functions.
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4 Results on Best Quadratic Approximations

In this section we develop a framework for efficiently computing the best
quadratic approximation of Boolean functions whose algebraic degree is
equal to 3. First, we need to introduce the following classification of cubic
Boolean functions on n variables.

Definition 2. The Boolean function f € R(3,n) is said to be a class-m
function if, under all affine transformations f'(x) = f(Ax + b) with non-
singular n x n matriz A, m is the smallest positive integer such that there
exists a set J = {j1,...,Jm} with 1 < j; < -+ < jm < n and the property
that each cubic term of f' involves at least one variable with index in J.

It is clear from the above definition that m < [n/3], where the equality is
obtained in the case the cubic part of f is comprised of |n/3]| terms having
pairwise no common variables. It is well-known (see e.g. [22], [30, p. 446])
that a cubic Boolean function f € B, such that 2"~3 < wt(f) < 2”72 can
be transformed by an affine transformation into either

1. zi(xoxs + -+ - + x2uTopt1), for 1 < p < |(n—1)/2]; or
2. r1x9T3 + X475%6, for n > 6.

Obviously, the above cases correspond to the class-1 and class-2 Boolean
functions with § = {1} and J = {1,4} respectively. Note that the set J
may not be unique for a given function, since many choices, out of the
(;LL) possible ones, may satisfy the conditions of Definition 2. The number
of the equivalence classes is increased if 2"~3 < wt(f) < 272274 [23];
however they all are class-m, 1 < m < 3, Boolean functions. Definition 2
implies that any cubic Boolean function belongs to exactly one class, due
to the minimality of m. An important subset of class-m Boolean functions
are the separable class-m functions whose cubic terms involve exactly one
variable with index in J (as the ones presented above); their cubic part is
equal to ¢ = Y ;" x;,qi, where the polynomials ¢; € B,,_,, are quadratic
and do not depend on variables with index in J. As the equivalence classes
of cubic functions found in [22, 23] are separable, this suggests that they
comprise a large subset of cubic Boolean functions. Some properties that
result from the preceding definitions are given below.

Lemma 2. Let f,g € R(3,n) be cubic Boolean functions with the same
cubic part. Then, NQy = NQ,.

Proof. By the definition of nonquadricity we get that for £y € Q it holds
NQy = wt(f+&¢) < wt(f+h) for all h € :(2,n). Note that the function
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f 4+ ¢ is quadratic since f and g have the same cubic part. Therefore, by
choosing h = (f + g) + &, we get that NQy < wt(g+&,) = NQ,. Working
similarly we may also derive NQ, < NQy. Hence, NQy = NQ,. O

Note that Lemma 2 is the natural extension of Lemma 1 in the quadratic
approximation case, as it will be shown that only the cubic terms actually
determine the best quadratic approximations of a cubic Boolean function.
This is a well-known property, since adding a function of degree at most
7 to a function f, with deg(f) > r, does not change NL; (see e.g. [9]).

Proposition 4. All class-m cubic Boolean functions f € R(3,n), with
d={Jj1,---,Jm}, admit the following properties

1. Let J' C J with cardinality k, 1 < k < m — 1. From the decomposition
f=1"Jolly - llg for_; we have that all f; € B,,_y are class-(m — k)
cubic Boolean functions with the same cubic part;

2. Moreover, m is the least integer such that f = fo ||g - ||g fam—1 with
deg(fi) < deg(f) =3 for all 0 <i < 2™.

Proof. Without loss of generality assume that J’ is comprised of the last
k elements of the set J, with 1 < k < m — 1. We proceed by induction on
the cardinality k of J'. It is easily seen that Property 1 holds for k = 1,
since by f = fo ||j,, f1 and the hypothesis, we conclude that deg(fo) =3
and its cubic part includes the cubic terms involving at least one variable
with index in J \ J’; hence, fj is a class-(m — 1) cubic Boolean function.
By Remark 1, it holds f1 = fo + f] with deg(f{) < 3, and thus f; has the
same cubic part with fy. Next, assume that Property 1 holds for some k
and ' = {jm—k+1,---»Jm}, L <k < m—1. The fact that it also holds for
k + 1 is established by the identity

F=Jollg g for—1 = (o ljms J1) g - g (fopsr_g s Sops1_1)
= fo lgm_syva = Nmryug forny (22)

due to Definitions 1, 2, and the fact that j,,_x < minJ’ (note that (22)
would still hold, up to a re-ordering of the resulting sub-functions, if this
was not true). Clearly, the sub-functions f; (resp. f/) include cubic terms
involving at least one variable with index in J\ J’ (resp. J \ {jm-r}Ud’).

In order to prove Property 2 we need only consider (22) for k = m—1.
From Property 1 we get that f = fo llg\;,3 -~ lla\giy fom—1-1, where
all f; are class-1 cubic Boolean functions with the same cubic part (that
of fo). From (22) we have f; = f5; |l;, f31, and it is clear that both
fai» [2i41 are quadratic. O
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Consequently, Proposition 4 leads to an alternative definition of class-m
cubic Boolean functions; that is, m > 0 is the least integer such that a
proper choice of m variables leads to a decrease in the degree of the sub-
functions obtained if mth order Shannon’s expansion is performed with
respect to these variables. Bearing in mind that many Boolean functions
used in cryptography are constructed this way by functions with smaller
degree, and the fact that many cryptographic criteria study properties of
the sub-functions (e.g. propagation criteria of degree k and order m), we
see that the classification imposed by Definition 2 is of high importance.

Lemma 3. Let f € R(3,n) be a separable class-m function, with cubic
part ¢ =Y 1" ©;,qi, where g; € By,_p, is quadratic function not depending
on variables with index in J = {ji1,...,Jm}. Then, from the decomposition
f="rfolla-llg fom—1 we get that

fT:q+<r’p>+l7‘a 0<r<2™ (23)

for a quadratic q € B,,_,, and affine l,. € B,_,, Boolean functions, where
r=(r1,...,Tm) is the binary representation of v, and p = (q1,...,Gm)-

Proof. The Boolean function is written as f = ¢+ q + [, where ¢, ¢, and
[ is its cubic, quadratic, and linear part respectively. By hypothesis, f is
a class-m cubic Boolean function, and therefore according to Definition 2
we necessarily have that ¢, ..., ¢y, # 0 and linearly independent. Indeed,
let us assume that there exist aq, ..., an, € Fa, not all of them being zero,
such that aiq1 + - - - + a;m@qm = 0; without loss of generality let a,, = 1.
Therefore, we have ¢ = (xj, + a12;,,)q1 + -+ + (25,1 + @m—125,,)Im—1,
and there exists an invertible linear transformation (mapping x;, + a;z;,,
to xj,, for 1 <i < m, and all the remaining variables to themselves) such
that f become class-(m — 1) cubic Boolean function—contradiction. The
quadratic and linear parts of f can be similarly written as

m—1 m m m
Z Z Tj; T, €k + Z $le1 + q/ and [ = Z T, € + U (24)
i=1 i=1 i=1

for some quadratic ¢’ € B,,_,, and linear functions !’,l; € B,_,, that do
not depend on z;,,...,x;,,. Let us next introduce the auxiliary functions

g9’ = (Z%ﬂz) + (Z Z Tj, %5, € k+2 zj,li+q > + (ijiei—i—l’)
=1 i=1

=1 k=i+1
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where the parentheses are used to indicate its cubic, quadratic, and linear
parts respectively (note that ¢" = f whereas ¢° = ¢’ +1'), and

S m
hf:ijkek7i+ Z TREik » 0<s<i<m
k=1 k=i+1

where r; € Fo. By applying Shannon’s expansion formula recursively, as
we did in Proposition 4, we obtain at the first step f = fo [|,. fi, where
fro, = g™+ T (Gm + U + €m + h%_l) for r,,, = 0, 1. Further expansion
of these sub-functions gives f = (fo [|j,._; f1) lljn. (f2 [lj_y f3), Where

m
fr=g"+ D rmi(a+l+e+h"?),  0<r<4

i=m—1

and r = ry—1 + 27, is the binary expansion of r. Clearly, if we continue
this way, we obtain the decomposition f = fy ||5--- ||g fom—1 after m —2
steps, which for all 0 < r < 2™ leads to

fr=d +) riai+ <l' + > rilli+e+ Z?:mrkﬁnk)) (25)

=1 =1

and r =1y +2r9+---+2™"1r,, is the binary expansion of r. The claim is
proved by noting that the expression inside the parentheses corresponds
to I, in (23), ¢’ corresponds to ¢, and (r,p) = > ", 7q;. 0

In the sequel we assume that the quadratic Boolean function ¢ € B,,_,,
in (23), which is comprised of the quadratic terms of f not depending on
the variables x;,,...,x;,,, does not belong to the linear space induced by
q1,---,qm. Otherwise, if we have ¢ = a1q1 + - - - + @, gy, for some a; € Fo,
then c+q = (x5, +a1)q1+- - -+(z;,, +am)gm and there exists a translation
mapping z;, + a; to z;,, 1 <i < m, such that ¢ is considered to be zero.
The case of class-1 cubic Boolean functions is of particular interest, since
then all cubic terms have one variable, say x;, in common and ¢ = x;g;.
In the sequel, we determine their best quadratic approximations.

Theorem 5. With the notation of Lemma 3, assume f € B, is a class-1
cubic function, where f = (q+1) ||; (¢+q;+11). Then, the best quadratic
approzimations of f have one of the following forms

i &0 =(q+10) [l (a+ 1 +Ag)
i §=(q+q+lo+X,) llj (g+g+0).
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Proof. First, note that both 5?, 5} (in the sequel, they are referred to as
form-i functions, for i = 0,1) are quadratic Boolean functions since their
sub-functions have the same quadratic part. Next, assume that £ € B, is
a form-0 Boolean function. Then, f +& = 0 [|; (¢ + Ag;), which in turn
leads to

wt(f + &) = wt(g; + Ag;) = NLy,

from the definition of nonlinearity, and the fact that A, is a best affine
approximation of ¢; € R(2,n — 1). Therefore, by Theorem 1 we have that
wt(f + &) =22 — 9"~274; Tt is clear that the same result is obtained
in the case of form-1 quadratic Boolean functions; hence, they all have
the same distance from f.

Next, we show that the distance of any other quadratic function from
f is greater than 272 — 2"_2_hqj, therefore proving that Qf consists of
exactly the form-i, ¢ = 0, 1, Boolean functions. Let us assume there exists
some function u € R(2,n), not of these forms, such that

wt(f +u) <272 — 2" 2y (26)

By Remark 1, it is easily seen that we have v = wg ||; u1 and u; = ¢’ + 1,
where ¢’ is the quadratic and [j),l] are the linear parts of ug,u;. Note
that by hypothesis ¢’ # ¢, ¢ + g;, otherwise if e.g. ¢’ = ¢ then u does not
satisfy (26) unless it corresponds to a form-0 Boolean function. Indeed,
let ¢ = ¢; then we get wt(f + u) = wt(lo + lj) + wt(g; + {1 +1}), which
is greater than 2”2 unless we set [ = ly. Therefore, we have

wt(f +u) = wt(g; + 11 +17) > wt(gj + Ag;) = NLg,

where equality holds if and only if we set Iy = I; + A;;. Hence, we get that
u = (q+1o) |l; (¢4 11 + Ag;)—contradiction. So, for ¢ # q,q + q; we get

wt(f +u) = wt(¢' + g+ 1y +lo) + wt(¢' + ¢+ q; + 1 + 1)

> Wt(q + ¢+ Agvg) + WG+ + g5 + Agigrgy)
—on=1 _gn=2=hy,, 2”727hq’+q+qj

where equality holds if and only if I +1; € Agygriq; © 1i € Agigrigi+i;
for i = 0,1, according to Lemma 1. Even if ¢’ could be chosen such that
hgvq = hqyqrq; = 1, we would have wt(f +u) = on=2 5 gn—2 _ gn=2=hy,
for all 1 < hg, < [(n—1)/2]. 0

Corollary 3. With the notation of Theorem 5, the nonquadricity of any
class-1 function f € R(3,n) is equal to NQy = gn—2 _ gn=2~hy; , for some
1< hg; < [(n—1)/2].
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The importance of Theorem 5 rests with the fact that it enables direct
computation of the best quadratic approximation, of a particular subset
of cubic Boolean functions on n variables, by determining the best affine
approximation of quadratic Boolean functions on n — 1 variables. To this
end, Theorem 2 is applied to provide a direct solution.

Ezample 3. Let f € Bs be the cubic function f(xi,...,x5) = x12224 +
ToT3Ts + T1x5 + Toxy + 1374 + T3x5 + x3. It is clear that f satisfies the
conditions of Theorem 5, since J = {2}. Thus, we write f as

f = (m1x5 + X3T4 + T3T5 + wg) Hg (.%‘1.%’4 + x5 + 1‘31‘4)

and proceed with the computation of a best affine approximation of the
quadratic function g = x124 + x375. By Theorem 2, Ay, = 0 is one of the
solutions. Hence, we get the following best quadratic approximations

f?c = T1T5 + o3 + T3T4 + I35 + I3

f} = 21%4 + 2125 + T2T3 + 374 + X3

It is easily seen that wt(f + 59) =wt(f + f}) =6 = NQy, as in this case
we have hg, = 2. O

Subsequently we develop the necessary background, by proving a series of
results, in order to introduce the construction method of finding the best
quadratic approximations of class-m cubic Boolean functions, m > 1.

Lemma 4. Let f € B, be a Boolean function having the decomposition

f=1rfollg - g fam—1, for some m > 0 and § = {j1,...,Jm}, where
fr € By, do not depend on variables with index in J. Then

f= (Zf) (27)

celF* \r=c

Proof. We proceed by induction on the cardinality m of J. Clearly, (27)
holds for m =1 (see Remark 1) and m = 2, since then it is easily found

that f = fo+; (fo+ f1) + 25, (fo + f2) + 25,25, (fo + f1 + fo + f3). Let
(27) hold for the set §' = J \ {jm} of cardinality m — 1. Then, from

F=ollg g fom-1) ljm (fom—1 g - g fom-1) = fo lljm f1

we get that f] = Zcngnﬂ (erc friiom—1) ) -+ -;"" | by the induction
hypothesis, for ¢ = 0, 1. Since f = 37, g, (fo + cm f1) 257, it is readily
established that (27) also holds for the set J with cardinality m. 0
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Corollary 4. With the notation of Lemma 4, let f, = q + I, where q, 1,
is its quadratic and linear part, 0 < r < 2™. Then, deg(f) = 2 if and only
if any of the following equivalent conditions holds for all c € T4

i. eralr = €. if wt(c) =2, and eralr =0 if wt(c) > 3;
B Y g lrts = €c for all s € FY* and wt(c) =2 ;

where €. € Fy depends only on ¢, and r+ s = (r1 + S1,...,"m + Sm)-

Proof. The first condition (in which {r : » < ¢} forms a wt(c)-dimensional
subspace of ) is a direct result of Lemma 4, as for all nonzero ¢ € F3’
the coefficient > .. f, in (27) involves even number of summands, and
therefore we get that Y rze fr =2 <.l To prove the equivalence of the
two conditions we use the following property

DL=>"Y by, VedeFy:d=zc (28)

r=c s=d r=<c+d

but with d chosen to satisfy wt(d) = wt(c) — 2 (and wt(c+ d) = 2). Note
that if s < ¢, then r+s < ¢ for all » < ¢, and hence condition-ii (in which
{r+s:r < ¢} forms a wt(c)-dimensional flat of ") includes the part of
condition-i corresponding to wt(c) = 2.

(i) = (ii): Let us assume wt(c) = 3 and set ¢ = ¢+ d. Then, from (28)
and condition-i we get 0 =>" _.l, = > 2.l + >, < lr+d4, which leads
to Y < lra = € for d € FJ* with wt(d) = 1. Suppose condition-ii holds
for all 0 < wt(d) < w, and let ¢ € FJ* such that wt(c) = w + 2. Then, by
the induction hypothesis, condition-i, and (28) we have that

ZZTZO = er+d: Z er+5:(2w—1)66/:6d

r=c r=<c s=d, s#d r=c’

since 0 < wt(s) < w = wt(d). Hence > ./ l;1q = €¢ for all d € F3'.
(ii) = (i): Direct consequence of (28), since then for all wt(c) > 3 we
have that > 2. lr =3 24> <eralrts = 2Wte)=2¢, 4 = 0. 0

Remark 4. A direct consequence of the conditions given in Corollary 4
is that all sums taken over flats of F§* with dimension wt(c) > 3 vanish.
This is proved by induction on wt(c) and by writing a wt(c)-dimensional
flat as the difference of two subspaces of dimensions wt(c) and wt(c) + 1
respectively. O
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Remark 5. It is clear that the family of affine functions [, € B,,_,,, which
were introduced in (25), satisfy the conditions of Corollary 4. Indeed, for
all ¢ € F§' such that 2 < wt(c) = s < m we have

m m—1 m
Z lr = 28ll + 2371 Z C; (l; + 61‘) + 2872 Z Z CiCj€4 5 -
r=c i=1 i=1 j=it+1
Hence ), .1, =€ ; if s =2 (where ¢; = ¢; =1 and ¢, = 0 for k # 14, j),
and zero for s > 3. Moreover, it is easily proved, by induction on s, that
a family of 2™ affine functions {l, : 0 < r < 2} satisfies the conditions
of Corollary 4 if and only if I, = I'+ /", rll + Zznz_ll ZTzHl rir;0; ; for
the affine functions I’ = ly, I} = lo + lyi-1, and §; ; € Fy (the sufficiency
part has already been proved above). ]

Next, we prove that the best quadratic approximations of a class-m cubic
Boolean function, with m > 2, cannot be found recursively using the best
quadratic approximations of the contained class-1 sub-functions.

Proposition 5. With the notation of Lemma 3, let f € B, be a separable
class-2 function with § = {1, j} and let f = fo ||; f1. Then, no pair of the
Junctions (5,,€1,) € Qpy x Qf, has the same quadratic part.

Proof. From the proof of Lemma 3, the Boolean function f is written as
f=(zigi + quj‘) + (:cixjei,j + xil; + x5l + q’) + (xi€ + Tj€j + l/), where
the parentheses are used to indicate its cubic, quadratic, and linear parts
respectively. According to Proposition 4, fy, f1 are class-1 cubic Boolean
functions, and by Lemma 3 we get that

fo=(d+1o) i (@ +a+1h) (29a)
fi=(d +aq+L) i (@ +a+q+13) (29b)
where Iy, 4o, = I'+7i(li + €;) +1;(; +€j) +rirje; j and vy, 7; € Fo. Thus,
by Theorem 5, the best quadratic approximations of fy, f1 are
& =d +aillo+h+ X)) +1o,
§y=d +a+azillo+l+A,)+1lo+ g,
& =d+q+azilla+ls+A,) +1a,
=0 +a+q+zlla+1l3+Ag,) +la+ A -
Even though Iy + 13 = lop + l1 + €, ; by Remark 5 (and thus the quadratic
terms of 5?0, 5}0,5% , 5}1 involving x; coincide), the claim is established by

the fact that we have ¢;, ¢; # 0 and ¢; # ¢; (check the details of the proof
of Lemma 3). 0
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The following result generalizes Theorem 5 to the case of class-m Boolean
functions for any m > 1. From the subsequent analysis it becomes evident
that class-1 functions constitute the most cryptographically weak class of
Boolean functions in terms of nonquadricity. The class-m cubic Boolean
functions attain high nonquadricity, for large values of m, whereas their
security is also attributed to the fact that the difficulty of finding a set J
such that all the 2™ sub-functions in f = fy |5 --- ||g fam—1 are quadratic
(in order to find their best quadratic approximations as shown next) grows
exponentially with m for a fixed number of variables n. First, we need to
prove the following lemma.

Lemma 5. For all integers k and vectors a = (a1,...,as) € Z°, s > 1,
the expression VF(a) = Zrng 2k=(ra) is equal to

s

VE(a) = 2" em TT (2% + 1) (30)
=1

where r = (r1,...,rs) and 13 = (1,...,1) of length s.

Proof. Note that (30) holds for s = 1, since 2F + 2k=01 = 2k—a1 (201 4 1)
and suppose it is valid for some s > 1, and all a = (aq, ..., as). Then, let
a' = (a,asy1) for all integers asy1, and 1’ = (r,rs11) with rs4q € Fo; the
induction hypothesis leads to

Vi) = Yo 2t — Vi(a) 4 V0 (a)

r e Fstt
s+1
= 2791 VF(a) (29 + 1) = 2K (o) TT (2% + 1)
i=1
for all @’ = (a1, ...,as+1) € Z°T1, since Vsk_as“(a) = 27%+1V¥(a), hence
concluding our proof. O

Theorem 6. With the notation of Lemma 3, assume f € B, is a class-m
cubic function, and let ¢; € By_p, be given by (7). If all linear functions
mn U?il{ Gily--- ,gi7ghqi} are linearly independent, then the best quadratic
approximations of f have one of the following forms

§r=Eo g 1Ilg Efam_1 s 0<s<2™ (31)

where £, = q+(5,p) +lp + Apysp) and v+ 5= (r1+51,..., 7 + Sm),
for 0 <r < 2™,
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Proof. First, note that all the form-s sub-functions in (31) have the same
quadratic part g + (s, p), which is necessary, but not sufficient, in order
for these Boolean functions to be quadratic. According to Lemma 4 and
Corollary 4 they need also satisfy for all ¢, s € " the following condition

Z(lr + )‘(T+s,p>) = {66, Tf wile) =2, (32)

m—pl 0, if wt(c) >3,

for some constants . € Fo which depend on c¢. However, from Remark 5
we have ) _ I, = €. for some €, € Fy if wt(c) = 2, and zero if wt(c) > 3.
By also taking into account Remark 4, we conclude that 5? are quadratic
functions if and only if it holds }, o Ajqsp) = dc + € for wt(c) = 2 and
all s € F5'. From Proposition 3, we see that there always exists a proper

choice of best affine approximations Ay, ..., ), such that
Oc+ €. = Z Nrtsp) = Z <Z(n +si))\qi> = Z (Z(rl + 5i)\q ) =0
r=c r=<c \1=1 1=1 \r=c

since ), -.(15+5i)Ag; equals 4s; )y, if ¢; = 0, and 2(2s; + 1) Ay, otherwise.
Therefore (32) is satisfied with J. = €., and 553 are quadratic functions for
all s € F5*.

Next, let us suppose that £ € B,, is some form-s Boolean function.
Then, the sth sub-function of f+¢ is identically zero since the respective
sub-functions of f, £ coincide due to the construction of &, while its rth
sub-function for r # s equals (r + 5,p) + A(y4s ), leading to

Wt(f + f) = Z Wt(<T + S,p> + >‘<r+s,p>) = Z Wt(<7'7 p> + A(r,p))

reFy\{s} reFy\{0}

due to the fact that adding some fixed s € " to all vectors in 3" results
into a permutation of its elements. Thus, by the definition of nonlinearity,
Theorem 1, Lemma 5, and the fact that NLg = hg = 0 by convention, we
have that 1 < h(, ) < [(n —m)/2] for r # 0 and

(f+§ _2n1 Z2nm1th> V”ml(hql,...,hqm)
relFp
m
i=1

since U:r;l{ Gids---s gi’ghqi} are linearly independent by hypothesis, and
thus h, py = Peygitotrmgm = T1hg + - +7Tmhy,, (see Theorem 3 proof).
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Since the above expression is independent of s, it is clear that all quadratic
Boolean functions given by (31), for 0 < s < 2™, have the same distance
from the function f.

Next, we show that the distance of any other quadratic function from
f is greater than wt(f 4 &), therefore proving that Qf consists of exactly
the form-s, for 0 < s < 2™ Boolean functions. Let us assume there exists
a function u € M(2,n), which does not coincide with a form-s function,
and u= (¢ +1)) lg--llg (¢ + lym_;), where I/ satisfy the conditions of
Corollary 4. By hypothesis, we necessarily have that ¢’ # g+ (s, p) for all
0 < s < 2™ orequivalently § = ¢'+¢, q1, . . ., ¢m are linearly independent;
otherwise u would correspond to a form-s quadratic function (arguments
similar to those given in the proof of Theorem 5 apply). Then, by setting

l, = 1.+ 1, we likewise find that

wt(f+u)= Y wt(@+ (rp)+4) > Y WG+ (D) + M)
reFp reFp
—9on—1 _ Z 2n—m—1—hq+<np> (34)

reFy

where equality holds if and only if I, € Ags(rp)y 1€ I, = A+ (r,p)» for all
vectors r € 5", according to Lemma 1. In order to minimize the weight
of f + u, the quadratic function ¢ should be chosen such that all hz, (.,
take their minimum possible value. From the fact that § + (r,p) # 0, we
necessarily have that hg, (., > 1 for all 7 € F5'; however, not all hg (.,
can simultaneously be made equal to 1 if m > 1. Function ¢ is written as
q=go+ 2?11 92j—1 g25, where the linear part gg is obtained by applying
Dickson’s theorem on q.

Define d; as the number of g; that are not linearly independent from
gi,j of g;, or that ¢, ¢; have in common, 1 < ¢ < m. Furthermore, let e; be
the number of products goj_1g2; shared by ¢, ¢;. It is easily seen that we
have 0 < d; < 2min{hg, hy,} and 0 < e; < |d;/2]. From Corollary 2, we
get hgyq, > hg+ hg, —d;, whereas Remark 3 implies that the lower bound
is always attained if d; is even and e; = d;/2. Hence, the weight of f + u
can be minimized by letting ¢ have common products gs;_1g2; with the
quadratic functions qi, ..., ¢n. Since from hypothesis all functions in the
set U£1{ Jily--- ,gi,ghqi} are linearly independent, we get that

m

hc’H(T,p) = hg + ZTi (hQi — 26,-) and 0 < Zriei < min{hq, Zrihqz} .

=1 =1 =1
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From (34), Lemma 5, and the above relations, we conclude that wt(f+u)
is greater than or equal to 271 —27hayn=—m=1(p —2e ... h, —2en),
depending on the parameters ey, ..., e,,. Comparison with (33) gives

viem=l(he oo k)

<1
,,1"7””‘71(hq1 —2e1,...,hg,, —2ey)

wt(f +u) < wt(f + &) < 2"

m

2ha; 41
o oha-(etten) TT 2 7 = 1 35
Zl;[l ha;—ei + 2€i ( )

Since it holds 0 < e; < min{hg, hy, }, all terms (20 + 1) (20 —¢i 4 2¢)~1
in (35) are greater than or equal to 1, where equality is attained if either
e; = 0 or e; = hy, = min{hg, hy, }; the latter case is valid for all 1 <i <m
only if hg > max{hy,, ..., hgq,, }. Moreover, e; = 0 implies that ¢ does not
have common products with ¢;, whereas e; = hy, that ¢ is written as the
sum of ¢; and another quadratic function. Since by hypothesis ¢ # (r, p),
we either have 0 < e; < min{hg, hy,} for some 1 < ¢ < m, or that ¢ has a

product whose functions do not depend on U;il{ Gi,1s- - i 2hg, }, hence
2ha=(ert+em) > 1 due to 0 < ey + -+ + em < min{hg, hg, + -+ + hq,, }-
Therefore, in any case we get wt(f +u) > wt(f + ). O
In Theorem 6, we assumed that the functions U?;l{ Gids--- ,gmhqi} are

linearly independent. Since hg, > 1 for all 1 < ¢ < m, and the fact that
it must also hold hg, + - -+ hy,, = hgy4-tgm < [(n—m)/2], we see that
hg, < |(n—3m)/2| + 1.

Corollary 5. With the notation of Theorem 6, the nonquadricity of any
separable class-m cubic function f € R(3,n) is equal to

NQy = 2"t —2m T (14 27") (36)
i=1

for some 1 < hg, < [(n—3m)/2] + 1.

Let P = (p;;){—; be an m x m invertible matrix, Q@ = (q1, ..., ¢n), and
assume the vector Q' = (q,...,q,,) is given by Q" = QP. Then, from the
independence of U:ll{ Gily--- ,giyghqi} we get hq; = > " pijhg, and

m m m
Prs i ttrmaty, = E : 7iPij |he = E Tihg, = Mot gy trt gm
i=1 \ j=1 i=1

where 7, = Z;n:l r;pi,; mod 2, for 1 < i < m. Hence, the results obtained

in Theorem 6 and Corollary 5 would still hold in this case if we replace
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h, ! with the ith element of vector Q’P~!. By considering the fact that all
separable class-m cubic Boolean functions probably satisfy the conditions
of Theorem 6 (see discussion at the beginning of the section and [22,23]),
it seems safe to assume that the applicability of the above results is more
general than currently stated.

Theorem 7. The covering radius of R(2,n) in R(3,n) admits the lower
bound p3(2,n) > 271 — %6”/3, corresponding to the nonquadricity of the
separable class-|n/3] cubic Boolean functions.

Proof. To derive the lower bound we need to determine the class of cubic
Boolean functions that achieve the highest nonquadricity. By Corollary 5
we have that the nonquadricity of a cubic function f is maximized if and
only if the product [, (1/2+1/2"«*1) depending on m, hy,, ..., hy,, is
minimized. Since each product term is an integer less than 1, the number
of terms m should be sufficiently large. However, the constraints on the
values taken by hg, need also be considered. Let H be the set of distinct
integers from hg, +1,...,hy,, + 1, and suppose a —r,a +r € H for some
a > 1+ 1> 1. Then, it is easily verified that we have the property

1 1 1 1 1 1 1 1 1 1\?
PRI TR R CRE = Pl C R R TR

from which we derive that max,cg{a} — mingemg{a}, and the cardinality
of H, should be relatively small. Moreover, by noting that the sequence
{(1/2+1/2%)"};> is purely decreasing for any a € H (since then a > 2),
we conclude that the highest possible nonquadricity achieved by separable
class-m cubic Boolean functions, by Corollary 5, is given by

n—1 n—1 1 1 "1 1 7
monn (N2} =271 =23 s ) (G 4 g

I AR A U B

—gn—1 _gn-1 <2am+l+2> <2 + 2am+l> (37)
where a,,, = [(n —m)/2m| and b,, = [(n — m)/2| mod m, as a result of
letting by, functions ¢; have hg, = a,, + 1, and the remaining m — b,,, have
hg, = am. It is clear from (37) that for small values of m, the integer a,
is large and therefore the contribution of (2¢=+! +1)(20m+l £ 2)~1 &~ 1 is
negligible (b, is also small). Hence, the maximum nonquadricity attained
by class-m cubic Boolean functions grows with m < |n/3|. If m = [n/3],
then we have a,, = 1, b, = [(n mod 3)/2], and (37) becomes

NQ; = gn—1 _ 9[(nmod 3)/2}—1(%) [(n mod 3)/2J6Ln/3j —gn—1 _ bn%6n/3
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Table 1. The maximum possible nonquadricity attained by the class-1 and class-|n/3]
separable cubic Boolean functions in B,,, for 3 < n < 27, as computed by Theorem 7.

n 3|6 9 12 15 18 21 24 27
class-1 12 | 120 | 992 | 8128 | 65280 | 523776 | 4192256 | 33550336
class-|n/3| || 1| 14 | 148 | 1400 | 12496 | 107744 | 908608 | 7548800 | 62070016

—_

where the term b, equals 1 if n = 0 (mod 3), (4/3)'/3 if n =1 (mod 3),
and (250/243)/? if n = 2 (mod 3). Therefore, in all cases we have b, ~ 1.
The fact that we have only considered cubic Boolean functions satisfying
the conditions of Theorem 6, leads to the lower bound. ]

As seen from Theorem 7, class-{n/3] cubic functions achieve the highest
possible nonquadricity among all separable class-m Boolean functions, for
1 <m < [n/3], which satisfy the conditions of Theorem 6. As their cubic
part is equivalent (under some transformation of variables y = zR) to

l3]-1
Z Y3i—2 Y3i—1Y3i T Y3| 2] -2 (QBL%Jfl Ys|ny) +ays e y3LgJ+2>
i=1
where a = 1 if n = 2 (mod 3) and zero otherwise, they can be considered
as a natural extension of bent functions (they have similar representation
and the maximum possible distance from all functions of degree one less)

to the best quadratic approximation case. Their nonquadricity is depicted
in Table 1.

Proposition 6. With the notation of Theorem 6, the best quadratic ap-
prozimations £} of the class-m cubic Boolean function f are given by

m

{?:f_'_Z(xji‘i‘Si)(qi“FAQi)? 0<s<2m. (38)
i=1

Proof. From the proof of Theorem 6 and Definition 1, we have that for all
s € F5* the best quadratic approximation 5;3 of the class-m cubic function
[, with cubic part ¢ = >~ ;,q;, is such that

§+f= (5}90,0 +fo) llg- llg (5},2771—1 + fam_1)

m
= > (@i A+ ) (@, +Tm) D (i 50) (a5 + Ag,)
r e F? i=1
due to the linear independence of the functions in ", { g1, ., ginhqi}

and the fact that we may write Ay g+ frmgm = T1Aq + - + TmAg,,, for
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all r € F5'. By writing the above expression as the sum of those terms for
which r,, = 0 and those for r,, = 1, then simple calculations give

m—1

GHr= D @y +7) @y +Tm1) D (ri+50)(a + Agy)
TEIFE”_I i=1

+ (@ + 5m) (@ + Ag) D (g + 1) (@ + 1)
TGFgl_l

m—1

= Y (@A) (@ +Pm1) Y (i si) (6 + Ag)
reFp-! i=1

+ (xjm + Sm)(qm + Aqm)

since it is easily seen that ) (zj, +71)--- (xj,_, +7m—1) = 1 corresponds
to the constant all-one Boolean function. Clearly, repeated applications
of the above steps will lead to (38). 0

Given a class-m cubic Boolean function f =Y ", x;,¢; + ¢+, where ¢,
are its quadratic and linear parts respectively, and q1, ..., ¢, satisfy the
conditions of Theorem 6, its best quadratic approximations are directly
computed by means of Proposition 6 as follows

fjc: <q+Z(Siqi+$j¢)‘qz‘)> + (Z—I-Z&;)\ql) , 0<s<2™
=1

=1

where the parentheses indicate its quadratic and linear part respectively.
The number of the best quadratic approximations depends on the number
of the best affine approximations of functions qi, ..., gm. It is interesting
to note the similarity of (9) and (38), i.e. in both cases we alter the highest
degree terms with properly chosen functions of lower degree.

Ezample 4. Let f € Bg be the class-2 Boolean function f(z1,...,z5) =
(z1 + 3) (w2 + 27) (23 + 35) + (24 + 27) (v5(26 + 28) + (27 + T8)Ts). It is
easily seen that it satisfies the conditions of Theorem 6, and therefore its
best quadratic approximations (from Proposition 6) are given by

§r=s1q1 +52q2 + (1 + 23+ 81) Ay + (T4 + 27 +82)Ag,,  5i € Fo

where ¢; = (22 + x7)(23 + 25) and ¢2 = z5(x¢ + x8) + (v7 + x8)zs. From
Section 3 we know that the best affine approximations of ¢, ¢o are

)\ql =aj ($2 + .T7) + ag(l’g + $5) + aj1az, a; € Fy ,
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Ago = biws + ba(we + x8) + bg(x7 + w8) + baws + bibo + bgby, b; € Fy.

By Corollary 5 we see that its nonquadricity equals NQy = 27-9223.5 = 68,
which is the maximum possible since f is a class-8/3] function. O

The common characteristic of the cubic Boolean functions studied above
is that their highest degree terms present common variables in a way that
allows the efficient computation of their best quadratic approximations.
These Boolean functions, called separable (the notion is readily extended
to algebraic degrees greater than 3), have a particular structure that is
undesirable in most cryptographic applications since it can be the source
of many cryptanalytic attacks exploiting the existence of good low order
approximations, e.g. linear cryptanalysis. Boolean functions that do not
exhibit this structure are called inseparable and are known to exist [23]:
e.g. f = ziwoxs + xa(x125 + owe + w3207 + 28Ty + - - + X2uTou41) With
4 < pu < [(n—1)/2], which is an inseparable class-2 function. However,
it is not known whether there always exists some m such that any cubic
function is equivalent (under some affine transformation) to a separable
class-m Boolean function. If this is true, then clearly our results cover the
entire space of cubic Boolean functions.

5 Conclusions

This paper studied the problem of finding best low order approximations
of Boolean functions. In particular, explicit formulas have been given for
directly computing all best affine approximations of a quadratic function
without use of the Walsh-Hadamard transform, as well as, for determining
the best quadratic approximations of a separable cubic Boolean function.
In correspondence with the nonlinearity, the notion of nonquadricity was
introduced as the minimum distance from all quadratic functions, and
classes of cubic functions that attain maximum nonquadricity were also
identified. Due to the efficiency of low order approximation attacks, it is
important to find Boolean functions that achieve maximum nonlinearity
and nonquadricity, or to perform an in-depth analysis of highly nonlinear
function constructions. Research in progress is focused on extending the
results obtained to inseparable cubic functions and Boolean functions of
higher degree. Furthermore, possible trade-offs between the nonquadricity
and other cryptographic measures, like algebraic immunity, are currently
studied.
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