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Abstrat

Group key exhange protools allow a group of parties ommuniating over a

publi network to ome up with a ommon seret key alled a session key. Due

to their ritial role in building seure multiast hannels, a number of group

key exhange protools have been suggested over the years for a variety of set-

tings. Among these is the so-alled EKE-M protool proposed by Byun and Lee

for password-based group key exhange in the di�erent password authentiation

model, where group members are assumed to hold an individual password rather

than a ommon password. While the announement of the EKE-M protool was

essential in the light of the pratial signi�ane of the di�erent password authen-

tiation model, Tang and Chen showed that the EKE-M protool itself su�ers

from an undetetable on-line ditionary attak. Given Tang and Chen's attak,

Byun et al. have reently suggested a modi�ation to the EKE-M protool and

laimed that their modi�ation makes EKE-M resistant to the attak. However,

the laim turned out to be untrue. In the urrent paper, we demonstrate this by

showing that Byun et al.'s modi�ed EKE-M is still vulnerable to an undetetable

on-line ditionary attak. Besides reporting our attak, we also �gure out what

has gone wrong with Byun et al.'s modi�ation and how to �x it.

Keywords: Group key exhange, password-based authentiation, undetetable

on-line ditionary attak.

1 Introdution

The highest priority in designing a key exhange protool is plaed on ensuring the

seurity of session keys to be established by the protool. Roughly speaking, estab-

lishing a session key seurely means that the key is being known only to the intended

parties at the end of the protool run. Even if it is omputationally infeasible to

break the ryptographi algorithms used, the whole system beomes vulnerable to all
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manner of attaks if the keys are not seurely established. But unfortunately, the

experiene has shown that the design of seure key exhange protools is notoriously

diÆult. In partiular, the diÆulty is greatly inreased in the group setting where

a session key is to be established among an arbitrary number of parties. Indeed,

there is a long history of protools for this domain being proposed and years later

found to be awed (a very partial list of examples inludes [14, 17, 7, 20, 16, 12, 1℄).

Thus, group key exhange protools must be subjeted to a thorough and systemati

srutiny before they are deployed into a publi network, whih might be ontrolled

by an adversary.

Seure session-key generation requires an authentiation mehanism to be inte-

grated into key exhange protools. In turn, ahieving any form of authentiation in-

evitably requires some seret information to be established between users in advane

of the authentiation stage. Cryptographi keys, either seret keys for symmetri

ryptography or private/publi keys for asymmetri ryptography, may be one form

of the underlying seret information pre-established between users. However, these

high-entropy ryptographi keys are random in appearane and thus are diÆult for

humans to remember, entailing a signi�ant amount of administrative work and osts.

Eventually, it is this drawbak that password-based authentiation has ome to be

widely used in reality. Passwords are drawn from a relatively small spae like a di-

tionary, and are easier for humans to remember than ryptographi keys with high

entropy.

In the past few years there have been several protools proposed for password-

authentiated group key exhange. However, most of the protools have been built in

the so-alled same password authentiation model whih assumes a ommon password

pre-established among all users partiipating in the protool (e.g., [8, 15, 1, 19, 13, 6,

2℄). Hene, these protools may be inadequate for many lient-server appliations in

whih eah user (alled lient) shares its password only with the server, but not with

other users.

Given the situation above, Byun and Lee [10℄ have reently proposed two new pro-

tools, alled EKE-U and EKE-M, for password-authentiated group key exhange in

the di�erent password authentiation model where eah user is assumed to hold an

individual password rather than a ommon password. But later, Tang and Chen [18℄

showed that both EKE-U and EKE-M are not as muh seure as originally laimed,

su�ering from an o�-line ditionary attak and an undetetable on-line ditionary at-

tak, respetively. Generating a sequene of attak and defene moves, Byun et al. [11℄

suggested ountermeasures against Tang and Chen's attaks on EKE-U and EKE-M.

However, we found that Byun et al.'s ountermeasure for proteting EKE-M against

the undetetable on-line ditionary attak is not satisfatory enough. Extending the

attak-defene sequene, this paper reports a seurity defet of the ountermeasure

and presents how to remedy the seurity defet.
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2 The EKE-M Protool and Its Weakness

This setion reviews the EKE-M protool presented by Byun and Lee [10℄ and its

weakness pointed out by Tang and Chen [18℄.

2.1 Desription of EKE-M

The EKE-M protool is designed for use in a multiast network. The protool par-

tiipants onsist of a single server S and multiple lients C

1

; : : : ; C

n

. The protool

assumes that eah lient C

i

has shared a password pw

i

with the server S via a seure

hannel. The followings are the publi system parameters used in the protool.

1. A yli group G of prime order q and a generator g of G .

2. A pair of symmetri enryption/deryption algorithms (E ;D) modeled as an

ideal ipher [3℄.

3. Two one-way hash funtions H

1

and H

2

modeled as random orales [5℄.

With the passwords and the parameters established, the EKE-M protool runs in two

ommuniation rounds as follows:

Round 1: The server S hooses n random numbers s

1

; : : : ; s

n

2 Z

�

q

, omputes t

1

=

E

pw

1

(g

s

1

); : : : ; t

n

= E

pw

n

(g

s

n

), and sends t

i

to the lient C

i

for i = 1; : : : ; n.

Conurrently, eah C

i

selets a random x

i

2 Z

�

q

, omputes y

i

= E

pw

i

(g

x

i

),

and broadasts y

i

to the rest of the group. S and C

i

derypt respetively

y

i

and t

i

using pw

i

, and share the pairwise key sk

i

= H

1

(sidkg

s

i

x

i

) where

sid = y

1

ky

2

k � � � ky

n

.

Round 2: S selets a random group seret K 2 Z

�

q

and omputes k

1

= K �

sk

1

; : : : ; k

n

= K � sk

n

. Then S broadasts all the k

i

's to the lients. After re-

eiving the broadast message, eah C

i

omputes the group seret K = k

i

� sk

i

and the session key sk = H

2

(SIDkK) where SID = sidkk

1

kk

2

k � � � kk

n

.

If key on�rmation is required, the EKE-M protool an be extended to inorpo-

rate the well-known tehnique [9℄ whih in turn is based on earlier work of [4, 3℄.

2.2 Attak on EKE-M

As mentioned in the Introdution, Tang and Chen [18℄ presented an undetetable

on-line ditionary attak on the EKE-M protool. The attak an be mounted by any

registered lient C

j

against any other registered lient C

i

(1 � i � n; i 6= j). Through

the attak, the adversary C

j

an undetetably verify the orretness of its guess for

the password of eah vitim C

i

. Seriously, the repeated mounting of the attak ould

lead to the exposure of the real passwords of the vitims. Seen from a high level,

3



the attak senario is quite lear: the adversary C

j

simply runs the protool with the

server S while playing multiple roles of the lients C

1

; : : : ; C

n

. A detailed desription

of the attak follows.

1. For lient C

i

(1 � i � n; i 6= j), the adversary C

j

makes a guess pw

0

i

for the

password pw

i

, selets a random x

i

2 Z

�

q

, and omputes y

i

= E

pw

0

i

(g

x

i

). In

addition, C

j

also omputes y

j

as spei�ed in the protool.

2. When the server S sends t

1

; : : : ; t

n

to the lients in the �rst round, C

j

interepts

these t

i

's and sends y

j

(with its true identity) and eah y

i

(posing as C

i

) to S.

Then, C

j

omputes the pairwise key sk

j

= H

1

(sidkg

s

j

x

j

).

3. Now, when S broadasts k

1

; : : : ; k

n

in the seond round, C

j

interepts these k

i

's

and reovers K by omputing K = k

j

� sk

j

. Finally, C

j

veri�es the orretness

of eah guess pw

0

i

by omputing sk

0

i

= H

1

(sidk(D

pw

0

i

(t

i

))

x

i

) and by heking the

equality K

?

= k

i

� sk

0

i

.

It is lear that the vulnerability of the EKE-M protool to the attak above is

mainly beause the server does not require the lients to authentiate themselves in

the protool exeution.

3 Byun et al.'s Modi�ation to EKE-M

We here desribe the modi�ed EKE-M due to Byun et al. [11℄, whih we all EKE-M

+

.

The EKE-M

+

protool aims to be seure against undetetable on-line password guess-

ing attaks. The �rst round of EKE-M

+

proeeds exatly like that of EKE-M while

the seond round is extended to let S and C

i

exhange the authentiators H

2

(sk

i

kS)

and H

2

(sk

i

kC

i

). In more detail the EKE-M

+

protool works as follows:

Round 1: S selets random numbers s

1

; : : : ; s

n

2 Z

�

q

, omputes t

1

= E

pw

1

(g

s

1

), : : :,

t

n

= E

pw

n

(g

s

n

), and sends t

i

to C

i

for i = 1; : : : ; n. Conurrently, eah C

i

selets

a random x

i

2 Z

�

q

, omputes y

i

= E

pw

i

(g

x

i

), and broadasts y

i

to the rest of the

group. S and C

i

derypt respetively y

i

and t

i

using pw

i

, and share the pairwise

key sk

i

= H

1

(sidkg

s

i

x

i

) where sid = y

1

ky

2

k � � � ky

n

.

Round 2: S selets a random group seret K 2 Z

�

q

and omputes k

i

= K � sk

i

and

�

i

= H

2

(sk

i

kS) for i = 1; : : : ; n. Then S broadasts all the k

i

's and �

i

's to

the lients. Conurrently, eah C

i

omputes and broadasts �

i

= H

2

(sk

i

kC

i

).

S veri�es the orretness of eah �

i

to detet any potential on-line ditionary

attak. Meanwhile, C

i

veri�es the orretness of �

i

and only if the veri�ation

sueeds, proeeds to ompute the group seret K = k

i

� sk

i

and the session

key sk = H

2

(SIDkK) where SID = sidkk

1

kk

2

k � � � kk

n

.

Like EKE-M, the EKE-M

+

protool an be extended to inlude the well-known

tehnique for key on�rmation [9℄.
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4 Attak on EKE-M

+

Byun et al. [11℄ laim that their EKE-M

+

protool is seure against undetetable on-

line ditionary attaks. In support of this laim, they argue that the maliious lient

C

j

annot generate the authentiator �

i

= H

2

(sk

i

kC

i

) beause it does not know the

pairwise key sk

i

. However, this laim is awed. The fat is that C

j

is easily able to

ompute sk

i

and so is able to generate �

i

. A diret onsequene of this fat is that

unlike the laim, the EKE-M

+

protool is still vulnerable to an undetetable on-line

ditionary attak, as shown below. Our observation leading to the attak is that

omputing sk

i

in EKE-M

+

does not neessarily require the knowledge of the orret

password pw

i

. The attak proeeds as follows:

1. The adversary C

j

begins by preparing the messages to be sent to S in the �rst

round. For eah y

i

(1 � i � n; i 6= j), C

j

omputes them as y

i

= E

pw

0

i

(g

x

i

)

where pw

0

i

is a guess for the password pw

i

and x

i

is a random number from Z

�

q

.

For its own y

j

, C

j

omputes it exatly as spei�ed in the protool.

2. When the server S sends t

1

; : : : ; t

n

to the lients in the �rst round, C

j

interepts

these t

i

's and sends y

j

(with its true identity) and eah y

i

(posing as C

i

) to S.

Then, C

j

omputes the pairwise key sk

j

and the authentiator �

j

as per the

protool spei�ation.

3. Now, when S broadasts k

i

's and �

i

's in the seond round, C

j

interepts the

broadast message and reovers K by omputing K = k

j

� sk

j

. Then C

j

omputes sk

i

= k

i

�K and �

i

= H

2

(sk

i

kC

i

) for i 2 f1; : : : ; ng n fjg, and sends

�

j

and eah �

i

immediately to S. Finally, C

j

veri�es the orretness of eah

guess pw

0

i

by omputing sk

0

i

= H

1

(sidk(D

pw

0

i

(t

i

))

x

i

) and by heking the equality

K

?

= k

i

� sk

0

i

.

5 Enhaning Seurity of EKE-M

+

One intuitive way of preventing the attak above is to modify the EKE-M

+

proto-

ol so that the server S broadasts k

i

's and �

i

's only after it reeives and veri�es

the authentiators �

i

's. With this modi�ation, the attak would be no longer pos-

sible beause the adversary ould not ompute �

i

without having reeived k

i

from

S. However, this solution might be not so elegant in that it omes at an additional

ommuniation round.

A better way to �x the EKE-M

+

protool an be found by �guring out the funda-

mental ause of the seurity failure. A little thought will make it lear that the main

design aw in EKE-M

+

is to use the same sk

i

in omputing both k

i

= K � sk

i

and

�

i

= H

2

(sk

i

kC

i

). This oversight allows the adversary to derive �

i

easily from K and

k

i

, and thus reates the vulnerability to the undetetable on-line ditionary attak.
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Having identi�ed the soure of the problem, it is now apparent how to repair the

protool. The omputations of k

i

and �

i

should be modi�ed so that one of the two

annot be derived from the other. To this end, it suÆes to hange the omputation

of �

i

to �

i

= H

2

(sk

i

kC

i

) where sk

i

def

= H

1

(g

s

i

x

i

kC

1

k � � � kC

n

). The veri�ation of �

i

hanges orrespondingly, but all other omputations remain unhanged. This mod-

i�ation e�etively prevents the undetetable on-line ditionary attak beause the

adversary C

j

an no longer generate �

i

even with sk

i

at hand. As for eÆieny, the

modi�ation does not inrease the number of ommuniation rounds but only takes

an additional evaluation of a hash funtion.
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