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1. Introduction

Since the elliptic curve cryptography has been proposed by Neal Koblitz and Victor Miller in
1985 independently, research on speeding up the elliptic curve group operation continues to get
increasing attraction. But the case of characteristic three has been considered relatively less than cases
of fields of even characteristic and large prime fields.

To the best of our knowledge, for point multiplication on ordinary elliptic curve over field of
characteristic three the most efficient way is known as one shown in [2].

In first portion of this paper we propose new fast algorithms for arithmetic on Hessian elliptic
curves over finite field of characteristic three, which reduce costs of a doubling and a mixed point
addition from 3M+3C and 10M (cf. [2]) to 3M+2C and 9M+1C, respectively. Here M, C are the
costs of a multiplication and a cubing in the finite field, respectively. (It is noted that 1M ~ 10C in the
field.)

These algorithms can realize fast point multiplication nearly comparable with the case of even
characteristic, on ordinary elliptic curves over finite field of characteristic three.

In next portion we propose a kind of projective coordinates we call ML coordinates and new
algorithms for arithmetic on Weierstrass elliptic curve in it, which reduce costs of a tripling and a
mixed point addition from 7M+4C and 10M+2C (cf. [2]) to 6M+6C and 8M+2C, respectively.

We note that in the case of ternary finite field, a field addition and subtraction can be negligible
compared with a field multiplication (a squaring) or a cubing.(cf. [12])

So we do not take into account the costs for them, in all evaluations of this paper.



2. Arithmetic on elliptic curves over field of characteristic three

Ordinary elliptic curves over finite field F,, can be represented by :
y? =x*+ax*+c (a,ceF, ) 1)
in Weierstrass form , or in the case of curves with group order divisible by 3, by :
x*+y®+1=Dxy (DeF,.") (2)
in Hessian form. (cf. [2]) In this paper, we restrict our consideration to curves having Hessian

representation, or with coefficient a =1 in Weierstrass equation (1).

Note 1. The restriction a =1 eliminates a half of the curves in characteristic three, and is akin to
the assumption for curves over large prime field to have the form y? = x®> —3x+b , or over field of

even characteristic to have the form y? + xy = x> + x2 + b .(cf. [2]) ]

Using projective point representation, we can avoid all of inversions which are much more
expensive than any other field operation (if required, except for only one needed to come back to
affine) in the computation of point multiplication on the curve.

A projective coordinates (X,Y,Z) corresponds to affine (x, y) as follows: (cf. [7])
- Ordinary projective: (x,y)=(X/12Z,Y/Z)
- Jacobian projective: (x,y) =(X/2%Y/Z%) (3)
- Lopez Dahab projective: (x,y) =(X/Z,Y/Z?%).
Weierstrass equation (1) of the curve can be expressed as
Y2=X3+X?Z%+cZ°® 4)
in Jacobian projective coordinates and the Hessian equation (2) as
X3 +Y3+27%=DXYZ (5)
in ordinary projective coordinates, for example. The projective representations was used for
Weierstrass and Hessian form of the curve in [2]. We again restrict our consideration for the point
addition to the mixed case where one point is affine and the other point is in a projective
representation, because the case is most important in practical applications.(cf. [7])
3. Previous algorithms for arithmetic on ordinary elliptic curve
3.1 Hessian form
Following formulae and algorithms were proposed in [2]. The projective equation of the curve is

(5) and it’s zero(infinity) is represented as (1,—1,0). For a given point Q = (X,,Y,,Z,), we have



-Q=(Y,,X,,Z,). For given two points P = (X,,Y,;,}) and Q =(X,,Y,,Z,) (P=Q),

P+Q=(X,,Ys,2Z,) isgivenby: X, =Y?X,Z, -Y7X,,
Y, = X,°Y,Z, - X2V, ,

Z,=X,Y, —ZZX.Y,.

For a given point P = (X,;,Y;,Z,), doubling [2](X,,Y;,Z;) =(X3,Y5,Z;) is given by:

X5 =Y,(Z] - X?)
Y3 = Xl(Yl3 _Zla)

Zy=Zy(X) -YY).

e Addition P+Q =(X3,Y;,Z;) of P=(X,,Y;,]) and Q =(X,,Y,,Z,)

O, =YX,
0, = X\Y,
0; =X,Z,
0,=Y,Z,
O; =0,0,
O =0,0,4
0, = X,Y,
Og =0,Y,
Oy =0, X,
O, =050,
O =05 —0g = X
O, =0 —0g =Y,
O3 =07 =0y =24

Total cost

e Doubling [2](X,.Y;,Z,) = (X5,Y5,Z5) Of (X,,Y,,Z,)
0, = X;
0,=Y}
0; = 213
0,=0,-0,

M
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Table 1.(Table 11 of [2]) Hessian mixed point addition algorithm
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0, =0, -0, A
O, =0, -0, A
0, =Y,0, = X, M
Og = X,0; =V, M
0, = 7,0, = Z, M
Total cost 3M +3C

Table 2.(Table 12 of [2]) Hessian point doubling algorithm
3.2 Weierstrass form

Following formulae and algorithms were proposed for arithmetic on elliptic curve in Weierstrass
formin [2].
-Formulae for point addition, doubling and tripling in affine coordinates

o Addition: (xl, yl)+(X2, y2)= (Xg, Y3), Xy # X,

1: y2_yl
X2 =%
Xy =2 —a—X% — X, (8)

Y3 =A(X = X3) = Y1
e Doubling: [2](x,y)=(X,,,)

2=
y
X, =A* —a+Xx 9)

Y, =A(X=X%,) - Y.
o Tripling: [3](X,y)=(X3:y3)

~(xX*+c)®-a’ex’
a?(x®+c)?

(10)

3

y9 _a3y3(x3 +C)2
a*(x®+c)®

Y3 =
- Algorithms for point addition and tripling in Jacobian projective coordinates
e Addition P+Q =(X3,Y;,Z3) of P=(X,,Y;,]) and Q =(X,,Y,,Z,)
0,=2; M

0,=23 C



0, = X,0,
0, = X, -0,
O; =X, +0,
Og =Y,0,

07 =Y2 _Oe

< » > » £

Oy =0,2, =17,

Oy =X,+0,+0;,

N
>

Oy = Of

0,, = 0,05,

0,, =0?

O, =0, -0 = X,
0, =0,0,,

O, =0y, -0y

Oy = 0,0,

Oy = 02

2 o 2 » £ >» £ £ £

Oy = 060y
019 = 016 - 018 = Y3 A
Total cost 10M+2C

Table 3.(Table 7 of [2]) Weierstrass mixed point addition algorithm
e Tripling [3](X,Y,Z) =(X;,Y;,Z,) of (X,Y,Z)

0, =X3
0,=Y?
0,=2°
0,=0;
O; =c0O,
Os =0,05

0, =0, +0Oq

> » £ £ 2 O O O

08 =O1_05



09 = 0106

M
Op = 073 C
0, =0y -0y = X, A
0, =0,0, = Z, M
0,5 =040, M
0, =0y + Oy A
0,5 =0,0,, =Y, M
Total cost TM+4C

Table 4. (Table 9 of [2]) Weierstrass point tripling algorithm

Recently, in [11] C. Negre proposed a slightly modified variant of above tripling algorithm:

A=(XzZ)? 1M+1C
B=cz? 1M+2C
D, =Y? 1C
D, =D, 1M
Z,=A+B

X;=D, - AZ, 1M
Y,=D’-vz;’ 2M+1C
Total cost 6M+5C

Table 4.1.(cf. Table 2 of [11]) Improved Weierstrass point tripling algorithm
This algorithm improves nearly by a multiplication the cost of algorithm in Table 4.

In [11], it was noticed that in the case of sparse coefficient ¢, a point tripling can be obtained at

the cost 5M+5C and the gain is not negligible .

4. New formulae for arithmetic on ordinary elliptic curve
4.1 Hessian form

We will consider the Hessian curve (5) in ordinary projective coordinates, as in [2].
[Theorem 1] There exist algorithms that give the sum of two different points on characteristic

three ordinary elliptic curve, at the cost 9M+1C and the doubling of a point, at the cost 3M+2C.



(Proof) Clearly, doubling [2](X,,Y;,Z,) = (X;,Y5,Z,) of agiven point (X,,Y,,Z,)is obtained
by: X5 =Y,(Z, - X,)?
Y, = X, (Y, - Z,)° (11)
Zy==Z,[(Z, = X))+ (Y, = Z)T,
from (7) and properties of ternary finite field.
We will show that when Q =0 sum P +Q =(X,,Y;,Z;)of P=(X,,Y;,1) and Q=(X,,Y,,Z,)
is obtained by: X3 =(Y,Z,)° X, =Y (X,Z,)
Y, = (X,Z,)%Y, - X3(Y,Z,) (12)
Z, =D (X, +Y, - X,Z,-Y,Z,)* .
(WhenQ =0, the addition is trivial.)
It will be sufficient to show that projective point representation (6) and (12) give the same affine
point. From (12), obviously X5 =Z,(Y,*X,Z, -Y7ZX,),
Yy =2Z,(X2Y,Z, - X2Y,),
Z, =D (X, +Y,-Z,X,-Z,Y,)°
=D (X, +Y, +Z, —Z,(X, +Y, +1))°
=D (X, +Y,+Z,) -D7'Z5 (X, +Y, +1)°
= X,Y,Z, —Z3IXY, =Z,(X,Y,—ZZX)Y,) .
(Note 2. DX,Y,Z, =(X, +Y, +Z,)*, DX,Y, =(X, +Y, +1)% because P, Q are on the curve.)
It means that X,,Y;,Z,'s in (6) and (12) are different only by a common factor Z, = 0, giving

the same affine point. Using (11) and (12) we propose following algorithms for a point addition and
doubling.

e Addition P+Q =(X,,Ys,Z5) of P=(X,,Y,,)) and Q =(X,.Y,,Z,)
0, =X,Z, M
0,=Y,Z,
0,=0,Y,
0,=0,X,
0, =0,0,

L £ £ L L

0, =0,Y,



0, =0,0,
0O, =0, X,
09 205_06 = Xs

> » £ Z

O =0;-05 =Y,

O, =X,+Y,-0,-0, 3A

O, = 0131 C

0,5, =0,D"'=2, M
Total cost 9M+1C

Table 5. Proposed Hessian mixed point addition algorithm
e Doubling [2](X,,Y,,Z,) = (X3,Y5,Z5)

0,=2Z,-X, A
0,=Y,-2, A
0,=0; C
0,=0; C
O, =—(0, +0,) A
O, =Y,0, = X, M
0, =X,0, =Y, M
O, =2,0, =7, M
Total cost 3M+2C
Table 6. Proposed Hessian point doubling algorithm |

Note 3. In the above point addition algorithm D™ is a constant which can be precomputed from
the curve equation and the last multiplication is by the constant. In our experiences, a constant
multiplication usually can be computed much faster than a general multiplication, at the cost of some
storage, in practice. If D' is sparse, the constant multiplication is nearly free. So, in below tables for
comparing costs, we show in a parenthesis the number of constant multiplications in the algorithm. |

algorithm doubling addition
N. P. Smartetal. [2] 3M+3C (0) 10M (0)
Proposed 3M+2C (0) 9M+1C (1)

Table 7. Comparing costs of algorithms for arithmetic on Hessian curve



4.2 Weierstrass form
Before proceeding we propose a type of projective coordinates(ML-coordinates) which are made of
four variables and the relationship between it and affine coordinates is as follows:
(X,Y,Z,T) > (X/T,Y/Z?), where T=272,
In this coordinates, considered curve equation is also (4) and formulae for affine arithmetic are given
in subsection 3.2.
[Theorem 2] In ML- projective coordinates there exist algorithms that give the sum of two
different point , at the cost 8M+2C and the tripling of a point, at the cost 6M+6C.
(Proof) First of all, we will show that the sum P +Q = (X;,Y;,Z;) of P=(X,,Y,,1)and
Q =(X,.,Y,,Z,)is obtained by: Z, = (X, - X,Z,%)Z,,
Xy =(Y, —Y1223)2—(XZ—X1222)3—232+X1232, (13)
Yy = (Xlz32 = X3)(Y2 —Y1223) —lezg(xz - X1222)3
and tripling [3](X,Y,Z)=(X3,Y;,Z;) of agiven point (X,Y,Z) by:

1

Z,=cZ°+X3Z%, X5 =[X°+Z%(@?+c®)3° -cZ°Z,, Y, =Y3(X, —cZ,Z°) (14)
in Jacobian projective coordinates.

Affine point representation corresponding to (13) is:
Xg = X3 125" =[(Y, =Y,Z2,%)% = (X, = X,Z,°)° = 2.2 + X, Z21[(X, - X,2,°)?Z,°]
={(Y, =Y, Z,)[(X, = X,Z,7)Z,1¥ — (X, - X,Z,°)1 Z,> =1+ X,
=[(Y2 = Y1) /(% = X)IP = (%o = %) =1+ %, = [(Y, = ¥2) /(% = %)) =1=%, = X,
Vo =Y 120 =[(X,Z5° = X3)(Y, -Y,2,°) =Y, 2, (X, - X,Z,°)°1/ Z2,°
=[(X,Z5% = X3)(Y, =V, 2,01/ 2% - Y, =[(X,Z5° = X3) 1 Z,200(Y, - Y,2,°) 1 Z,]-Y,
=[(y, = yo) /(X = %)X, = X3) = ¥y -

This is identical with (8) under the condition a=1.

And affine point representation corresponding to (14) is:
Xg = Xg 1257 =[X° + 2% (c? +¢®)—cZ°Z,1/(cZ° + X°Z3)?
=[X?+c321 —eX3Z2"7/(cZ2® + X32%)% =[(x* +¢)® —cx®)/(X® +¢)?,
Vo =Ya /2 =Y3 (X, —¢Z,2°)/12,° =Y3(X° +c°2% +¢cX %2 —¢?2%%) /(cZ° + X °Z°)®

=Y3(XP 4328 +eX3Z2% —c?Z28) /(e + X3Z3) ] = y3(x® +c® +ox® —c?H) /(e + xP)®



= V3O +x2+0) = x® +ox® =23 +¢)° = y3[(x® + x2 +¢)® = (x® +¢)?1/(x® +¢)®
=[y° - y*(x® +¢)?]/(x® +c)* from the curve equation.
This is identical with (10) under the condition a =1.
From (13) and (14), it is clear that in ML-coordinates, the sum P +Q = (X;,Y;,Z;,T;) of given
two points P =(X,,Y;,11) and Q =(X,,Y,,Z,,T,)is obtained by:
Z,= (X, = XT,)Z,, Ty =27,
Xy =Y, =Y,Z,%)% = (X, = X, T,)° =T, + X, Ty, (15)
Yy = (XT3 = X3)(Y, _lezs) _lezz(xz - )(1T2)3
and tripling [3](X,Y,Z,T) =(X;,Y;,Z;,T;) of agivenapoint (X,Y,Z,T) by:

1

Z,=02°+ X323, T, =27, Xy=[X3+T%(c?+c%)3P -cZ°Z,, Y, =Y3(X, -cZ,2°) (16)
in ML- projective coordinates.
Using (15) and (16) we obtain following algorithms for point addition on the curve in ML- coordinates.
e Addition P+Q =(X3,Y;,Z5,T,) of P =(X,,Y,11) and Q =(X,,Y,,Z,,T,)

0,=23 c
0, = X,T, M
0,=X, -0, A
0, =Y,0, M
0,=Y,-0, A
0, =0,Z, =2, M
0,=27=T, M
Oq :Oe? C
0, =02

Oy = X,T,

Oy =09 =0 ~T3+0y = X3 3p

O12 = 0408
O3 =0y — X5
014 = 01305

10



015 =0, =0, =Y, A

Total cost 8M+2C

Table 8. New mixed point addition algorithm on Weierstrass curve using ML- coordinates
e Tripling [3](X,Y,Z,T)=(X;,Y;,2Z;5,T3)

o, =X? c
0,=2° C
0,=0; c

0, =c0O, M

0, = 0,0, M

O, =0, +0, =Z, A
0,=0,Z, M

O =T? C

1

O, = Og(c* +¢*)3 M
0, =0, + 0, A

0, =0} c

0, =0, -0, = X, A
O, =Y? c

Oy = X; -0, A
O, =0,,0,, =Y, M
O = 062 =T; M
Total cost 6M+6C

Table 6. New point doubling algorithm using ML-coordinates |

1
Note 4. In the above point tripling algorithm, (c® +c¢*)? is a constant which can be
precomputed from the curve equation and both of the new tripling algorithms from (14)
and (16) have two multiplications with constant as a multiplier.
So, in practice our tripling algorithms offer more speedup than Negre’s algorithm
which has only one multiplication by the constant ¢, though total numbers of
multiplications are the same in both algorithms.

11



1
If cissparse, (c?+c®)3also is sparse and we can obtain a point tripling in
Jacobian coordinates at the cost of 4M+5C by using formula (14), which is cheap by a
multiplication than the cost of Negre’s algorithm for sparse ¢ (cf. [11])]

Algorithm Coordinates System Tripling Addition
N.P.Smart etal. [2] Jacobian 7TM+4C (1) 10M+2C (0)
C. Negre [11] Jacobian 6M+5C (1) 10M+2C (0)
Proposed Jacobian 6M+5C (2) 9M+2C (0)
Proposed ML 6M+6C (2) 8M+2C (0)

Table 10. Comparing costs of algorithms for arithmetic on ordinary Weierstrass curves
5. Conclusion

We have proposed new formulae and algorithms for arithmetic on ordinary elliptic curve with a
point of order 3 over finite field of characteristic three, by which the cost of a point multiplication on
the curves decreases about 10~20% .

Omitting the details, we mention that point multiplication based on Hessian form and addition-
doubling ladder is more efficient than one based on Weierstrass form and addition-tripling ladder in
characteristic three.

In conclusion, we can say that ternary elliptic curves are another alternative to existing technology
for elliptic curve cryptosystems .
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	Table 4. (Table 9 of  [2]) Weierstrass point tripling algorithm 
	 
	Recently, in [11] C. Negre proposed a slightly modified variant of above tripling algorithm: 
	                                1M+1C 
	                                    1M+2C 
	                                       1C 
	                                    1M 
	  
	                          1M 
	                        2M+1C 
	Total cost                                6M+5C 
	Table 4.1.(cf. Table 2 of [11]) Improved Weierstrass point tripling algorithm 
	This algorithm improves nearly by a multiplication the cost of  algorithm in Table 4. 
	In [11], it was noticed that in the case of sparse coefficient  , a point tripling can be obtained at the cost  5M+5C and the gain is not negligible . 
	4. New formulae for arithmetic on ordinary elliptic curve  
	4.1  Hessian form   
	We will consider the Hessian curve (5) in ordinary projective coordinates, as in [2].  
	 [Theorem 1] There exist algorithms that give the sum of  two different points  on characteristic  
	three ordinary elliptic curve, at the cost  9M+1C and the doubling of a  point, at the cost  3M+2C. 
	(Proof) Clearly, doubling   of a given point  is obtained by:                                           
	                                                                              (11) 
	 , 
	from (7) and properties of ternary finite field. 
	We will show that when   sum  of   and   is obtained by:                       
	                                                             (12) 
	  .                                                    
	(When ,  the addition is trivial.) 
	             It will be sufficient to show that projective point representation (6) and (12) give the same affine point.  From (12), obviously  , 
	    , 
	                                           
	          
	         
	           . 
	(Note 2.  ,   because  ,   are on the curve.) 
	It means that   in (6) and (12) are different only by a common factor  , giving the same affine point. Using (11) and (12) we propose following algorithms for a point addition and doubling.  
	  Addition   of   and   
	                     M 
	               M 
	               M 
	                           M 
	              M 
	               M 
	                                         M 
	              M 
	               A 
	             A 
	                        3A 
	                           C 
	              M 
	     Total cost                        9M+1C 
	Table 5. Proposed Hessian mixed point addition algorithm  
	  Doubling   
	                         A 
	             A 
	                           C 
	                          C 
	                        A 
	                        M 
	                       M 
	                       M 
	        Total cost                      3M+2C   
	Table 6.  Proposed Hessian point doubling algorithm                                         ▍                                                                                                               
	Note 3. In the above point addition algorithm   is a constant which can be precomputed from the curve equation and the last multiplication is by the constant. In our experiences, a constant multiplication usually can be computed much faster than a general multiplication, at the cost of  some storage, in practice. If  is sparse, the constant multiplication is nearly free. So, in below tables for comparing costs, we show in a parenthesis the number of constant multiplications in the algorithm. ▍
	algorithm
	doubling
	addition
	N. P. Smart et al.  [2]
	3M+3C (0)
	10M (0)
	Proposed 
	3M+2C (0)
	9M+1C (1)
	   
	 
	Table 7. Comparing costs of algorithms for arithmetic on Hessian curve 
	4.2   Weierstrass form 
	Before proceeding we propose a type of projective coordinates(ML-coordinates) which are made of four variables and the relationship between it and affine coordinates is as follows:   
	    
	In this coordinates, considered curve equation is also (4) and formulae for affine arithmetic are  given in subsection 3.2. 
	[Theorem 2]  In ML- projective coordinates there exist algorithms that give the sum of  two different point , at the cost  8M+2C and the tripling of a point,  at the cost  6M+6C.  
	(Proof)  First of all, we will show that the sum   of   and   is obtained by:  ,  
	 ,                             (13) 
	                                                                       and   tripling   of a given point   by:                                                                       
	 ,  ,             (14)                                                                                     
	in Jacobian projective coordinates.  
	Affine point representation corresponding to (13) is:  
	                   
	  
	  , 
	                  
	   
	 . 
	This is identical with (8) under the condition  . 
	And affine point representation corresponding to (14) is:  
	                
	  , 
	                
	   
	   
	 from the curve equation. 
	This is identical with (10) under the condition  .  
	From (13) and (14), it is clear that in ML-coordinates, the sum   of given two points    and   is obtained by: 
	   ,  ,                                                   
	 ,                                  (15) 
	     
	and tripling   of a given a point    by:  
	 ,   ,   ,          (16) 
	in ML- projective coordinates.   
	Using (15) and (16) we obtain following algorithms for point addition on the curve in ML- coordinates.       
	  Addition   of   and   
	                                            C 
	                                            M 
	                                                 A 
	                                              M 
	                                                        A 
	                                                    M 
	                                                        M 
	                                                                 C 
	                                                  M 
	                                                             M 
	                              3A 
	                                                            M 
	                                                       A 
	                                                           M 
	                                               A 
	                       Total cost                                   8M+2C 
	Table 8. New mixed point addition algorithm on Weierstrass curve using  ML- coordinates             
	  Tripling      
	                             C 
	                                       C 
	                           C 
	                                                          M 
	                                                       M 
	                                          A 
	                                                       M 
	                                                            C 
	                                           M 
	                                                   A 
	                                                          C 
	                                         A 
	                                                           C 
	                                                  A 
	                                             M 
	                                                   M 
	                       Total cost                              6M+6C 
	Table 6.  New point doubling algorithm using ML-coordinates                   ▍              
	Note 4. In the above point tripling algorithm,   is a constant which can be precomputed from the curve equation and both of the new tripling algorithms from (14) and (16) have two multiplications with constant as a multiplier.  
	So, in practice our tripling algorithms offer more speedup than Negre’s algorithm which has only one multiplication by the constant  , though total numbers of multiplications are the same in both algorithms. 
	If  is sparse,   also is sparse and we can obtain a point tripling in Jacobian coordinates at the cost of 4M+5C by using formula (14), which is cheap by a multiplication than the cost of Negre’s algorithm for sparse  (cf. [11]).▍     
	 
	 
	Algorithm
	Coordinates System
	Tripling 
	Addition
	N. P. Smart   et al. [2]
	Jacobian
	7M+4C (1)
	10M+2C (0) 
	C. Negre [11]
	Jacobian
	6M+5C (1)
	10M+2C (0)
	Proposed
	Jacobian
	6M+5C (2)
	  9M+2C (0)
	Proposed
	ML
	6M+6C (2) 
	  8M+2C (0)
	 
	Table 10. Comparing costs of algorithms for arithmetic on ordinary Weierstrass curves 
	5. Conclusion 
	We have proposed new formulae and algorithms for arithmetic on ordinary elliptic curve with a point of order 3 over finite field of characteristic three, by which the cost of a point multiplication on the curves decreases about 10~20% . 
	Omitting the details, we mention that point multiplication based on Hessian form and addition-doubling ladder is more efficient than one based on Weierstrass form and addition-tripling ladder in characteristic three. 
	In conclusion, we can say that ternary elliptic curves are another alternative to existing technology for elliptic curve cryptosystems . 
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