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Abstrat. A tripartite authentiated key agreement protool is gen-

erally designed to aommodate the need of three spei� entities in

ommuniating over an open network with a shared seret key, whih

is used to preserve on�dentiality and data integrity. Sine Joux initi-

ates the development of tripartite key agreement protool, many promi-

nent tripartite shemes have been proposed subsequently. In 2005, Tso et

al. have proposed an ID-based non-interative tripartite key agreement

sheme with k-resiliene. Based on this sheme, they have further pro-

posed another one-round tripartite appliation sheme. Although they

laimed that both shemes are e�ient and seure, we disover that

both shemes are in fat breakable. In this paper, we impose several im-

personation attaks on Tso et al.s shemes in order to highlight their

�aws. Subsequently, we propose an enhaned sheme whih will not only

onquer their defets, but also preserve the desired seurity attributes of

a key agreement protool.

1 Introdution

A key agreement protool is the mehanism in whih a shared seret key is derived

by two or more protool entities as a funtion of information ontributed by

eah of these parties suh that no single entity an predetermine the resulting

value. Usually, this session key is established over a publi network ontrolled

by the adversaries and it would vary with every exeution round (session) of

the protool. This seret key an subsequently be used to reate a on�dential

ommuniation hannel among the entities.

The situation where three or more parties share a key is often alled on-

ferene keying. The tripartite ase is of the most pratial importane, not only

beause it is the most ommon size for eletroni onferenes, but also beause

it an be used to provide a range of servies for two ommuniating parties. For

example, a third party an be added to hair, or referee a onversation for ad

ho auditing, or data reovery purposes. Besides, it an also failitate the job of

group ommuniation.



Wilson and Menezes [17, 18℄ have de�ned a number of desirable seurity

attributes whih an be used to analyze a tripartite key agreement protool.

These seurity attributes are desribed as follows:

Known session key seurity. A protool is onsidered to be known session

key seure if it remains ahieving its goal in the fae of an adversary who

has learned some previous session keys.

(Perfet) forward serey. A protool enjoys forward serey if the serey

of the previous session keys is not a�eted when the long term private keys

of one or more entities are ompromised. Perfet forward serey refers to

the senario when the long term private keys of all the partiipating entities

are ompromised.

Key-Compromise Impersonation Resiliene. Suppose that A's long term

private key has been dislosed. Obviously an adversary who knows this value

an now impersonate A sine it is preisely the value whih identi�es A. We

say that a protool is key-ompromise impersonation resilient if this loss will

not enable an adversary to masquerade as other legitimate entities to A as

well or obtain other entities seret key.

Unknown Key-Share Resiliene. In an unknown key-share attak, an ad-

versary onvines a group of entities that they share a key with the adver-

sary whereas in fat, the key is shared between the group and another party.

This situation an be exploited in a number of ways by the adversary when

the key is subsequently used to provide enryption of integrity.

Key Control Resiliene. It should not be possible for any of the partiipants

(or an adversary) to ompel the session key to a preseleted value or predit

the value of the session key.

Over the years, numerous tripartite key agreement protools have been pro-

posed. However, most of them have been proven to be inseure [1, 2, 6, 8�10, 12,

13℄. In 2000, Joux [6℄ had proposed the �rst one-round pairing-based tripartite

Di�e-Hellman key agreement protool. However, Shim [13℄ had pointed out that

Joux's protool does not authentiate the ommuniating entities and therefore,

it is suseptible to the man-in-the-middle attak. To overome this, Shim had

proposed an improved sheme whih employs the publi key infrastruture to

overome the seurity �aw in Joux's protool and she laimed that the improved

protool is able to withstand the man-in-the-middle attak. However, Shim's

attempt has also turned out to be inseure eventually [2, 8, 14℄. In 2005, Tso et

al. [15℄ have proposed an ID-based non-interative key agreement sheme (ID-

NIKS) with k-resiliene for three parties. They have laimed that their protool

is the �rst seure non-interative tripartite protool whih provides ID-based

authentiity with no employment of hash funtions. Based on this sheme, they

have further proposed a tripartite appliation sheme whih requires only one

round of message transmission. Although they laimed that both shemes are

e�ient and seure, we disover that both shemes are in fat suseptible to

various impersonation attaks.

Hene, in this paper, we highlight the weaknesses of Tso et al.'s tripartite

IDNIKS and their appliation sheme. In order to onquer these defets, we pro-



pose our enhaned sheme based on their appliation sheme, and subsequently

arry out a thorough seurity analysis to ensure that our enhaned sheme has

satis�ed all the required seurity attributes of a desired key agreement protool.

The struture of this paper is organized as follows. In Setion 2, we illustrate

some basi properties of bilinear pairings and several Di�e-Hellman assump-

tions. In Setion 3, we review Tso et al's tripartite IDNIKS and their subsequent

appliation sheme. In Setion 4, we present our impersonation attaks on both

shemes and then in Setion 5, we propose our enhaned sheme as well as the

assoiated seurity proofs. Lastly, we onlude this paper in Setion 6.

2 Preliminaries

Let G1 be an additive group of a large prime order, q and G2 be a multipliative

group of the same order, q. Let P, Q ∈ G1 and ê : G1 ×G1 −→ G2 be a bilinear

pairing with the following properties:

� Bilinearity: ê(aP, bQ) = ê(P, Q)ab = ê(abP, Q) for any a, b ∈ Z∗

q .

� Non-degeneray: ê(P, Q) 6= 1.
� Computability: There exists an e�ient algorithm to ompute ê(P, Q).

A bilinear map whih satis�es all three properties above is onsidered as admis-

sible bilinear. It is noted that the Weil and Tate pairings assoiated with the

supersingular ellipti urves or abelian varieties, an be modi�ed to reate suh

bilinear maps. Now, we desribe some ryptographi problems:

Bilinear Di�e-Hellman Problem (BDHP). Let G1, G2, P and ê be as

above with the order q being prime. Given (P, aP, bP, cP ) with a, b, c ∈ Z∗

q ,

ompute ê(P, P )abc ∈ G2.

Disrete Logarithm Problem (DLP). Given two groups of elements P and

Q, suh that Q = nP . Find the integer n whenever suh an integer exists.

Throughout this paper, we assume that BDHP and DLP are hard suh that there

is no polynomial time algorithm to solve BDHP and DLP with non-negligible

probability.

3 Review of Tso et al.'s Shemes

3.1 k-Resilient Tripartite IDNIKS

System Setting:

As desribed in Set. 2, assume that G1 is an additive group and G2 is a

multipliative group, both with prime order q. Let P be a generator of G1,

ê : G1×G1 −→ G2 be a bilinear pairing and k ≪ q be the resiliene parameter.

These settings are assumed to be generated by the key generation enter (KGC).



Key Generation:

KGC piks k + 1 random numbers d0, d1, · · · , dk ∈ Z∗

q , and generates a polyno-

mial f(x) of degree k, where

f(x) = d0 + d1x + · · · + dkxk ∈ Zq[x]. (1)

KGC then omputes

V0 = d0P, V1 = d1P, · · · , Vk = dkP. (2)

The system publi parameters published by KGC are {P, V0, · · · , Vk} and the

KGC's private keys are {d0, d1, · · · , dk}. In addition, KGC omputes

si = f(IDi) = d0 + d1IDi + · · · + dk(IDi)
kmod q. (3)

for the entity i with identity IDi ∈ Z∗

q and sends si to i through a private seure

hannel. For an IDNIKS whih involves three protool entities A, B, and C, the

orresponding publi / private key pairs are omputed as follows:

A: Publi key: IDA, Private key: sA = f(IDA)
B: Publi key: IDB, Private key: sB = f(IDB)
C: Publi key: IDC , Private key: sC = f(IDC)

Key Agreement:

In this non-interative key establishment sheme, eah A, B and C uses the

system's publi information, peer's publi key as well as his own seret key to

derive the shared seret with the other protool entities.

ΩA =
k∑

i=0

(IDA)iVi = sAP. (4)

ΩB =
k∑

i=0

(IDB)iVi = sBP. (5)

ΩC =

k∑

i=0

(IDC)iVi = sCP. (6)

A omputes Eqs. (5) and (6), and the tripartite key

KA = ê(ΩB, ΩC)sA . (7)

B omputes Eqs. (4) and (6), and the tripartite key

KB = ê(ΩA, ΩC)sB . (8)

C omputes Eqs. (4) and (5), and the tripartite key

KC = ê(ΩA, ΩB)sC . (9)



Consisteny:

KA = ê(ΩB , ΩC)sA

= ê(

k∑

i=0

(IDB)iVi,

k∑

i=0

(IDC)iVi)
sA

= ê(sBP, sCP )sA

= ê(P, P )sAsBsC

= KB = KC (10)

3.2 One-round IDNIKS-based Appliation

Tso et al.'s appliation sheme has the same system setting and key generation

as the previous sheme.

Key Agreement:

A hooses a random number rA ∈ Z∗

q and omputes

XA = rAP, (11)

B hooses a random number rB ∈ Z∗

q and omputes

XB = rBP, (12)

C hooses a random number rC ∈ Z∗

q and omputes

XC = rCP. (13)

Assume that Sigi(·) denotes the signature of an entity i. Then, over a publi

hannel,

A → B, C : XA, SigA(XA). (14)

B → A, C : XB, SigB(XB). (15)

C → A, B : XC , SigC(XC). (16)

From Eqs. (5), (6), (12) and (13), A omputes the tripartite key

KA = ê(ΩB + XB, ΩC + XC)sA+rA . (17)

From Eqs. (4), (6), (11) and (13), B omputes the tripartite key

KB = ê(ΩA + XA, ΩC + XC)sB+rB . (18)

From Eqs. (4), (5), (11) and (12), C omputes the tripartite key

KC = ê(ΩA + XA, ΩB + XB)sC+rC . (19)



Consisteny:

KA = ê(ΩB + XB, ΩC + XC)sA+rA

= ê(

k∑

i=0

(IDB)iVi + XB,

k∑

i=0

(IDC)iVi + XC)sA+rA

= ê(sBP + rBP, sCP + rCP )sA+rA

= ê(P, P )(sA+rA)(sB+rB)(sC+rC)

= KB = KC (20)

4 Our Attaks

4.1 Impersonation Attaks on k-Resilient Tripartite IDNIKS

Key-Compromise Impersonation Attak:

The Key-Compromise Impersonation (KCI) attak is deemed suessful only

if the adversary manages to masquerade as another protool prinipal to om-

muniate with the vitim after the vitim's private key has been ompromised.

Suppose that an adversary, EA has the knowledge of A's private key sA and he

intends to launh the KCI attak against A by pretending B in a ommuniation

run. EA then initiates a ommuniation session with A and C. By omputing

Eqs. (5) and (6), EA is then able to ompute the tripartite key KB by using

Eq. (7). Similarly after ompromising a legitimate entity's private key, the ad-

versary an simply impersonate anyone from the other (k−1) legitimate entities

to ommuniate with the vitim, with the aim to apture valuable information

(e.g. redit ard number) about him.

In this key agreement protool, eah of the protool entities merely employs

his stati private key and the other entities' publi keys to derive a shared se-

ret. Sine this protool is non-interative, no ephemeral keys are involved in

omputing the tripartite key. Hene, it seems di�ult for IDNIKS to resist the

KCI attak.

Insider Impersonation Attak:

In a two-party's authentiation protool, the adversary who impersonates the

ommuniating parties would probably be an outsider. However, in the k-party's

ase where k ≥ 3, the adversary who impersonates the ommuniating parties

might be a legal entity of the ommuniating group, known as an insider and

this kind of impersonation attak is the insider impersonation attak [3℄. The

onsequene of this attak would be disastrous if the impersonated party is a

referee or an auditor.

In this tripartite IDNIKS, a maliious insider an easily impersonate any

legitimate entity during a protool run. For instane, suppose that B is the

insider impersonation attaker who wishes to fool A by masquerading as C in a



ommuniation run. B initiates IDNIKS with A while at the same time, B also

plays another role as BC (B masquerading as C). By omputing Eqs. (4) and

(6), B an then alulate the tripartite key KB and KC by using Eq. (8). Sine

IDNIKS is non-interative and no ephemeral values are employed, A an never

�nd out that C is in fat absent in that ommuniation run.

Generally, the insider impersonation attak an be launhed against any legal

entity in this protool as the maliious insider an impersonate anyone from the

other (k − 2) entities at the snerally, the insider impersonation attak an be

launhed against any legal entity in this protool as the maliious insider an

impersonate anyone from the other (k − 2) entities at the same time. Hene,

we argue that key agreement protool for three or more parties' should not be

designed to be non-interative as it would be vulnerable to the insider imper-

sonation attak under any irumstanes.

4.2 Impersonation Attaks on One-round IDNIKS-based

Appliation

Insider Impersonation Attak:

In the tripartite appliation sheme, Tso et al. have emphasized that eah

protool partiipant Pi must append a signature to the random parameterXPi
in

order to avoid the insider impersonation attak. However, we disover that their

appliation sheme is still inseure sine a maliious insider an easily replay

any message together with the signature obtained from the previous session to

launh the insider impersonation attak. For example, suppose that a maliious

legal entity, B has obtained XA as shown in Eq. (11) in a previous session

involving A, B and C. B is now able to vitimize D by replaying XA in another

ommuniation session involving BA (B impersonating A), B and D. The insider

impersonation attak an be arried out as follows:

ΩD =

k∑

i=0

(IDD)iVi (21)

BA → B, D : XA, SigA(XA), where XA = rAP, (22)

B → BA, D : X ′

B, SigB(X ′

B), where X ′

B = r′BP, (23)

D → BA, B : X ′

D, SigD(X ′

D), where X ′

D = r′DP. (24)

From Eqs. (4), (21), (22) and (24), B and BA omputes the tripartite key

KA = KB = ê(ΩA + XA, ΩD + X ′

D)sB+r′

B

= ê(P, P )(sA+rA)(sB+r′

B
)(sD+r′

D
). (25)

From Eqs. (4), (5), (22) and (23), D omputes the tripartite key

KD = ê(ΩA + XA, ΩB + X ′

B)sD+r′

D

= ê(P, P )(sA+rA)(sB+r′

B
)(sD+r′

D
). (26)



Outsider Impersonation Attak:

A seure protool should not allow an outsider attaker to impersonate any

protool entity Pi in establishing a session with the other legal entities without

knowing Pi's seret key sPi
even if the other seret information (suh as signa-

ture) has been exposed. Assume that A's signature has been ompromised by

some means. An outsider adversary, EA is then able to impersonate A and arry

out his attak as follows:

EA initiates a protool run with B and C, and selets a random number m ∈ Z∗

q .

Message Broadast:

EA → B, C : X ′′

A, SigA(X ′′

A), where X ′′

A = −ΩA + mP. (27)

B → EA, C : XB, SigB(XB), where XB = rBP. (28)

C → EA, B : XC , SigC(XC), where XC = rCP. (29)

From Eqs. (5), (6), (28) and (29), EA omputes the tripartite key

KEA
= ê(ΩB + XB, ΩC + XC)m

= ê(P, P )(sB+rB)(sC+rC)m. (30)

From Eqs. (4), (6), (27) and (29), B omputes the tripartite key

KB = ê(ΩA + X ′′

A, ΩC + XC)sB+rB

= ê(P, P )(sB+rB)(sC+rC)m. (31)

From Eqs. (4), (5), (27) and (28), C omputes the tripartite key

KC = ê(ΩA + X ′′

A, ΩB + XB)sC+rC

= ê(P, P )(sB+rB)(sC+rC)m. (32)

Hene, without knowing A's seret key, EA is able to establish a ommuniation

session and subsequently agree on a session key with the legal entities by just

forging A's signature.

5 Our Enhaned Sheme

In this setion, we propose an improved one-round ID-based tripartite authen-

tiated key agreement protool based on the appliation sheme desribed in

Set. 3.2.

5.1 Protool Improvement Desription

Our improved sheme has the same system setting and key generation as the

IDNIKS de�ned in Set. 3.1.



Key Exhange:

Assume that TA, TB, TC ∈ Z∗

q are denoted as the timestamp generated by A, B

and C respetively. A hooses random rA ∈ Z∗

q , omputes XA from Eq. (11) and

YA = sA(rAP ). (33)

B hooses random rB ∈ Z∗

q , omputes XB from Eq. (12) and

YB = sB(rBP ). (34)

C hooses random rC ∈ Z∗

q , omputes XC from Eq. (13) and

YC = sC(rCP ). (35)

Assume that Sigi(·) is denoted as the signature of an entity i. Then, over a

publi hannel,

A → B, C : MA, SigA(MA), where MA = (IDB, IDC , XA, YA, TA). (36)

B → A, C : MB, SigB(MB), where MB = (IDA, IDC , XB, YB , TB). (37)

C → A, B : MC , SigC(MC), where MC = (IDA, IDB, XC , YC , TC). (38)

Notie that the same private keys an be used as the entities' long term private

keys sA, sB and sC , and to support their orresponding signature shemes SigA,

SigB and SigC . However, it is advisable to use di�erent keys for the entities'

stati private keys, as well as for the omputation of their respetive signatures.

Message Veri�ation:

ê(YA, P )
?

= ê(XA, ΩA) (39)

ê(YB , P )
?

= ê(XB , ΩB) (40)

ê(YC , P )
?

= ê(XC , ΩC) (41)

After reeiving MB and MC , A heks whether TB and TC lie within the spei�

aeptable time interval. Then, A veri�es whether Eqs. (40) and (41) hold.

After reeiving MA and MC , B heks whether TA and TC lie within the spei�

aeptable time interval. Then, B veri�es whether Eqs. (39) and (41) hold.

After reeiving MA and MB, C heks whether TA and TB lie within the spei�

aeptable time interval. Then, C veri�es whether Eqs. (39) and (40) hold.

Consisteny of the Veri�ation Proess:

ê(YA, P ) = ê(sArAP, P ) = ê(rAP, sAP ) = ê(XA, ΩA) (42)

ê(YB, P ) = ê(sBrBP, P ) = ê(rBP, sBP ) = ê(XB , ΩB) (43)

ê(YC , P ) = ê(sCrCP, P ) = ê(rCP, sCP ) = ê(XC , ΩC) (44)



Session key Generation:

If both the veri�ation proesses sueed, A, B and C omputes the shared

seret, ZA, ZB and ZC respetively, where

ZA = ê(ΩB + XB, ΩC + XC)sA+rA

= ê(P, P )(sA+rA)(sB+rB)(sC+rC), (45)

ZB = ê(ΩA + XA, ΩC + XC)sB+rB

= ê(P, P )(sA+rA)(sB+rB)(sC+rC), (46)

ZC = ê(ΩA + XA, ΩB + XB)sC+rC

= ê(P, P )(sA+rA)(sB+rB)(sC+rC). (47)

Based on this ommon shared seret, A, B and C then alulate the tripartite

session key KA, KB and KC respetively, where

KA = H(ZA ‖ YA ‖ YB ‖ YC ‖ TA ‖ TB ‖ TC) (48)

KB = H(ZB ‖ YA ‖ YB ‖ YC ‖ TA ‖ TB ‖ TC) (49)

KC = H(ZC ‖ YA ‖ YB ‖ YC ‖ TA ‖ TB ‖ TC) (50)

5.2 Protool Seurity Analysis

Known session key seurity. The session key of our protool varies with ev-

ery protool run sine it is established aording to the values of the protool

entities' ephemeral private keys (rA, rB and rC) in the spei� session. Hene,

the knowledge of previous session keys do not allow the adversary to derive

any future session keys.

Perfet forward serey. Suppose that the entire long term private keys sA,

sB and sC have been dislosed to the adversary. In addition, assume that

the adversary has also obtained some previous session keys established by

the protool entities. However, the adversary is unable to derive any other

previously established session keys as derived in Eqs. (48) (49) and (50)

sine he does not possess the ephemeral private keys used in those partiular

protool runs.

Key-Compromise Impersonation Resiliene. Suppose that the long term

private key sA has been ompromised and the adversary wishes to imper-

sonate B in order to establish a session with A. However, he is unable to

ompute SigB(MB) sine he is unable to forge the signature on behalf of

B. Even if the adversary is able to ounterfeit B's signature and broadast

the message in Eq. (37) to A and C, he still annot ompute the tripartite

session key as he does not know sB, whih is required to alulate ZB in

Eq. (46). Now, the adversary wants to make use of sA to derive the shared

seret by omputing ZA (whih is equivalent to ZB) in Eq. (45). However,

again, he fails as he does not have the knowledge of rA. Suppose that the

adversary then wishes to guess rA or sB in a random manner so as to derive



the session key, his probability to sueed is only

1
q
, whih is negligible as

q is often hosen to be extremely large (≥ 256 bits). Generally, the same

situation would result when the long term key sB or sC is ompromised as

our enhaned protool is symmetri. Hene, our enhaned protool is able

to withstand the KCI attak under any irumstanes.

Insider Impersonation Resiliene. Although an insider attaker, who wishes

to impersonate B, ould ompute the session key by using the legal method,

he ould not forge the signature on behalf of B. Even if the maliious insider

replays any of B's previous messages, the partiipated entities would rejet

the message as the �rst veri�ation proess would fail sine the timestamp

whih the legal entity reeived would be out of bound of the aeptable time

interval. Hene, as long as B's signature is not able to be forged and the

timestamp has not been modi�ed by the insider attaker, our protool is

immune to the insider impersonation attak.

Outsider Impersonation Resiliene. Suppose that an outsider attaker is

able to forge A's signature by some means and he attempts to impersonate

A in a ommuniation run with B and C. With the additional veri�ation

proess introdued in our enhanement sheme (Eqs. (39), (40) and (41)),

the adversary an no longer impose his outsider impersonation attak as de-

sribed in Set. 4.2. For instane, if the adversary broadasts the forged value

X ′′

A as omputed in Eq. (27), the legitimate entities would have deteted the

ounterfeit by verifying Eq. (39) unsuessfully. Suppose that the adversary

now wishes to guess A's long term private key randomly so as to derive the

shared seret, his probability of suess is only

1
q
whih is again deemed negli-

gible. Hene, even though forgability of the signature is a strong assumption,

as long as A's long term private key is kept seret from the adversary, our

protool is able to withstand the outsider impersonation attak.

Unknown Key-Share Resiliene. In our enhanement sheme, the identities

of the ommuniating parties have been inluded in the signed message of

MA, MB and MC . This signi�antly prevents the attaker from launhing

the unknown key-share attak in various ways on our improved protool.

With this, a stronger sense of authentiation an be ahieved expliitly.

Key Control Resiliene. Apparently in our protool, no single protool par-

tiipant ould fore the session key to a predetermined or predited value

sine the session key of our protool is derived by using the long term and

ephemeral private keys of all the protool partiipants, as well as their or-

responding timestamps employed in that partiular session.

6 Conlusion

Tso et al's IDNIKS is impratial sine a non-interative sheme for three or

more parties annot resist the KCI attak and the insider impersonation attak

under any irumstanes. Furthermore, we have also pointed out the demerits

of their IDNIKS-based tripartite appliation sheme by launhing several im-

personation attaks in this paper. Based on these defets, we have proposed



our improved tripartite authentiated key agreement sheme whih inludes an

extra timestamp and the ommuniating entities' identities in the broadasted

messages during the key exhange stage. In addition, we have also introdued a

two-stage veri�ation proess before the session key omputation stage in order

to authentiate the reeived messages and prevents all kinds of impersonation

attaks. More signi�antly, we have arried out a detailed seurity analysis to

srutinize our enhaned sheme heuristially. In a nutshell, we have proven our

enhaned one-round ID-based tripartite authentiated key agreement protool

to be seure against various ryptographi attaks, while preserving the desired

seurity attributes of a key agreement protool.
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