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each other. The security and the computational efficiency of the schemes
are also anayzed.

Keywords: 1D based cryptography, multi-designated verifier, bilinear
pairing, hash functions.

1. Introduction

Jakobsson et a [3] introduced the concept of designated verifier signatures (DVS) at
Eurocrypt’1996. These signatures unlike the other digital signatures do not provide
non-repudiation which is the main property of ordinary digital signatures. Such
signatures are intended to a specific and unique designated verifier, who is the only
one able to check their validity. The designated verifier is not able to convince the
third person that the signatures are valid as he himself is able to produce the
indistinguishable signatures. Saeednia, Kreme and Markotwich [7] introduced the
concept of Strong Designated Verifier Signatures (SDVS) in 2003, which forces the
designated verifier to use his secret key at the time of verification.

Desmedt [2], raised the problem of generalizing the designated verifier schemeto a
specific set of different verifiers. This primitive is known as Multi-Designated
Verifier Signature (MDVS). The validity of such signatures can only be checked by
specified number of designated verifiers. Bi-designated schemes are formed when the
number of designated verifiers is limited to two. The first Strong Bi-Designated
verifier (SBDV'S) scheme based on bilinear maps was proposed by Laguillaumie and
Vergnaud in 2004.

In this paper we propose eight new Identity based strong bi-designated verifier
signature (ID-SBDV'S) schemes. All these schemes are based on [1, 4, 5, 6, 7, 8] but
one of the scheme is new. In MDVS, a verifier uses the identity of the other
designated verifiers to verify the signatures. In our schemes, the two designated
verifiers may be unknown to each other. However, using the information provided
with signatures and his own public key, the designated verifier may know the public
key of the other verifier.



The rest of the paper is organized as follows: in section 2, we describe background
concepts of bilinear parings and some related problems. Section 3 presents the model
for our ID-SBDVS schemes. In section 4, we describe the proposed ID-SBDVS
schemes. Section 5, presents the computational aspects of the schemes and section 6
gives the security analysis of the schemes. Finally we conclude the paper in section 7.

2. Background Concepts
In this section, we briefly review the concepts of bilinear pairings and some related
mathematical problems.

2.1 Bilinear pairings

Let G; be a group of order a large prime number g and G, be a multiplicative
subgroup of a finite field F of same order and P be a generator of G;. A map
e G;x G, Gyiscalled abilinear map if it has the following properties:

Bilinearity: e(aP,bQ)=¢e(P,Q)* VP,Q € G,anda, b € Z,.

Non-degeneracy. 3 P, Q € Gy, suchthat e (P, Q) # 1, theidentity of G..
Computability: V P, Q € G; thereis an efficient algorithm to compute e (P, Q).

Such pairings may be obtained by suitable modification in the Weil-pairing or the
Tate-pairing on an elliptic curve defined over afinite field.

2.2 Computational problems

Here we present some computational hard problems, which form the basic security of
our schemes.

Discrete Logarithm Problem (DLP): Given Q € Gy, find an integer a € Z,, such
that Q = aP, Pisagenerator of G;.

Decisional Diffie-Hellman Problem (DDHP): Given P, aP, bP, cP, for (unknown)
a, b, c e Z;, decide whether c = ab mod q.

Computational Diffie-Hellman Problem (CDHP): Given P, aP, bP, for (unknown)
a b e Z,, compute abP

Bilinear DiffieeHellman Problem (BDHP): Given P, aP, bP, cP, for (unknown)
a b, ce Z,, compute &P, P)**.

Gap Diffie-Hellman Problem (GDHP): A class of problems, where DDHP can be
solved in polynomia time but no probabilistic agorithm exists which can solve
CDHP in polynomial time.

3. Modd for the proposed | D-SBDV S schemes

In this section we define the concept of a strong bi-designated verifier signature and
list the various phases through which it is generated and state the properties that such
aschemeis expected to have.

An ID-SBDVS has three users Alice (A), Bob (B) and Cindy (C) aong with a key
generating centre (KGC). KGC generates secret key of the user using user’s public
key and his own secret key. Using her secret key and public keys of B and C, A
generates a signature on a message ‘m’. Using her secret key and the public keys of A



and C, the user B can verify the signature. Similarly, C can verify the validity of the

signatures.

Each of the proposed identity based strong bi-designated verifier signature scheme

(ID-SBDVS) has five phases described as follows:

e Setup: Given security parameter k, this algorithm outputs the public parameters.

e Key generation: Given a user identity and the public parameters, this algorithm
computes secret key of the user.

e Signature generation: On receiving the message ‘m’, the secret key of the signer
and the public keys of the designated verifiers, this algorithm computes the bi-
designated signature ‘ o> on message ‘m’.

e Signature verification: On receiving the message signature pair (m, o) and the
secret of the designated verifiers, this agorithm tests whether “ o isvalid or not.

e Simulation: On receiving secret key of the designated verifiers and the public key
of the signer, this agorithm simulates the signature designated to the designated
verifiers such that it satisfies the verification process.

An ID-SBDV S scheme must satisfy the following properties:

e Correctness. A properly formed ID-SBDVS is accepted by the verifying
algorithm.

e Unforgeability: It is computationally infeasible to construct a valid ID-SBDVS
without the knowledge of the secret key of either the signer or those of the two
designated verifiers.

e Source hiding: Given a message ‘m’ and ID-SBDVS on ‘nv’, it is infeasible to
determine who from the origina signer or the designated verifiers performed the
signature, even if one knows all the secret keys.

e Non-delegatability: Given any derivative of the secret key of the signer it is
infeasible to construct avalid ID-SBDVS.

4. | dentity Based Strong Bi-Designated Verifier Signature Schemes

In this section we propose eight new |D-based strong bi-designated verifier signature
(ID-SBDV'S) schemes. We also give the reviews of the schemes on which we base our
schemes. In our schemes we have assumed A as the original signer and B and C as the
two designated verifiers.

4.11D-SBDV S based on L aguillaumie and Vergnaud’s scheme

Laguillaumie and Vergnaud [5] proposed the first strong bi-designated verifier

signature scheme based on bilinear pairings. The review of the schemeisasfollows:

e Setup: (g, Gy, Gy, €, P, H) isthe output of this phase where G; is an additive group
of aprime order g, G, isamultiplicative group of same order g, € G;1xG;—~> G, is
a binear pairing, P is the generator of G; and H: {0, 1}* xG,—>G; is a hash
function

e Key generation: Each user picks a random member ueZq* and computes public
key P,=uP and retains ‘U’ as his secret key.




Signature generation: Given amessagem {01}, A picks two random integers
ri, rzeZq* Computes U; = Pg + P, U, = e (Pg, Po)®, Uz = H(m, U,"2), Us= 1P,
V =a'(Us;—r; Uy), The signature on message ‘m’ isthetriple o = (r2, Us, V).
Signature verification: Given (m,o) and the identity of the other designated
verifier C, B computes U, = e (Pa, Pc)b, Uz =H(m, U, f2 ) and accepts the signature
iff e(V, Pa) &U4, Uy) = Uz, P). Similarly, C can verify the signatures.

Now, we introduce the concept of identity in the above scheme to form our first ID-

SBDVS scheme.

Proposed scheme

1. Setup: Given security parameter k € N, this phase produces public parameters (q,

Gy, G, € P, Py, H1, Ho) where g, G, G, e and P are defined as above, Py, = SP
(seZ, is a randomly chosen secret key of the KGC), Hy:{0,1} —Z, and
H,:{0,1} x G, = Z, arethe hash functions.

Key Generation: For a user U with identity 1Dy this phase generates public key
Qipu = H1(IDy) and secret key S,pu = s.Qipu.P and communicates this secret key
to the user in a secure manner.

Signature generation: Given secret key Spa of the signer A, message ‘m’ and
the public keys Qpa, Qips and Q,pc of the signer A, the two designated verifiers B
and C and, this phase computes the signature o as follows:

By choosing random numbers (r,r,) € Zq* the signer A computes

U1 = Qios + Qioc, Uz = &(Sipa, P) 220, U= Hy(m, U, 2 ),

Us=r1.Qipa.P,V =Spa (Uz— 11 Uy).

Alice sends (m, o) as the signatures on message ‘m’ to the designated verifiers
Baob and Cindy where o = (rp, Uy, Ug, V).

Signature verification: On receiving (m, o), the designated verifier B first
computes the public key of the other designated verifier C from U; and then
computes

Z,=€(Spg, P) %0 | Zy = Hy(m, Z,72).

He accepts the signatures iff e(V, P) 2°® e(Uy, Sips) ”* = &(Sios, P) 229

But if the verification procedure fails then either B is not the designated verifier or
o isnot correct.

Similarly, on receiving (m, o ) the designated verifier C computes the public key
of the other designated verifier B with the help of U; and then computes

Z, = €(Sinc, P) 9%, Z; = Hy(m, Z; *) and accepts the signature iff
eV, P) Qe €(Us4, Sipc) Uiz &Soc, P) Z3 Qipa



5. Correctness. The following equation gives the correctness of the verification for

the designated verifier B.

e(V, P) %* Uy, Spe)
= €&(Spa(Us—r1U1) , Qps.P) &U1.r Qipa P, Sps)
= eU3 QpaP—r1U1Qipa P, Sps) &(r1 U1 Qipa P, Sps)

— e(leB, P) Z3Qipa )

Similar correctness equation can also be given for the verifier C asfollows:

eV, P) % e(Us, Sipc)
=€(Spa(Uz—r1U1), Qipc.P) &U1.r1 Qpoa P, Soc)
=&(U3 QpaP—r1U1Qipa P, Sic) €1 U1 Qipa P, Sioe)

- e(SIDC. P) Z3Qipa )

Simulation: The designated verifier B (and C) cannot prove to third party that the
signature o has been produced by the signer A, as B (and C) can also produce the
signatures’ in the following way: .

Bob chooses random numbersty,t,€ Z, computes

U; = Qioa + Qioc , U, =&(Sps, P) QoaQuoc Uy =Ho(m, U}, ),

U}, =t1.Qioe-P, V' =Spe(Uj-tiU)).

o'=(t, U, , U, V') isthe simulated signatures produced by B on message ‘m’
which can be verified by A and C. Similarly, Cindy can simulate the signatures to
be verified by A and B.

4.2 |D-SBDV S based on Kumar, Saxena and Shailaja’s scheme

The review of Kumar’s ID based strong designated verifier signature scheme is as
follows:

Setup: Except the hash functions H; and H, all settings are same as in proposed
scheme in section 4.1. The hash functions are defined hereinto G, and not in Z, .
Key generation: Given an identity IDy of a user U, this phase generates
Qou = Hy(IDy) as the public key of the user. Further, KGC computes Spy =
sHi(IDy) as the secret key of the user and communicates through the secure
channel.

Signature generation: To generate signature on the message m which can be
verified by the user B. The signer A chooses three random numbers ry, rp, rz€ Zq*
and computes

U1 =r1Qips, U2=12Qipa, Uz =T13U1,V =r13H + rl_lsIDA

whereH = H2(m, e(r2Q|DB, S|DA))S| gner A sends (Ul, U,, Us, V) to the des gnated
verifier B.

Signature verification: On receiving (U, Uy, U, V) the designated verifier B
computes H = Hy(m, e(U, ,Sips)). B accepts the signature iff

e(Ul ,V) = e(U3 ,H) e(SIDB ) QlDA)-



We now, use the above scheme to form our second | D-SBDV S scheme.

Proposed scheme

1.

Setup: Except Hy: {0, 1}7 = Z; and H,:{0,1} x G, = G; all the other settings
are same as the proposed schemein section 4.1.

Key Generation: Same as scheme proposed in section 4.1.

Signature generation: To generate signature on the message m which can be
verified by the designated verifiers B and C, the signer A chooses three random
NUMDbErS rq, I, I3€ Zq* and computes

X = QipeQipc, U1 = 11.X.P, U2 =12Qpa.P, Us = 13Uy,

V =r3H + 117'Sppa , Where H = Ho(m, e(P, Sipa) ).

A sends o= (X, Uy, Uy Uz V) to the designated verifiers B and C as the
signature on the message ‘m’.

Signature verification: On receiving (m, o), the designated verifier B computes

QIDC = QIDB_l X andH = Hz(m, e(U2 ’SIDB) Qioc )

B accepts the signature iff e(U; V) = &(Us H) &Sps , P) 2+ 0c .
Similarly, C can check the validity of the signatures.

Correctness: The following equation gives the correctness of the scheme for B.
e(Uy, V)

= e(r.X.P, rsH + 1 'Spa)

= e(r1rs Qips.Qioc.P, H) e(s_l Qipe-Qioc-P, Qipa-P)

- e(U3, H) e(SIDB , P) Qipa-Qinc )
Similar correctness equation can also be given for C.

Simulation: The designated verifier produces the simulated signature o’ inthe
following way: B choosesty, t,, t;€ Z, and computes

X"= QipaQipc, U] = t2. X'P, U, = t,Qpe.P, U = t3U;, V'= t3H'+ t,"Sos
where H' = Ha(m, &P, Sps)?). o'= (X', U}, U,, U,, V') is the smulated
signatures produced by B. Similarly, C can simulate the signatures.

4.3 1D-SBDV S based on Saeednia, Kreme and M arkotwich’s scheme

The strong designated verifier signature scheme of Saeednia’ et a [7] works as
follows:

Setup: A large prime p, a prime factor (p-1), a generator ge Zq* of order gand a
one way hash function h are assumed to be some common parameters initially
shared between the users.



Key generation: Each user ‘i’ chooses a secret key x; € Zgand the corresponding
public key y; = g™ mod p is made public.
Signature generation: To sign a message m for B, A selects two random

numbers ry,r,€ Z, and computes U; =y, “mod p, Uz = h(m, Uy), V =111 — Uz X,
mod g. A sends (r,, Uy, V) to B as signature on the message m.
Signature verification: B accepts (r;,U,, V) asthe signature on ‘m’ iff

h(m,(g"y."?) 2 mod p) = U,

Based on the above we propose third ID-SBDV S scheme as follows:

Proposed scheme:

1

Setup: Except Hy: {0,1}" > Gyand H,: {0,1} x G,—>Z, rest of the settings are
same as the proposed scheme in section 4.1

Key Generation: Same as review schemein section 4.2.

Signature generation: A chooses two random numbersry,r, e Zq* and computes
X = Qips + Qioc, U1 =12.P, Up = &(Uy, X), Uz = Ho(m, Uy), V =11 Uy — Us.Spa
Hesends o = (ry, X, Uy, Uy, Ug, V) as signature on message ‘m’ to B and C.

Signature verification: On receiving (m, o), B first computes Qpc (from X)
and Uz = Hy(m, U,), then he accepts the signature iff

[&(V, Qios) &Qioa, Sos) * 1" €(U1, Qinc)= U2
Similarly, C can check the validity of signatures by using his secret key.

Correctness: The following equation gives the correctness of the scheme for B.

[&(V, Qios) &Qioa, Sos) * 1 " &(U1, Qinc)
= [e(r™" U1 — Us.Sipa, Qios) €(U3.Sioa , Qios)] * €(U1, Qinc)

&(ry*U1, Qios) " €Uy, Qinc)
= e&(Uy, Qs + Qinc)
= e(Ul’ X)
= U2
Similar correctness equation can also be given for C.

Simulation: The signature o can be simulated by B in the following way:
B chooses two random numbersty, t, € Zq* and computes

X'=Qppat Qpc, Uy =t,.P, U, =¢(U],X"),

U%=Hy(m, U}), V'=t," U —U,Sps

o'= (t,X",U;,U,, U;, V') is the simulated signature on the message ‘m’.
C can aso produce the simulated signatures.



4.4 1D-SBDV S based on K. G. Pater son’s scheme

K.G.Paterson’s [6] ID based signatures on €lliptic curves works as follows:

Setup: Except the hash functions Hi:{0,1}" —> G, H, : {01} — Z,
Hs: Gy — Z, al the other settings are same as in the proposed scheme in section
41.

Key generation: Same asreview schemein section 4.2.

Signature generation: To sign a message user A chooses a random number
reZ, and computesU =P, V =" [Hy(m).P + H3(U).Sipa]. The pair (U, V) isthe
signature on message ‘n’.

Signature verification: On receiving (U, V) the verifier B accepts the signature

iff (U, V) = (P, P) "™ e(Pyy, Qipa) M

Now, we add the concept of strong bi-designated verifier to the above scheme to form
our forth ID-SBDVPS scheme.

Proposed scheme:

1

Setup: In this phase only two hash functions H; : {0,1}" = Zjand H,: G, > Z,
are used and rest of the settings are same as in the review scheme.

Key Generation: Same as proposed schemein section 4.1.

Signature generation: A chooses arandom number re Z, and computes
X = Qipe-Qioc , U = 1.X.P, V = r'[Hy(m).P + Hy(U).Spa].
A sends 0 = (X, U, V) toB and C asthe signatures on message ‘m’.

Signature verification: On receiving (m, ¢ ), B first computes Q,pc = Qms’l X

and accepts the signature iff (U, V) = e(P, P) X ":(™ g(Spg, P) Ao Qect()
Similarly, C can check the trueness of the signatures by using his secret key.

Correctness: The following equation gives the correctness of the schemefor B .
eU, V)

=e(r.X.P, Hiy(m) P+ Hy(U) Spa)

- e(P P) X Hy(m) e(SIDB P) QipaQipcH2 (V)
Similar correctness equation can also be given for C.

Simulation: The signature o , can be simulated by B in the following way:

B chooses arandom numberste Z, and computes

X'=QpaQpc, U'=t. X".P, V' =t Hy(m).P+ Hy(U").Spg].

The ssimulated signature o' = (X', U’, V") satisfies the verification process. C can
also produce the simulated signatures satisfying the verification process.



4.51D-SBDV S based on Cha and Cheon’s scheme

Chaand Cheon’s[1] ID based signature scheme works as follows:

Setup: Except the hash functions Hy : {0,1}° = Gy, H,: {0,1} x G, Z,all the
other system parameters (d, Gy, G, P, Py, €) are same as scheme proposed in
section 4.1.

Key generation: Same asreview schemein section 4.2.

Signature generation: To sign a message user A chooses a random number
re [2, q-l] and Computes U]_ =r QIDA; U2 = Hz(m, U]_), V= (r + U2) SIDA- (Ul, V)
is the signature on message ‘n’.

Signature verification: Onreceiving (U1, V) the verifier B computes

U, =Hy(m, Uy), W=U; + U, Qpa and accepts the signature iff

&P, V) = &(Poup , W)

Proposed scheme:

1. Setup and Key Generation: Same as proposed scheme in section 4.1.

2. Signaturegeneration: A chooses arandom number re Z, and computes

X = Qipg Qioc, U1 =1.Qipa P, Uz = Ho(m, &P, Spa) ™), V = (r + Uy) Sipa
A sends 0 = (X, Uy, V) asthe signature on message ‘m’ to B and C.

Signature verification: On receiving (m,o ), B first computes Qpc = Q,DB'1 X
U, = Ha(m, &(Sips , U1) @°¢ ), and accepts the signature iff

e(P, V) % = &(Sipg, U1 + Uz Qioa P).
Similarly, C can check the trueness of the signatures by using his secret key.

Correctness: The following equation gives the correctness of the scheme for B.
e(P, V) Qips

= (P, (r + Up) Spa) **
=e(s' Qs P, r Qipa P+ U:QipaP)
=€(Sps, U1 + U2 Qipa P)
Similar correctness equation can also be given for C.

Simulation: The signature o can be ssmulated by B in the following way:
B chooses arandom numberste Z, and computes

X"=Qipa Qioe, Ui=t.QipsP, U’ =Hy(m, &P, Soe)'™), V'=(t+ U%) Sis
o'= (X",U],V") is the simulated signature on message ‘m’ satisfying the
verification process. C can aso produce the simulated signatures satisfying the
verification process in the similar way.



4.6 1D-SBDVSbased on Y. Zheng’s Short Signatur e scheme |

The review of Zheng’s [8] shortened form | of digital signature standard (DSS) is as
follows:

Setup: A large prime p, a prime factor p-1 , a generator ge Z, of order g and a
one way hash function h are assumed to be some common parameters initially
shared between the users.

Key generation: Each user i chooses a secret key x; € Z, and the corresponding
public key y; = g™ mod p is made public.

Signature generation: The signer A choosesre([1,....p-1]. Computes

Ui =g mod p, U, =h(m, Uy), V =1 (1 + x..Uy) " mod g.

(Uy, V) isthe signature on message ‘n’

Signature verification: On receiving (U,, V) the verifier B computes

U = (ya"2 g)" mod p, U’ =h(m, U;) and accepts the signature iff U, = U,

Now, we add the concept of identity and strong bi-designated verifier to the above
scheme to form our sixth ID-SBDV PS scheme.

Proposed scheme:

1. Setup and key generation: Same as proposed scheme in section 4.1.

2. Signaturegeneration: A chooses arandom number re Z, and computes

X = Qipg Qioc, Us = &P, P) ", Uy = Ha(m, Uy)
Us=r.Qpa.P,V =-r(P+ U, Spa) ,
A sends o = (X, Uy, Uy, U3, V) asthe signature on message ‘m’ to B and C.

Signature verification: On receiving (m, o), B first computes Qpc = Qps™* X
accepts the signature as valid signature on message ‘m’ iff

eV, P)* e(Us, SIDB)UZQIDC =U;

Correctness: The following eguation gives the correctness of the scheme for B.

e(Vl P)X e(U3! SDB)UZQIDC
= e(-rP—rU; Spa, X.P) &(r U2 Qipa P, Sips Qinc)
= e(-rPf rUZ SIDA , XP) e(r U2 SIDA , XP)
=e(P,P) "
= Ul
Similar correctness equation can also be given for C.

Simulation: To simulate the signatures B chooseste Z, and computes
X'=QipaQioc, Up=e(P, P) X', U, =Hym, U}),
U3=tQps.P, V'=-t (P+U] Sps)

10



o'=(X",U3,U;, U5, V') isthe smulated signature on message ‘m’ satisfying
the verification process. C can also produce the simulated signatures satisfying
the verification processin the similar way.

4.71D-SBDVSbased on Y. Zheng’s Short Signature schemel|

Zheng’9 8] shortened form Il of digital signature standard (DSS) works as follows:

e Setup: A large prime p, a prime factor p-1, a generator g Z, of order g and a
one way hash function h are assumed to be some common parameters initially
shared between the users.

e Key generation: Each user i chooses a secret key x; € Z, and the corresponding

public key y; = g™ mod p is made public.

e Signaturegeneration: Thesigner A choosesre[1,....p-1]. Computes
U, =g mod p, U, = h(m, Uy), V = (U, + x2) *mod q.
(Uy, V) isthe signature on message ‘n’.

e Signatureverification: Onreceiving (r, s) the verifier B computes

ui= (yag"2)" mod p, U’ =h(m, U;) and accepts the signature iff U, = U,

Now, we add the concept of identity and strong bi-designated verifier to the above
scheme to form our sixth ID-SBDVPS scheme.

Proposed scheme:
1. Setup and key generation: Same as proposed scheme in section 4.1.

2. Signature generation: A chooses arandom number re Z, and computes
X = Qips Qioc, U1 = &(P, P)™*, U, = Hy(m, Uy) , U3 = U; Y2,
U4 = r.Q|DA.P, V=-r (UZP + SIDA) )
A sends o = (X, Us, Uy, V) asthe signature on message ‘m’ to B and C.

3. Signature verification: On receiving (m, o), B first computes Qpc = Qg™ X

and accepts the signature iff e(V, P)* e(Us, Spg) °° = Us.
Similarly, C checks the validity of the signatures by using his secret key.

4. Correctness: The following equation gives the correctness of the scheme for B.

&V, PY* &(Us, Sipg)
=¢(-rU2P—rSpa, X P) &r Qipa P, Spe Qinc)
=e(-rU, P—r Spa, Qipe Qioc P) & Spa, Qi Qioc P)
=[e(P, )"
= U3

Similar correctness equation can also be given for C.

11



Simulation: To simulate the signatures B chooses te Zq* and computes
X"=QipaQioc, U=¢(P, P) - U, =Hy(m, Uj), Uz= Uiué ,

U,=tQpe.P, V' =-t(U,.P+ Sppg).

o'=(X",U5,U},V") isthe simulated signature on message ‘m’ produced by B.
C can a'so produce the simulated signatures

4.8 A new | D-SBDVS scheme

In this section we propose a new ID-SBDV S scheme, which is independent of any of
the above schemes.

Proposed scheme:

1.

2.

3.

Setup: Except the hash functions H; :{0,1}" = Z; and H,: {0,1}" x G, = Z,
therest of the settings are same as proposed scheme 4.1.
Key Generation: Same as proposed scheme in section 4.1

Signature generation: A chooses a random number re Zq* and computes
X =Qips Qioe, U =1 2 X.P,V =1. Hy(m, U). Spa.
Alicesends 0 = (X, U, V) as the signature on message ‘m’ to B and C.

Signature verification: On receiving (m, o), B first computes Qpc = Qs X
and accepts the signature as valid signature on message ‘m’ iff

e(U, V) = e(P, Sipg) * "™,
Similarly, C can check the validity of the signatures.

Correctness: The following eguation gives the correctness of the scheme for B.

&U, V)
=e(r "X P, 1. Hy(m, U). Sppa)

=er Qipg Qoc P, 1. Hx(m, U). Spa)

QipaQipcH2(mU
= e(P, Sps) ey
Similar correctness equation can also be given for C.

Simulation: To simulate the signatures B chooseste Zq* and computes
X"=QpaQioc, U'=t* X'P, V'=tHym, U’). Sps.

o'=(X",U",V") isthesimulated signature on message ‘m’ satisfying the
verification process. C can aso produce the simulated signatures satisfying the
verification processin the similar way.

5. Computational aspects:

We observe that the formation of the proposed schemes require the operations of the
hashing, multiplication, pairing evaluation, exponentiation and taking the inverse. In
this section, we compare the proposed eight schemes discussed above by counting the
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number of the hash, multiplication, exponentiation, pairing and inverse required in
signature generation and signature verification in each scheme. The following table
gives the computational complexity of the schemes at a glance:

Signature Generation Signature Verification
Proposed Schemes

H M E P I H M E P I
4.1 1 5 1| - 1 2 51| 4 | -
4.2 1 9 1 1 1 1 2 2 4 1
4.3 1 3 - 1 1 - - 2 3 -
44 2 6 - - 1 2 4 2 3 1
4.5 1 5 1 1 - 1 3 2 3 1
4.6 1 6 1 1 - - 2 2 2 1
4.7 1 6 2 1 - - - 2 2 1
4.8 1 5 - - 1 1 2 1 2 1

Here H = Hash, M = Multiplication, E = Exponential, P = Pairing, | = Inverse.

Our new proposed scheme 4.8 requires least number of hashing and least numbers of
pairing evaluation. However, the scheme based on Saeednia et a (4.3) requires least
number of multiplications. The schemes 4.1, 4.2 require maximum number of pairing
evaluation (one for signature generation and four for signature verification).

6. Security analysis
In this section, we analyze the security of the proposed scheme.

6.1 Strongness

In each scheme the designated verifiers B (and C) has to use his secret key during
verification. Therefore, no one else except the designated verifiers can check the
validity of the signatures. Thus, our proposed schemes are strong bi-designated
verifier signature scheme.

6.2 Unfor geability

It is not possible to construct certain terms in the signature generation process
without the knowledge of either the secret key of the signer A or the two designated
verifiers B and C. Thus, the signature is unforgeable.

6.3 Non-delegatability

The construction of signature involves the secret key of the signer A. So, A cannot
delegate his signing capability to any third party without disclosing her secret. Thus,
our schemes are non- delegatable.
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7.

6.4 Sour ce hiding

Even knowing the secrets of the original signer A and the two designated verifiers B
and C, third party cannot identify whose secret key is used in the signing process as
the third party does not have any information about the random number used during
the signing process.

6.5 Non-transfer ability privacy
The designated verifiers B and C cannot prove to a third party that the signature on
message is produced by A asthey are also able to simulate the signature.

Conclusion

In this paper we proposed eight new ldentity based strong bi-designated verifier
signature schemes in which no one except the two designated verifiers can check the
validity of the signatures. The schemes are useful in the situations where the
designated signatures are to verifiable by two verifiers only. Out of the eight scheme
described here the scheme 4.8 is computationally most efficient.
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