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Abstract

Restrictive partially blind signature (RPBS) plays an important role in designing secure elec-
tronic cash system. Very recently, Wang, Tang and Li proposed a new ID-based restrictive partially
blind signature (ID-RPBS) and gave the security proof. In this paper, we present a cryptanalysis of
the scheme and show that the signature scheme does not satisfy the property of unforgeability as
claimed. More precisely, a user can forge a valid message-signature pair (ID, msg, info

′, σ′) in-
stead of the original one (ID, msg, info, σ), where info is the original common agreed information
and info

′ 6= info. Therefore, it will be much dangerous if Wang-Tang-Li’s ID-RPBS scheme is
applied to the off-line electronic cash system. For example, a bank is supposed to issue an electronic
coin (or bill) of $100 to a user, while the user can change the denomination of the coin (bill) to any
value, say $100, 000, 000, at his will.

Key words: Unforgeability, restrictive partially blind signature, ID-based cryptography, electronic
cash.

1 Introduction

Blind signatures, introduced by Chaum [1], allow a recipient to obtain a signature on message m without
revealing anything about the message to the signer. Blind signatures play an important role in plenty of
applications such as electronic voting, electronic cash schemes where anonymity is of great concern.

Restrictive blind signatures, firstly introduced by Brands [5], which allow a recipient to receive a
blind signature on a message not known to the signer but the choice of the message is restricted and
must conform to certain rules. Restrictive blind signature schemes have been important building blocks
in designing secure electronic cash systems [4, 7, 8].
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The concept of partially blind signatures was first introduced by Abe and Fujisaki [2] and allows
a signer to produce a blind signature on a message for a recipient and the signature explicitly includes
common agreed information which remains clearly visible despite the blinding process. This notion
overcomes some disadvantages of fully blind signatures such as the signer has no control over the at-
tributes except for those bound by the public key. There have some constructions of partially blind
signature schemes such as Huang-Chang’s partially blind signature scheme [13], and Cao-Lin-Xue’s
partially blind signature scheme [15]. However, both of them are proved not secure [14, 16].

Maitland and Boyd [9] first incorporated these two blind signatures and proposed a provably secure
restrictive partially blind signature scheme, which satisfies the partial blindness and restrictive blindness.
Their scheme followed the construction proposed by Abe and Okamoto [3] and used Brand’s restrictive
blind signature scheme. Chen et al. [6] proposed a new provably secure restrictive partially blind sig-
nature scheme from pairings. However, these schemes were constructed under the CA-based public key
systems.

Identity-based cryptography was first proposed by Shamir in 1985 [10], where the identity informa-
tion of a user serves as his public key. Identity-based cryptography can simplify certificate management
in traditional public key infrastructure. There are many identity-based cryptographic primitives pro-
posed after Shamir’s initial work. The first identity-based restrictive partially blind signature (ID-RPBS)
scheme was proposed by Chen, Zhang and Liu in [11]. Very recently, Wang, Tang and Li proposed
another ID-RPBS scheme in [12], which we call Wang-Tang-Li’s ID-RPBS scheme.

In this paper, we give a cryptanalysis of Wang-Tang-Li’s ID-RPBS scheme. We show that it does
not satisfy the property of unforgeability, i.e., a user can forge a signature with a different common
information without being known by the signer. Therefore, the scheme is broken and can not be used in
the electronic cash system.

The rest of the paper is organized as follows: The formal definition of the ID-RPBS is given in
Section 2. The Wang-Tang-Li’s ID-RPBS scheme is introduced in Section 3. In Section 4 we give a
cryptanalysis of Wang-Tang-Li’s scheme. Finally, conclusions will be made in Section 5.

2 ID-Based Restrictive Partially Blind Signature

The formal definition of ID-based restrictive partially blind signature was proposed by Chen et al. [11]
as follows:

Definition 1 An ID-based Restrictive Partially Blind Signature is a four-tuple (PG,KG,SG,SV).

• System Parameters Generation PG: On input a security parameter 1κ, outputs the common
system parameters Params and a master key s.

• Key Generation KG: On input Params and an identity information ID, outputs the private key
sk = SID.

• Signature Generation SG: Let U and S be two probabilistic interactive Turing machines and
each of them has a public input tape, a private random tape, a private work tape, a private output
tape, a public output tape, and input and output communication tapes. The random tape and the
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input tapes are read-only, and the output tapes are write-only. The private work tape is read-
write. Suppose info is agreed common information between U and S. The public input tape of U

contains ID and info, where ID is the signer’s identity. The public input tape of S contains info.
The private input tape of S contains sk, and that for U contains a message m which he knows a
representation with respect to some bases in Params. The lengths of info and m are polynomial
to κ. U and S engage in the signature issuing protocol and stop in polynomial-time. When they
stop, the public output of S contains either completed or not-completed. If it is completed, the
private output tape of U contains either ⊥ or (ID, info,m, σ).

• Signature Verification SV: On input (ID, info,m, σ) and outputs either accept or reject.

There are also formal definition for “completeness”, “Restrictiveness”, “ Partial Blindness” and “Un-
forgeability”. Here we only review the definition of “Unforgeability” for an ID-RPBS scheme, referring
to [9].

Definition 2 (Unforgeability) Let S be an honest signer that follows the signature issuing protocol. Let
A play the following game in the presence of an independent umpire.

1. (Params, s)← PG(1κ).

2. A engages in the signature issuing protocol with S in a concurrent and interleaving way. Each time,
the umpire computes SID ← KG(Params, s, ID) with ID the signer’s identity. The umpire
places SID and a common info, agreed between S and A, on the proper input tapes of S .

For each info, let linfo be the number of executions of the signature issuing protocol where S
outputs completed and info is on its output tapes. (For info that has never appeared on the private
output tape of S , define linfo = 0.)

A outputs a single piece of common information, info, and linfo + 1 signatures (ID, info,msg1;σ1),
· · · , (ID, info,msglinfo+1;σlinfo+1).

A partially blind signature scheme is unforgeable if, for any probabilistic polynomial-time algorithm
A that plays the above game, the probability that the output of A satisfies SV(ID, info,msgj, σj) =

accept for j = 1, 2, · · · , linfo + 1 is at most 1/kc where k > k0, for some bound k0 and some constant
c > 0. The probability is taken over the coin flips of PG,A and S .

3 Wang-Tang-Li’s ID-RPBS Scheme

Let G1 and G2 be two groups with prime order p of size κ and let e be a bilinear map such that e :

G1 ×G1 → G2.

System Parameter GenerationPG: PKG chooses s ∈R Z
∗

q , P ∈ G1, and compute Ppub = sP . Let
H0 : {0, 1}∗ → G1, H1 : {0, 1}∗ → Z

∗

q , H2 : {0, 1}∗ × G1 × Z
∗

q
3 → Z

∗

q be cryptographic hash
functions. Then the master key is s and the public parameters are para = {κ,G1, G2, e, q, P, Ppub,
H0,H1,H2}.
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Key GenerationKG: The signer submits his identity information ID to PKG, and PKG computes
QID = H0(ID) and return SID = sQID as the signer’s private key.

Signature GenerationSG: Let A1 ∈ G1 be the message to be blindly signed. Let g = e(P,QID), and
h = e(Ppub, QID). Let info denote the common agreed information between the signer and the
requestor.

(1) The signer chooses W ∈R G1 and computes a′ = e(P,W ), b′ = e(A1,W ) and z′ =

e(A1, SID). The signer sends (a′, b′, z′) to the requestor.

(2) The requestor chooses (u, v, α, β) ∈R Z
∗

q
4 and computes A = αA1 + βP , A′ = e(A,QID),

z = z′αhβ , a = a′ugv , b = a′uβb′uαA′v and c = H2(info, A, z, a, b). The requestor sends
c′ ≡ c/u mod q to the signer.

(3) The signer responds with S ′ = W + c′SIDH1(info).

(4) The requestor checks whether e(P, S ′) = a′hc′H1(info) and e(A1, S
′) = b′z′c

′H1(info). If yes,
he computes S = uS ′ + vQID.

The signer with identity ID outputs σ = (z, a, b, S) as a signature of (A, info).

Signature VerificationSV: Given (ID,A, info, σ) with σ = (z, a, b, S), the verifier computes c =

H2(info, A, z, a, b). If e(P, S) = ahcH1(info) and e(A,S) = bzcH1(info), the verifier accepts
σ = (A, info, σ) as a valid signature from signer ID.

4 Cryptanalysis of Wang-Tang-Li’s ID-RPBS Scheme

In this section, we present an attack to show that Wang-Tang-Li’s ID-based restrictive partially blind sig-
nature scheme does not satisfy the property of “unforeability”. In this attack, the adversary will substitute
a new ĩnfo for the original common agreed info, hence resulting in a valid signature (ID,msg, ĩnfo, σ′)

which is supposed to be (ID,msg, info, σ).

Theorem 1 Wang-Tang-Li’s ID-based restrictive partially blind signature scheme is NOT secure against
the existential adaptive chosen-message-and identity-attacks under the CDHP assumption.

Proof. To prove that Wang-Tang-Li’s ID-RPBS Scheme does not satisfies “unforeability” property, we
will show there exists an adversary A who is able to win the game in Definition 2 with probability 1.

Now let us review the game between A and the signer S and an umpire, and see how A wins the
game.

• The umpire setups the system with master key s and public parameters Params.

• The adversary A queries S for a signature for (ID, info,M1), where ID is the identity informa-
tion of the signer, info the common agreed information, and M1 ∈ G1 is the message to be blindly
signed.

1. The umpire computes SID ← KG(Params, s, ID). He places SID and info on the proper
input tapes of S .
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2. S chooses W ∈R G1 and computes a′ = e(P,W ), b′ = e(M1,W ) and z′ = e(M1, SID). S
sends (a′, b′, z′) to A.

3. A chooses (u, v, α, β) ∈R Z
∗

q
4 and ĩnfo ∈ {0, 1}∗ with ĩnfo 6= info. A computes

– M = αM1 + βP ,

– M ′ = e(M,QID),

– z = z′αhβ ,

– a = a′ugv ,

– b = a′uβb′uαA′v ,

– c = H2(ĩnfo,M, z, a, b) instead of H2(info,M, z, a, b).

A sends c′ ≡ c ·H1(ĩnfo) · (u ·H1(info))−1 mod q to the signer.

4. S responds with S ′ = W + c′SIDH1(info).

5. A checks whether e(P, S ′) = a′hc′H1(ĩnfo) and e(M1, S
′) = b′z′c

′H1(ĩnfo). If yes, A com-
putes S = uS ′ + vQID.

• A outputs a tuple (ID, ĩnfo,M, σ) with σ = (z, a, b, S).

In the following we show that σ = (z, a, b, S) is a valid signature for ( ĩnfo,M) with l
ĩnfo

= 0.
In the game, note that c′ ≡ c ·H1(ĩnfo) · (u ·H1(info))−1 mod q, so we have

S′ = W + c′SIDH1(info) = W + c · u−1SIDH1(ĩnfo).

Consequently, e(P, S) = ahcH1(ĩnfo) and e(A,S) = bzcH1(ĩnfo) always hold. On the other hand,
since (ID,m, ĩnfo) is never queried before, i.e., l

ĩnfo
= 0, the adversary A wins the game with proba-

bility 1.
tu

In [12], Wang-Tang-Li’s ID-RPBS scheme is applied to an electronic cash system, where banks issue
electronic coins (bills) with help of Wang-Tang-Li’s ID-RPBS scheme. Now we show how dangerous it
is for Wang-Tang-Li’s ID-RPBS scheme without unforgeability to be used in an electronic cash system.

Suppose a user and a bank agrees with a common information for an electronic coin (bill), and the
common information info consists of expiry date and denomination of the coin (bill). More precisely,
let info = {2008.01.01, $100}. During the signing process the user can change the common
information into a different one, for instance, ĩnfo = {2010.12.31, $100, 000, 000}. The only thing
the user needs to do in the signing process is to compute

• c = H2(ĩnfo,M, z, a, b) instead of H2(info,M, z, a, b).

• c′ ≡ c ·H1(ĩnfo) · (u ·H1(info))−1 mod q instead of c′ ≡ c/u mod q.

The bank will never realize that the denomination of the coin (bill) has been changed into $ 100,000,000
and the expiry date has been prolonged by the user!
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5 Conclusion

In this paper, we give a cryptanalysis of Wang-Tang-Li’s ID-based restrictive partially blind signature
scheme [12]. We show that the scheme does not satisfy the property of unforgeability. Therefore, it will
suffer from the serious problems if the scheme is used in the electronic cash system .
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