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Abstract. Ring signature scheme is a cryptographic construct that en-
ables a signer to sign on behalf of a group of n different people such that
the verifier can only ensure someone in the group signed, but not exactly
whom. Ring signatures are utilized in many security applications.

It is tricky to deploy multi-user cryptographic construct due to the com-
plexity involved by certificates. Specifically, ring signatures working un-
der traditional public key infrastructure requires the transfer and ver-
ification of n certificates, making the scheme both space and time in-
efficient. On the other hand, the key-escrow problem of identity-based
solution makes the authenticity of the ring signature in question. This
paper studies ring signature in certificateless cryptography, one with nei-
ther certificate nor key-escrow.

Designing a certificateless ring signature scheme is not entirely trivial.
Many certificateless signatures require public key validity checking. In
the context of ring signatures, this means both the signer and the veri-
fier need to deal with the complexity in the verification of n public keys.
We propose the first certificateless ring signature scheme, without such
public key validity checking.
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1 Introduction

Ring signature was introduced by Rivest, Shamir, and Tauman [19]. Ring signa-
ture is a group oriented signature with privacy concerns: a user can anonymously
signs a message on behalf of a groups of spontaneously conscripted users includ-
ing the actual signer. Any verifier can be convinced that the message has been
signed by one of the members in this group, but the actual signer remains un-
known. In traditional public key ring signature, both of the signer and verifier
must obtain a copy of the user’s certificate and check the validity of the certificate
before checking the validity of the signature. Authentication of large numbers of
public keys which linearly dependent to the group’s size will greatly effect the
efficiency of the ring signature scheme.



2 Sherman S.M. Chow and Wun-She Yap

1.1 Applications of Ring Signatures

Ring signatures are utilized in many security applications. For example, a 2-user
ring signature with the verifier in the ring can be viewed as a designated-verifier
signature [16] that only the designate verifier can ensure its authenticity, which
in turns useful in anti-phishing solution.

In phishing attack, email recipients are lured by an legitimate-looking email
to a fraudulent website that appears to be an official one. As a consequence,
the victims are likely to leak their credentials to the attacker. One may con-
sider having all email digitally signed to avoid such attack. However, it requires
the deployment of public key infrastructure (PKI) and takes away the inherent
property of being repudiable from email. In using identity-based [22] designated-
verifier signature (e.g. [8]), both the designated-authenticity and the repudiabil-
ity are ensured, without PKI deployment [1].

1.2 Traditional and Identity-based Ring Signatures

Note that a single ring signature involves n-user, where n is the size of the
diversion group associated with a ring signature. Experiences told us that it
is tricky to deploy multi-user cryptographic construct in ubiquitous computing
environment due to the complexity involved by certificates.

Ring signatures working under traditional PKI requires the transfer and ver-
ification of n certificates, making the scheme both space and time inefficient.
On the other hand, the key-escrow problem of identity-based solution makes the
authenticity of the ring signature in question.

Survey of traditional and identity-based ring signatures can be found at [20]
and [10] respectively.

1.3 Certificateless Public Key Cryptography

Certificateless public key cryptography (CL-PKC) was formulated by Al-Riyami
and Paterson [2] in 2003 to fill the gap between traditional public key cryptogra-
phy (PKC) and identity-based cryptography [22] (ID-PKC). The basic concept
of CL-PKC is to generate a public/private key pair for a user by using a master
key of a Key Generation Center (KGC) with a random secret value selected by
the user. Thus, the CL-PKC can be seen as a model that is intermediate between
PKC and ID-PKC. Hence, CL-PKC achieves implicit certification (through the
ID) while does not suffer from the inherent key escrow problem in ID-PKC
(through the user public key).

Research on certificateless signature schemes have been very active of late, to
name some [2,5,7,13,14,17,23-25,27]. Sadly, most of these schemes are proved
insecure [2,5,13,14,17,24,25]. One of the reasons is that many schemes are lack
of a (good) security model that can capture the real world attack, and some
simply proposed without formal security proof.
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1.4 Possibility of Black-Box Generic Construction

Recently, a generic approach for building identity-based signature schemes with
additional properties (for example, blind signature) from traditional signature
schemes has been proposed [12]. However, as noted in [12] since ring signature
involves public key of users other than the signer, this approach is not applicable.
On the other hand, generic approach exists for building certificateless signa-
ture schemes [14]. Without delving into technicalities, the signature produced
is basically a concatenation of a traditional signature and an identity-based sig-
nature. Again, since more than one public keys are involved, we see no trivial
black-box construction of certificateless ring signature from traditional ring sig-
nature and identity-based one. Due to the anonymity properties, no one can tell
which secret keys are used in the respective signatures. It is entirely possible
that both keys may not constitute a valid certificateless key of the same user.

1.5 Owur Contributions

This paper studies ring signature in certificateless cryptography, one with nei-
ther certificate nor key-escrow. We propose the first certificateless ring signature
(CLRS), with detailed framework and security proofs.

This turns out to be more tricky than a simple combination of certificate-
less signature and ring signature one may consider. Note that most certificateless
signature schemes (for examples, [5,15,17,27]) require public key validity check-
ing, i.e. even the scheme is free from certificate, the verifier still needs to pay
computational effort to check if the purported public key is a valid one. A naive
solution simply means verification of n public key is necessary, which offers us
no advantage over PKI-based scheme. On the other hand, the signer should per-
form the same verification because any invalid public key rules out one possible
signer, and hence the anonymity is degraded. Being said, our first certificateless
ring signature scheme is free for such public key validity checking.

Our scheme can be seen as extending a recent ring signature scheme proposed
by Chow and Wong [11] and a recent certificateless signature scheme proposed
by Choi et al. [7]. It is provably secure against existential unforgeability un-
der chosen message and identity attack in the random oracle model, based on
the intractability of k-collision attack algorithm problem (k-CAA) and modified
inverse computational Diffie-Hellman problem.

1.6 Organization.

In Section 2, we review some preliminaries. In Section 3, we present the security
model for a CLRS scheme. Section 4 propose our concrete CLRS scheme and
prove its security. Finally, we give some concluding remarks in Section 5.
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2 Mathematical Settings

Let G; and G4 be two groups of order ¢ for some large prime ¢. Like Boneh and
Franklin [4], we make use of a bilinear map é(Gy, G1) — G2 between these two
groups. The map must satisfy the following properties:

1. Bilinear: We say that a map é(G1,G1) — Gs is bilinear if é(aP,bQ) =
é(P,Q)? for all P,Q € Gy.
2. Non-degenerate: For every @ there exists a P, so that é(P, Q) # 1g,-

3. Computable: There is an efficient algorithm to compute é(P, Q) for any
P,Q € G;.

A bilinear map satisfying the three properties above is said to be an admis-
sible bilinear map. Throughout the paper, we view G; as an additive group and
G2 as a multiplicative group.

Definition 1. The k-Collision Attack Algorithm (k—CAA) Problem in Gy is
defined as follows: For a fixed and known integer k, given a (2k + 2)-tuple
(t1,...,tg, P,Q = sP, #P, cee tkh_SP) € Z’; X GlerQ, output a pair (A, c) such
that A = ?151:’ where ¢ € Zy\{t1,...,tr}. We say that the (k,7,¢)-CAA as-
sumption holds in Gy if no T-time algorithm has advantage at least € in solving

the k-CAA problem.

Definition 2. The Modified Inverse Computational Diffie-Hellman (mICDH)
Problem in Gy is defined as follows: Given b, P and aP for some a,b € Zj,
output (a+b)~rP. We say that the mICDH assumption holds in Gy if no T-time
algorithm has advantage at least € in solving the mICDH problem.

The k-CAA assumption has been widely used in a number of cryptographic
schemes (e.g. all identity-based schemes following Sakai-Kasahara’s paradigm
[21].) The relation of k-CAA with some other problems can be found in [26]. In
particular, it is shown in [26] that k-CAA is equivalent to the k-Strong Diffie-
Hellman (k-SDH) problem (or (k + 1)-exponent problem in the terms of [26]).
Those who worried about the k-CAA assumption may find the security analysis
of k-SDH problem in [6] useful.

The mICDH assumption and k-CAA assumption are both related to “inver-
sion element”, a scalar-point multiplication of the generator where the scalar is
an inverse of something related to the problem instance. In an mICDH problem
instance, only one Z; element and no inversion element is included. Besides, the
mICDH solution is completely determined by the problem instance, in contrast
with the flexibility of k-CAA problem that many possible solutions exist.

3 Framework of Certificateless Ring Signatures

Now, we present the definition and security model of CLRS. In order to maintain
the features of ring signature, CLRS scheme must satisfy the following properties:
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1. Anonymity: Any verifier should not have probability greater than 1/n to
guess the identity of the actual signer who signed on a message on behalf of
a group which consists n members. If the verifier is one of the members in
the group, then he/she should not have probability greater than 1/(n — 1)
to guess the identity of the actual signer.

2. Unforgeability: Any attacker must have non negligible probability of suc-
cess in forging a valid signature for some messages m on behalf of a group,
even if he knows valid ring signatures for some messages, different from m,
that he can adaptively choose.

3.1 Definition of CLRS

A certificateless ring signature scheme consists of the following five algorithms:

SETUP, PKGEN, UKGEN, SIG, and VER.

1. SETUP is a probabilistic algorithm that takes security parameter k as input
and returns the system parameters, params and master secret key.

2. PKGEN is a deterministic algorithm that takes params, master secret key,
and ID as inputs. It returns a partial private key, Drp.

3. UKGEN is a probabilistic algorithm that takes params, D;p, and ID as
inputs. The algorithm returns a public/private key pair as Rrp, Sip-

4. STG is a probabilistic algorithm that accepts a message, m € M, a group of
n user IDs, J;—,{ID;}, params, and the private key of one member S;p, to
produce a signature o on the message m.

5. VER is a deterministic algorithm that accepts a signature o, message m,
params, a group of n user IDs, |J;_,{ID;}, and a group of n user public keys,
Ui, {Ri} to output T for true or L for false, depending on whether ¢ is a
valid signature signed by a certain member in the group (U, {ID;}, U, {R:})
on a message m.

3.2 Definition of Security

As defined in [2], there are two types of adversaries with different capabilities.
In CLRS, we assume Type I Adversary, Az acts as a dishonest user while Type
IT Adversary, A7z acts as malicious Key Generation Center (KGC):

1. CLRS Type I Adversary: Adversary Az does not have access to master secret
key. However, Az may replace public keys, extract partial private and private
keys and make sign queries.

2. CLRS Type II Adversary: Adversary Azz does have access to master secret
key, but cannot not replace public keys of entities.

We provide a formal definition of existential unforgeability of CLRS under
adaptive chosen message and identity attack (EUF-CLRS-CMIA2) for both two
types of adversaries. They are defined using the following game between an ad-
versary A € {Az, Azz} and a challenger C.
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EUF-CLRS-CMIA2 Game for Type I Adversary

Setup: The challenger C takes a security parameter k& and runs the SETUP to
generate common public parameters params and master secret key s. Then, C
sends params to Az.

Attack: The adversary, Az can perform a polynomially bounded number of
queries described below in an adaptive manner (i.e., each query may depend on
the responses to the previous queries).

-Hash Queries: Az can request the hash values for any input.

-PKGEN': Az can request the partial private key, D;p for any ID except those
associated with the forgery.

-Extract-Private-Key: Az can request the private key for any ID except the
challenged ID.

-Request-Public-Key: Az can request the public key for any ID.
-Replace-Public-Key: For any ID, Az can choose a new secret value, zyp and
compute the new public key, R;p, Az then sets Rrp as ID’s new public key.
-8ZG: Az chooses a group of n user IDs, ! ;{ID;}, a group of n user public
keys, [J;—,{R;}, and any message m. C outputs a signature o on the message m.

Forgery: The adversary Az outputs a signature ¢ on a message m, a group of
n user IDs J;,{U;}, and a group of n user public keys, |J;_,{R;}. The only
restriction is that (m,J]_;{ID;}) does not appear in the set of previous SZG
queries and each of the partial signing keys in (J;_,{Dsp,} is never returned
by any PKXGEN query. It wins the game if VER (o, m, U, {ID;},U;_ {R:}) is
equal to T. The advantage of Az is defined as the probability that it wins.

EUF-CLRS-CMIA2 Game for Type II Adversary

Setup: The challenger C takes a security parameter k& and runs the SETUP to
generate common public parameters params and master secret key s. Then, C
sends params and s to Azz.

Attack: The adversary, Azz can perform a polynomially bounded number of
queries described above (same as EUF-CLRS-CMIA2 Game for Type I Adver-
sary) in an adaptive manner (i.e., each query may depend on the responses to
the previous queries). However, Azz cannot replace any public key.

Forgery: The adversary Azz outputs a signature ¢ on a message m, a group of
n user IDs J!_,{U;}, and a group of n user public keys, |J;_,{R;}. The only
restriction is that (m,J_,{ID;}) does not appear in the set of previous SZG
queries. It wins the game if VER (o, m, ;" {ID;},U;_;{R:}) is equal to T. The
advantage of Azz is defined as the probability that it wins.

Definition 3. A certificateless ring signature scheme is said to satisfy the prop-
erty of existential unforgeability against adaptive chosen message and identity at-
tack (EUF-CLRS-CMIAZ2 secure) if no adversary has a non-negligible advantage
in the EUF-CLRS-CMIA2 game.

Definition 4. A certificateless ring signature scheme is said to have the uncon-
ditional signer ambiguity if for any group of n users’ D, J_1{U;}, any group
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of n users’ public key, J!_{R:}, any message m, and any signature o; any
verifier A even with unbounded computing resources, cannot identify the actual
signer with probability better than a random guess. That is, A can only output
the actual signer indexed by A with probability no better than 1/n or 1/(n —1)
if A is one member of the signer’s group.

4 Proposed Scheme

In this section, we propose the first non-trivial CLRS, and prove the security of
the proposed scheme, based on [7] and [11]. Our partial private key follows from
the identity-based user secret key generation of Sakai-Kasahara’s identity-based
encryption scheme [21], which is subsequently presented as a short signature
scheme with other extensions in [26].

4.1 Construction

SETUP: The KGC performs as follows to generate system parameters and mas-
ter secret key:

1. Generate (G1, Ga, é) where G; and G4 are cyclic groups of prime order ¢ and
€ is an admissible bilinear map.
2. Choose a random s €r Z; and a generator P of G;. Compute the corre-
sponding public key Ppup = sP.
. Pre-compute g = é(P, P).
4. Choose three cryptographic hash functions Hy : {0,1}* — Z7, Hy : {0,1}* —
Z; and Hy : G — Z:;.

w

The system parameters are:
{Gla G27 q, é(a ')a HO(')? Hl(')a H2(')7 g, Pv Ppub}-

A recent security concern in certificateless paradigm is that a malicious KGC
may manipulate these parameters to compromise the security of users [3]. How-
ever, this concern can be handled easily by some standard practice like using the
outputs of a pseudo-random function (PRF) as the parameters.

Only two group elements are included in the system parameters of our pro-
posed scheme. The discrete logarithm of P, with respect to P should be known
to the KGC for supporting valid partial private key generation query. We only
require the KGC to publish the input of one PRF invocation for generation of
P, in contrast with scheme like [18], in which a whole bunch of generators in the
system parameters should be protected in this way.

PKGEN: The signer with identity ID € {0,1}* submits ID to KGC. KGC sets
the signer’s public key gip to be Ho(ID) € Z;, computes the signer’s partial
private key Dip by Dip = —— P. Then KGC sends the partial private key to

. . s+4qp
the signer via a secure channel.
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Due to the structure of identity-based secret key in Sakai-Kasahara’s paradigm
[21], we do not need to hash an arbitrary string to a point on elliptic curve, which
is a somewhat inefficient operation.

UKGEN: After obtained the partial private key Dip from the KGC, the signer
with identity ID performs the following to get his/her key pair.

. Compute Qip = Ppu» + Ho(ID)P.

. Randomly choose zp € Zj; .

. Compute Rp = xIDQID and ypp = H2(R|D).
. Compute Sp = MD”).

. Return public/private key pair as (Rip, Sip)-

U W N~

SZG: Let L = {IDy,IDg,---,ID,} be the set of identities of n users and R =
{Rip,, Rip,, -+ , Rip, } be the set of corresponding public keys. The actual signer,
indexed by A (i.e. his/her identity ID4), carries out the following steps to give
an certificateless ring signature on behalf of the group L.

1. Compute yip, = Ha(Rip,) Vi € {1,2,--- ,n}.

2. Choose vip, €r Zy, and compute Vip, = vip, P Vi € {1,2,--- ,n}\{A}.

3. Choose r €r Zj.

4. Compute v = g" H#A é(Vip,, Rip, + yip, @Qip,) (the logical step)

by u = g"é(P, Z#A uip, (Rip, + yip, Qip,)) (the concrete step).
5. Compute h = Hy(m,u, L, R) and Vip, = (h+7)SipD,,-
6. Output the signature on m as o = {u, |, {Vio, } }-

VER: A verifier can check the validity of a ring signature o = {u,|J;_,{Vio, }}
on the message m signed on behalf of a set of identities L with corresponding
public keys R by checking if gH#+(mwLR) .y = [T é(Vip,, Rip, + yip,Qip, ) holds.

4.2 Correctness

Hé(VIDi,RIDi + Y0, Qip; )
=é(Vip,, Rip, + Y0, QD) H é(Vio;, Rio; + yip, Qip, )
i#A
&((h +1)S10.4 @104 (Ppus + Hi(1IDA)P) + 4104 (Pput + Hi(1D4) P)) [ ] é(Vio, Rio, + yio, Qio,)
i#A

é((h+7)Si4, (110, + 10,4 ) (s + Hi(1D4)P) [ é(Vio, . Rio, + b, Qi)
i#A

=é((h+7)P,P) [] é(Vio,, Rio, + yip, Qi)
i£A
=g"" I éVib,, Rip, + w0, Qp,)
i£A

=g"g" [[ éVin,, Rio, + o, Qip,) = g™ ™ty
i£A
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4.3 Security Analysis
The security proofs below borrow the proof ideas from [7].

Theorem 1. Our CLRS scheme is existential unforgeable against the Type I
adversary in the random oracle model assuming the k-C AA is hard.

Proof. Let Az be a forger that breaks the proposed signature scheme under
adaptive chosen message and identity attack. We show that how B can use
Az to solve the k-C AA instance (t1,...,ty, P,Q = sP, —2—P, ..., #P} where

Y t1+s
k > qu, (we suppose Az makes at most qg, queries to Hy oracle). Its goal is to
compute s+;|o P for some gip, ¢ {t1,...,tk} and A denotes an arbitrary signer
A

associated with the forgery.

B sets g = é(P, P) and Py, = sP where s is the master secret key, which
is unknown to B. B then gives the system parameters to Az. Without loss
of generality, we assume that any extraction (PKXGEN, Request-Public-Key,
Extract-Private-Key) and SZG queries are preceded by Hy query, and the
SZG and Extract-Private-Key queries are preceded by Request-Public-Key
query. B maintains four lists Ly, , Ly,, and Ly,, Lk = (ID, Rip, zip,c € {0,1})
which are initially empty.

Adversary B interacts with Az in the Attack phase of the game as follows:

Hy Queries: When Az queries Hy on ID; where 1 < ¢ < qp,, B checks the
corresponding Ly, and outputs Qrp, if such query has already been made.
Otherwise, B picks j € {1,qm,} at random. If i = j (we let ID, = ID" at this
point), B returns ¢p- = to where ty €g Z:; is chosen randomly, otherwise qp, =
t; (t; are taken from the k-C'AA instance). B then computes Qip, = Ppus + qip, P
and adds <|D1, Q|qu|Di> to LHo-

Hjy Queries: When Ay issues a query Hy on (my||ul|L = J!_, ID;||R = U;_, Rip,),
B checks the corresponding Ly, and outputs h; if such value is defined. Oth-
erwise, B picks h; €gr Z:; at random. B then outputs h; as answer and adds
<m1‘, u, L, R, hz> to LH1 .

H; Queries: When Az queries Hs on input Rip,, B checks the corresponding
Ly, and outputs yp, if such value is defined. Otherwise, B picks yip, €r Z; at
random and outputs yip, as answer, and adds (Rip,, yip,) t0 L.

PKGEN(ID;): When Az queries on input ID;, B performs as follows:

1. If ID;, = ID 4, B outputs FAIL and aborts the simulation.

2. If ID; # ID4, B returns Dip, = ﬁp.

Request-Public-Key(ID;): When Az queries on input ID;, if the list L contains
(ID;, Rip,, 1D, c), B returns Ryp,. If no such query exists, B finds (ID;, Qip,, qip; , ¢)
in Lp,, and picks a random xip, €r Zj. B then returns Rip, = zip,Qip, and
adds <|Di, RIDi?‘TIDi,1> to Lg.

Extract-Private-Key(ID;): For query on input ID;, B performs as follows:
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1. If ID; = ID 4, B outputs FAIL and aborts the simulation.
2. If ID; # ID 4, B finds (ID;, Rip,, zip,, ¢) in Lg. If ¢ = 1, B performs as follows:
— If the list Ly, contains <R|Di , yID'L>’ B returns SIDi = (I|Di+y|Di)71

1
s+4qip;
— If the list Ly, does not contain (Rip,, yip,), B makes query Hs on input

211
Rip, and returns Sip, = (zip, + Yip,) o

Otherwise, if ¢ = 0, B gets additionally information foi from Az, B simulates
as in the above case (¢ = 1).

Replace-Public-Key(ID;, R, ): When Az queries on input (ID;, Rip, ):

1. If the list Lx contains (ID;, Rip,, ZIp, ), B sets Rip, = RllDi and ¢ = 0.
2. If the list L does not contain (ID;, Rip,, Tip, ), B makes a Replace-Public-Key
query on ID;. Then, B sets Rip, = RfDi and ¢ = 0.

SZG(L,R,m): When Az queries on input (L = J;_, ID;, R = U], Rip,,m), B
finds (ID;, Qip,, qip,) in Ly, and (ID;, Rip,, ip,, ¢) in Lk for every ID and Rip.

1. If ¢ =1, B performs as follows:

— Choose an index A € {1,...,n}.

— Find (Rip,,yip,) in Ly,Vi € {1,2,---,n}. Let R4 denote the signer’s
public key and yip, denotes the Ha(Rip, ). If it does not exist, B picks
a random YD, €R ZZ and adds <R|D'L’yID'L> to LH2.

— Choose vp, €r Z, and compute Vip, = vp, P Vi € {1,2,--- ,n}\{A}.

" 1
— Choose ra,ha €r Z; and compute Vip,, = (ra+ hA)W

— Compute u = g~ "4-&(P, 3>, , vio, (Rip, + yip,Qip,))-€((ra+ha)P, Qo)
and set hy = Hy(m,u, L, R). (B outputs FAIL and aborts the simulation
if the Hy(m,u, L, R) has already been defined in the list Ly, ).

— Return o = {u,J!_,{Vip, }}.

2. If ¢ = 0, B gets additionally information ), from Az, B simulates as in the
above case (¢ = 1).

Forgery: The next step of the simulation is to apply the general forking lemma.
Let (u*, L*, h,|J"{Vip,},) be a forgery of a ring signature on message m* with
respect to a ring containing all uncompromised user. Suppose without loss of
generality that a key for one of the ring member is (ID4, Rip,)-

B then replays Az with the same random tape but different H;. Suppose H
outputs h and A’ # h in the first round and the second round respectively. We
get another valid forgery (u*, L*, Ui, 4{Vip, }, Vip, = (' +7)Sip,). B thus gets

Vib, = Vio, = (b = h)Sip,. k-CAA solution is (zIDAermA)( y

1 —
(S"l‘QIDA) - (h/—h) IDa
. _ 1 1

VIDA) sice SIDA "~ (ziby+yD,) ' (5+qlDA)P.

Theorem 2. Our CLRS scheme is existential unforgeable against the Type II
adversary in the random oracle model assuming the mICDH is hard.
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Proof. Let Azz be a forger that breaks the proposed signature scheme under
adaptive chosen message and identity attack. We show that how B can use Azz
to solve the mICDH instance (P,aP,b) for randomly chosen a,b €r Z; and
P € Gy. Its goal is to compute (a + b) "L P.

B sets g = é(P, P) and Py, = sP where s is the master secret key, which
is chosen by B. B then gives the system parameters to Azz. B randomly selects
an index I such that 1 < I < qp,, where g, denotes the maximum number of
queries to the random oracle Hy. Without loss of generality, we assume that any
extraction (PKXGEN, Request-Public-Key, Extract-Private-Key) and SZG
queries are preceded by Hy query, and the STG and Extract-Private-Key
queries are preceded by Request-Public-Key query. 5 maintains four initially
empty lists LHO,LHI, LH2 and LK = <|D,R1D,CE1D>.

Adversary B interacts with Az7 in the Attack phase of the game as follows:

Hy Queries: When Azz queries Hy on input ID;, B checks the corresponding
Lp, and outputs gpp, if such value is defined. Otherwise, B picks qip, €r Z; at
random and outputs ¢p, as answer. B computes Qip, = sP + qp, P and adds
(ID;, Qb qip,) to L.

H;y Queries: When Az issues a query Hy on (my||u||L = U;_, ID;||R = U}, Rip,),
B checks the corresponding Ly, and outputs h; if such value is defined. Oth-
erwise, B picks h; €r Z; at random. B then outputs h; as answer and adds
<m1‘, u, L, R, hz> to LH1 .

Hs Queries: When Az queries Hs on input Ryp,, BB checks the corresponding
Ly, and outputs yip, if such value is defined. Otherwise, if Rip, = saP +qp,aP,
B sets yip, = b, else picks yip, €r Z:; at random. B then outputs yip, as answer
and adds <R|D'L’yID'L> to LH2.

Request-Public-Key(ID;): When A7z queries on input ID;, B finds (ID;, Qrp,, ¢ip,)
in Lg,. If no such query exists, B performs as follows:

1. If ID; = ID 4, B returns Rip, = saP + qip,aP and adds (ID;, Rip,, L) to Lk.
2. If ID; # ID 4, B picks a random zp, €r Zy and returns Rip, = xip,Qip,- B
adds <|Di7RIDi7$IDi> to LK.

PKGEN(ID;): Note that at any time during the simulation, equipped with the
master secret key s, Azz is able to generate partial private key for any ID.

Extract-Private-Key(ID;): When Azz queries on input ID;:

1. If ID; = ID 4, B outputs FAIL and aborts the simulation.
2. If ID; 75 |DA7 B finds <|Di7QID¢aQ|D¢> in LH0 and <|Di,RID”IIDi> in Lg. B
performs as follows:

— Ifthelist Ly, contains (Rip,, yip,), B returns Sip, = (ip, +¥ip,) " ﬁ

— If the list Ly, does not contain (Rip,, yip,), B makes query Hs on input

Rip, and returns Sp, = (xp, + y|Di)’1m
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SZG(L, R, m): When Azz queries on input (L = |J_, ID;, R =J;_, Rip,,m), B
finds (ID;, Qip,, qip,) in Ly, and (ID;, Rip,, zip,) in L for every ID and Rrp. B
performs as follows:

1. Choose an index A € {1,...,n}.

2. Find (Rip,,yip,) in Lp,Vi € {1,2,--- ,n}. Let R4 denote the signer’s public

key and yp, denotes the Ha(Rip,). If it does not exist, B picks a random

YD, €ER Z:; and adds <R1Di’y|Di> to LH2.

Choose vp, €r Z;, and compute Vip, = vp, P Vi € {1,2,--- ,n}\{4}.

Choose 14, ha €r Zy and compute Vip, =raP.

5. Compute u = g~ "4-¢(P, > iza VD, (Rip; + YD, Qip;))-€(Rip,, 7aP)-e((yip 4 ) (s+
qip, )P, raP) and set hy = Hi(m,u, L, R). (B outputs FAIL and aborts the
simulation if the Hy(m,u, L, R) has already been defined in the list L, ).

6. Compute Vip, = raP and return o = {u,J;_,{Vip, }}.

=

Forgery: The next step of the simulation is to apply the general forking lemma:
Let (u*, L*, U;;A{V.Di}, Vib,(ha+7a)Sip,) be a forgery of a signature on mes-
sage m* with respect to (ID, Rip,) that is output by Azz at the end of the
attack. If Azz does not output ID* = ID 4 as a part of the ring associated with
the forgery then B aborts.

B then replays A7z with the same random tape but different H;. Suppose H;
outputs h and A’ # h in the first round and the second round respectively. We
get another valid forgery (u*, L*,UU;, 4{Vip,}, Vip = (W' +7)Sip,). B thus gets

Vib, — Vib, = (W — h)Sip,,. mICDH solution is 5P = (f,;r,q_'D,f‘))(W'DA —Vip.)
1

1
at+b  stap,

since Sip, =

Theorem 3. Our CLRS scheme has the unconditional signer ambiguity.

Proof. Each Vip, is a random element in G4, even the V' component correspond-
ing to the real signer, i.e. Vip, seems to be in a special form of (h +r)Sip,. We
can always find a 7’ such that (h + r')Sip, = Vip, for any other members in the
diversion group. Anonymity thus follows.

4.4 Discussion on Anonymity

Our proof gives the anonymity in theory. In practice, the KGC may only willing
to generate one partial private key to the user, which means there is always
a single valid public key for each user. For real anonymity, the signer should
obtain the “correct” copy of the public key that each members in the diversion
group is using. Otherwise, one can always repudiate being the signer of a certain
ring signature by demonstrating the ability to give a normal signature with the
knowledge of the private key that corresponding to a different public key.

One may argue that it essentially introduces some kind of “certificates” back
to the system since the signer seems required to get some normal signature from
each of the other n — 1 diversion group member, essentially n — 1 “certificates”,
to protect his/her anonymity. Our certificateless ring signatures may not posses
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the real spontaneousity enjoyed by identity-based ring signature. However, this
assumption of getting “correct public keys” can be easily realized in other ways.

It is natural for the KGC to maintain a copy of all public keys of the user
since all user ought to know how to contact the KGC. This is different from
maintaining a certificate repository in traditional PKI setting since only public
key but not certificates are stored. Even the KGC does not take this respon-
sibility, that correct public key is generally available from each user, like from
his/her personal homepage, since others need to get his/her public key to prepare
encrypted messages or to verify the purported signature. However, the signer’s
retrieval of others public key may need to be made anonymous by other mean
(e.g. proxy server providing anonymizing services), or the public key owner can
guess who is the real signer of a certain signature.

5 Concluding Remarks

We propose the first non-trivial certificateless ring signature scheme, with de-
tailed framework and security proofs. Our solution removes the high costs to
deal with the transfer and verification of n certificates for a m-user ring signa-
ture under traditional public key infrastructure; at the same time our solution
is free from key-escrow. Removing the complexity about certificates makes the
scheme more applicable in ubiquitous computing environment.

A drawback of our system is that the signer needs to get the public keys for
each member of the diversion group, which is our cost (beared by the signer) to
get rid of certificates and key-escrow. However, it is still more reasonable than
having the verifier to verify n certificates as the signer is motivated by his/her
own privacy to collect the public keys. It seems this weakness is inherent in cer-
tificateless ring signatures. Nevertheless, it is worthy to see if we can achieve get
all nice properties (certificateless, escrow-free, real spontaneous) at one shot. An-
other challenge is to extend the scheme to the security-medicated certificateless
setting [9], which is a generalization of the certificateless paradigm that revoca-
tion is supported and the adversary can see the partial results generated from
the partial private key.
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