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Abstract

In order to overcome proprietary algorithms with respect to the system
manufacturers, a free cryptographic module, the Universal Immobilizer Crypto
Engine (UICE), will be proposed. This UICE algorithm is tailored to 8-bit
microprocessor architectures and is therefore very fast in software and hardware. The
dedicated hardware implementation leads to a small gate count, because the registers
for input and output are shared. The important non-linear function, here an 8 x 8 S-
Box, may be built as a gate array or small ROM with the advantage of flexibility.
Several tests — statistical and random-number tests - have been performed in order to
analyze the strength properties of the algorithm. So far no weakness was found after
ten rounds of encryption.

Although this cryptographic module was intentionally developed for Radio-
Frequency Identification (RFID) systems, it is a proper choice for all systems needing
embedded cryptography such as SoC with bus encryption or firmware to be secured.

RFID-Systems have become commonplace in access control and security
applications, the usage and importance of cryptographic co-processors in RFID
transponder devices has grown significantly. Improved vehicle security systems, also
known as immobilizers, are required due to increased vehicle theft worldwide. Such
devices provide high security at low cost and low power.

Keywords: cryptographic co-processor, RFID, transponder, embedded system, car
immobilizer, authentication, proprietary algorithm, non-proprietary algorithm, UICE,
AES

1 Introduction

After illustrating the background behind the development of cryptographic modules for RFID-
Systems, the current module DSG is shortly referenced. The next chapter describes the new module
UICE, its design objectives, its properties and advantages, and the related C-code. Also comparisons
with the well-known AES are given.



2/17 7/1/2007 9:57 AM UICE_EPRINT IACR.doc

1.1 Background

Due to worldwide increases in automobile theft, there is a rapidly growing demand for less obtrusive,
yet highly secure ‘key-based immobilizers’. After the introduction of electronic immobilizers in 1993
theft numbers are decreasing again [12]. A second segment needing secure transactions, the Automatic
Recognition of Customers, has been successfully introduced at gas stations (later at fast-food shops) in
the U.S. [29].

Both systems are based on RFID technology [1, 13, 30]. They consist of a transponder and a reader
(control unit, transceiver and antenna). The transponder is a tiny, battery-less, electronic device
containning (at least) a small antenna and an IC that is of mixed-signal type and contains EEPROM,
e.g. for the unique secret code, unique serial number, and configuration bits. Regarding frequency
range the tags working at 13.56 MHz are flat and have mainly printed antennas; transponders at 125
or 134.2 kHz carry mainly ferrite or air coils with copper wires.

In the immobilizer application the driver places the ignition key in the ignition lock cylinder. The con-
troller detects this and sends a command to the transceiver, which in turn sends out an RF energy burst;
this activates the transponder, and then a command follows. After a few milliseconds, the transponder
sends back its coded response (modulated RF telegram). The transceiver then demodulates this telegram
and passes the code to the controller for verification. If the code is correct, the engine management
computer is enabled.

The related system advantages are:
a) Security is based on a passive, contact-less device (no wear-out, no batteries),
b) unobtrusive to the user (no user actions required, transaction duration less than 200ms),
c¢) confined RF signals (no ‘broadcast’ to thieves (code grabbing)).

1.1.1 Immobilizer Operating Principle

The immobilizer system presented here uses a battery-less transponder working at 134.2 kHz (Fig.1).
Data transmission is done by means of pulse width modulation (PWM) for the downlink (line of sight
from transceiver to the transponder) and frequency-shift keying (FSK) for the uplink. The system works
in half-duplex (HDX) mode [1]: First, energy and data are transmitted to and stored in the transponder.
Second, the data-telegram is sent back to the listening reader unit.
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Figure 1 RFID System Block Diagram
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Figure 2 Block Diagram of the Integrated Circuit

The Immobilizer-IC block diagram is shown in Fig.2. The external LC tank Lg, Cg, serves to receive
energy from the reader unit and for the data exchange. The external supply capacitor Cy stores energy,
keeps it during burst pauses, especially for the uplink phase. The specialized low-power blocks for burst
detection, clock recovery, trimming, maintenance of oscillation, charge pump, modulation, power-on-
reset, discharge and limitation are described in [2, 3, 4] in detail.

1.2.2 Digital Signature Generator Transponder System

Various security levels are possible for immobilizers [5, 6, 12]:

a) Fixed code transponders are true read-only transponders with unigue numbers, but with no
reader-compatible, write-once version available.

b) Rolling code transponders modify the secret code in its EEPROM, but can suffer on
synchronization problems.

c) Password protected transponders receive a unique code known only by the micro-controller
of the vehicle.

d) Digital Signature Generator transponders (DSG) use a technique referred to as
authentication, encryption, or challenge/response [5,6,11,12,16] to create the most advanced
level of security for immobilizers.

The challenge/response operating principle is based upon the controller sending a random number (of
pre-determined length) to the transponder, which is then scrambled in a unique way such that the
controller can authenticate the response as being only from a valid transponder. Each transponder would
scramble the challenge in a unique way, based on a hidden encryption key known only by the controller
and transponder (Figure 3).

There are many advantages to this configuration [6] :

No portion of the critical encryption key code is ever transmitted (except once at installation and
initialization in a secure environment). The encryption key code cannot be read-out or easily determined
from the key alone, or a combination of the key and vehicle. Only the immobilizer controller knows
what the next proper response will be. Transaction times are fast, i.e. below 150 ms.
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Figure 3. Digital Signature Generator Transponder System

Microprocessor software is simplified because no re-synchronization or password routines are nee-
ded. This device provides a 24-bit encrypted telegram (signature) in response to a 40 bit random
number challenge. Intentionally, 16 bits of the 40-bit calculated result remain hidden in order to
strengthen the encryption system against dictionary attacks [6,7,16].
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Figure 4. Transponder Charge Voltage Pattern

Figure 4 shows the characteristic supply voltage variation of the DSG during the authentication process.
After charge-up of the supply capacitor, a command and the random challenge is written [3] into the
transponder, and the Digital Signature Generator (DSG) is initialized. The reader unit provides further
energy so, that the response (signature) is calculated after four hundred clock cycles (ca. 3ms). It is sent
back as documented in [4] in about 15ms, and at the end the supply capacitor is discharged and the chip
is reset internally in order to ensure that the device is accessible again quickly.

1.2 DSG Algorithm Design Objectives

All cryptographic algorithms can be broken. Security requirements are satisfied if the amount of effort to
break the algorithm is uneconomic in relation to the possible gains.

The designers of the DSG algorithm assume that an attacker has a knowledge of cryptanalytic
techniques, has a detailed knowledge of the algorithm, has access for several hours to the targeted
transponder prior to an attempted violation, may use a computer over a long period at a private location
to help break the system, and is not restricted to experiments with the transponder at the scene of the
attempted violation.
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The broad categories of attack considered are Scanning, Dictionary Attack, and Cryptanalysis [6-
8,16]. The Cryptanalysis methods considered include e.g.: Exhaustive Key Search, Key Homing,
Correlation Attacks, Linearity Attacks, Linear Cryptanalysis, and Differential Cryptanalysis [6-8, 16].
The DSG algorithm is designed to frustrate these methods [10].

In order to fulfill the requirements of high speed, low-power, small area and compatibility to the HDX
principle, a proprietary cryptographic algorithm was designed; this algorithm passes all known statistical
tests successfully [10]. — This design developed in 1995 is the first cryptographic primitive embedded
into an RFID device.

Hardware, such as an RSA processor with 74k gates [9], is too expensive (area, speed, power) for
automotive applications. - The DSG has been optimized with respect to algorithmic strength, low power
consumption, and small layout area. Although including some control logic and 40 bits of EEPROM, it
measures only 1000 um x 750 um. Another interesting property of this DSG is, that it also incorporates
an autonomous built-in self-test (BIST) block : A special challenge/key pair is chosen so that even 105
clock cycles are sufficient to ensure that every function’s output in the DSG has toggled its output signal
state at least once; even during this high node activity it takes only 9.3uA @ 5V operation. The chip is
fabricated in a 1.2um CMOS process with EEPROM capability (SLM, DLP, n-well), carries about
14500 devices, and measures 2.75 mm x 2.0 mm.

Regarding software implementation, the DSG algorithm is slow. In contrast, during design of Rijndael
the designers have considered both hardware and software applications. The same holds for the design
of UICE: It shall be fast in software, even on small micro computers with only 8 bit data path.
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2 Universal Immobilizer Crypto Engine (UICE)

Customers generally don’t like proprietary algorithms delivered by suppliers, because they have to
invest in system software and cannot switch easily from one supplier to another. For the supplier it
seems to be a fine situation in the first view that the customer is somewhat bound to his product.
However, this supplier cannot easily obtain larger market share, because the other customers are bound
to their suppliers. — The same thoughts also apply to the question of second sourcing.

In order to overcome the ‘trap’ of proprietary algorithms the idea of a universal immobilizer crypto
algorithm was born, an algorithm that has low complexity, is easy to understand, fast in software
(compared to the DSG), and small in hardware.

2.1 UICE Architecture

The general block diagram of UICE is shown in figure 5. It is very similar to usual 8-bit micro
computer architectures, but contains the specialized block S-BOX. This important S-BOX is the non-
linear function needed for cryptographic algorithms [14,15,16]. Here, the application of an eight-by-
eight S-Box [20,21] is proposed, i.e. the box has eight binary inputs and eight binary outputs. In
software it is commonly presented as table of bytes with 256 entries — in hardware it could be
implemented e.g. as a small ROM.

Everything is byte-oriented in order to speed up the cryptographic calculation on a 8-bit micro
computer: the challenge register contains Nx bytes, the key register consists of Nk bytes, the
accumulator (Accu) is also one byte wide, the arithmetic logic unit (ALU) operates on byte-operands
and provides the designer with EXOR, ADD, SUB, AND, OR, etc. instructions. These instructions are
normally one-cycle instructions (RISC principle) and executed quite fast.
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Figure 5 Block Diagram of the Universal Immobilizer Crypto Engine

A 4

Accu

The new algorithm has to provide confusion between key bits and challenge bits with respect to the final
result that is stored in the challenge register. Diffusion can be performed by combining different
challenge bytes with the previous result in the Accu. It is important to overwrite the initial challenge
bytes as often as possible, for example Nr times, i.e. Nr rounds are performed with each of the challenge
register bytes. Then the total time needed is proportional to Nx ¢ Nr (see Table 1). -- During all rounds
the key bytes have to be scheduled properly, i.e. the access to the key bytes must be distributed equally.
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Figure 6 Detailed data flow in the UICE algorithm (first nine rounds)

Figure 6 shows the details of the data flow in the UICE core. One sub-round consists of the following
operations:

a) Get Accu and challenge-byte

b) Perform EXOR

c) Get key-byte

d) Perform EXOR

e) Apply S-Box function

f) Store result in Accu

g) Update pointers to challenge register and key register banks.

2.2 UICE Speed

Although the content of the final S-Box has not to be defined in detail, the run times can already be
determined, here (as presented in Table 1 below) by means of a notebook ASUS 7400 with Pentium 2,
400 MHz, Linux SuSE 8.0, gcc 2.95.3, and ANSI-C. It is impressive that UICE40 is 86 times faster than
DSG, and that UICE128 is 19 times faster than AES128.
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{3,431 [14]

Table 1 Run Times of Different Cryptographic Algorithms
| time Challenge Key Cipher

Algorithm | us Bytes Bytes rounds
::::::::::+:::::::::::::::::::::::::::::::::::::::::
DSG | 480 5 5 10

UICE40 | 5.6 5 5 10

__________ +_________________________________________
UICE64 | 8.6 8 8 10

UICE128 | 8.6 8 16 10

AES128 | 163 8 16 10

Notes:

{1} DSG is based on many shift register operations, slow in software.

{2} UICE is based on Byte-Operations, is fast in software.
{3} AES (i.e. Rijndael) was chosen as proper compromise between hardware and software applications.
{4} AES128 is based on rijndael-alg-ref.c and needs three tables of 256 bytes each and also a table of
30 bytes [pulled from http://www.esat.kuleuven.ac.be/~rijmen/rijndael/index.html]. However, the code
for key length 192 und 256 was eliminated. The sixteen bytes per block are filled with eight bytes of the
Challenge, the rest is filled with zeroes. As result only eight bytes are taken.

Regarding the hardware implementation and the number of clocks required for the execution of the

algorithm one can conclude:

- UICE40 needs only 50 clocks ( 5 bytes, 10 rounds)
- UICE64 and UICE128 need only 80 clocks ( 8 bytes, 10 rounds)

- AES needs 228 clocks on TMS320C6201 [17], 8390 clocks on 68HCO8 [14], 14 clocks in a 173k
gates VLSI [27], and one clock in a pipelined ASIC implementation [24].
The number of clocks in a transponder chip depends strongly on the chosen implementation and
may be estimated somewhere in between the values above due to the area/speed trade-off.

2.3 S-Box Considerations

The development of the S-Box is not a trivial task [21,23,26]. Of course, one could take directly the S-Box of
the AES algorithm or its inverted S-Box [14]. However, we don’t know today, if there will not be found a short-

cut for this function in the future [35].

An alternative approach is to search for a random S-Box with good differential distribution
properties [15,18,20]. For the evaluation of this property a program was written that generates the
differential distribution table ddt (see pseudo-code below). The S-Box provides good resistance
against differential and linear attacks, if the counts in the ddt are low, e.g. only 2, 4 or 6. Note, that the
ddt[0][0] must be excluded here, because that count adds always up to 256.

Integer ddt[256][256]=0;
Integer alpha, beta, x, xa;
For alpha = 0 to 255 do
For beta =0 to 255 do
For x=01t0255 do
xa= x EXOR alpha;
If (sbox[x] EXOR sbox[xa] = beta )
then increment ddt[alpha][beta];
Endfor;
Endfor;
Endfor;
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Table 2 shows the ddt values for two Rijndael s-boxes compared to random generated ones. Rijndael’s
S-Box contains exactly 255 times the value ‘4’; is this a strength or perhaps a weakness ? Cryptanalysts
like to work on such challenging problems [35].

Because of the large search-space of 256! a specialized search strategy is required. The related C-
program is under development; examples ‘random 2’ and ‘random 3’ are listed below. The goal is to
reach a maximum ddt value of 4, i.e. no single 6.

Table 2 Differential Distribution Table Results for Different S-Boxes

Name CodeName 2 4 6 8 10 12
Rijndael S 32130 255 0 0 0 0
Rijndael-Inv 32130 255 0 0 0 0
random 1 sboxAF 19763 4917 854 106 9 2
random 2 19661 4954 855 109 14 0
random 3 sbox130 22166 4629 400 4 0 0
(random->goal 28000 4000 0 0 0 0 )
2.4 UICE Detailed Code

In the following the C-code of the current UICE algorithm is listed and discussed. It is containing the S-
Box of 256 bytes, the pointers pl and p2 that address the challenge register x[] and the key register k(]
respectively. For the first nine rounds the key byte k[p2] is applied before the S-Box is used; the last
round applies the k[p2] after the S-Box function was performed (compare Rijndael data flow [14], and
the tutorial [25, page 5]).

The statements with copying of bytes at beginning and end of crunch UICE are only needed for the
test-bench which needs an input register and an output register separately (xin[], y[]). The parameter
‘algo’ is used in the test bench in order to select between UICE40, UICE64 and UICE128 versions. By
means of ‘#define’ directives the S-Box is selected and also the number of rounds. The modulo2
function is avoided in order to speed up especially the software implementation.

void crunch_UICE( unsigned char xin[], unsigned char yI[],
unsigned char k[], int algo )
{
int round; /* round counter */
int J; /* inner counter */
int nx; /* number of challenge bytes */
int nk; /* number of key bytes */
int nrounds; /* number of rounds to run */
int pl; /* pointer to actual challenge byte */
int p2; /* pointer to actual key byte */

unsigned char accu;
unsigned char x[16]; /* Local working register for challenge and result */

x[0] = xin[0]; /* Copy needed in order to */
x[1] = xin[1l]; /* avoid overwriting xin ! */
x[2] = xin[2]; /* This is not needed in hardware. */
x[3] = xin[3];
x[4] = xin[4];
nx = 5;
nk = 5;
if( algo == 4 || algo == 5 ) /* 8 bytes challenge */
{
x[5] = xin[5];
x[6] = xin[6];
x[7] = xinl[7];

nx = 8;
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nk = 8;
if( algo == 5 ){ nk = 16;}
}
#define SBOXx SboxAF
#define SBOXy sbox130
#define SBOX S /* selection of SBOX */
#define NR 10
[F e start of algorithm ----————--—----———- */
nrounds = NR; /* number of rounds, i.e. outer loop count !! */
accu = 0;
pl = 0;
p2 = 0;
for( round=1; round <= nrounds-1; round++ )
{
for( j=1; j <= nx; Jj++ )
{
accu = accu ® x[pl] » k[p2]; /* linear operation */

/* key mixing before sbox operation */
accu = SBOX[ accu ]; /* NON-LINEAR OPERATION */
x[pl] = accu; /* overwrite challenge byte ! */
/* update the pointers */
pl++;
if( pl >= nx ) pl = 0; /* 0..4 or 0..7 */

P2 += 3;
if( p2 >= nk ) p2 = p2 - nk;
} /* for j */
/* key scheduling so that x[] sees different k[] */
if( round==2 ) p2++;
else if( round==4 ) p2++;
else if( round==6 ) p2++;
else if( round==8 ) p2++;
if( p2 >= nk ) p2 = P2 - nk;
} /* for round */

/* final round */

for( j=1; j <= nx; Jj++ )
{
accu = accu ® x[pll]; /* linear operation */
accu = SBOX[ accu 1]; /* NON-LINEAR OPERATION */
accu = accu ”® k[p2]; /* key mixing after sbox operation */
x[pl] = accu; /* overwrite challenge byte ! */

/* update the pointers */

pl++;
if( pl >= nx ) pl = 0; /* 0..4 or 0..7 */
P2 += 3;
if( p2 >= nk ) p2 = p2 - nk;
} /* for j */
/¥ mmmm e end of algorithm ---------------—- */
v[0]=x[0]; /* Copy result to output; this is not needed in hardware!
y[1]=x[1];
yv[2]=x[2];
vI[31=x[31;
y[4]1=x[4];

if( algo == 4 || algo == 5 )

{
y[5] = x[5];

*/
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yl6] = x[6];
yI7] = x[7];
}
} /* crunch UICE --------——-—--—-———————— - */

2.5 UICE Statistical Tests

Statistical tests are important means in order to observe any weaknesses of the crypto-algorithm as early
as possible during the development of the UICE algorithm. The following statistical tests are performed
although the final S-Box has not been selected so far:

- Challenge Sensitivity, Key Sensitivity [Appendix B]
- Challenge Correlation, Key Correlation

- Challenge Affinity, Key Affinity

- FIPS 140-2 Random Number [19, 28]

The current test results of the algorithm containing either two non-perfect S-Boxes or the AES S-Box
[14] are promising. The test bench was executed 36 times: S-Boxes sboxAF, sbox130 (see appendix
A.1 below) and S (Rijndael), round counts of 2, 3, 4, and 10, algorithms UICE40, UICE64 and
UICE128.

The most critical test for the UICE128 algorithm is the key-sensitivity test [Appendix A.2], because 16
key-bytes have to be applied to eight challenge-bytes. The tests did not fail after three rounds
demonstrating that the confusion and diffusion works well. Below the result after 10 rounds for the
Rijndael S-Box:

k[] Key-Sensitivity Test

runs/experiment = 50
experiments = 100
significance level = 10%

Histogram for percent highs
0
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2 2
3 7 *
4 25 xx*
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853G Kk kkkok ok kok ok ko k ok ok k ok ko ok Kok ko ko Kok ko Kk Kok Kok Kk Kk Rk ok
Q7DD kk ko kok ok kok ok ko ko ok k ok ok ok ok ok ok ok ok ko ok ok ko Kk ok ok ok ok ko ko ko ko ko R ok ko Kk R ok Rk
1O QA3 ko kok ok kok ko k ok ok k ok ko ok ok Kok ok ok ko Kok ok ok ko ok ok ko ko ok ok ok Kk ok ok ok ok Kk ok ok ko ko Kok ko Kk Rk R ok ko Kk Rk
L1 93Q ok kk ok ko kok ko ok ok k ok ok ok ok ok ko ok ok ko Kok ko ko ok ok ko ko ok ko Kk ok ok ok ok Kk ok ok ko ko Kok ko Kk Rk R ok ko Kk Rk ko
12 Q76 Rk ko kok ok kokkok ok k ok ok k ok ko ok ok Kok ok ok ko ko Kok Kok ko ok ko ok ok ko ko ko ko ko ko ko Kk o Rk ko Kk Rk Rk Kk Rk Rk K
T3 QOB ko kok ok kok ko ok k ok ok k ok ok ok ok ok ok ok ok ok ko ko ko Kok ok ok ok R ok ko ko ok ok ko ko ko ko ko ko ko Kk R ok ko kR Rk
T4 TG kk ko kok ok kok ko ko ok k ok ko ko ok ok ko ko K ok ko ko ko ko Kk ko ko ko Rk ko Kk Rk ko Kk Rk Rk
15 57k kkk kok ok kok ko k ok ok k ok ok ok ok ok ok ko ko Kok ko ko Kok ko ko ko ko Kk Kk Rk
16 AL kA Rk kR kok ok ok k ok ok k ok ko kR k ok ko Kk Kok ko kR Kok ko
7 3LA kA Rk k ok kok ok kok ok ok ok k ok ok Kok ko Kk Kok ko
18 190 kkkkkkkkokkkokkkkkok Ak ok
19 Q7 Hkk kA Kk AKX
20 55 kkkkkx
21 31 xx*

22 24 **
23 6 *
24 4

25 2
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Histogram for percent lows
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This sensitivity test provides also a basis for the evaluation of the Strict Avalanche Criterion (SAC)
[26]. Round after round the cipher text is checked how good the avalanche effect inside of the
algorithm works, i.e. if the number of bits flipped compared to the original challenge is near to 50%.
Figure 7 shows the result of the UICE tested in the version with 8 byte challenge and 16 byte key.
After two rounds the 16 byte key has been applied the first time; this results in a probability of
cipherbit change of less than 50%. But it is demonstrated that after three rounds the SAC has been
fulfilled successfully.

SAC: Probability vs. Number of Rounds  {100*50 experiments)
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Figure 7 Strict Avalanche Criterion Test of UICE128 with 8 byte challenge and 16 byte key
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2.6 Hardware Considerations

Since the UICE128 has not been built as ASIC design yet, an estimation of the necessary gate count
will be performed. Assuming a digital library in 0.35um CMOS with NAND2 as one gate equivalent,
D-FlipFlops with size of 4.3 gate equivalents, EXORs with 2.7 gate equivalents the following
estimation is derived:

64 bit challenge/state 64 x 4.3 = 275
128 bit key 128 x 4.3 = 550
8 bit accu 8 x 4.3 = 34
14 bit other DFF 14 x 4.3 = 60
214 x 4.3 = 920

16 x EXOR 16 x 2.7 = 43
SBOX (max.) 500
Control/interface 207
1670

The result is only 1670 gate equivalents for the UICE128 module; and it is even 275 gates less for
the UICE64 variant. Such a small cryptographic module allows the application in embedded systems
such as SoC designs. Examples for applications are e.g.:

- Bus encryption between modules in smart cards,

- Input/output encryption between different integrated circuits on a board,

- Authentication process before a Flash memory can be readout,

- Encrypt data in Flash memory or ROM, decrypt in real-time before it is used in the micro-processor

- Generation of pseudo random numbers (PRNG),

- Postprocessor for a True Random Number Generator,

- etc.

3 Conclusions

The principle of an immobilizer and its battery-less RFID operation has been described. The transponder
not only contains an analog-front-end for the selected operating frequency, logic array and EEPROM
memory, but also a cryptographic co-processor module. Depending on the requirements such a module
is either a custom design or VHDL-based gate array, is proprietary or standardized algorithm, is high-
speed or very-low-power.

In order to overcome the problems with proprietary algorithms, the concept of Universal Immobilizer
Crypto Engine (UICE) has been developed. This non-proprietary algorithm has been tailored to the
architectures of 8-bit microprocessors so, that it is fast in software and in hardware. The minimum
hardware requirements are: 8 bytes for the challenge register, 8 or 16 bytes for the key register, one byte
for the Accu, an 8-bit EXOR function, a 256-byte ROM and a small control logic with two counters and
two pointers to the registers; the challenge register holds the final result.

The statistical tests performed so far are very promising. The Accu is performing the diffusion task
well despite chaining only eight bits from one sub-round to the next one. Also the non-perfect randomly-
selected S-Box is sufficient. After ten rounds the UICE seems to be strong enough to withstand
differential and linear attacks [22]. Furthermore, the FIPS 140-2 Random Number Generator tests
performed over 20000 result bits do not show any weaknesses of UICE in counter mode.

Side-Channel Attacks such as differential power analysis (DPA) [31,32], electromagnetic radiation
analysis etc. are not covered here. These problems have to be worked on during implementation of
UICE on the SoC or transponder chip.
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Table 3 compares some important properties of UICE versus DSG and AES. It is recommended that
industry adopts this free ‘pseudo-standard’ concept for the next immobilizer generation because of its
low-complexity, sufficient cryptographic strength and high speed in hardware and software.

Table 3 Comparison of Different Algorithms

Property / Name UICE128 DSG AES

Complexity low high medium

Speed Software high low medium

Speed Hardware high medium medium

Chip Area low medium medium

Security higher [33] high highest

Usage signature signature mass data

Configuration ECB ECB ECB, CBC, etc.

Application immobilizer immobilizer data encryption
and more
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Appendix

A.1.1 Random S-Box beginning with 0xAF

unsigned char sboxAF[256] =

{0xAF, 0x1B, 0xDD, 0xBC, 0x30, 0xEB, 0xF0, 0x56,0xC1, 0x08, 0x93,0x36, 0x03, 0xCB,
0x81, 0x80,0x43, 0x2F, 0xDF, 0x2D, 0x26, 0x05, 0x0A, 0xF8, 0x7D, 0x21, OxEOQ, 0xC4,
0x06, 0xD5, 0xA6, 0xE8, 0x8E, 0x70, 0xDC, 0xA4, 0x6D, 0x23, 0xAC, 0x18, 0x40, 0x00,
0x64, 0x0E, OxF6, 0x79, 0xB5, 0x1F, 0x5D, 0x9A, 0x3B, 0xFA, 0x48, 0x5F, 0x74, 0xAl,
0x8D, 0xD3, 0x5C, 0x4E, 0x9E, 0x14,0x25, OxEF, 0xD6, 0xC9, 0x3F, 0xC5, 0xA0, 0x10,
0x50, 0xFB, 0x31, 0xF4,0x17, 0x88, 0xAB, 0x32,0x76, 0x3E, 0x15, 0x2A, 0x3D, 0xA9,
0x52, 0x20, 0xC3, 0xFC, 0x7B, 0x49, 0x3A, 0x6E, 0xB7, 0x1D, 0xAD, 0xAA, 0x5A, 0x0D,
0x35, 0x38, 0xC8, 0xF5, 0xF3, 0xB3, 0x8F, 0xE6, 0x13, 0x55, 0x33, 0x8A, 0xCO, 0x67,
0x2E, 0xE7, 0x82, 0x8C, 0x09, 0xCF, 0x1E, 0x97, 0x28,0x07, 0xBA, 0x4D, 0x42, 0x04,
0x73,0x41,0x5B, 0xB1, 0xF9, 0xE5, 0xF7, 0x6C, 0xD8, 0x12, 0x8B, 0x84, 0xCC, 0xBO,
0x69, 0x37, 0xAE, 0x6F, 0xE2, 0xDB, 0x0C, 0x86, 0x29, 0x78, 0x34,0x7C, Ox1A, 0x85,
0x27, 0xA3,0x9B, 0x92, 0xXE3, 0xBD, 0x59, 0x63,0x66, 0x19, 0xCA, 0X5E, OxFF, 0x75,
0x72,0x24,0x4F,0x47,0x61,0x11,0x0B, 0xBE, 0xA7,0x16, 0x3C, 0xB2, OxFD, 0x7F,
0x44,0x99,0x6B, 0x98,0x22,0x46,0x4A, 0x1C,0x02,0x6A, 0x51,0x39, 0x60, 0x4B,
0x57,0x01,0x2C, 0xE1l, OXEE, 0x83,0x89, 0xDA, 0x58, 0x0F, 0xBB, 0x2B, 0xD2, 0xD4,
0x62, 0x9F, 0x90, 0x7E, 0xDE, 0xB8, 0x4C, 0xCD, 0x68, 0xA8, 0xF2,0x54, 0OxE9, O0xE4,
0xF1, 0xEA, 0xD7,0x77,0x9D, 0x96, OXEC, O0xFE, 0xB9, 0x91, O0xBF, 0xD1, 0xD9, 0xA2,
0x95, 0xXED, 0xA5, 0xC2, 0x7A, 0xC6, 0xC7, 0x45,0x94, 0xB6, 0x65, 0xD0, OxCE, 0x9C,
0x71,0x87,0xB4,0x53 }; /* ddt: 19763 4917 854 106 9 2 0 */

A.1.2 Random S-Box beginning with 130

unsigned char sbox130[256] =

{130,150,219,161,127,160,229,198, 99, 26, 22, 63, 74,136,215,201
, 82,195, 3,225,239, 94,129, 80, 18,213,149,245, 7, 57,197,115
,113,230,116,163,212,133,162,222,105, 60, 19,170,244, 30, 1,137
,176, 27,185, 42,153, 16,104,202,221, 11,172,190,154,151,103, 71
, 28,187, 2, 88,231,204, 17, 37,228, 73, 44, 31,134,100,144,211
, 89,117,108, 39,227,241,232,247, 20,226,110,254,169, 14,174,119
,131,152, 55,205, 49,164,142, 43,132, 12, 98,224,135,157,114, 83
, 718,236,111, 23,147, 70, 47,252,189, 32, 41,124,120, 58,102, 33
,234,184,158,177,140,121,246,180,175, 45,101,233,168,138,203,188
, 15, 97,183,196, 59,250, 54, 6,148,207, 72,118,206, 86, 48,112
,199, 36, 96,145, 75, 85,220,186,106,217, 34,240, 87,178, 69, 65
,238, 91,179,159,249,146,107,214, 56,141, 10,243,125,165, 8, 29
, 52, 13,253,193, 66, 21,126, 50, 77,251,143, 84,192, 25, 9, 79
, 93, 46, 81, 0, 38, 4, 35, 5,194, 95,128,242,122,156,109, 90
,248,166, 61, 76,167, 67,210,155,139,255, 24, 40, 53, 62,216,218
,173,181,200, 68,191,223,171, 64,209, 92,123,237,182,235, 51,208
}; /* ddt: 22166 4629 400 4 0 0 0 O */

A.2 Part of the test bench (e.g. sensitivity test)

Tries to find sensitivities between input bit and output bit,
i.e. check if avalanche effect is sufficient,

a) between key bit and response bit (described below)
b) between challenge bit and response bit

Details:

using: crunch( challenge, response, key );
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n = 50;
Do for 100 experiments

Do for n runs

/* setup random challenge and random key */
for( j=0; Jj<CHALLENGEBYTES; j++ ) x[j] = RandByte();

for( j=0; J<KEYBYTES; j++ ) k[j] = RandByte();

/* find yy[] as a reference */
crunch( x, vy, k );

for all KEYBITS do
toggle k [ KEYBIT ];
crunch( x, v, k );

/* vy and yy should be different ! */

for all RESPONSEBITS do

if( y[ RESPONSEBIT ] == yy[ RESPONSEBIT ] )
then increment hist[ RESPONSEBIT ][ KEYBIT ];
end
toggle k [ KEYBIT ]; //restore k
end
end

Find HIGHs and LOWs in histograms
end

Print final results.

Find HIGHs and LOWs in histograms
#define CHISQ_ 90 0.0157908
#define CHISQ 10 2.70554

CHISQ_LO = CHISQ_90;

CHISQ_HI = CHISQ 10;

do for all key bits // CHI**2 Test
do for all response bits
chisg = ( 2*hist([i] - n );

chisg = chisg*chisg / n;
if( chisg>CHISQ_HI ) highs[i]++;
if( chisg<CHISQ_LO ) lows[il]++;
hist[i] = 0;
end

end

Print final results

print for every response bit the HIGHs / number of experiments in
print for every response bit the Lows / number of experiments in
Horizontal: response bit position

Vertical : key bit position

’

o0 o

print histograms
Expected result: about 10% for every bit position



