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Abstract

The aim of this paper is to study a novel property of Boolean mappings called local intert-
ibility. We focus on local invertibility of Boolean mappings which model filtering generators
and study the case when filtering function is linear in the last variable.
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1 Introduction

Local invertability of Boolean mappings which correspond to filtering generators is of primary
importance for cryptanalysis. Usually to invert a mapping ¢ amounts to compute for an
image y of ® any pre-image x € ®~!(y). We focus on the next problem: is there a value
y in the range of ® such that all points in ®~!(y) belong to the same affine plane. This
property allows to write down a system of linear equations with key bits as unknowns.

2 Preliminaries

Let Fo = GF(2) be the finite field with two elements and let N be the set of positive
integers. We denote by V,, =F}, n € N the vector space of n-tuples x = (x1,...,X,), X; €
Fo, i =1,...,n. Let V =F be the set of all infinite sequences over F,. Elements of the
set V we denote by z = (z;)2, . We define a truncation operator on V as follows:

1. (x)i,s: (l’i,ZL’i+1,...,ZL’Z’+S_1) EVS, 1=1,2,...; s=1,2,....

2. (.’L‘)Z”oo:(l’i,l’i+1,...,l’i+t,...) EV, Z:1,2,, S = Q.
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Analogously we define a truncation operator on V,,:
(X)is = (Xiy Xig1s -+ 5 Xips—1) € Vg, €V, 1 <i<n, 1<s<mn—i+1.

Let F, be the set of all Boolean functions in n variables. For any Boolean function
f:V, — Fy we define a mapping f*:V — V as follows:

(@) = (F(@an) s F(@an) s [ (@in)s- )

z € V. This mapping corresponds to binary shift register of length n without feedback with
filtering Boolean function f.

Definition 2.1. Let f € F,,. A mapping f* is called locally invertible if there exist m € N
and m-tuple y € V,,,, such that:

(i)
D(f*y) ={2€VI(f*) (y.2) # 2} # &; (2.1)

(i) for any w,u/ € (f*)7(y,7), #€ D(f*,y), an equation (W)ms1eo = (1)ms1oe holds.
We denote by Inv(f*) the set of all such m-tuples y of a mapping f*.

Let pf(,e) © V, — V,, ¢ = 0,1 be mappings that correspond to non-autonomous
binary shift register of length n with feedback function f € &, :

pr(x,€) = pr((x1,...,Xn), ) = (X2, - -, X, f(X1y .-, Xp) B ),

where x € V,,, ¢ € Fy and @ denotes addition over Fy. If u = (uy,us,...,w;), then
pr(x,u) = pr(.. o pp(pr(x, ), u2), .o w).

Definition 2.2. Let f € F,,. A mapping py is called resetable if there exist [ € N, y € 'V,
and z = z(y) € V,, such that

pr(xy) =2 = z(y)
for any x € V,,. An n-tuple y is called reset tuple for the mapping p;.
Resetable mappings were studied in [1].

Proposition 2.3. Let f € F,. A mapping p; is resetable iff for any x,x" € V,,, x # ¥/,
there exist y =y(x,x') € Vg and s = s(x,x’) such that pr(x,y) = pr(x,y).

Proof. Follows from the Definition 2.2. O

3 Main Result

Theorem 3.1.
Let f € F,11 be of the form

flo, o @y 1) = g2, oo, Tn) D Ty, (3.1)

where g € F,,. The mapping f* s locally invertible iff the mapping py is resetable.



Proof.

Note that a Boolean function f of the form (3.1) is perfectly balanced (see |2, 3]).
Therefore for any sequence z € V we have #(f*)7!(z) = 2" (#C denotes cardinality of the
set (') and for each b € V,, there exists a sequence = € (f*)7'(2) such that (z);, =b.

Necessity. Let f € F,.1 be of the form (3.1). Suppose the mapping f* is locally
invertible. Hence for some m € N there exists m-tuple y such that (2.1) holds. Let z be
any sequence in D(f* y) = V. Denote by M (f* (y,2)) an infinite table of sequences in

(f)7 (v, 2) -

1 1 1 1 1
5;72 x% x% xanﬂ x72n+n
M(f(v,2)=1].|=]" "? ml metn (3.2)
: STt e TR PR
72" T Xy o T e Ty,

Consider arbitrary but fixed ordering of these sequences. Rows restricted to first n columns
of this table compose the vector space V,. Using (2.1) we get (')mi1.00 = (#P)mi1.00 =
.= (7" )mi1.00. Hence

(xgn—i-l?“‘?l’in—l-n) = ($$n+17“‘?x$n+n> = ...= (ZL’?:_FD...,I?:_‘_”) = a

for some a € V,,. Furthermore one has

Yi = f(If7 te 7$§+n) = g(l’f, v 7$?+n—1) @ xf—i—n? (33)
k=1,2,...,2" i=1,2,...,m. Therefore

Py ((xlfa cee >$Z)>y) = (xf;l-f—l’ cee 7$fn+n) = a,
forany k=1,2,...,2" Hence p, is a resetable mapping.
Sufficiency. Let f € F,.; be of the form (3.1). Suppose a mapping p, is resetable.
Then for some m € N there exists a reset tuple y such that

pr(xy) =b=Db(y), beV, (3.4)

forany x € V,,. Let z be any sequence in V. Since the function f islinear in the last variable
it follows that (f*)™*((v,2)) = {2',...,2*"} and {(z")1,...,(#*" )1} = V,. Using (3.3),
3.4) one gets

(x)m—I—l,n =b (35)
for any z € (f*)7'((y,2)). Let z,2/ € (f*)"'((v,2)), ©# «. Combining (3.1) and (3.5) we
obtain (.’L‘)m+1700 = (ll>m+1,oo . O

4 Examples

Example 4.1. Let f € F, and f(x;®1,...,x, D 1) = f(x1,...,%X,). Then f* is not
locally invertible. If for a sequence y € V one has (f*)7'(y) # @ and z= (x1,...,%X;,...) €
(f) Yy, then 2/ = (x; ®1,...,x,®1,...) € (f*)Yy).



Ezxzample 4.2. Let n € N be odd and let a function g € &F,, be of the form:

Loif x> (n+1)/2;

g(X) = g(Xl, C ,Xn) = Zfll

0, if Y a; < (n—1)/2.
i=1

Then f* is locally invertible, where

FX1, e X, Xna1) = 9(X1, -+, Xp) D Xps-

Ezxzample 4.3. Let g € F,, be a function of the form

g(X) :g(Xla"'aXn) = X1 @h(Xh...,Xn).

Then f* is not locally invertible, where

f(X1>"'aXn+l) :g(Xl>"-aXn) DXp+1 = X1 @h(Xg,...,Xn) D Xp+1-
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