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Abstra
t

The aim of this paper is to study a novel property of Boolean mappings 
alled lo
al intert-

ibility. We fo
us on lo
al invertibility of Boolean mappings whi
h model �ltering generators

and study the 
ase when �ltering fun
tion is linear in the last variable.
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1 Introdu
tion

Lo
al invertability of Boolean mappings whi
h 
orrespond to �ltering generators is of primary

importan
e for 
ryptanalysis. Usually to invert a mapping Φ amounts to 
ompute for an

image y of Φ any pre-image x ∈ Φ−1(y). We fo
us on the next problem: is there a value

y in the range of Φ su
h that all points in Φ−1(y) belong to the same a�ne plane. This

property allows to write down a system of linear equations with key bits as unknowns.

2 Preliminaries

Let F2 = GF (2) be the �nite �eld with two elements and let N be the set of positive

integers. We denote by Vn = F
n
2 , n ∈ N the ve
tor spa
e of n-tuples x = (x1, . . . , xn), xi ∈

F2, i = 1, . . . , n. Let V = F
∞

2 be the set of all in�nite sequen
es over F2 . Elements of the

set V we denote by x = (xi)
∞

i=1 . We de�ne a trun
ation operator on V as follows:

1. (x)i,s = (xi, xi+1, . . . , xi+s−1) ∈ Vs, i = 1, 2, . . . ; s = 1, 2, . . . .

2. (x)i,∞ = (xi, xi+1, . . . , xi+t, . . .) ∈ V, i = 1, 2, . . . ; s = ∞.
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Analogously we de�ne a trun
ation operator on Vn :

(x)i,s = (xi, xi+1, . . . , xi+s−1) ∈ Vs, x ∈ Vn, 1 ≤ i ≤ n, 1 ≤ s ≤ n − i + 1.

Let Fn be the set of all Boolean fun
tions in n variables. For any Boolean fun
tion

f : Vn → F2 we de�ne a mapping f ∗ : V → V as follows:

f ∗(x) = (f ((x)1,n) , f ((x)2,n) , . . . , f ((x)t,n) , . . .) ,

x ∈ V . This mapping 
orresponds to binary shift register of length n without feedba
k with

�ltering Boolean fun
tion f .

De�nition 2.1. Let f ∈ Fn. A mapping f ∗
is 
alled lo
ally invertible if there exist m ∈ N

and m -tuple y ∈ Vm, su
h that:

(i)

D(f ∗, y) =
{

z ∈ V|(f ∗)−1(y, z) 6= ∅
}

6= ∅; (2.1)

(ii) for any w,w′ ∈ (f ∗)−1(y, z), z ∈ D(f ∗, y), an equation (w)m+1,∞ = (w′)m+1,∞ holds.

We denote by Inv(f ∗) the set of all su
h m -tuples y of a mapping f ∗
.

Let ρf(·, ε) : Vn → Vn, ε = 0, 1 be mappings that 
orrespond to non-autonomous

binary shift register of length n with feedba
k fun
tion f ∈ Fn :

ρf (x, ε) = ρf ((x1, . . . , xn), ε) = (x2, . . . , xn, f(x1, . . . , xn) ⊕ ε),

where x ∈ Vn, ε ∈ F2 and ⊕ denotes addition over F2 . If u = (u1, u2, . . . , ul), then

ρf (x, u) = ρf (. . . , ρf(ρf (x, u1), u2), . . . , ul).

De�nition 2.2. Let f ∈ Fn. A mapping ρf is 
alled resetable if there exist l ∈ N, y ∈ Vl

and z = z(y) ∈ Vn su
h that

ρf (x, y) = z = z(y)

for any x ∈ Vn. An n -tuple y is 
alled reset tuple for the mapping ρf .

Resetable mappings were studied in [1℄.

Proposition 2.3. Let f ∈ Fn . A mapping ρf is resetable i� for any x, x′ ∈ Vn, x 6= x

′,
there exist y = y(x, x′) ∈ Vs and s = s(x, x′) su
h that ρf (x, y) = ρf(x

′, y).

Proof. Follows from the De�nition 2.2.

3 Main Result

Theorem 3.1.

Let f ∈ Fn+1 be of the form

f(x1, . . . , xn, xn+1) = g(x1, . . . , xn) ⊕ xn+1, (3.1)

where g ∈ Fn. The mapping f ∗
is lo
ally invertible i� the mapping ρf is resetable.
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Proof.

Note that a Boolean fun
tion f of the form (3.1) is perfe
tly balan
ed (see [2, 3℄).

Therefore for any sequen
e z ∈ V we have ♯(f ∗)−1(z) = 2n
( ♯C denotes 
ardinality of the

set C ) and for ea
h b ∈ Vn there exists a sequen
e x ∈ (f ∗)−1(z) su
h that (x)1,n = b.
Ne
essity. Let f ∈ Fn+1 be of the form (3.1). Suppose the mapping f ∗

is lo
ally

invertible. Hen
e for some m ∈ N there exists m -tuple y su
h that (2.1) holds. Let z be

any sequen
e in D(f ∗, y) = V. Denote by M (f ∗, (y, z)) an in�nite table of sequen
es in

(f ∗)−1 ((y, z)) :

M (f ∗, (y, z)) =











x

1

x

2

.

.

.

x

2n











=









x1
1 x1

2 . . . x1
m+1 . . . x1

m+n . . .
x2

1 x2
2 . . . x2

m+1 . . . x2
m+n . . .

. . . . . . . . . . . . . . . . . . . . .
x2n

1 x2n

2 . . . x2n

m+1 . . . x2n

m+n . . .









(3.2)

Consider arbitrary but �xed ordering of these sequen
es. Rows restri
ted to �rst n 
olumns

of this table 
ompose the ve
tor spa
e Vn. Using (2.1) we get (x1)m+1,∞ = (x2)m+1,∞ =
. . . = (x2n

)m+1,∞. Hen
e

(

x1

m+1, . . . , x
1

m+n

)

=
(

x2

m+1, . . . , x
2

m+n

)

= . . . =
(

x2n

m+1, . . . , x
2n

m+n

)

= a

for some a ∈ Vn . Furthermore one has

yi = f(xk
i , . . . , x

k
i+n) = g(xk

i , . . . , x
k
i+n−1) ⊕ xk

i+n, (3.3)

k = 1, 2, . . . , 2n; i = 1, 2, . . . , m . Therefore

ρg

(

(xk
1, . . . , x

k
n), y

)

= (xk
m+1, . . . , x

k
m+n) = a,

for any k = 1, 2, . . . , 2n. Hen
e ρg is a resetable mapping.

Su�
ien
y. Let f ∈ Fn+1 be of the form (3.1). Suppose a mapping ρg is resetable.

Then for some m ∈ N there exists a reset tuple y su
h that

ρf(x,y) = b = b(y), b ∈ Vn (3.4)

for any x ∈ Vn. Let z be any sequen
e in V. Sin
e the fun
tion f is linear in the last variable

it follows that (f ∗)−1 ((y, z)) =
{

x

1, . . . , x2n
}

and

{

(x1)1,n, . . . , (x2n

)1,n

}

= Vn. Using (3.3),

3.4) one gets

(x)m+1,n = b (3.5)

for any x ∈ (f ∗)−1 ((y, z)) . Let x, x′ ∈ (f ∗)−1((y, z)), x 6= x

′. Combining (3.1) and (3.5) we

obtain (x)m+1,∞ = (x′)m+1,∞ .

4 Examples

Example 4.1. Let f ∈ Fn and f(x1 ⊕ 1, . . . , xn ⊕ 1) = f(x1, . . . , xn). Then f ∗
is not

lo
ally invertible. If for a sequen
e y ∈ V one has (f ∗)−1(y) 6= ∅ and x = (x1, . . . , xt, . . .) ∈
(f ∗)−1(y), then x

′ = (x1 ⊕ 1, . . . , xt ⊕ 1, . . .) ∈ (f ∗)−1(y).
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Example 4.2. Let n ∈ N be odd and let a fun
tion g ∈ Fn be of the form:

g(x) = g(x1, . . . , xn) =











1, if

n
∑

i=1

xi ≥ (n + 1)/2;

0, if

n
∑

i=1

xi ≤ (n − 1)/2.

Then f ∗
is lo
ally invertible, where

f(x1, . . . , xn, xn+1) = g(x1, . . . , xn) ⊕ xn+1.

Example 4.3. Let g ∈ Fn be a fun
tion of the form

g(x) = g(x1, . . . , xn) = x1 ⊕ h(x1, . . . , xn).

Then f ∗
is not lo
ally invertible, where

f(x1, . . . , xn+1) = g(x1, . . . , xn) ⊕ xn+1 = x1 ⊕ h(x2, . . . , xn) ⊕ xn+1.
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