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Abstrat

We desribe the �rst power analysis attak on passive RFID tags. Compared to

standard power analysis attaks, this attak is unique in that it requires no physial

ontat with the devie under attak. The power analysis an be arried out even if

both the tag and the attaker are passive and transmit no data, making the attak

very hard to detet.

As a proof of onept, we use power analysis to extrat the kill passwords from

Class 1 EPC tags operating in the UHF frequeny range. Tags from several major

vendors were suessfully attaked. Our attak an be extended to HF tags and to

remote fault analysis.

The main signi�ane of our attak is not in the disovery of kill passwords

but in its impliations on future tag design � any ryptographi funtionality built

into tags needs to be designed to be resistant to power analysis, and ahieving

this resistane is an undertaking whih has an e�et both on the prie and on the

performane of tags.
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CHAPTER 1

Introdution

1.1. The RFID Tag � the World's Simplest Computer

The ontinuing advanement in the �eld of omputer engineering results in

a steady stream of exiting new appliations for omputing systems. One suh

new appliation is the �eld of pervasive omputing, whih attempts to integrate

omputers into the environment, transforming everyday objets found in home and

o�e environments into aware, intelligent and onneted omputing devies.

The RFID tag is one step toward ahieving this goal. While various �avours of

tag exist, the tag is generally a very simple omputer whih is apable of performing

some task suh as holding a small amount of information in read/write memory

or measuring some environmental parameter. These tags are assoiated with a

physial real-world entity and allow the omputing environment to trak this entity

and make informed deisions aording to the position and status of objets in the

real world (see for example [25℄). Aording to [9℄, there are urrently more than

2 billion tags in irulation, with this number expeted to double every 3 years in

the foreseeable future.

1.1.1. General Struture of an RFID System. The general struture of

an RFID system is presented in Figure 1.1 on page 11. Suh a system onsists

of a high-powered reader ommuniating with an inexpensive tag using a wireless

Figure 1.1. The general struture of an RFID system

11



12 1. INTRODUCTION

Property Possible values In this work

Power soure Internal battery (ative) or

externally supplied (passive)

Passive

Tag-reader link Indutive (near �eld) or

radiative (far �eld)

Far �eld

Operating

frequeny

Low Frequeny, High Frequeny,

Ultra High Frequeny

Ultra High Fre-

queny (900MHz)

Air interfae Proprietary, ISO/IEC 14443,

EPCGlobal

EPCGlobal Gener-

ations 1 and 2

Tag apabilities Read-only memory, read/write

memory, miroproessor

Read/write mem-

ory

Table 1. Classi�ation of RFID tags

medium. The reader generates a powerful eletromagneti �eld around itself and

the tag responds to this �eld. In passive systems, suh as the one attaked in this

work, plaing a tag inside the reader's �eld (ommonly referred to as illuminating

the tag) also provides it with the power it needs to operate. As stated before,

the tag is usually attahed to a physial objet while the reader is onneted to a

powerful omputer or to the network. A reader may, in general, ommuniate with

many tags simultaneously.

1.1.2. A Taxonomy of RFID Systems. RFID tags an be lassi�ed a-

ording to a variety of parameters, as summarized in Table 1 on page 12. Some

tags are ative, ontaining an internal battery to provide them with power. Most

are passive, relying on the reader to provide them with operating power through

the �eld it generates. Some tags rely on indutive oupling to link to the reader.

These tags are identi�ed by oil-shaped antennas and have a very short operating

range (usually a few entimeters, depending on the frequeny). Other tags use

radiative oupling (also known as eletromagneti oupling) and are identi�ed by

dipole antennas, shaped more or less like a straight line. Radiatively-oupled tags

typially have a longer operating range of several meters, with some types of ative

tags ahieving ranges of 100 meters or more.

The operating frequeny of a tag is in�uened by its oupling method. Indutively-

oupled tags use the low frequeny or high frequeny bands � roughly 30KHz to

30MHz, with wavelengths of 10 kilometers to 10 meters. The wavelengths used by

indutively-oupled tags are hosen to be muh higher than the distane between

the tag and the reader. Radiatively-oupled tags use the ultra high frequeny band

� roughly 300MHz to 3GHz, with wavelengths of 1 meter to 10 entimeters. The

operating frequeny has an e�et on the ability of the tag to work in RF-hostile

environments suh as near liquids and metals or inside the human body.
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Radiatively-oupled tags o�er a higher read range than indutively-oupled

tags for the same reader power. This is beause magneti �eld strength dereases

in proportion to r3
while eletromagneti �eld strength dereases in proportion to

r2
[55, p. 43℄. In addition, while eletromagneti onnetions have no absolute

bound on their range, magneti indution simply does not work unless the mag-

neti �eld lines of the tag and oil interset, whih bounds the distane by

c
2πf

(aording to [55℄, about 3.6 meters for standard 13.56 MHz tags). On the other

hand, indutively-powered passive tags enjoy a relatively abundant power supply,

while radiatively-powered tags are expeted to work with less than one milliwatt of

power (see Subsetion 3.1.1.3).

Tags and readers ommuniate using a standard air interfae protool. Some

vendors have a proprietary air interfae whih is supported only by their own hard-

ware. Others omply to international standards. The main standard for high

frequeny tags is ISO/IEC 14443 [13℄, while the main standard for ultra-high-

frequeny tags is the EPCGlobal standard suite[5, 19℄. The EPCGlobal air in-

terfae has gone through two generations of standards, both of whih are overed

in this work.

Finally, there are di�erent apabilities for di�erent tags. The simplest tag is a

1-bit tag, whih merely announes its presene when illuminated by a reader. These

tags are atually quite ommon and are used in theft prevention senarios. The

tags overed in this work are slightly more advaned, ontaining several hundred

bits of read/write memory and a simple protool to ontrol them. At the top end of

the spetrum there exist tags with full-�edged miroproessors. These tags are in

many ases standard smart ards with an added ontatless interfae. Due to their

relatively high power requirements, ontatless smart ards are usually designed for

indutive oupling.

Our work fouses on passive UHF tags adhering to the EPCGlobal standard.

These tags are ommonly alled Eletroni Produt Code (EPC) tags. These tags

are passive and are radiatively oupled. They work in the UHF band (900MHz)

and ontain a small amount of read/write memory. EPC tags were designed as

part of a global initiative to replae the ommon optial bar odes found on mar-

keted goods with an RF-based eletroni version. The EPC system also desribes

a wide-ranging tehnial and business-oriented infrastruture that supports this

transition[18℄. EPC tags improve on optial barodes by o�ering an inreased read

range and more reliable data transfer, but more signi�antly by expanding the

name spae for produt odes from the existing 47 bits

1

to 96 bits or even more.

This larger name spae an allow items to be traked aording to their individual

identity, not only aording to the lass of produt they belong to.

1

14 deimal digits, to be exat
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The eonomis of the EPC system were designed with the notion of tags 5

osting ents apiee. As of late 2006, vendors are beginning to reah this prie

point for large volume purhases. A single tag is muh more expensive � we spent

nearly $3 per tag for the ones used in our experiments. An EPC reader usually

osts between $500 and $800, inluding antenna.

1.1.3. The Case for Seurity in RFID � Present and Future. One may

assume that the urrent rop of EPC tags seems too simple to protet � after

all, they are merely an upgrade to the optial bar ode, whih obviously has no

seurity measures. The authors of [46℄ hallenge this assumption, noting that the

inreased reading range of a tag, ombined with the inreased name spae, severely

ompromise the privay of individuals bearing tagged goods. This risk stems from

the fat that an individual an be impliitly traked by the spei� ensemble of

items he is arrying on his person. We present a more detailed survey of the

seurity risks of RFID tags in Setion 2.4. Making the data stored on RFID tags

seure and trustworthy is an important onern for today's users of RFID.

In the future, the ontinued growth and development of the �eld of pervasive

omputing is expeted to further enhane the apabilities of RFID tags as well as

their popularity and their extent of deployment. Aided by the inevitable phenome-

non of feature reep, future tags an be expeted to ontain more sensitive data and

may also have the ability to make ruial deisions based on this data. As the apa-

bilities of RFID tags approah those of smart ards, the need for ryptographially

enhaned seurity and privay will beome even more apparent.

1.2. Side-Channel Cryptanalysis

Cryptanalysts try to devise methods for attaking seure systems. There

are two main approahes to ryptanalysis � mathematial ryptanalysis and side-

hannel ryptanalysis. The di�erene between the two will be explained below.

Any interative system an be de�ned in general by its o�ial external inter-

fae. This interfae spei�es the inputs and outputs to the system. It also spei�es

the behaviour of the system when presented with di�erent inputs. This onven-

tion holds both in the software world and in the physial world. For example,

a publi-key digital signature server reeives a message as an input, alulates a

ryptographi signature for this message using the server's private key, and �nally

outputs this signature; a padloked door reeives a series of dial settings as in-

puts and unloks itself when the orret sequene of dial settings is punhed in.

Mathematial ryptanalysis attempts to attak a seure system by making use of

weaknesses in the formal desription of the system.
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Dynamic short circuit 

when transistor logic 

switches states

Parasitic capacitance when long interconnects switch states

Figure 1.2. Soures of dynami hanges in power onsumption

in CMOS iruits

In addition to their o�ial outputs, most seure systems also provide auxiliary,

or side-hannel, outputs as they work. Referring to the previous example, the

signature server may take a di�erent amount of time to sign di�erent messages;

the padlok may emit a series of liks and whirrs as the dial is turned. Armed

with knowledge of the internal workings of the devie under attak � aquired by

use of inside information, by reverse engineering or simply by eduated guessing �

ryptanalysts an now �nd orrelations between the seret information enapsulated

by the system and these side-hannel outputs. Side-hannel ryptanalysis fouses on

�nding ways of ompromising seure systems based on these orrelations. Turning

again to our examples, the timing information of an SSL server was used by [4℄ to

reover its 1024-bit private key in two hours, while [3℄ shows how many standard

safes an be raked by observing the amount of mehanial resistane the safe dial

o�ers as the attaker spins it.

1.2.1. Power Analysis. One very e�etive method of side-hannel ryptanal-

ysis is alled power analysis. Power analysis fouses on relating hanges of power

onsumption to hanges in the internal state of a ryptosystem.

Before we explain the method of operation of power analysis attaks, we will

brie�y review the internal struture of Complementary Metal Oxide Semiondutor

(CMOS) iruits, the tehnology used to fabriate most low-power devies on the

market today. A CMOS integrated iruit (IC) onsists of internal state registers,

some logi iruitry that makes use of these registers, and an interfae that onnets

these funtions to the outside world. Both state and logi are implemented by

networks of transistors or gate elements (GEs). The gate elements are onneted

by interonnets, whih are strips of metal running through the integrated iruit.

More omplex systems (beyond the sope of this work) may also use dynami

random aess memory (DRAM) to store their state.

As stated in [6℄, there are three main ontributors to power dissipation (or,

equivalently, to urrent draw) in a CMOS devie: leakage urrent, diret-path short
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iruit urrent and loading apaitane urrent. The leakage urrent is a onstant

dissipation whih is a result of the manufaturing proess of CMOS and is not

in�uened by the internal state of the tag. The other two ontributors are dynami:

The diret-path short iruit urrent is a rush of urrent that ours whenever

transitions in the CMOS logi result in a temporary short iruit between the

IC's power supply and the ground; The loading apaitane urrent results from

the fat that a iruit's interonnets behave like apaitors and thus require a

harge/disharge urrent when they hange state. Aording to [1℄, about 15%

of the dynami power onsumption of typial devies results from dynami short

iruits, while 85% is the result of parasiti loading apaitane. Both dynami

soures of power onsumption manifest themselves only when state bits in the IC

�ip their values.

These dynami properties mean that, in general, a ative CMOS devie on-

sumes more power than an idle devie, allowing an attaker to learn exatly how

long ertain operations take and raising the possibility of timing-based side han-

nel attaks. With su�iently sensitive equipment, an attaker an also estimate

how many individual bits �ip at every point of time, allowing even more powerful

attaks. To mount a power analysis attak, the attaker plaes a sensitive urrent

probe between the devie and its power supply, then measures the hange in power

onsumption over time. This attak is espeially suited to smart ards, a popular

lass of seure devies whih is designed to be tamper resistant but still has its

power supplied by an outside party.

A more detailed survey of power analysis attaks and the work done to prevent

them is available in [1℄ and in [28℄.

1.2.2. Protetion from Side-Channel Attaks. As mentioned previously,

side-hannel attaks gain their strength from the orrelations between a system's

seret data and its side-hannel outputs. Side-hannel ountermeasures are gen-

erally designed to minimize this orrelation. There are several approahes toward

this goal, inluding masking the seret with some random data, attenuating the

side hannel by some form of shielding and using speially designed omponents

with less side-hannel leakage. We survey several ountermeasures suitable against

power analysis attaks in Setion 5.2.

1.3. Our Contribution

In this work, we show how power analysis, a form of attak whih typially

requires physial aess to the devie under attak, beomes a remote attak when

we apply it to passive RFID devies. We show how to onstrut a lab setup that

an perform power analysis over a distane and demonstrate the e�etiveness of the
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attak by reovering the kill password of an EPC tag. We also present an existing

power analysis ountermeasure whih �ts into the tag manufaturing proess and

e�etively protets against our attak.

1.4. Struture of this Doument

The struture of the remainder of this work is as follows: in Chapter 2, we

review some related work in the �elds of power analysis attaks and attaks on

RFID tags. In Chapter 3 we review the theoretial aspets of our attak, inluding

a short survey of the EPC standard. In Chapter 4 we disuss the pratial issues

related to our attak and present our results. Finally, in Chapter 5 we disuss

the impliations of this attak, review several types of ountermeasures to protet

against it and present several new ideas for extending our results.





CHAPTER 2

Previous Work

This setion will disuss previous work related to our results.

2.1. Password Guessing Attaks

The results presented in this work make use of power analysis to try and guess

a password. Using the fat that we an guess the password one bit at a time, the

time required to searh the password spae is redued from exponential to linear,

and thus it is easy to attak arbitrarily long passwords. The �rst doumented use

of this attak as a way of guessing passwords in a omputing environment was in

the TENEX operating system, ira 1970 [32, Setion 2.1℄.

2.2. Power Analysis of Smart Cards and Other Cryptosystems

The apabilities of power analyti attaks were �rst demonstrated in an aa-

demi setting in [28℄. Power-analysis attaks lend themselves naturally to smart

ards, sine the internal state of smart ards is proteted from outside inspetion by

various tamper-proo�ng methods while their power supply is run from an external

line and, as suh, an be deliately monitored by an attaker without tripping the

tamper protetion. There have been many follow-up works to [28℄, exploring both

the apabilities of power analysis and the ost involved in preventing them. Power

analysis has been used to extrat the keys from smart ards using seret key iphers

suh as DES [15℄ and AES [14℄, as well as devies using publi key ryptosystems

suh as RSA [37℄. In [46℄ the authors suggested that RFID tags may be vulnerable

to power analysis and fault attaks. In [42℄ the authors presented an RF front-

end for an indutively oupled ontatless smart ard, remarking that �Contatless

smartards are espeially suseptible to power analysis beause the power signature

of a transation is atually broadast in the air�.

2.3. Remote EM-based Attaks

Several other researh works present attaks mounted by a remote attaker

armed with a diretional antenna. Two interesting results are disussed below.

19
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2.3.1. Sreen Sni�ng. Cathode ray tube (CRT) displays operate by san-

ning a single eletron beam of variable intensity over the entire sreen in a predeter-

mined pattern of lines. The signal ontrolling this intensity is alled the luminane

signal. This luminane signal is subjeted to a very high level of ampli�ation be-

fore it is used to manipulate the strength of the eletron beam. In [54℄ Wim van

Ek demonstrated that this signal leaks out of the display unit in the form of ele-

tromagneti radiation. This signal an be then interepted and used to reonstrut

the image shown on the display. In a demonstration for the BBC's �Tomorrow's

World� show in 1985, van Ek used a van-mounted VHF antenna to interept the

sreens of omputers in the Sotland Yard building several tens of meters away

from the attaker.

In [31℄, this attak was further extended to modern LCD displays. The attaks

of [31℄ operates in frequeny ranges and signal envelopes similar to the ones used

in our attak, and thus his estimates on the usable attak range were useful to us

as well.

2.3.2. Smart ard Emanations. Sine any onduting wire inside a om-

puting devie an be onsidered as a transmitting antenna, several researhers have

attempted to monitor the eletromagneti emanations of the internal iruits of

a smart ard and thus dedue its internal state without tripping the tamper-

protetion safeguards. These attaks are usually arried out by plaing a short

oil antenna diretly above the smart ard, exatly over some loation of inter-

est. In [36℄, the authors demonstrated a di�erent remote attak on ryptographi

smart ards using eletromagneti emanations. In this attak the reeive antenna

was not loated diretly above a spei� spot on the smart ard, but rather at

a distane of 2 meters from the ard. The attak was performed in an anehoi

hamber - a speial environment designed to minimize the interferene aused by

external radio frequeny soures and by multipath propagation of the interepted

signal. Our attak is di�erent than the attak in [36℄ in that it does not monitor

the eletromagneti emanations of the iruits inside the devie under attak, but

rather presents an indiret way of monitoring its atual power onsumption. Our

method of attak apparently has better range and more resistane to noise than

the attak in [36℄, sine we were able to mount it in an eletromagnetially noisy

lab environment and without expliity �ltering against multipath e�ets.

There are also di�erent ountermeasures to be employed against these two

attaks. On one hand, our attak an be prevented by making the devie resistant

to power analysis, as we will desribe in Setion 5.2, while the authors of [36℄ argue

that some power analysis ountermeasures will not help against their attak (sine

even after masking the power onsumption of the devie as a whole, there may
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still be relevant data in the power onsumption of spei� parts of the devie). On

the other hand, surrounding the hip at the heart of the tag with EM shielding

(without, of ourse, shielding the antenna) will protet against standard EM-based

attaks but will not protet against our attak.

2.4. Attaks on RFID Tags

2.4.1. The RFID Threat Model. The urrent lines of attak against RFID

tags are derived from the apabilities of today's tags. At present, the most ommon

funtionality of a tag is to provide a stati payload (identifying the item to whih it

is assoiated) to the reader. Either reader or tag may be required to authentiate

themselves, and the signal exhanged between reader and tag may be enrypted.

In this senario, an RFID adversary may desire either to prevent the tag and the

reader from ommuniating, to masquerade as the tag or as the reader, or to bypass

the hannel enryption. The general threat model is surveyed in detail in [46℄. One

spei� threat whih we address in this work is the ase of an adversary disabling

or rewriting tags at will.

Generally speaking, the tehnologial situation is bringing RFID tags ever loser

to having all properties of a standard reon�gurable omputer, both in terms of the

quantity and quality of the information it may store and in terms of its omputing

power. The threat model will obviously evolve as the apabilities of RFID tags

grow, �nally onverging into the standard threat model for a personal omputer.

2.4.2. Current Attaks on RFID Tags. This setion presents a short sur-

vey of some attaks against the urrent line of passive RFID tags. Sine this work

fouses on physial layer attaks, we will present three works in whih tags were

attaked at the physial layer � zapping, jamming and skimming.

Zapping attaks attempt to inapaitate a single tag, rendering it unable to

ommuniate with any reader. An attaker with physial aess to the tag an

ahieve this goal by utting the antenna apart using a pair of sissors � the stubs

of the antenna whih remain onneted to the tag will provide it with muh less

power than a full-sized antenna, dramatially reduing its read range[23℄. A more

advaned attaker an try and reate an eletromagneti pulse (EMP) whih will

overwhelm the tag's reiever iruit and render it unusable. In [39℄ the authors

show how to reate an �EMP gun� using a disposable amera's �ash iruitry and

demonstrate its use in disabling ISO/IEC 14443 RFID tags. The authors also note

that their EMP gun has the same destrutive e�et on personal omputers, portable

musi players and paemakers.

Jamming attaks are ative attaks whih attempt to disrupt the tag-reader

ommuniations in a ertain loation. In [22℄ the authors present a �bloker tag� � a



22 2. PREVIOUS WORK

speial tag designed to prevent any other tags being read in its viinity. The bloker

tag is designed to partiipate in the EPC singulation protool (see [5, subsetion

4.2.2℄) and to answer positively to all reader inventory queries, in fat reating the

false impression that all 296
possible tags are present in the reader's viinity. Sine

the bloker tag understands the EPC protool, it an be designed to have a more

benevolent behaviour, perhaps bloking only a ertain subset of the ID spae (for

example only mediines) or disabling itself when being presented with a properly

authentiated reader. While this attak works in the appliation layer, another

attak, presented in [17℄, ahieves similar funtionality at the physial layer. The

attak of [17℄ prevents tags from even hearing the reader by reating a ompeting

signal in the same frequeny range as the reader. This attak is made easier by the

fat that while the RFID reader performs frequeny hopping to help it share the

air with other devies, the RFID tag listens undisriminately to all signals in its

range.

Skimming attaks allow the attaker to impersonate a tag. These attaks

are ommonly launhed against tags designed to o�er proximity-based priveleges,

suh as allowing a ar to start only when the key is present, or allowing restrited

aess to a faility only to persons injeted with a subdermal RFID tag[8℄. For

the simplest tags without a hallenge-response protool, it su�es to reord the

signal baksattered from the tag under attak as it is queried by a reader and

replay on demand [56℄. This an be performed even without understanding the bit

struture of the tag-reader hannel, as long as the reording is done at su�ient

resolution. More robust tags with hallenge-response protools an be subjeted

to relay attaks. This sort of attak is arried out by two olluding attakers, as

shown in [26℄. One attaker (the �ghost�) is loated next to the reader and another

(the �leeh�) is next to the tag. The tag-reader data exhange is relayed between

the two olluding attakers by an external hannel.



CHAPTER 3

Theoretial Bakground

This setion will desribe the theoretial aspets of our work. It will desribe

the family of tags we attak, and how we intended to attak them.

3.1. The EPC Standard Family

The RFID system we onsidered was the EPC system, used in tags attahed to

items of merhandise in retail and other supply-hain senarios. The standards body

governing the onepts of this system is EPCGlobal, a not-for-pro�t organization

formed around MIT's Auto-ID Center in 2003[18℄.

The EPC standards de�ne the apabilities of the tag and reader and determine

how the two should ommuniate. The ommuniations protool onsists of two

layers:

• The physial layer (also alled the air interfae) de�nes the radio har-

ateristis of the protool, inluding the way bits and symbols are repre-

sented and the allowed frequenies and power levels used by the reader.

• The appliation layer de�nes the set of ommands the reader and tag

should exhange. It also de�nes how the tag should respond to the om-

mands it reeives.

The EPCGlobal arhiteture de�nes in [45℄ 6 lasses of tags, ranging from Class 0

to Class 5. Class 0 tags are the weakest � they are read-only devies apable only

of emitting a ertain �xed ID they were assigned when they were manufatured.

Class 5 tags are the most powerful, being for all pratial issues full-�edged portable

omputers with support for the EPC air interfae. The most ommon tag lass,

and the one disussed here, is the Class 1 tag. It de�nes a passively-powered tag

with no omputational resoures other than a small amount of read/write memory

and the logi required to aess this memory.

The Class 1 EPC protool went through two generations. The �rst generation

was de�ned by MIT's Auto-ID enter in [5℄. While it was never formally rati�ed,

the Generation 1 protool was aepted by the industry and was deployed in hun-

dreds of millions by late 2005 [9℄. The parts of the protool whih were vague or

inompletely spei�ed were implemented arbitrarily by manufaturers, leading to

23
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Figure 3.1. The general struture of a tag

some inompatibility problems and to the emergene of a de-fato standard based

on imitation of the leading vendors' implementations (see for example [50℄).

The urrent reommended standard is alled Class 1, Generation 2 (C1G2), and

is de�ned in [19℄. While both generations of the Class 1 protool share a ommon

air interfae, their appliation layer is quite di�erent

1

.

We will now disuss the parts of both protool layers whih are relevant to our

attak.

3.1.1. The Physial Layer. The aspets of the physial layer we will disuss

are the frequenies and power level used, how power is supplied to the tag, and how

tag and reader ommuniate.

3.1.1.1. The General Struture of a Tag. Figure 3.1 on page 24 shows the gen-

eral struture of a passive UHF tag, as desribed in [24℄.

The tag's antenna is its link to the outside world. The signal inident on the

antenna ontains both the power required to operate the tag and ommands from

the reader. The power extration iruit onverts the low-amplitude AC input to a

5V DC voltage whih is provided to all other modules. The demodulator, or deoder,

1

The ommon air interfae was hosen to allow Generation 1 readers to support Generation 2

tags without hanging the hardware. The MPR6000 reader we used was atually supplied with

Generation 1 �rmware and was upgraded to Generation 2 using software from WJ's web site.
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extrats the data from the inoming signal and forwards it to the ontrol logi. The

ontrol logi module, whih is in harge of implementing the tag's ommand set, is

generally onstruted of a �nite state mahine that has aess to eletrially erasable

and programmable memory (EEPROM). The EEPROM is used by the tag to store

long-term, non-volatile data suh as the tag's ID. The modulator is used to onvey

responses from the tag bak to the reader. This is done by dynamialy hanging

the impedane of the tag and thus the magnitude or the phase of the signal it

re�ets bak to the reader's reeive antenna (see Subsetion 3.1.1.5). Realling our

ryptanalyti intentions, it is apparent that while all six modules mentioned above

have an e�et on the transient power onsumption of a tag, the seret information

we are after is ontained only in the power onsumption of the ontrol logi, the

EEPROM, and the bus onneting the two.

3.1.1.2. Frequenies and Power Levels. The EPC system operates in the industrial-

sienti�-medial (ISM) frequeny band. The ISM band is unique in the sense that

low-powered transmitters an be used in it without being individually registered

and liened. The exat hoie of frequeny for the ISM band varies between oun-

tries, but it is generally between 860 and 960MHz.

In a passive RFID system, the eletromagneti �eld generated by the reader is

used to power the tags it interrogates. The amount of power available for the tags

deays quadratially as the distane between the tag and the reader grows, and all

tags require a ertain minimal amount of power to operate. Thus, for any �xed tag

design, the maximum transmit power a reader an use immediately determines its

maximum range.

The di�erent national standards institutes de�ne the maximum power allowed

for an RFID reader. As shown in [12, subsetion 4.2.5.2℄, this maximum power

limit is ommonly measured using the e�etive isotropi radiated power (EIRP)

rating. EIRP is de�ned in [11℄ as �the power that would have been radiated by an

isotropi antenna with the same power density as the real antenna in the diretion

of maximum gain�.

Pratial antennas do not have a uniform power distribution in spae, but rather

follow some radiation pattern. For example, a dipole antenna generates a strong

�eld on the plane normal to its axis and inident on its enter, while it radiates no

power along the axis of the dipole itself. The EIRP measurement method means

that users annot try to inrease the range of their readers while staying within

the regulated power onstraints by using a high-gain, highly diretional antenna

2

.

Figure 3.2 on page 26 shows the radiation patterns of several types of antennas,

2

A passive tag's radiated �eld is always muh weaker than the reader's �eld. However, the tag's

dipole antenna is nearly isotropi while the reader's antenna is usually diretional. We found this

reates points in spae where the tag's signal is muh stronger than the reader's signal, making

our attak easier to arry out (see Subsetion 4.2.2).
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Figure 3.2. The radiation patterns of di�erent types of antennas

plotted using EZNEC [33℄. The ontour line in the �gure represents areas in spae

with similar power density.

The exat de�nition of the allowed frequenies and power levels for EPC tags

varies between ountries. In the USA the Federal Communiations Commission

(FCC) de�nes a frequeny range of 902�928MHz and a maximum EIRP of 4W.

In most of Europe the European Teleommuniations Standards Institute (ETSI)

de�nes a frequeny range of 865.6�867.6MHz and a maximum EIRP of 3.2W[2℄. As

of late 2006, RFID regulation in Israel was still a work in progress � the suppliers

we ontated stoked both FCC and ETSI-ompliant tags.

EPC tags transmit their responses to the reader by modeulated re�etion of the

reader's signal. Due to this property, the operating frequeny of a tag-reader system

is ompletely determined by the reader. Thus, a single tag an be made to be both

FCC- and ETSI-ompliant.

3

In general, a tag operated outside its reommended

frequeny range will still work, but its usable read range will be dramatially lower.

3.1.1.3. Power Supply to Passive Tags. The arrier wave generated by the

reader is used both to provide the tag with power and to send it data. While

this subsetion will fous on power extration, the next subsetion will deal with

the data payload arried by the reader's signal.

Aording to Maxwell's equations, plaing a onduting antenna in a variable

eletromagneti �eld auses a urrent to �ow through the antenna. Conversely,

passing an alternating urrent through a onduting antenna generates an eletro-

magneti �eld around it. In standard appliations of radio-frequeny data transfer,

suh as FM radio, the signal indued on the antenna by the external eletromagneti

3

Tag vendors may have an inentive to reate tags whih are not usable throughout the world.

Limiting a tag to a spei� market and frequeny range allows vendors to tune the tag to a narrow

frequeny band. This lets the tag operate at a higher �Q fator�, allowing a more e�ient energy

transfer into the tag iruit and thus improving its usable range. Aording to [11℄, higher-Q tags

an also use shorter antennas than low-Q tags, improving their form fator.
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�eld provides the data signal (for example, the musi on the radio), while power is

provided by another soure. Passive tags, on the other hand, have the ability to

extrat their operating power from the urrent indued on their antennas.

The reader powers the tag by generating a sine wave with the approximate fre-

queny of 900 MHz. If the tag antenna is properlymathed to this signal, a standing

wave will develop on the tag's antenna. This standing wave is an alternating voltage

di�erential whih auses urrent to �ow through the tag iruitry.

As stated in Subsetion 3.1.1.2, real-world antennas are not isotropi, meaning

that their orientation in spae has an e�et on the power of the signal they reeive.

Tag makers are usually interested in maximizing the tag's usability, regardless of

its orientation, so tags usually use half-wave dipole antennas, whih are relatively

omnidiretional. These antennas are onstruted from a straight segment of on-

duting material with a length equal to half the wavelength of the signal (in our

ase approximately 15m). Vendors usually meander the antenna in a somewhat

urved pattern to minimize the e�et of the dipole's �blind spots� diretly along

the antenna's axis.

To maximize the transfer of energy from the antenna to the IC, the tag's internal

iruits are designed to expose a purely resistive load toward the antenna. This is

done by anelling out any apaitive or indutive loads generated by the tag's

internal iruitry by an additional network of oils or apaitors.

We an now use the standard mirowave engineering equations to disover the

power available to the tag.

To see the total power available to the tag iruit's power extration module,

we an measure the proportion of the sphere of energy surrounding the reader whih

is aptured by the tag antenna's e�etive area. This gives us the formula

(1) P
Tag

= P
Reader

·
A
Tag

4πr2

The e�etive area is a measure whih depends on the antenna's geometry and the

inident wavelength. For a tag with a half-wave dipole the e�etive area is de�ned

in [12℄ as

λ2

2π
. Assuming a 900MHz signal, for whih λ = c

9·106 = 33.31m, we arrive

at A
Tag

≈ 88.3m2
. Assuming a tag loated 3 meters away from an ETSI-ompliant

reader with an isotropi antenna transmitting at 3.2W, the total amount of power

available to the tag is approximately 250µW .

This power is presented to the tag as a standing wave U0 generated on the tag's

antenna. Aording to [12, p. 125℄, the amplitude of this standing wave is de�ned

as

(2) U0 = ℓ0 · E



28 3. THEORETICAL BACKGROUND

where ℓ0 is the e�etive length of the tag's antenna and E is the eletri �eld

strength of the inoming wave. The e�etive length is a funtion of the antenna's

e�etive surfae area A
Tag

, of the wireless medium's harateristi wave impedane

Z
F

and of the antenna's radiation resistane R
R

. The strength of the eletri �eld

is a funtion of the reader's e�etive isotropi transmitted power and of its distane

from the tag:

ℓ0 = 2

√

A
Tag

· R
Rad

πZ
F

, E =

√

P
Reader

· Z
F

4πr2

Combining the two equations we obtain

U0 =

√

A
Tag

· R
Rad

· P
Reader

π2r2

For a standard half-wave dipole antenna R
Rad

≈ 73Ω[12℄. Assuming that

A
Tag

≈ 88.3m2
, we arrive at the �nal approximation of 0.258

√

P
Reader

r
Volts. Re-

turnimg to the previous example, the tag desribed there an expet a voltage

di�erential of about 0.15 Volts.

To redue osts of tags and enable high-volume manufaturing, tag iruitry is

usually onstruted from older-generation CMOS silion, whih requires a 5V DC

operating voltage. To onvert the low-voltage AC signal reeived on the antenna

to a reasonable DC soure, the tag makes use of a iruit alled a harge pump. As

shown in [24℄, this iruit reti�es and ampli�es the standing wave into a higher-

amplitude DC voltage and �nally uses it to harge a apaitor that powers the

rest of the iruit. The power extration proess is inherently lossy, meaning that

typially only 15% of the power inident on the tag's antenna will atually be

available to power the tag's internal iruitry (see [24, subsetion V℄).

3.1.1.4. Data Transfer from Reader to Tag. The EPC protool is based on a

reader-talks-�rst methodology, in whih the tag may only transmit data as a diret

response to reader queries. The ommuniation protool is half-duplex : at any

stage in time only one of the two devies may transmit data.

In both generations of the EPC protool the reader sends the tag ommands in

the form of pakets, eah of whih onsists of a sequene of symbols. Eah symbol

onsists of a series of binary bits. The symbols have variable lengths, generally

onsisting of 2 to 8 bits. The di�erent lengths for eah symbol form a basi Hu�man

enoding that allows ommon ommands to be sent and handled more e�iently.

Eah bit is sent by varying the strength of the reader's �eld between two levels

over time, using a sheme alled pulse amplitude modulation (PAM) or amplitude

shift keying (ASK)

4

. The hanges between the high and low levels are not abrupt

in pratie. Instead, the output signal is low-pass �ltered, resulting in a gradual

4

The Generation 2 standard o�ers two additional modulation methods, SSB-ASK and PR-ASK,

whih are not disussed here
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Figure 3.3. Bit shapes of Generation 1 and Generation 2 symbols

hange in power levels. This ensures a narrow reader bandwidth, whih is required

by regulations.

Both generations of the EPC protool use similar bit shapes, as shown in Figure

3.3 on page 29 (see [5, subsetion 5.3℄ and [19, subsetion 6.3.1.2.3℄):

The values of the parameters TARI, T0 and PW used in the diagram are

de�ned by the protool and an very between di�erent regulatory domains. Note

that in both protools the value of the bit an be measured by alulating the

distane between a rising edge and the following falling edge. Thus, ations that

must be arried out one per bit are probably performed as soon as the falling edge

is deteted by the tag.

Beause the tag extrats its operating power from the reader signal, there

is a orrelation between the symbols transmitted by the reader and the amount

of power available for the tag. Parts of the signal in whih the data modulation

requires a lower amplitude supply the tag with less power, so both protools speify
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symbols whih have a relatively high duty yle. In fat, Generation 2 high-powered

operations that write to the EEPROM (tag write and tag kill) require that the

reader provide the tag with a long streth of unmodulated arrier wave (CW) while

the ommand exeutes (see [19, subsetions 6.3.2.10.3.3 and 6.3.2.10.3.4℄). This

CW sequene o�ers the highest amount of possible power to the tag, ensuring these

two power-hungry ommands will exeute ompletely.

The protool allows some variability in two parameters of the shape of indi-

vidual bits � the symbol length and the depth of modulation. A shorter symbol

length allows a faster symbol rate but inreases the bandwidth of the reader signal.

A deeper modulation inreases the di�erene between high and low power levels,

inreasing the reliability of the tag's demodulator and thus allowing an inreased

range, but again at the prie of a higher-bandwidth signal. In general the FCC al-

lows shorter symbols with deeper modulation to maximize speed and range, while

ETSI uses longer and shallower symbols to minimize the e�et of the EPC system

on other ISM band users (see [5, subsetion 5.3.1℄).

As stated in the previous setion, the tag is powered by the reader's signal.

Sine this form of modulation auses the amplitude of the reader's signal to vary in

time, the power extration module of the tag uses an intermediate power storage in

the form of a large apaitor. Generally speaking, the apaitor is harged during

periods in whih the reader's signal is at its high level, providing power to the rest

of the tag's iruit while the reader's signal is relatively weak.

3.1.1.5. Data Transfer from Tag to Reader. Upon reeiving a ommand from

the reader, the tag an send a response to the reader using the baksatter modu-

lation priniple. As noted in Subsetion 3.1.1.3, any urrent �owing through the

tag's antenna immediately auses an eletromagneti wave to be generated around

it. By ontrolling the urrent �owing through the antenna, the re�eted �eld an

be modulated and thus used to onvey meaningful information to the reader.

Assuming a �xed input voltage on the tag's antenna terminals, the tag an

ontrol the urrent �owing through the antenna by hanging the impedane exposed

to the antenna by the tag's internal iruitry. Changing the resistane of the tag's

internal iruit has an e�et on the amplitude of the re�eted �eld. Changing the

reatane of the iruit has an e�et on the phase of the re�etion. As demonstrated

in [24, subsetion 3.B℄, the tag an swith rapidly between two impedanes and thus

modulate its response to the reader. To swith between the two impedane values,

the tag uses transistors to onnet or dionnet an additional subiruit onsisting

of a apaitor (for hanging phase) or a resistor (For hanging amplitude) in parallel

to the other tag funtions.

The use of phase modulation is reommended by the Generation 2 protool

designers sine it allows the tag's ontrol logi to reeive the same amount of power
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Figure 3.4. The reader-tag hannel and its equivalent iruit

regardless of whether the tag is transmitting a '1' bit or a '0' bit (see [24, subsetion

IV.B℄). In pratie, this form of phase modulation an also be deteted by an AM

reeiver at the reader beause the phase di�erenes ause interferene (either de-

strutive or onstrutive) with the reader's transmitted signal, resulting in di�erent

amplitudes for di�erent phase di�erenes. Beause the intereferene an be either

destrutive or onstrutive depending on the relative positions of the tag and the

reader, the tag annot tell beforehand whether re�eting a stronger signal will make

the reader's reeived signal weaker or stronger. To get aronud this obstale, the tag

modulates the response data into the timing of the hanges between high and low

states, not into the high or low values themselves. This is atually a basi form of

frequeny modulation, ommonly known as frequeny shift keying (or FSK). From

this point we will fous on hanges of amplitude due to a varying resistive load,

sine this e�et is more relevant to the attak we present.

The exat relation between the tag's internal impedane and the strength of its

re�eted �eld an be derived by observing the equivalent iruit of the tag-reader

system. As shown in Figure 3.1.1.5 on page 31, the system an be viewed as an

alternating voltage soure U0 representing the eletromagneti �eld falling aross

the dipole antenna, a omplex impedane Z
E

representing the tag's e�etive internal

loading and another omplex impedane Z
S

representing the signal transmitted

through the antenna and into the air. Assuming the ase of a mathed iruit,

in whih the antenna is properly tuned to the frequeny of the reader's signal,

the impedanes beome real, Ohmi loads, whih are marked R
E

and R
S

. In the

equivalent iruit representation, power falling on R
E

is used to power the tag, while

power falling on R
S

is atually radiated from the antenna. While R
S

is generally a

onstant depending on fators suh as the shape of the antenna and the wavelength

of the inident signal, R
E

is a time-varying quantity depending on the tag IC's

internal state.
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The relation between P
E

and P
S

(the power onsumption of R
E

and R
S

, re-

spetively) is alulated using the standard voltage divider equation:

P
S

(t) = I(t)2R
S

=

(

U0

R
S

+ R
E

(t)

)2

· R
S

(3)

P
E

(t) = I(t)2R
E

(t) =

(

U0

R
S

+ R
E

(t)

)2

· R
E

(t)

U0 is determined by the strength and wavelength of the reader's �eld and by the

properties of the tag's antenna and is independent of the tag's power onsumption.

A plot of the relation between the internal resistane R
E

, the absorbed power

P
E

and the re�eted power P
S

is shown in Figure 3.5 on page 33. The graph

is normalized suh that P
S

= P
E

= 1 when R
S

= R
E

. We an make several

observations on this graph. First, the absorbed and re�eted power do not sum to

a onstant along the graph. This ounterintuitive result stems from the fat that

some power is transmitted through the tag without being absorbed or re�eted. Two

interesting end-ases for this relation are when R
E

= 0 (short-iruit), in whih the

reeived signal is ompletely re�eted, and when R
E

→ ∞ (open iruit), in whih

it is ompletely transmitted. In both of these situations zero power is available for

the tag's internal iruitry. The maximum e�etive power available to the tag is

found when R
S

= R
E

, indiating the power extration an never reah an e�ieny

of more than 50%.

This detail of the EPC protool is atually quite signi�ant in our attak �

the baksatter modulation method, used by the tag to send data to the reader,

is also how power onsumption data is leaked to the adversary. To get a taste of

this e�et, assume that the tag's resistane at the idle state is equal to R
S

. A

momentary power draw aused by a transition in the ontrol iruitry auses the

tag's e�etive resistane to lower momentarily. Turning again to Figure 3.5 on page

33, we an see this will ause the tag's working point to move left on the graph,

resulting in a momentary surge in the amount of re�eted power.

3.1.2. The Appliation Layer. The two generations of EPC protools de�ne

many ommands whih an be exhanged between tag and reader. Most of them are

outside the sope of this work. We will survey two interesting areas of funtionality

� the tag singulation protool and the kill ommand. More ommands are desribed

in [5℄ and [19℄.

It is important to reall throughout this subsetion that the primary require-

ment from EPC tags is for them to provide their 96-bit ID (or payload) to the

reader, so that the item to whih they are attahed may be identi�ed. A seondary

requirement is for them to be programmable by a reader � for a fresh tag to be

provided with an ID or for an existing tag to be rewritten.
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Figure 3.5. The relation between internal resistane and re�eted

power, based on [12, p. 124℄.

3.1.2.1. Tag Singulation. Radio is inherently a broadast medium. At any time

the radio environment may ontain many devies, all sharing the same wireless

hannel. This is espeially the ase when onsidering the primary appliation of

EPC tags in supply hain management (supermarkets and warehouses), in whih

hundreds of tags may be present simultaneously in the �eld of one or more readers.

The singulation protool is designed to allow the reader to selet a single

tag and ommuniate with it exlusively

5

. There are di�erent singulation protools

for Generation 1 and Generation 2 tags.

The Generation 1 singulation protool is de�ned in [5, subsetion 4.2.2℄. The

result of a suessful Generation 1 singulation is usually the tag's 96-bit payload.

The payload also serves as the unique address of ommands sent to the tag. There

are three variants of the singulation protool, designed to address di�erent pop-

ulation densities and seurity onerns (see [46℄). Assuming the tag's payload is

5

While both generations of the protool also o�er ommands that address targeted groups of tags

aording to some seletion riteria, these ommands are outside the sope of this work. The kill

ommand we disuss is always addressed to a single tag.
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known beforehand, it is not generally neessary to perform singulation against a

Generation 1 tag.

The Generation 2 singulation protool is de�ned in [19, subsetion 6.3.2.10.1℄.

As opposed to the Generation 1 protool, the end result of a Generation 2 singula-

tion is always a 16-bit random handle and not the tag's payload. This identi�er is

generated afresh eah time the tag is powered up, so a Generation 2 tag may not

partiipate in most ommands unless the reader expliitly performs singulation to

disover the tag's random identi�er.

3.1.2.2. The Kill Command. The kill ommand is designed to irrevoably dis-

able a tag and render it unusable. This kill feature was designed as a privay

bene�t, in response to onerns raised by various organizations. The kill funtion

prevents the ontents of the tag from being dislosed after it has left the supply

hain and then being used to trak the individual bearing the item.

Sine the Generation 1 protool was never formally rati�ed, vendors ended up

misapplying the kill ommand's original intentions. Instead of irrevoably disabling

the tag, most vendors hose instead to delete all tag data upon reeipt of a kill

ommand (see [50, p. 26℄). This means that the tag still partiipates in protool

ommands, but the ID it sends out is an all zero string. Of ourse, this means

the bearer of the tag an still be traked due to the existene of the blank tag on

his person. The adversary an even rewrite the blank tag with a unique value and

trak this new value in the future.

The Generation 2 protool stritly demands that tags be ompletely disabled

when they reeive a kill ommand. A dead Generation 2 tag should not respond to

any ommand sent by the reader. In pratie some tag vendors still disregard this

requirement, but the brand we tested implemented it

6

.

The Generation 1 kill ommand, as de�ned in [5, subsetion 4.2.2℄ (and elabo-

rated upon in [50, pp. 26℄), is shown in Figure 3.6 on page 35. Both this �gure and

Figure 3.7 on page 36 omit for larity several implementation-related �elds, suh

as parity heks, message headers and preamble sequenes.

An exeution of the Generation 1 kill ommand onsists of a single paket

being sent from the reader. The paket spei�es the tag's entire 96-bit payload, a

heksum, then the 8 seret bits of the kill password, another heksum and �nally

the pattern for binary '1' repeated for 30 milliseonds. If the tag's payload mathes

the spei�ed payload, the kill ommand is orret and the heksums math, the tag

should erase all of its non-volatile memory and respond to no further ommands

from any reader. Otherwise, it ignores the ommand. In both ases, the tag is

ompletely passive during the entire proess and does not send any reply indiating

the suess or failure of the kill ommand.

6

Please see Subsetion 4.3.1 to see why even this requirement is still not enough to ensure privay.
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Reader Tag

Tag ID (96 bits)

CRC (16 bits)
Kill Password (8 bits)

(dies)

Figure 3.6. The Generation 1 kill ommand

There were several problems with the Generation 1 implementation. The �rst

and most easily notieable problem is the small key spae � with only 256 possible

kill passwords, it is trivial to ondut a brute-fore searh for the kill password of the

tag and disable it. Another more subtle problem was disussed by [46℄ and is related

to the assymetry in signal strengths between tag and reader. Sine the reader emits

a very powerful signal, it is reasonable to onsider a passive adversary who an listen

only to reader ommands, but not to tag responses. During the kill ommand

the entire ontents of the tag memory are broadast by the reader, allowing suh

an adversary to learn of the dead tag's former identity from a potentially muh

larger distane, even beyond the detetion range of the tag. Finally, we must reall

that vendors implemented this kill ommand improperly, severely ompromising its

seurity bene�ts.

The Generation 2 kill ommand was designed to solve these problems. The

key spae was hanged from 8 bits to a more adequate 32 bits, raising the time of

a brute-fore attak from under a seond to around 8 months. The Generation 2

protool is designed to aomodate the assymetri hannel between tag and reader

� the reader never broadasts inriminating data suh as the tag's EPC ode or the

kill password itself. Finally, the protool stritly de�nes that a killed tag should

be honestly and truly dead, preventing tag vendors from merely learing their tag

memories.

Exeution of the Generation 2 kill ommand is more omplex than the previous

generation. This is beause tags must be singulated before being sent the kill

ommand, and also beause the entire 32 bits of the password are not sent in a

single iteration, but rather in two. This design hoie was made in order to trim

16 bits from the amount of internal storage required in the tag, sine the tag has

only to remember 16 bits of over oding instead of 32, as shown below.

The Generation 1 kill ommand, as de�ned in [19, subsetion 6.3.2.10.3.4℄, is

shown in Figure 3.7 on page 36.
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Reader Tag

“Query”

Random Handle (16 b
its)

Acknowledge Handle

(dies)

Payload 

“Kill”, Handle

Random number (16 b
its)

Handle, upper 16 bits of kill 
password XOR random number

Random number (16 b
its)

Handle, lower 16 bits of kill 
password XOR random number

Figure 3.7. The Generation 2 kill ommand

First, the reader and tag perform the singulation protool ommon to all Gen-

eration 2 ommands. The singulation protool ends with the tag identifying itself

with a 16-bit random handle. Next, the reader requests 16 random bits from the

tag, and responds with the �rst 16 bits of the kill password, XORed with the ran-

dom bits the tag just sent. The protool ontinues with the tag sending the reader

an additional 16 random bits and the reader replying with the seond half of the

password. If all 32 bits math, the reader is expeted to send a long streth of CW

whih provides the tag with su�ient energy to delete its long-term storage. It an

be noted that the tag aknowledges eah 16 bit segment in turn, but only heks for

orretness after the entire 32 bits of the password have been sent. This prevents

the attaker from launhing a trivial form of a meet-in-the-middle attak taking 216

attempts on average to brute fore the two halves of the password seperately.

The form of data exhange in whih one party's transmission is XORed with

the random hallenge sent by the other is alled over oding in the EPC parlane.

Cover oding makes it neessary for an adversary to apture both the reader's
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transmitted request and the tag's response before it an disover the kill password,

proteting against asymmetri attakers.

Careful observation will show that the tag an be designed so that it never

uses muh more than 48 bits of temporary storage throughout the kill protool (16

bits for the handle, 16 for the over oding, 16 bits for CRC alulation), and that

32 of these bits are expliit outputs of the internal 16-bit random generator and

are not further manipulated. Random aess memory is a very sare resoure in

low-ost RFID tags, osting at least 6 gate elements per bit. Minimizing the gate

ount is one of the most e�etive tools RFID iruit designers have to minimize

the ost and inrease the range of their devies. This fat leads us to believe that

tags do not store the entire 32 bits of the kill password in memory, but instead

hek the �rst 16 bits and arry only a single bit of state (whether this half of

the password was orret or inorret) into the seond 16 bits. This behaviour

should be also observable by power analysis (although we did not have the time

to run this experiment), theoretially allowing the attaker to launh a 216
time

meet-in-the-middle attak.

3.2. The Parasiti Baksatter Channel

As stated in Subsetion 3.1.1.5, momentary hanges in the internal resistane of

the tag result in hanges to the strength of the tag's re�eted �eld. This baksatter

hannel is used by the tag for intentional ommuniation with the reader. We set out

to examine whether we ould also observe the minute hanges in internal resistane

whih result from the internal state of the ontrol iruits, thus enabling a power

analysis attak from a distane.

3.2.1. Estimating the Power Consumption from the Re�eted signal.

The power supplied to the tag by the reader is shared by two onsumers � the power

re�eted by the tag and the power it onsumes internally. Beause of this fat, the

re�eted power P
S

= I2R
S

is a funtion of the tag's internal power onsumption

P
E

. Taking (3) and solving for RE , we obtain:

(4) RE(t) = U0

√

R
S

P
S

(t)
− R

S

Assuming U0 is known and R
s

is onstant, (4) gives us a diret way of obtaining

the power onsumption of the tag by measuring its re�eted power.

There are several simpli�ations that have to be noted at this point. First, we

assumed the tag's load is purely Ohmi. This may not be true, but it is ertainly

a good enough approximation of the instantaneous resistane of the tag. Seond,

we assume U0 is well known. In fat, U0 is the time-varying �eld generated by the
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Figure 3.8. The multiple soures of the adversary's trae

reader and may ontain noise or undesirable artifats. Finally, it assumes we an

aurately measure the power re�eted from the tag in the presene of the muh

stronger signal generated by the reader itself. As we will see, these simpli�ations

do not prevent our attak.

3.2.2. Methods of Attak. All of our attaks had a ommon struture. Us-

ing a ooperating reader, we sent a series of kill ommands with inorret passwords

to the tag under attak. We then measured the power re�eted over time from the

tag, taking are to minimize the e�et of the reader on our measurements. Taking

several suh traes and omparing them, we tried to measure the e�ets of di�erent

password values on the shapes of the traes.

While the signal re�eted from the tag has a strong dependene on the tag's

power onsumption, it also has other external in�uenes whih are not found in on-

ventional power analysis traes. To show this fat, let us derive a simple expression

for the reader signal vR (t), as inident on the tag's antenna:

(5) v
R

(t) = a
R

(t) cos (2πfct + ϕ) + n (t)

In this equation the reader signal v
R

(t) is a sinusoid with arrier frequeny

fc (typially in the area of 900MHz for UHF tags), amplitude modulated by the

varying signal a
R

(t), and �nally su�ering from some additive noise. As mentioned

in Subsetion 3.1.1.4, the hanges in a
R

(t) are used by the reader to provide the
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tag with ommands and with their parameters. While (5) should also inlude some

path losses due to the distane between the tag and the reader, we hose to absorb

them into a
R

(t).

This reeived signal is baksattered by the tag with a varying re�etion oe�-

ient determined by the tag's power onsumption, as diussed in Subsetion 3.2.1:

(6) v
T

(t) = Ka
T

(t) v
R

(t) + n
T

(t) = Ka
T

(t) a
R

(t) cos (2πfct + ϕ) + n (t)

Finally, this signal is reeived on the attaker's antenna ombined with the

reader's signal:

(7) v
A

(t) = K1v
T

(t + ϕ1) + K2v
R

(t + ϕ2)

Where the phase di�erenes stem from the di�erent distanes the reader and tag

signal have to travel before they reah the attaker. While there may be some

additional data enoded in the phases, our AM reeiver was not designed to make

use of them, so we ignore them from this point on. Substituting (6) into (7), we

see that the interepted signal is atually an amplitude-modulated version of the

reader's signal, whih is itself amplitude modulated:

(8) vA (t) ≈ K3

(

K4 + a
T

(t)
)

a
R

(t) cos (2πfct + ϕ) + n (t)

We an now pass this signal through our AM demodulator to reeive our amplitude

trae:

(9) T (t) ≈ K3

(

K4 + a
T

(t)
)

a
R

(t)

The value of a
T

(t), whih is somewhere inside the above equation, is funtionally

equivalent to the traes provided as an input to onventional power analysis attaks,

and our goal is to extrat it.

Let us �rst examine a reader whih is transmitting a sinusoid of onstant ampli-

tude

(

a
R

≡ const
)

. This mode of transmission is alled arrier wave, or CW, in the

EPC spei�ations. In the ase of a reader transmitting a CW signal a wideband

AM reeiver tuned to fc would be enough to extrat the value of a
T

(t) and send

us on to the power analysis part. A long streth of CW, however, is rarely found

in the attak-worthy parts of urrent protool implementations

7

.

We are fored, then, to �nd a pratially plausible way of extrating the tag-

ontributed signal a
T

(t) from the above signal. We are fortunate in the fat that,

ompared to a
T

(t), the reader signal a
R

(t) is both slower-varying and more pre-

ditable. Several approahes to extrating a
T

(t) from the ombined trae are

7

One an argue that in the ase of a proessing-intensive task, suh as an AES enryption or a

modular exponentiation, the reader will atually try to provide the tag with as muh power as

possible, so strethes of CW will probably be the norm and not the exeption when attaking

ryptographially-enabled tags.
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Figure 3.9. The attak methods ompared

presented below, as well as advaned approahes we did not have the resoures to

try.

3.2.3. The Diret Observation Attak. In this attak we attempted to

diretly apture v
A

(t) and then analyze it o�ine. Our wideband reiever performed

AM demodulation for us, leaving us with a trae of the form

(

K + a
T

(t)
)

a
R

(t).

The main problem with this attak is an instrumentation problem � the in-

terepted signal has a very large amplitude range, most of whih is aused by the

�utuations in the reader signal a
R

(t), while modern digital osillosopes only have

about 1% auray in the vertial sale. This means that we had to hoose between

apturing the whole gamut with a high measurement noise or limiting the measure-

ment to parts of the vertial sale and risk losing meaningful data. As we will see

later, for our attak it su�ed to look only at the tops of the peaks of the original

signal.

3.2.4. The (Theoretial) Di�erential Observation Attak. The instru-

mentation problem enountered in the diret observation attak ould be solved if

we ould somehow anel out the e�et of a
R

(t) on the trae. In the following

subsetion we use T1 =
(

K1 + a
T

(t)
)

a
R

(t) to indiate the AM-demodulated trae

reeived by the adversary.

First, assume that the attaker an expliitly generate a
R

(t). This is not so far-

fethed � the EPC protool is well known and the sequene of bits sent by the reader

is either �xed or easily preditable. The exat shape of the waveforms generated
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Reader is highly directional

Adversary can separate 

reader and tag signals

Figure 3.10. Using the diretionality of the reader to reonstrut

the reader signal

by the spei� reader under attak an be easily reovered by the adversary by

monitoring the reader when no tag is present. Sine the reader is usually in a

�xed loation and has a robust power supply, there is only a very low amount

of variation in the shapes of the signals it sends out, allowing many traes to be

averaged together to arrive at a reliable estimate. One should also note that the

regulatory demands on the reader's transmitted bandwidth are very strit � only

100KHz in some ases [19, Annex G℄ � so the amount of noise whih annot be

�ltered out is minimized.

Assuming the adversary an diretly estimate â
R

(t), the attak an now be

performed on the signal T1 · 1
ˆa
R

(t) . The arithmeti operation performed on this

waveform is simple enough to be arried out by an external iruit before entering

the digital osillosope, thus minimizing the dynami range of the aptured signal

and maximizing the sope's vertial sensitivity. We must note the prie to be paid

by taking this approah in terms of the measured noise. T1 is an AM-demodulated

version of a signal orrupted with additive noise. We now note that this trae T1 is

multiplied by

1
ˆa
R

(t) , and thus the noise is also subjeted to this ampli�ation. At

points in time in whih the reader transmits a very weak signal the noise will be

subjeted to a high degree of ampli�ation and the �nal trae will be very unreliable.

In some ases the adversary may be unable to predit â
R

(t). This may be

beause of the limited resoures of the adversary. It ould also be the ase that the

reader's signal is sent from a less preditable soure, suh as a portable reader or

even a �xed reader in a rowded, hanging environment. In this ase the previous

approah an be simulated by using a pair of antennas, eah loated in an area in
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whih the reader's �eld is reieved with di�erent magnitude. Beause readers are

usually meant to interrogate only tags in a spei� loation (suh as tags passing

through a gate or on a onveyor belt) they are usually quite diretional, meaning

that the distribution of their transmitted power in spae will have large �utuations

even over a short distane, as illustrated in Figure 3.10 on page 41. In our tests we

ould see a 27dB (x600) di�erene in the magnitude of our reader's �eld between

two plaes loated 10m apart. The tag's dipole antenna, on the other hand, has a

relatively uniform power distribution on all loations equidistant from the dipole,

as long as the reeiving antenna is oriented in parallel to the tag.

Using a pair of antennas will leave the adversary with two traes of the form

T1 =
(

K1 + a
T

(t)
)

a
R

(t) and T2 = (K
2

+ aT (t)) a
R

(t), where K1 and K2 hope-

fully di�er by orders of magnitude. By solving the two eqations for a
T

(t) we

obtain:

(10) a
T

(t) =
T2K1 − T1K2

T1 − T2

If we assume that K1 ≫ K2, we an use the following approximation:

a
T

(t) ≈ K1T2 ·
1

T1 − T2

This mathemati manipulation an still be applied before the digitizing step,

allowing the approximation of aT (t) to be aptured diretly using the sope's high-

est measurement sensitivity. One nie feature of this equation is that it does not

require the adversary to estimate neither K1 or K2 beforehand.

Note that the drawbak of the previous approah manifests itself even more

powerfully in this ase. Sine both T1 and T2 are orrupted by noise, whih is

unorrelated to a
R

(t), the value of 1
T1−T2

will have strong �utuations when a
R

(t)

is low and ause the approximation of a
T

(t) to be even less reliable as a
R

(t) grows

weaker.

The di�erential approah an also be enhaned using an array with more than

one antenna and DSP beamforming tehniques.

3.2.5. The Pulse Power Attak. This attak is based on the observation

that signi�ant deisions about the orretness of the password are made one per

reader bit. Both generations of the air interfae use pulses of di�ering widths to

di�erentiate between 1 and 0 symbols. The tag's demodulator's deides on the value

of the bit at the falling edge, whih inidentally omes at a time when the tag's

internal power storage is relatively full (see Subsetion 3.1.1.5). It is reasonable to

assume that bit-dependent omputations are then performed at the trough between

two onseutive pulses, at whih time the tag reeives very little power from the

reader and uses its internal storage to power itself. We an assume, then, that the
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tag will attempt to replenish this internal storage during the next pulse it reeives,

and that it would be �thirstier� if it had to �ip the values of many bits during the

previous trough. Integrating the power onsumed by a tag over the period of an

entire pulse will then give us an indiation of how hard the tag worked after the

previous falling edge. Beause it measures over a relatively long period of time,

this attak is less sensitive to noise, again at the risk of losing some data. We also

believe this form of attak is the most easily adaptable to low-ost attak devies.

3.2.6. The Probing Attak. In this form of attak, we illuminated the tag

with a probe signal onsisting of a pure sine wave of onstant amplitude at one

frequeny, while performing a normal transation with a reader tuned to a slightly

di�erent frequeny. The amplitude of the probe signal was made as low as possible,

so that it in itself will not be enough to provide the tag with power. If the reader

and probe frequenies are set far enough apart, the amplitude of the bouned probe

signal will only indiate the power onsumption of the tag without inluding any

residual data from the reader. This allows us to get a lower dynami range and thus

apture the entire re�eted waveform at high vertial auray. This attak has the

disadvantage of requiring additional equipment and of announing the presene of

the adversary. Our results do not make use of the added power o�ered by this

attak, although it seems to have pratial advantages, espeially when looking

into time segments with low or unstable reader power.





CHAPTER 4

Our Attak in Pratie

This setion will disuss the physial aspets of our attak and present our

results. We will begin by desribing the physial and logial struture of our lab

setup, along with the design hoies leading to this �nal setup, then present our

results.

4.1. Lab Setup

4.1.1. Physial Setup. As disussed in the previous hapter, our attak re-

quired us to send reader ommands to a tag and measure the tag's baksatter as

aurately as possible. Sine the lab was being built basially from srath, we

also needed the lab setup to be relatively inexpensive. To ahieve this we ended

up renting or borrowing most of the equipment, and even manufaturing some of

it in-house. An additional requirement was to have a setup whih is as portable

as possible, in ase we needed to run tests in a nearby anehoi hamber. We also

needed the ability to arry out long unattended test runs by reating automated

sripts.

Our �nal lab setup, built to satisfy these requirements, is shown in Figure

4.1.1 on page 46. From right to left, the �gure shows the wideband reeive antenna

(Fratus EZConnet)

4©, the tag

3©, the diretional antenna (MaxRad MP9026)

2©,

the digital osillosope (Leroy 9304C)

6© on top of the wideband reeiver (Agilent-

HP E4405B-AYX)

5©, [12℄, and �nally the PC ontaining an internal RFID reader

(WJ MPR-6000)

1© and our data olletion software

7©. The HP E4405B is atually

a spetrum analyser with a baseband output, but we used it only as a very sensitive

AM reeiver. For the probing attak the setup was augmented with a HP 8530

swept signal generator (not shown), on�gured to send out a sine wave of onstant

amplidute at 900 MHz.

A logial view of the setup an be found in Figure 4.1.1 on page 46. The PC was

onneted to the reader via its internal PCMCIA bus. The reader was onneted

to the antenna using a oaxial MMCX able. The diretional antenna, tag, and,

wideband antenna were loated on a lab table at a distane of about 1m. The

wideband antenna was onneted via oaxial BNC able to the wideband reeiver's

RF input, as were the reeiver's baseband video output and the digital osillosope's

45
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Figure 4.1. Our lab setup

Reader

PC Control

Digital 
Oscilloscope

Wideband 
Receiver

Wideband 
Antenna

(in reader’s dead zone)

Directional 
Antenna

Tag Under 
Attack

Figure 4.2. Blok diagram of lab setup

signal input. Finally, the PC was onneted to the sope using both a modi�ed

Centronis parallel able (for sending external triggers) and a serial RS-232 able

(for retrieving traes).

We will now desribe eah omponent in this setup. In Subsetion 4.1.2 we will

desribe how these omponents worked together to help us arry out our attak.

4.1.1.1. Wideband Reeiver. Sine we were interested in extrating data from

an amplitude modulated signal, the entral piee of equipment in our setup was

the wideband AM reeiver. Reall that an amplitude modulated signal has the

form a(t) cos (2πfct). In general, wideband AM reeivers are di�erentiated by two

main harateritis: their frequeny range and their resolution bandwidth. The

frequeny range of an AM reeiver determines the allowable frequenies of the arrier

wave fc. In our ase the arrier frequeny was 860�960MHz, as de�ned by the

EPC standards. The resolution bandwidth of the reeiver determines the maximum

possible bandwidth of the data bearing signal a (t). In our ase, the resolution
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bandwidth requirement was derived from the advertised lok rate of generation 2

EPC tags, 1.92MHz[47℄, whih meant that we needed at least 4MHz of resolution

bandwidth (and preferably muh more) to be sure that our signal aptured all data.

FM radio, for omparison, has a maximum bandwidth of 75KHz [52℄.

Table 1 on page 48 desribes several alternatives for use as a wideband reiever.

The most straightforward (and most expensive) option was a wideband TEMPEST

reeiver suh as the Dynami Sienes R-110B. Designed spei�ally for EM attaks,

these reeivers have a very high resolution bandwidth and very low internal noise

levels (see [31, subsetion 2.2℄ for more praise of these devies). Unfortunately,

these devies are very bulky and expensive and generally require additional instru-

mentation (PC with data aquisition ard, spetrum analyser) to be truly e�etive.

In addition, the more advaned TEMPEST reeivers are lassi�ed as munitions by

the US authorities and require a speial export liene.

On the heap end, one very interesting option was to use a tuner box taken

out of a broken-down TV or VCR

1

. UHF television has similar harateristis to

our signal - the bandwidth alloated to a single station is 8MHz, and the frequeny

band is 400MHz-860MHz � just below the output range of our reader[53℄. The

authors of [41℄ demonstrated that a tuner box an be pushed to work reliably at

frequenies as high as 1GHz. We atually performed some initial experiments with a

tuner box taken apart from a disarded VCR, provided by a helpful loal TV repair

shop. There are several advantages to using this tuner box, as opposed to building

our own wideband reeiver � it has a shielded enlosure that keeps noise down, an

industry-standard antenna input jak, and a frequeny range ompatible with UHF

RFID tags. It also has a prie that an't be beaten. Its disadvantages � a relatively

lumsy set-up requiring three laboratory power supplies, an intermediate-frequeny

output whih is still beyond the range of low-ost sopes and requires an additional

downonverter

2

to ome down to baseband. Perhaps most signi�antly, using a TV

tuner would have introdued an additional unknown quantity to an already risky

endeavor. We think a low-pried attak setup an ertainly be built around suh a

devie, now that the existene of the parasiti baksatter hannel is established.

Our �nal hoie for the wideband reeiver was a HP/Agilent spetrum analyser.

The model we piked was the mid-range portable E4405Bmodel, with the additional

AYX option whih provided a baseband output we ould onnet to a digitizing

sope. The spetrum analyser met our performane requirements at a muh heaper

1

Aording to our helpful TV repairman, the most fault-prone omponent of a TV is its athode-

ray tube, while the most fault-prone omponent of a VCR is its tape handling mehanism. Most

disarded TVs and VCRs have fully funtional tuner boxes.

2

The baseband analog television signal has a non-trivial internal struture, onsisting of a pair of

video and audio signals whih are eah individually subjeted to frequeny modulation. For that

reason, it would have been problemati to keep the tuner box inside the TV and then use the

TV's own internal down-onverter and demodulator.
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Property TEMPEST

Reeiver[31℄

Spetrum

Analyser

Tuner Box[41℄

Model

Compared

Dynami Sienes

R-110B[21℄

Agilent/HP

E4405B-AYX[51℄

Panasoni

NV-7200[34℄

Frequeny

Range

1KHz�1GHz 9KHz�1.5GHz 80MHz�920MHz

Resolution

Bandwidth

50Hz�200MHz 10Hz�5MHz 8MHz

Output

Format

Baseband Baseband 47MHz

Intermediate

Frequeny

Prie in late

2006

$130000 $29000

($1K/month

lease)

Free

(broken-down

VCR required)

Table 1. Our wideband reeiver, ompared to expensive and in-

expensive alternatives. Our requirements were a frequeny of

900MHz and a resolution bandwidth of at least 4MHz

prie and with higher portability than the TEMPEST reeiver. We were even able

to lease this spetrum for a monthly fee, further reduing our total osts.

There are some advantages to using a spetrum analyser as opposed to the

TEMPEST reeiver. Most notably, the spetrum analyser has the ability to fun-

tion as a, well, spetrum analyser, a fat that was instrumental whe trying to

understand the frequeny-hopping behaviour of the reader and the diretionality of

the antennas.

4.1.1.2. Transmit and Reeive Antennas. The reader antenna we used was di-

retional, as are the antennas attahed to most deployed readers. Diretional an-

tennas tend to have null zones, in whih the power of the �eld radiated from the

antenna approahes zero. The tag's antenna, on the other hand, is a relatively

omnidiretional dipole. As long as we plaed the adversary's antenna in one of the

reader's null zones, we would pratially pik up nothing but the tag's signal. This

fat allowed us the luxury of attahing an small omnidiretional wideband antenna,

properly loated, to the adversary's reeiver.

For our attak, we used the pair of antennas supplied to us with the MPR-6000

reader development kit. One antenna (the MaxRad MP9026[16, p. 56℄) was a

highly diretional panel antenna. We attahed it to the reader. The other (the

Fratus EZConnet[43℄) was an omnidiretional hip antenna. We attahed it to

the adversary's reeiver. Both were spei�ed to work in the frequeny range of

902�928MHz, but the small hip antenna had better performane than the panel

antenna outside this advertised frequeny range.
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A pratial attaker working in an RF-saturated environment will most prob-

ably attah a diretional antenna to his reeiver. Most diretional antennas fore

some trade-o� between diretional gain, bandwidth and the size of the antenna.

However, the only RF soures found in our lab setup were the tag and the reader.

The 900MHz signal we were dealing with was in�uened strongly by the physial

environment. Plaing a hand near the lab table was enough to o�set the experi-

ment's result. We even had to replae a �exible tripod we had originally used for

loating the tag in spae with a ardboard box, due to the strong re�etions from

the tripod's metal base. This sensitive behaviour all but fored us to use automated

measurement tools and run unattended tests.

4.1.1.3. RFID Reader. The RFID reader we piked was the MPR-6000 from

WJ Communiations. This RFID was hosen for its tight PC integration, whih

helped us run our tests more e�iently. While most readers we ould �nd were

designed to be standalone wall-mounted devies, omplete with rugged pakaging

and a very narrowly-de�ned programming interfae, the MPR reader is plugged

into a omputer's PCMCIA port and an be ontrolled relatively well by the PC. A

developer's kit we ordered ontained the reader, a few sample tags and two antennas

- one diretional and one omnidiretional. Sadly, the kit we reeived was assembled

in 2004 and did not have generation 2 tags or the �rmware required to support

them. We were able to upgrade the �rmware with help from the manufaturer, and

generation 2 tags were provided to us by several loal suppliers.

The reader identi�es itself to the PC as an extra serial port, using a well-

desribed ommand language to send and reieve ommands to tags [20℄. The

reader's �rmware o�ers some enapsulation of the low-level EPC protool. For

example, sending a Generation 2 kill ommand requires only a single ommand

to be sent to the reader's �rmware, with the �rmware performing the singulation

and going through the kill protool. The reader was also supplied with a demo

appliation that ould read, write and kill tags. Examining the debug outputs of

this program and mimiking its behaviour was very useful in the development of

our own ontrol software.

In ompliane to FCC regulations[40, �15.247℄, the WJ reader uses frequeny-

hopping spread spetrum modulation to minimize its impat on other users of the

unregulated ISM band. This meant that the reader progresses through a sequene

of arrier frequenies, sending eah ommand on a di�erent pseudorandomly hosen

arrier frequeny. This behaviour was very onfusing for us at �rst, sine this pro-

gression was over a frequeny range of 25 MHz, while our reeiver had a resolution

bandwidth of only 5 MHz, resulting in some ommands we ompletely missed. For-

tunately, we disovered that the pseudorandom sequene had only 50 entries and

that the reader swithed frequenies only one every user ommand, even though
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the �rmware may translate this ommand into any number of over-the-air trans-

ations. To allow all measurements to be performed at a onstant frequeny we

simply followed eah relevant ommand we wished to send by 49 dummy ommands

(Generation 0 reads, to be exat).

4.1.1.4. Digital Osillosope. The digital osillosope used in our experiments

was a LeCroy 9304C[7℄. We were lent this sope by Prof. Amir Yaoby, to whom

we are grateful. This sope o�ers a 50,000 sample memory at its top sampling

rate of 100 Megasamples per seond, for a total of 500µSe per trae. The sope

an be ontrolled by a PC over a serial port, at speeds of up to 56Kbps. The PC

an use this interfae to send ommands to the sope and to download trae data.

The traes were provided in a proprietary format, and we wrote a small sript to

translate them into Matlab-ompatible �les.

The main drawbak of the 9304C was its low vertial resolution. The sope we

used has an 8-bit ADC, allowing only 256 possible output levels. Any value falling

between two sampling points will be subjeted to a rounding error, also alled the

sampling noise. The average rouding error in this ase is approximately 0.2% of the

total vertial range hosen for the trae. In our experiments we ould see that the

amplitude of the parasiti baksatter signal was about 0.6% of the reader signal's

amplitude. Thus, we were fored to hoose either to zoom in vertially on the trae

or to apture the entire vertial range and su�er an unbearable amount of sampling

noise. In both ases we risked losing so muh information that the trae would

be useless. The doumentation of the sope suggests that the e�etive vertial

resolution an be raised either by averaging many traes together or by passing the

trae through a low-pass �lter. The drawbak of the �ltering approah is that it

lowers the e�etive sampling rate of the sope to the uto� frequeny of the �lter.

The sope has several built-in �lters whih trade o� an e�etive resolution gain

(in bits) versus a redued sope bandwidth. Sine the sope has a relatively low

sampling rate of 100 Megasamples per seond, we ould only gain one more bit

of vertial resolution using this method without going below our required e�etive

sampling rate of 10 Megasamples per seond. The results ontained in this thesis

re�et the result of averaging many traes without additional low-pass �ltering.

The relatively small sample memory of the sope, together with the need for

averaging many traes of the same event, required us to have good ontrol over the

exat point in time in whih the sope was triggered. We initially ahieved this

objetive by onneting a ustom-made able from the PC's parallel port to the

sope's external trigger input. At some point in time after the ommand was sent

to the reader, we programmed the ontroller software to send a pulse to the sope

through one of the parallel port's data lines. The exat value for the delay between

the ommand and the trigger was spei�ed as part of the ontrol sript.
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This approah was problemati for several reasons. First, we ould not ahieve

the sub-milliseond time preision required to propery align a 500µS sampling win-

dow. There were simply too many soures of random time jitter in our setup � the

ontroller software was run on a multitasking Windows mahine with limited time

resolution and arbitrary sheduling, and the WJ reader's �rmware and serial inter-

fae introdued additional unertainty. All in all, only 30% of the traes reorded

through this method were of any use for our alulations. A more fundamental

problem with this approah was the intimate onnetion between the reader and

the adversary � a onnetion not likely to be found in a real-world attak senario.

We improved on this situation by making use of a sope feature alled �smart

triggering�. In smart trigger mode, the sope an be de�ned to trigger when a

ertain ondition on its inputs is satis�ed. In our ase, we ounted the amount

of transitions between low and high levels on the input. The smart trigger was

not fazed even by the Generation 2 pseudorandom over oding (see Subsetion

3.1.2.2) sine both '1' and '0' Generation 2 symbols have 2 rising edges per bit

(see Subsetion 3.1.1.4). We still needed some guidane from the PC, in the form

of a signal from the parallel port, so that the sope would be able to tell apart

the �real� ommand from the 49 �dummy� ommands we used to get around the

frequeny hopping. However, the time variation of this external trigger did not

a�et the auray of the smart trigger, bringing us to a nearly 90% yield in later

experiments

3

.

Moving the traes between the sope and the PC was the most time-onsuming

part of our experiment. While the sope aptured 50,000 8-bit data points per

trigger, these traes were represented very ine�iently in the sope's proprietary

format, ending up with 160K of data per trae. This data was transferred to the

PC via a 56Kbps serial onnetion, requiring about 20 seonds to transfer eah

trae and a total of 2 hours for every bath of 300 good traes.

More expensive and better apable sopes do exist, albeit at a higher prie than

our budget allowed. A high-end modern sope o�ers a top sampling rate measurable

in tens of gigasamples per seond (whih translates into better vertial resolution at

lower sampling rates, aided by a strong �lter). These sopes also have muh deeper

sample memory (as many as 64 million samples) and more advaned triggering

options whih ould have done away with trigger hints from the PC altogether.

Some sopes even o�er a gigabit Ethernet port, o�ering a potential data rate of

1Gbps and an expeted sub-milliseond transfer time per trae.

4.1.2. Logial Setup. Our attak was omposed of a suession of idential

experiments. Eah experiment onsisted of sending a kill ommand from the reader

3

There were still some unusable traes in ases where the Windows sheduler atually got around

to exeuting the parallel port trigger only after the radio-interfae ommand was �nished.
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(with an inorret password � we wanted to keep the tag alive), demodulating the

response of the tag using the spetrum analyser, apturing the baseband signal

using the digital osillosope and �nally transferring the apture to the PC. In

initial tests the sope was triggered by a signal sent from the PC while further on

we on�gured the sope to trigger on a spei� wave shape. Eah attak onsisted

of about 300 suh experiments and eah experiment took a bit under 25 seonds,

most of whih was spent transferring data from the sope to the PC through the

slow RS-232 serial port. This gave us a total time of just under two hours per

attak. Considering the fat that a kill ommand takes about 10 milliseonds to

exeute, the net time of eah attak (whih ould be easily ahieved with a more

integrated attaking devie) was only a few seonds.

After the data has been transferred to the PC, we loaded the samples into

Matlab, normalized and aligned them, and �nally analyzed them both visually and

via a suitable program.

The programming e�ort related to this projet was divided into two main areas

of funtionality:

• A ustom-oded Visual Basi appliation to ontrol the reader

• A set of Matlab and perl sripts to manipulate the results

The soure ode for both parts is inluded in the ompanion CD. All in all, the

projet required a total of about 1000 soure lines of ode. We used the open soure

RCS system[35℄ for revision traking and soure ontrol.

4.1.2.1. The Reader Controller. The ontroller program was designed to o�er

easy aess to the MPR-6000 internal reader and allow the results of tests to be

e�iently gathered and proessed. We hose to write the ontroller in Visual Basi

sine VB o�ers exellent string handling along with aess to internal Windows

funtionality suh as parallel port I/O and sub-milliseond timers.

The ontroller is sriptable � it exposes an objet model that an be aessed by

other programs written in Visual Basi, and inludes a built-in Visual Basi sript

ompiler, based on [10℄. This allowed us to write relatively omplex unattended

runs that ould yle through various senarios.

To avoid the frequeny-hopping aspet of the reader, the ontroller performs

49 dummy ommands (Generation 0 reads) after every real ommand. It also has

the ability to send a trigger to the digital osillosope after a miroseond-aurate

delay (subjet to jitter � see the previous subsetion).

4.1.2.2. Matlab and perl Sripts. Sine our adversary model relied on radio

intereption instead of onneting diretly to a devie's power supply, our signal

was typially noisier than ommon power analysis traes. To overome this fat,

we olleted between 80 and 300 traes per experiment and averaged them.
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To properly align the traes we wrote a set of Matlab funtions that applied

some heuristis to the traes. We had both to deide whether the traes are worthy

of being used at all (reall that only 30% of the initial traes were good enough

to use), and to �nd the best relative displaement to ombine them. We ended up

trimming the top and bottom halves of the trae, normalizing it and then �nding

the displaement that would provide a maximum ross-orrelation with a referene

signal. Using this algorithm on a dual-proessor Xeon server running Linux and

Matlab R13, we ould align approximately 5 traes per seond.

We also wrote several basi shell sripts to onvert the trae data from the

proprietary LeCroy format to a format Matlab understands.

4.2. An Attak on Generation 1 Tags

4.2.1. Objetive. The attak on Generation 1 tags was arried out in several

steps:

First, we demonstrated that the signal baksattered from the tag has �inter-

esting� information. Next, we showed that this signal is a�eted by the tag's power

onsumption in a measurable way. Finally, we showed that the ontents of the tag's

internal memory had an e�et on its power onsumption, thus opening the way to

power analysis attaks.

4.2.2. Test Exeution. The experiment began by loating the diretional

antenna's null zone. This was ahieved by sending a onstant signal through the

reader antenna and moving the attaker's antenna around the reader in a irle

with onstant radius until we found the diretion with the minimal reeive power.

We then a�xed a Generation 1 tag to a ardboard stand and plaed it on a lab

table faing the diretional transmit antenna. Our assumption was that the less

power available to the tag, the more signi�ant (relatively speaking) would be its

parasiti baksatter. To reah the point at whih the least power is available to

the tag, we varied the distane between tag and reader and the reader's transmit

power until the tag was at the very end of its operating range. We ould observe

a 28dB rise in the amount of power reeived on the adversary's antenna when the

tag was plaed on the desk. This shows that although the reader emits a signal

whih is muh stronger than the tag's baksatter, we an e�etively ignore it if we

properly loate the adversary's antenna.

4.2.3. Results. This setion shows our main result � a remote power analysis

attak against Generation 1 tags.

4.2.3.1. Di�erenes Between the Reader Signal and the Tag's Baksatter. This

�rst result demonstrates that a tag modulates its baksatter even when it is sup-

posed to be ompletely passive.
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Figure 4.3. Signal re�eted from Generation 1 tags has a signif-

iant modulated pattern

To generate Figure 4.3 on page 54, we measured both the signal sent to the tag

and the one re�eted from the tag as the tag was reeiving a long string of zeros

from the reader. In the sub�gure shown on the left, the experiment was performed

in the absene of a tag. In the sub�gure shown on the right, the reeive antenna

was plaed in lose proximity to a tag but in the reader antenna's dead zone, giving

the tag signal a 28dB advantage over the reader signal. Approximately 80 traes

were averaged to reate eah sub�gure. We stress that aording to the Generation

1 protool the tag is not supposed to be transmitting anything at this stage.

This experiment shows how the RF front end of the tag in�uenes the signal

sattered by the tag. The �gures show the topmost part of the signal. The ampli-

tude of the parasiti baksatter modulation in this ase was about 22dB less than

the overall peak-to-peak amplitude of the measured signal, or a bit less than 1%.

As shown in Subsetion 3.1.1.4, the peaks in re�eted power orrespond (perhaps

ounter-intuitively) to areas with higher power onsumption.

Referring again to the various omponents of a tag, as desribed in Figure 3.1 on

page 24, one an attribute the distintive sawtooth shape to several di�erent soures

in the tag. We an quikly rule out the modulator as the soure of this pattern,

sine the tag is not transmitting anything at the moment. The ontrol iruit an

also be ruled out, sine the tag under disussion is known to perform alulations

only one per rising edge, while the sawtooth pattern is �ner (5 distintive ridges

for every rising edge). This leaves two possible ulprits � the demodulator and the

power extration iruit.
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Figure 4.4. �Thirsty� tags re�et more power

It is probable that the demodulation iruit is based on a detetor similar to

the one shown in [24, Subsetion III.C℄. As stated in Subsetion 3.1.1.4, the reader

uses pulse width modulation, using a longer pulse to signify a �0� symbol and a

shorter pulse to signify a �1�. This means the tag an be expeted to measure the

width of the inoming pulse to deide on the value of the inoming bit. One a

ertain threshold width is passed, there is no need to ontinue measuring the width

of the symbol, sine the symbol is learly a �0�, o�ering a possible way of explaining

the lower power onsumption. In our spei� ase the �rst large ridge seems to be

too narrow to allow for this explanation. We ould also see the same ridged pattern

when observing a �1� bit, ruling out suh a diret onnetion.

The other potential soure for this pattern is the power extrator module.

Without knowledge of the spei� tag's RF front end, it is hard for us to explain

how the power extrator an reate suh a shape. However, we an laim that the

�rst ridge in every pulse is taller sine the power extrator has to ompensate for

the drain on the internal apaitor during the period of low transmit power.

4.2.3.2. E�et of Power Consumption on Baksatter. In this experiment we

sent the Generation 1 tag a sequene of ones and zeros and measured the di�erenes

in re�eted power levels.

Compared with a '0' bit (shown plain or with light horizontal hathing), a

'1' bit (shown with ross-hathing) has a wider gap followed by a narrower pulse.

Now, examine the wider gap before a '1' bit. As mentioned in Subsetion 3.2.5, the

tag's internal power storage is depleted during these low-power gaps. At the end

of the long gap whih forms the beginning of the '1' bit, the tag's power supply

is relatively low. This makes it draw more power from the next pulse it reeives.
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As the tag onsumes more power, it auses a stronger urrent to �ow through its

antenna. Beause of this stronger urrent, the tag radiates a stronger re�eted �eld,

as shown by the ross-hathed pulses.

The '1' bit has more than a wider gap � it has a narrower pulse as well. This

means the tag's power storage is not fully harged up even at the end of the ross-

hathed pulse. As a result, the tag also draws more power from the next '0' bit,

as indiated by the horizontal hathing. As the tag reeives more '0' bits, it slowly

harges up, reduing the urrent �owing through its antenna. This �nally auses

the tag to re�et less power, as witnessed in the plain areas.

While this result shows that the tag's inreased power onsumption is observ-

able from the inrease in the strength of its baksattered �eld, this in itself is not

enough to show the possibility of power analysis attaks. To launh suh an attak

we need a su�iently high signal-to-noise ratio in the re�eted trae to provide

insights about the ontrol iruitry. However, the relatively large amount of noise

that exists in the RF medium, together with the relatively simple iruitry running

on the tag's ontrol iruit (resulting in a weak signal), mean that there is still

the hane that the power analysis traes embedded in the baksatter will have a

SNR whih is too low for pratial use. We address this onern in the following

subsetion.

4.2.3.3. E�et of Internal Tag Memory on Power Consumption. In this exper-

iment we sent the inorret kill ommand to a tag whih was programmed with

various di�erent IDs. As stated in Subsetion 3.1.2.2, the Generation 1 kill om-

mand is simply a listing of the tag's entire internal memory. In this experiment we

atually looked at a part of the internal tag memory (ITM) whih was not related

to the kill password. Instead, we modi�ed parts of the payload.

The top sub�gure of Figure 4.5 on page 57 was obtained while the tag was

programmed with a payload of 10FF00000000x, while the sub�gure on the bottom

was obtained while the tag was programmed with 1000FF00000000x. The di�er-

ene between the two traes is shown in the middle. Observing this di�erene, we

an see that the traes behave in one way where the memory is idential (time

1.5�3.5*10−4
) and in another way in areas in whih the tag memory is di�erent

between traes (time 3.5�5*10−4
).

This result shows the �rst link between the goings-on of the ontrol iruits

and the tag's baksatter. In the next subsetion we show how the kill password

an be examined by similar means.

4.2.3.4. A Power Analysis Attak on the Kill Password. Our �nal result against

generation 1 tags shows a orrelation between the kill password assigned to a tag

and the tag's baksatter.
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Figure 4.5. Internal tag memory has an e�et on power onsumption

Figure 4.6. The loation of the trae shown in Figure 4.7 on page 58

Figure 4.7 on page 58 shows a lose-up view of the last 2 bits of a kill password

being sent to a Generation 1 tag, followed by the �rst parity bit following them.

Figure 4.6 on page 57 indiates in red the exat loation of the trae we are about

to see: the �nal bits of the kill password, right at the end of the VALUE parameter

of the ommand.

The exat format of a generation 1 kill ommand is de�ned in [5, subsetions

4.1 and 4.2.2℄ and desribed in this work in Subsetion 3.1.2.2.

Let us now ompare the two traes shown in Figure 4.7 on page 58. In the

experiment shown on top, the tag expets a kill password of FFh = 11111111b
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Figure 4.7. Reovering one bit of the kill password

(reading from left to right), while on the bottom it expets a password of 01h =

00000001b. In both ases the kill password sent to the tag is 00h = 00000000b.

Let us examine this situation in detail. Both experiments involved the same

tag at the same loation reeiving the same data. Turning to the general desription

of a tag, as disussed in Subsetion 3.1.1.1, we note that there is no hange to

the inputs of the power extration iruit or of the demodulator. Thus, it is safe

to assume the di�erenes in power onsumption between the two experiments are

solely the result of hanges in the ontrol logi, in the EEPROM, or in the interfae

between the two.

The next step requires some insight into the internal workings of the tag. Sine

we did not have the equipment required to reverse-engineer the tag under attak,

we have to make some assumptions on the tag's design. In general, the tag should

ompare the password bits oming in to the stored password, and kill itself only if

the entire set of 8 bits mathes its stored value. There are two ways to go about

this � the tag an either ompare the bits oming in one by one, or aumulate

the entire 8 bits in srath memory before omparing them to the stored password

in a single bath. As stated disussed in the previous hapter, tag vendors try to

minimize the amount of internal storage they use. Thus, we assume that the tag

ompares inoming bits one by one

4

.

4

Storing bathes of bits may still be a possible design hoie if the extra memory was ditated

by another tag feature and simply reused in the exeution of the kill password. However, it is

less likely that longer passwords (suh as the 32-bit Generation 2 password or any future larger

passwords) will be stored in their entirety. In the ase that tags ompare several bits at a time,

power analysis an be used to disover the Hamming weight of this group of bits. As desribed in

[38℄, this data an still be used to ompromise the seurity of the devie under attak.
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We also assume that when the tag reeives the �rst inorret bit it will onsume

more power than does when it reeives a orret bit. This observation is based

on pratial experiene, and an be justi�ed by noting that the tag has to reat

to an inorret bit by transitioning to a speial error state and performing other

�housekeeping� tasks.

The tag in question evaluates the password bits oming in from left to right.

This means that the tag shown in the top sub�gure tag already knows the kill

ommand will fail, having previously reeived many wrong bits. The bottom tag,

however, only learns that the kill password is wrong after the falling edge identifying

the last '0' bit. This �exiting� event auses the tag to arry out ertain additional

omputations in the trough between this �nal �0� bit and the parity bit whih

follows, resulting in a larger power draw from the tag's internal apaitor. When

the next rising edge arrives, the tag's power extration iruit has to replenish the

internal apaitor, requiring it to draw more power from the reader's �eld. The

inreased power onsumption of the tag in the lower tag an be seen by the spike

it exhibits as it starts reeiving the parity bit, as ompared to the gentler slope

on the top sub�gure, as indiated by the hathed area. This demonstrates how a

single bit of kill password an be extrated via power analysis over the air.

4.3. An Attak on Generation 2 Tags

The objetive of this attak is the same as the attak on Generation 1 tags

� the reovery of the kill password using a linear time e�ort. There are several

ompliations in attaking Generation 2 tags, as mentioned in Subsetion 3.1.2.2.

In a future work we hope to fully demonstrate how Generation 2 passwords an also

be extrated by a somewhat more ompliated version of the parasiti baksatter

attak. What we show here is that the privay of Generation 2 tag users an be

ompromised using the same attak.

The test was exeuted in the same way as the Generation 1 attak. However,

the newer Generation 2 tags we used were more power e�ient than the Generation

1 tags, requiring the tag to be repositioned to ahieve borderline performane.

4.3.1. Results. Figure 4.8 on page 60 shows a trae similar to Figure 4.3 on

page 54, omparing the signal transmitted by the reader and the signal re�eted

by the tag. The notiable addition of the usp shows that the tag is modulating its

re�eted signal. It is also evident that tags A and B, eah from a di�erent vendor,

have di�erent RF signatures.

In our experiments we noted that a dead tag (i.e., a tag whih has reeived a kill

ommand with the orret kill password) presents essentially the same baksatter

signature as a live tag. Dead tags do not partiipate in EPC inventory ommands
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Figure 4.8. Signal re�eted from Generation 2 tags has a signif-

iant modulated pattern, whih di�ers between tag vendors

and, as suh, are onsidered invisible in the onventional RFID seurity model.

However, a killed tag's RF front end is still funtional, and thus a dead tag modu-

lates its re�eted �eld in pratially the same way it does when the tag is ative.

This means that the existene of a killed tag an be deteted by an adversary using

an attak tehnique similar to ours, even though the tag's payload has been erased

as part of the kill ommand. The di�erent design hoies made by tag vendors in

implementing their RF front ends ause eah brand of tag to modulate the reader's

signal in a slightly di�erent way. Thus, not only is it possible to tell apart a dead

(or privay-enhaned) tag from a re�eting surfae whih does not modulate the

inident signal, suh as a short segment of wire, but it is even possible to disover

the brand of a spei� dead tag, simply by observing this tag's baksatter. By

sweeping a direted beam with hanging polarization over a person, an adversary

an thus learn about the type and orientation of the various tags arried by this per-

son, even if the tags are dead and annot be interrogated. This alls into question

the entire onept of appliation-layer privay and gives redene to the opinion

that only physially destroying a tag an truly silene it[23℄.



CHAPTER 5

Disussion

This setion will disuss the pratial impliations of our results, ways to avoid

their detrimental e�ets and some future diretions for researh.

5.1. Pratial Impliations

As stated before, ountermeasures against power analysis ome at a prie �

they usually inrease the ost and derease the range of the tag. In addition,

implementing any type of ountermeasure requires vendors to ommit resoures

to its design and its testing. Unless the attak desribed in this work is widely

publiised and reprodued, there is little hane of vendors making this e�ort. The

pressure on vendors to redue the ost and inrease the range of their devies fores

them to ompete for the lowest gate ount. Any non-essential funtionality of the

devie, suh as the ability to withstand an esoteri attak on an old generation of

tags, will be under �ere srutiny to justify its existene.

This means that for all pratial purposes, devies produed in the next year

or two should be onsidered inseure. Tag integrators onerned about the seurity

of their implementations may be fored to resort to other measures to prevent their

tags from being killed or rewritten by rogue attakers. Fortunately, the EPC proto-

ol spei�es a stopgap measure alled permalok that an protet today's systems.

As shown in [19, subsetions 6.3.2.9 and 6.3.2.10.3.5℄, tags an be programmed in

suh a way that they may never be killed or rewritten, regardless of the password

supplied to them. Seurity-sensitive appliations should make sure the kill om-

mand is disabled by use of this permalok mehanism. Obviously, this ompromise

does away with the privay proteting apabilities of the tag � a permaloked tag

an be killed only by physially destroying it. It should be noted that given the

industry's trak reord in properly implementing seurity ommands, integrators

should always test to see whether the permalok feature works as designed in the

partiular brand of tags they use.

5.2. Countermeasures

This work onentrates on attaks rather than on defenes. Nevertheless, we

will review some ommon ountermeasures and explain why they are problemati

61
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to implement by RFID hip designers. The interested reader is invited to look at

the introdution to [48℄ or at [38℄ for a more detailed survey.

5.2.1. Mitigation and Prevention Countermeasures. In general, power

analysis ountermeasures fall into one of two ategories: mitigation and prevention.

Mitigation ountermeasures try to redue the signal-to-noise ratio of the seret

information loated in the power onsumption trae, either by attenuating or by

hiding it in noise. Prevention ountermeasures try to ompletely remove seret

information from the trae.

A ommon type of mitigation ountermeasure involves the addition of random

noise to the power onsumption of a devie[29℄. Sine power is supplied to tags by

the reader, it sounds tempting to add this noise soure to the reader's signal and

not to the tag, thus saving a painful redesign of the tags and keeping their osts

low. However, there are several reasons why this approah won't work. First a

di�erential setup suh as the one desribed in Subsetion 3.2.4 will not be a�eted

by this added noise. Seond, the reader an only add very limited narrowband noise

to the signal beause of the strit regulatory onstraints plaed on its high-powered

output.

An example of a prevention ountermeasure is the introdution of balaned logi

� a method of designing the iruit suh that the same number of outputs swithes

between states every lok yle [30℄. The unintuitiveness of this requirement an

be eased by using prefabriated hardware desription language (HDL) omponents

whih enapsulate this behaviour (see for example [49℄). The main drawbak of

this approah is in the prie iruit designers have to pay � the added gate ount

raises the ost of every devie, while the larger amount of transitions per lok

yle translates immediately into a higher power onsumption and thus a lower

read range. It may be tempting to isolate the iruit into seure and non-seure

omponents and apply logi balaning only to the seure omponents. However,

are must be taken when deiding whih parts are seure and whih are not. For

example, a hip designer may try and protet against the password-sni�ng attak

by balaning only the one-bit register ontaining the result of the omparison of

the urrent password bit and the reeived bit. However, if the tag's data bus is not

balaned, it is still possible to detet individual bytes of the password as they are

read from memory and learn about their Hamming weights.

5.2.2. Double-Bu�ered Power Supply. A feasible solution, whih is per-

haps the most ompatible with the urrent RF front ends found on tags, would

be the separation of the power supply from the power onsumption by use of a

double-bu�ering power supply mehanism as desribed in [48℄. As shown in Figure

5.1 on page 63, this mehanism onsists of a pair of apaitors swithed by power
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Figure 5.1. The double bu�ered power supply

transistors. At any stage in time, one apaitor is harged by the reader while

the other is being disharged by the iruit. With proper design, this approah

an almost eliminate the power onsumption information. Moreover, it involves

hanges only to the RF front-end of the tag, making it the quikest to roll out. To

make this ountermeasure more e�etive, large �at apaitors an be attahed to

the plasti inlay next to the printed antenna. Tag vendors an easily produe two

versions of their ICs � a proteted version for seure appliations and an inseure

version for ost-onsious appliations � while sharing the internal logi and only

dropping in di�erent RF front ends. To further redue osts, vendors an reate

a single IC with redundant ontat points. Suh an IC will o�er power analysis

resistane when �xed to inlays with the extra apaitor and degrade to inseure

operation when �xed to inlays without suh a apaitor. Tags using this prote-

tive mehanism still have to take are that power onsumption does not leak out

through the intentional baksatter modulation mehanism, whih has to ome out

of the iruit proper and onnet to the antenna.

5.3. Improving the Current Attak

5.3.1. Inreasing the Sensitivity. One issue involved in bringing this attak

from the lab out into the open revolves around the issue of its maximal range. Sine

the parasiti tag modulation uses a similar mehanism to the tag's intentional

baksatter, the maximum read range of a tag is an approximate upper bound on

the range of our attak.
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As of early 2006, tag vendors laim to have a read range of around 8 meters in

ideal onditions. Tags have been shown to be detetable using a single antenna from

as far away as 21 meters [44℄. The attakers of [44℄ used a high-gain diretional

Yagi antenna to fous only on the signal re�eted by the tag and ignore noise

oming from other soures. Sine the baksatter mehanism used for intentional

tag responses is the same mehanism we use for our attak, this an be assumed as

a reasonable bound on the range of our attak. However, one must remember that

an inrease in the diretionality of a Yagi antenna usually omes with a redution of

its usable frequeny bandwidth. The bandwidth of an intentional tag baksatter

is on the order of 50 KHz, whereas our attak used a resolution bandwidth of 5

MHz.

The authors of [31℄ were faed with a similar detetion senario when trying to

launh TEMPEST attaks against video displays. In [31, p. 95℄ they suggest using

an array of Yagi antennas in a grid pattern to maximize diretionality while keeping

the usable bandwidth of the antenna array over 10% of the enter frequeny. A-

ording to their alulations, a 24-antenna (4×6) array of 4-element Yagi antennas

tuned to 900 MHz will �t inside a 1m × 1m× 33m panel and have an impressive

diretional gain of over 22dB while maintaining a signal bandwidth of 90MHz.

5.3.2. Lowering the Cost. Our attak was performed using lab equipment

under lease. The rental ost of this equipment was under $1000 per month. There

are several ways of reduing the ost even further.

The most expensive piee of equipment we used was the HP4405B-AYX spe-

trum analyzer. There are several ways of replaing this devie with a lower-pried

ounterpart. First, TV and VCR devies ontain a sensitive RF reeiver. As dis-

ussed in Subsetion 4.1.1.1, we an use this tuner box to onstrut a homebrew

spetrum analyzer[41℄. If we an keep the RF environment in whih the tag is op-

erating reasonably lean, one an also assume that the only signal of non-negligible

amplitude inident on the attaker's antenna is the tag signal itself. This an be

pretty lose to the truth if the attaker uses a high-gain diretional antenna pointed

at the tag and having a narrow reeption bandwidth entered around the reader's

operating frequeny. In this ase, a trivial AM detetor onsisting of a Shottky

diode and a lowpass �lter an be used as a heap replaement for the spetrum

analyzer.

An interesting alternative for the entire lab setup is a ellphone with modi�ed

�rmware. UHF tags and GSM ell phones have very similar operating frequen-

ies. The ell phone's antenna has the right shape for talking to RFID tags. The

transmitter is strong enough. The reeiver is more than sensitive enough. The air

interfae protool of modern ell phones is muh more ompliated than the RFID
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air interfae . This means that with the appropriate �rmware a ellphone an be

modi�ed to attak UHF tags. HF tags have di�erent frequenies and antennas, but

more and more vendors are adding HF reader iruitry to their phones. With some

�rmware modi�ations. these so-alled "wallet phones" will be apable of attaking

HF tags. We have not tested these ideas, but we see no insurmountable tehnial

di�ulties in arrying them out.

5.4. New Diretions of Attak

5.4.1. Attaking HF Tags. The disussion so far was foused on UHF (EPC)

tags, whih operate in the 900 MHz frequeny range. These tags have a higher read

range whih makes them easier to attak. Another ommon type of tag is HF tag

(ISO/IEC 14443), whih has an operating frequeny of 13.56 MHz. These tags

rely on slightly di�erent priniples to provide power to the tag. As opposed to the

radiative form of tag-reader onnetion used in UHF tags, HF tags use indutive

oupling. This form of oupling has a wavelength-related maximum read range

imposed by the physis of the indutive oupling method. For standard ISO/IEC

14443 tags, this range is about 3.6 meters [55, p. 43℄, although the regulatory re-

stritions on the reader's output power typially ause the maximum read range to

be muh lower. In pratial situations, the range of near-�eld tags is on the order

of 10m, and in nearly all ases no more than 50m[27℄.

The theoretial power-analysis attak shown in Figure 5.2 on page 66 is designed

to work in this short-range senario. It ontains a sensitive ammeter onneted to

a oil antenna whih is to be sandwihed between the tag and the reader. Beause

of indutive oupling, urrent �owing through the tag's oil antenna will ause a

proportional urrent to �ow through the adversary's antenna and to be piked up

by the ammeter. This signal will be superimposed on the powerful urrent aused

by the reader's signal. By measuring the minute hanges in the urrent �owing

through the ammeter, the attaker an estimate the urrent �owing through the

tag and, through that, measure its power onsumption.

Many HF readers are loated in semi-publi plaes suh as entraneways and

subway stations. Considering the �at form fator of oil antennas, an adversary

an design his attaking devie in the form of a stiker ontaining a oil antenna, a

basi signal-proessing front end and some non-volatile memory. The reader under

attak will even be generous enough to provide the attaker with a free power

supply. The attaker an paste this devie on top of the reader's surfae, let it

apture raw data about a day's worth of tags, then peel o� the attak devie and

take it bak to his seret hideout for o�ine proessing. Given the proliferation
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Figure 5.2. A theoretial remote power analysis attak on HF tags

of stikers already found in retail and publi transportation loations, this extra

stiker will be reasonably hard to detet

1

.

5.4.2. A Smart Fault Attak Based on Jamming. The work of [17℄ shows

how simple it is for a rogue devie to orrupt the operation of readers in its viinity.

If we somewhat re�ne this result we an adapt it to form a smart fault attak. We

do this by noting that a tag reeiving invalid data will probably transition to some

error state or even reset itself. By arefully ontrolling the point in time in whih

a reader's signal is jammed, the attaker an preempt another reader's inoming

signal right in the middle of a alulation and fore it to transition to the error

state at any desired loation in time.

Sine foring a devie into the error state hanges its registers to some prede-

�ned state, the power onsumed by a tag when it is suddenly jammed is related

to the Hamming weight of its internal registers. By foring a reset by smart jam-

ming and then measuring the power onsumed by the tag the attaker an perform

remote fault analysis of the tag and learn about its internal state, again without

physial manipulation. This attak will be muh more e�etive if the attaker an

ontrol the reader as well as the jamming devie.

A more esoteri fault attak an be based on destrutive interferene. If the

reader is in a �xed loation and the attaker has time to prepare, he an reate a

devie that generates �null zones� on demand. This fault-generating iruit, pre-

sented in Figure 5.4.2 on page 67, onsists of a reeive antenna, a delay line and

ampli�er, and �nally a properly polarized transmit antenna. The devie reeives

the reader's signal, hanges its relative phase using the delay line and sends it bak

1

It is important to note that HF tags have more generous power budgets and, as suh, are more

easily modi�ed to inlude power analysis ountermeasures. This is espeially the ase with indu-

tively oupled ontatless smart ards, whih typially inherit the power analysis ountermeasures

from their physially oupled siblings.
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Figure 5.3. A theoretial setup for reating destrutive interfer-

ene, to be used for remote fault analysis

in the diretion of the tag. By on�guring the phase and the amplitude to math

and oppose the reader's signal, the signal presented to the tag an be dereased

arbitrarily. We notied in our tests that we ould see more pronouned power on-

sumption information when tags were plaed in a relatively weak �eld, so weakening

the reader using this method is one pratial way of remotely raising the signal to

noise ratio of the attaker.





CHAPTER 6

Closing Remarks

In this work, we have shown how power analysis, a well known ryptanalyti

attak method whih was extensively researhed in the �eld of smartards, an be

applied to the �eld of passive RFID devies, even though they have no expliit

onnetion to an external power soure.

The big players in the �eld of smart ards aggressively promote their brand

names. Smartard vendors ompete on the seurity of their produts, and smart

ard ustomers (both end-users and system integrators) realize the beni�ts of a

higher-seurity devie and understand why they should pay more for it. RFID

tags, on the other hand, are ubiquitous devies whih play a very minor role in the

life yle of a produt. RFID system integrators do not generally are whih spei�

brand of tag they use, leaving tag vendors to ompete mainly on prie. This fat

is exaerbated by the limited feature set and strit standardisation of tags, whih

leaves vendors little room for innovation.

The spei�s of the RFID market mean that it will be di�ult to onvine tag

vendors to o�er a higher-seurity tag at a higher prie and with redued range,

unless the advantage provided by this added seurity is learly understood. Tag

vendors have all the tools they need to reate safer tags today, but they will only be

reated if the power analysis threat is well understood by system integrators, driving

a demand for these safer tags. Ahieving this requires the ative partiipation of the

researh ommunity, and there are many exiting diretions in whih these results

an be extended.
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