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Abstra
t

We des
ribe the �rst power analysis atta
k on passive RFID tags. Compared to

standard power analysis atta
ks, this atta
k is unique in that it requires no physi
al


onta
t with the devi
e under atta
k. The power analysis 
an be 
arried out even if

both the tag and the atta
ker are passive and transmit no data, making the atta
k

very hard to dete
t.

As a proof of 
on
ept, we use power analysis to extra
t the kill passwords from

Class 1 EPC tags operating in the UHF frequen
y range. Tags from several major

vendors were su

essfully atta
ked. Our atta
k 
an be extended to HF tags and to

remote fault analysis.

The main signi�
an
e of our atta
k is not in the dis
overy of kill passwords

but in its impli
ations on future tag design � any 
ryptographi
 fun
tionality built

into tags needs to be designed to be resistant to power analysis, and a
hieving

this resistan
e is an undertaking whi
h has an e�e
t both on the pri
e and on the

performan
e of tags.
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CHAPTER 1

Introdu
tion

1.1. The RFID Tag � the World's Simplest Computer

The 
ontinuing advan
ement in the �eld of 
omputer engineering results in

a steady stream of ex
iting new appli
ations for 
omputing systems. One su
h

new appli
ation is the �eld of pervasive 
omputing, whi
h attempts to integrate


omputers into the environment, transforming everyday obje
ts found in home and

o�
e environments into aware, intelligent and 
onne
ted 
omputing devi
es.

The RFID tag is one step toward a
hieving this goal. While various �avours of

tag exist, the tag is generally a very simple 
omputer whi
h is 
apable of performing

some task su
h as holding a small amount of information in read/write memory

or measuring some environmental parameter. These tags are asso
iated with a

physi
al real-world entity and allow the 
omputing environment to tra
k this entity

and make informed de
isions a

ording to the position and status of obje
ts in the

real world (see for example [25℄). A

ording to [9℄, there are 
urrently more than

2 billion tags in 
ir
ulation, with this number expe
ted to double every 3 years in

the foreseeable future.

1.1.1. General Stru
ture of an RFID System. The general stru
ture of

an RFID system is presented in Figure 1.1 on page 11. Su
h a system 
onsists

of a high-powered reader 
ommuni
ating with an inexpensive tag using a wireless

Figure 1.1. The general stru
ture of an RFID system

11



12 1. INTRODUCTION

Property Possible values In this work

Power sour
e Internal battery (a
tive) or

externally supplied (passive)

Passive

Tag-reader link Indu
tive (near �eld) or

radiative (far �eld)

Far �eld

Operating

frequen
y

Low Frequen
y, High Frequen
y,

Ultra High Frequen
y

Ultra High Fre-

quen
y (900MHz)

Air interfa
e Proprietary, ISO/IEC 14443,

EPCGlobal

EPCGlobal Gener-

ations 1 and 2

Tag 
apabilities Read-only memory, read/write

memory, mi
ropro
essor

Read/write mem-

ory

Table 1. Classi�
ation of RFID tags

medium. The reader generates a powerful ele
tromagneti
 �eld around itself and

the tag responds to this �eld. In passive systems, su
h as the one atta
ked in this

work, pla
ing a tag inside the reader's �eld (
ommonly referred to as illuminating

the tag) also provides it with the power it needs to operate. As stated before,

the tag is usually atta
hed to a physi
al obje
t while the reader is 
onne
ted to a

powerful 
omputer or to the network. A reader may, in general, 
ommuni
ate with

many tags simultaneously.

1.1.2. A Taxonomy of RFID Systems. RFID tags 
an be 
lassi�ed a
-


ording to a variety of parameters, as summarized in Table 1 on page 12. Some

tags are a
tive, 
ontaining an internal battery to provide them with power. Most

are passive, relying on the reader to provide them with operating power through

the �eld it generates. Some tags rely on indu
tive 
oupling to link to the reader.

These tags are identi�ed by 
oil-shaped antennas and have a very short operating

range (usually a few 
entimeters, depending on the frequen
y). Other tags use

radiative 
oupling (also known as ele
tromagneti
 
oupling) and are identi�ed by

dipole antennas, shaped more or less like a straight line. Radiatively-
oupled tags

typi
ally have a longer operating range of several meters, with some types of a
tive

tags a
hieving ranges of 100 meters or more.

The operating frequen
y of a tag is in�uen
ed by its 
oupling method. Indu
tively-


oupled tags use the low frequen
y or high frequen
y bands � roughly 30KHz to

30MHz, with wavelengths of 10 kilometers to 10 meters. The wavelengths used by

indu
tively-
oupled tags are 
hosen to be mu
h higher than the distan
e between

the tag and the reader. Radiatively-
oupled tags use the ultra high frequen
y band

� roughly 300MHz to 3GHz, with wavelengths of 1 meter to 10 
entimeters. The

operating frequen
y has an e�e
t on the ability of the tag to work in RF-hostile

environments su
h as near liquids and metals or inside the human body.
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Radiatively-
oupled tags o�er a higher read range than indu
tively-
oupled

tags for the same reader power. This is be
ause magneti
 �eld strength de
reases

in proportion to r3
while ele
tromagneti
 �eld strength de
reases in proportion to

r2
[55, p. 43℄. In addition, while ele
tromagneti
 
onne
tions have no absolute

bound on their range, magneti
 indu
tion simply does not work unless the mag-

neti
 �eld lines of the tag and 
oil interse
t, whi
h bounds the distan
e by

c
2πf

(a

ording to [55℄, about 3.6 meters for standard 13.56 MHz tags). On the other

hand, indu
tively-powered passive tags enjoy a relatively abundant power supply,

while radiatively-powered tags are expe
ted to work with less than one milliwatt of

power (see Subse
tion 3.1.1.3).

Tags and readers 
ommuni
ate using a standard air interfa
e proto
ol. Some

vendors have a proprietary air interfa
e whi
h is supported only by their own hard-

ware. Others 
omply to international standards. The main standard for high

frequen
y tags is ISO/IEC 14443 [13℄, while the main standard for ultra-high-

frequen
y tags is the EPCGlobal standard suite[5, 19℄. The EPCGlobal air in-

terfa
e has gone through two generations of standards, both of whi
h are 
overed

in this work.

Finally, there are di�erent 
apabilities for di�erent tags. The simplest tag is a

1-bit tag, whi
h merely announ
es its presen
e when illuminated by a reader. These

tags are a
tually quite 
ommon and are used in theft prevention s
enarios. The

tags 
overed in this work are slightly more advan
ed, 
ontaining several hundred

bits of read/write memory and a simple proto
ol to 
ontrol them. At the top end of

the spe
trum there exist tags with full-�edged mi
ropro
essors. These tags are in

many 
ases standard smart 
ards with an added 
onta
tless interfa
e. Due to their

relatively high power requirements, 
onta
tless smart 
ards are usually designed for

indu
tive 
oupling.

Our work fo
uses on passive UHF tags adhering to the EPCGlobal standard.

These tags are 
ommonly 
alled Ele
troni
 Produ
t Code (EPC) tags. These tags

are passive and are radiatively 
oupled. They work in the UHF band (900MHz)

and 
ontain a small amount of read/write memory. EPC tags were designed as

part of a global initiative to repla
e the 
ommon opti
al bar 
odes found on mar-

keted goods with an RF-based ele
troni
 version. The EPC system also des
ribes

a wide-ranging te
hni
al and business-oriented infrastru
ture that supports this

transition[18℄. EPC tags improve on opti
al bar
odes by o�ering an in
reased read

range and more reliable data transfer, but more signi�
antly by expanding the

name spa
e for produ
t 
odes from the existing 47 bits

1

to 96 bits or even more.

This larger name spa
e 
an allow items to be tra
ked a

ording to their individual

identity, not only a

ording to the 
lass of produ
t they belong to.

1

14 de
imal digits, to be exa
t
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The e
onomi
s of the EPC system were designed with the notion of tags 5


osting 
ents apie
e. As of late 2006, vendors are beginning to rea
h this pri
e

point for large volume pur
hases. A single tag is mu
h more expensive � we spent

nearly $3 per tag for the ones used in our experiments. An EPC reader usually


osts between $500 and $800, in
luding antenna.

1.1.3. The Case for Se
urity in RFID � Present and Future. One may

assume that the 
urrent 
rop of EPC tags seems too simple to prote
t � after

all, they are merely an upgrade to the opti
al bar 
ode, whi
h obviously has no

se
urity measures. The authors of [46℄ 
hallenge this assumption, noting that the

in
reased reading range of a tag, 
ombined with the in
reased name spa
e, severely


ompromise the priva
y of individuals bearing tagged goods. This risk stems from

the fa
t that an individual 
an be impli
itly tra
ked by the spe
i�
 ensemble of

items he is 
arrying on his person. We present a more detailed survey of the

se
urity risks of RFID tags in Se
tion 2.4. Making the data stored on RFID tags

se
ure and trustworthy is an important 
on
ern for today's users of RFID.

In the future, the 
ontinued growth and development of the �eld of pervasive


omputing is expe
ted to further enhan
e the 
apabilities of RFID tags as well as

their popularity and their extent of deployment. Aided by the inevitable phenome-

non of feature 
reep, future tags 
an be expe
ted to 
ontain more sensitive data and

may also have the ability to make 
ru
ial de
isions based on this data. As the 
apa-

bilities of RFID tags approa
h those of smart 
ards, the need for 
ryptographi
ally

enhan
ed se
urity and priva
y will be
ome even more apparent.

1.2. Side-Channel Cryptanalysis

Cryptanalysts try to devise methods for atta
king se
ure systems. There

are two main approa
hes to 
ryptanalysis � mathemati
al 
ryptanalysis and side-


hannel 
ryptanalysis. The di�eren
e between the two will be explained below.

Any intera
tive system 
an be de�ned in general by its o�
ial external inter-

fa
e. This interfa
e spe
i�es the inputs and outputs to the system. It also spe
i�es

the behaviour of the system when presented with di�erent inputs. This 
onven-

tion holds both in the software world and in the physi
al world. For example,

a publi
-key digital signature server re
eives a message as an input, 
al
ulates a


ryptographi
 signature for this message using the server's private key, and �nally

outputs this signature; a padlo
ked door re
eives a series of dial settings as in-

puts and unlo
ks itself when the 
orre
t sequen
e of dial settings is pun
hed in.

Mathemati
al 
ryptanalysis attempts to atta
k a se
ure system by making use of

weaknesses in the formal des
ription of the system.
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Dynamic short circuit 

when transistor logic 

switches states

Parasitic capacitance when long interconnects switch states

Figure 1.2. Sour
es of dynami
 
hanges in power 
onsumption

in CMOS 
ir
uits

In addition to their o�
ial outputs, most se
ure systems also provide auxiliary,

or side-
hannel, outputs as they work. Referring to the previous example, the

signature server may take a di�erent amount of time to sign di�erent messages;

the padlo
k may emit a series of 
li
ks and whirrs as the dial is turned. Armed

with knowledge of the internal workings of the devi
e under atta
k � a
quired by

use of inside information, by reverse engineering or simply by edu
ated guessing �


ryptanalysts 
an now �nd 
orrelations between the se
ret information en
apsulated

by the system and these side-
hannel outputs. Side-
hannel 
ryptanalysis fo
uses on

�nding ways of 
ompromising se
ure systems based on these 
orrelations. Turning

again to our examples, the timing information of an SSL server was used by [4℄ to

re
over its 1024-bit private key in two hours, while [3℄ shows how many standard

safes 
an be 
ra
ked by observing the amount of me
hani
al resistan
e the safe dial

o�ers as the atta
ker spins it.

1.2.1. Power Analysis. One very e�e
tive method of side-
hannel 
ryptanal-

ysis is 
alled power analysis. Power analysis fo
uses on relating 
hanges of power


onsumption to 
hanges in the internal state of a 
ryptosystem.

Before we explain the method of operation of power analysis atta
ks, we will

brie�y review the internal stru
ture of Complementary Metal Oxide Semi
ondu
tor

(CMOS) 
ir
uits, the te
hnology used to fabri
ate most low-power devi
es on the

market today. A CMOS integrated 
ir
uit (IC) 
onsists of internal state registers,

some logi
 
ir
uitry that makes use of these registers, and an interfa
e that 
onne
ts

these fun
tions to the outside world. Both state and logi
 are implemented by

networks of transistors or gate elements (GEs). The gate elements are 
onne
ted

by inter
onne
ts, whi
h are strips of metal running through the integrated 
ir
uit.

More 
omplex systems (beyond the s
ope of this work) may also use dynami


random a

ess memory (DRAM) to store their state.

As stated in [6℄, there are three main 
ontributors to power dissipation (or,

equivalently, to 
urrent draw) in a CMOS devi
e: leakage 
urrent, dire
t-path short
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ir
uit 
urrent and loading 
apa
itan
e 
urrent. The leakage 
urrent is a 
onstant

dissipation whi
h is a result of the manufa
turing pro
ess of CMOS and is not

in�uen
ed by the internal state of the tag. The other two 
ontributors are dynami
:

The dire
t-path short 
ir
uit 
urrent is a rush of 
urrent that o

urs whenever

transitions in the CMOS logi
 result in a temporary short 
ir
uit between the

IC's power supply and the ground; The loading 
apa
itan
e 
urrent results from

the fa
t that a 
ir
uit's inter
onne
ts behave like 
apa
itors and thus require a


harge/dis
harge 
urrent when they 
hange state. A

ording to [1℄, about 15%

of the dynami
 power 
onsumption of typi
al devi
es results from dynami
 short


ir
uits, while 85% is the result of parasiti
 loading 
apa
itan
e. Both dynami


sour
es of power 
onsumption manifest themselves only when state bits in the IC

�ip their values.

These dynami
 properties mean that, in general, a a
tive CMOS devi
e 
on-

sumes more power than an idle devi
e, allowing an atta
ker to learn exa
tly how

long 
ertain operations take and raising the possibility of timing-based side 
han-

nel atta
ks. With su�
iently sensitive equipment, an atta
ker 
an also estimate

how many individual bits �ip at every point of time, allowing even more powerful

atta
ks. To mount a power analysis atta
k, the atta
ker pla
es a sensitive 
urrent

probe between the devi
e and its power supply, then measures the 
hange in power


onsumption over time. This atta
k is espe
ially suited to smart 
ards, a popular


lass of se
ure devi
es whi
h is designed to be tamper resistant but still has its

power supplied by an outside party.

A more detailed survey of power analysis atta
ks and the work done to prevent

them is available in [1℄ and in [28℄.

1.2.2. Prote
tion from Side-Channel Atta
ks. As mentioned previously,

side-
hannel atta
ks gain their strength from the 
orrelations between a system's

se
ret data and its side-
hannel outputs. Side-
hannel 
ountermeasures are gen-

erally designed to minimize this 
orrelation. There are several approa
hes toward

this goal, in
luding masking the se
ret with some random data, attenuating the

side 
hannel by some form of shielding and using spe
ially designed 
omponents

with less side-
hannel leakage. We survey several 
ountermeasures suitable against

power analysis atta
ks in Se
tion 5.2.

1.3. Our Contribution

In this work, we show how power analysis, a form of atta
k whi
h typi
ally

requires physi
al a

ess to the devi
e under atta
k, be
omes a remote atta
k when

we apply it to passive RFID devi
es. We show how to 
onstru
t a lab setup that


an perform power analysis over a distan
e and demonstrate the e�e
tiveness of the
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atta
k by re
overing the kill password of an EPC tag. We also present an existing

power analysis 
ountermeasure whi
h �ts into the tag manufa
turing pro
ess and

e�e
tively prote
ts against our atta
k.

1.4. Stru
ture of this Do
ument

The stru
ture of the remainder of this work is as follows: in Chapter 2, we

review some related work in the �elds of power analysis atta
ks and atta
ks on

RFID tags. In Chapter 3 we review the theoreti
al aspe
ts of our atta
k, in
luding

a short survey of the EPC standard. In Chapter 4 we dis
uss the pra
ti
al issues

related to our atta
k and present our results. Finally, in Chapter 5 we dis
uss

the impli
ations of this atta
k, review several types of 
ountermeasures to prote
t

against it and present several new ideas for extending our results.





CHAPTER 2

Previous Work

This se
tion will dis
uss previous work related to our results.

2.1. Password Guessing Atta
ks

The results presented in this work make use of power analysis to try and guess

a password. Using the fa
t that we 
an guess the password one bit at a time, the

time required to sear
h the password spa
e is redu
ed from exponential to linear,

and thus it is easy to atta
k arbitrarily long passwords. The �rst do
umented use

of this atta
k as a way of guessing passwords in a 
omputing environment was in

the TENEX operating system, 
ir
a 1970 [32, Se
tion 2.1℄.

2.2. Power Analysis of Smart Cards and Other Cryptosystems

The 
apabilities of power analyti
 atta
ks were �rst demonstrated in an a
a-

demi
 setting in [28℄. Power-analysis atta
ks lend themselves naturally to smart


ards, sin
e the internal state of smart 
ards is prote
ted from outside inspe
tion by

various tamper-proo�ng methods while their power supply is run from an external

line and, as su
h, 
an be deli
ately monitored by an atta
ker without tripping the

tamper prote
tion. There have been many follow-up works to [28℄, exploring both

the 
apabilities of power analysis and the 
ost involved in preventing them. Power

analysis has been used to extra
t the keys from smart 
ards using se
ret key 
iphers

su
h as DES [15℄ and AES [14℄, as well as devi
es using publi
 key 
ryptosystems

su
h as RSA [37℄. In [46℄ the authors suggested that RFID tags may be vulnerable

to power analysis and fault atta
ks. In [42℄ the authors presented an RF front-

end for an indu
tively 
oupled 
onta
tless smart 
ard, remarking that �Conta
tless

smart
ards are espe
ially sus
eptible to power analysis be
ause the power signature

of a transa
tion is a
tually broad
ast in the air�.

2.3. Remote EM-based Atta
ks

Several other resear
h works present atta
ks mounted by a remote atta
ker

armed with a dire
tional antenna. Two interesting results are dis
ussed below.

19
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2.3.1. S
reen Sni�ng. Cathode ray tube (CRT) displays operate by s
an-

ning a single ele
tron beam of variable intensity over the entire s
reen in a predeter-

mined pattern of lines. The signal 
ontrolling this intensity is 
alled the luminan
e

signal. This luminan
e signal is subje
ted to a very high level of ampli�
ation be-

fore it is used to manipulate the strength of the ele
tron beam. In [54℄ Wim van

E
k demonstrated that this signal leaks out of the display unit in the form of ele
-

tromagneti
 radiation. This signal 
an be then inter
epted and used to re
onstru
t

the image shown on the display. In a demonstration for the BBC's �Tomorrow's

World� show in 1985, van E
k used a van-mounted VHF antenna to inter
ept the

s
reens of 
omputers in the S
otland Yard building several tens of meters away

from the atta
ker.

In [31℄, this atta
k was further extended to modern LCD displays. The atta
ks

of [31℄ operates in frequen
y ranges and signal envelopes similar to the ones used

in our atta
k, and thus his estimates on the usable atta
k range were useful to us

as well.

2.3.2. Smart 
ard Emanations. Sin
e any 
ondu
ting wire inside a 
om-

puting devi
e 
an be 
onsidered as a transmitting antenna, several resear
hers have

attempted to monitor the ele
tromagneti
 emanations of the internal 
ir
uits of

a smart 
ard and thus dedu
e its internal state without tripping the tamper-

prote
tion safeguards. These atta
ks are usually 
arried out by pla
ing a short


oil antenna dire
tly above the smart 
ard, exa
tly over some lo
ation of inter-

est. In [36℄, the authors demonstrated a di�erent remote atta
k on 
ryptographi


smart 
ards using ele
tromagneti
 emanations. In this atta
k the re
eive antenna

was not lo
ated dire
tly above a spe
i�
 spot on the smart 
ard, but rather at

a distan
e of 2 meters from the 
ard. The atta
k was performed in an ane
hoi



hamber - a spe
ial environment designed to minimize the interferen
e 
aused by

external radio frequen
y sour
es and by multipath propagation of the inter
epted

signal. Our atta
k is di�erent than the atta
k in [36℄ in that it does not monitor

the ele
tromagneti
 emanations of the 
ir
uits inside the devi
e under atta
k, but

rather presents an indire
t way of monitoring its a
tual power 
onsumption. Our

method of atta
k apparently has better range and more resistan
e to noise than

the atta
k in [36℄, sin
e we were able to mount it in an ele
tromagneti
ally noisy

lab environment and without expli
ity �ltering against multipath e�e
ts.

There are also di�erent 
ountermeasures to be employed against these two

atta
ks. On one hand, our atta
k 
an be prevented by making the devi
e resistant

to power analysis, as we will des
ribe in Se
tion 5.2, while the authors of [36℄ argue

that some power analysis 
ountermeasures will not help against their atta
k (sin
e

even after masking the power 
onsumption of the devi
e as a whole, there may



2.4. ATTACKS ON RFID TAGS 21

still be relevant data in the power 
onsumption of spe
i�
 parts of the devi
e). On

the other hand, surrounding the 
hip at the heart of the tag with EM shielding

(without, of 
ourse, shielding the antenna) will prote
t against standard EM-based

atta
ks but will not prote
t against our atta
k.

2.4. Atta
ks on RFID Tags

2.4.1. The RFID Threat Model. The 
urrent lines of atta
k against RFID

tags are derived from the 
apabilities of today's tags. At present, the most 
ommon

fun
tionality of a tag is to provide a stati
 payload (identifying the item to whi
h it

is asso
iated) to the reader. Either reader or tag may be required to authenti
ate

themselves, and the signal ex
hanged between reader and tag may be en
rypted.

In this s
enario, an RFID adversary may desire either to prevent the tag and the

reader from 
ommuni
ating, to masquerade as the tag or as the reader, or to bypass

the 
hannel en
ryption. The general threat model is surveyed in detail in [46℄. One

spe
i�
 threat whi
h we address in this work is the 
ase of an adversary disabling

or rewriting tags at will.

Generally speaking, the te
hnologi
al situation is bringing RFID tags ever 
loser

to having all properties of a standard re
on�gurable 
omputer, both in terms of the

quantity and quality of the information it may store and in terms of its 
omputing

power. The threat model will obviously evolve as the 
apabilities of RFID tags

grow, �nally 
onverging into the standard threat model for a personal 
omputer.

2.4.2. Current Atta
ks on RFID Tags. This se
tion presents a short sur-

vey of some atta
ks against the 
urrent line of passive RFID tags. Sin
e this work

fo
uses on physi
al layer atta
ks, we will present three works in whi
h tags were

atta
ked at the physi
al layer � zapping, jamming and skimming.

Zapping atta
ks attempt to in
apa
itate a single tag, rendering it unable to


ommuni
ate with any reader. An atta
ker with physi
al a

ess to the tag 
an

a
hieve this goal by 
utting the antenna apart using a pair of s
issors � the stubs

of the antenna whi
h remain 
onne
ted to the tag will provide it with mu
h less

power than a full-sized antenna, dramati
ally redu
ing its read range[23℄. A more

advan
ed atta
ker 
an try and 
reate an ele
tromagneti
 pulse (EMP) whi
h will

overwhelm the tag's re
iever 
ir
uit and render it unusable. In [39℄ the authors

show how to 
reate an �EMP gun� using a disposable 
amera's �ash 
ir
uitry and

demonstrate its use in disabling ISO/IEC 14443 RFID tags. The authors also note

that their EMP gun has the same destru
tive e�e
t on personal 
omputers, portable

musi
 players and pa
emakers.

Jamming atta
ks are a
tive atta
ks whi
h attempt to disrupt the tag-reader


ommuni
ations in a 
ertain lo
ation. In [22℄ the authors present a �blo
ker tag� � a
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spe
ial tag designed to prevent any other tags being read in its vi
inity. The blo
ker

tag is designed to parti
ipate in the EPC singulation proto
ol (see [5, subse
tion

4.2.2℄) and to answer positively to all reader inventory queries, in fa
t 
reating the

false impression that all 296
possible tags are present in the reader's vi
inity. Sin
e

the blo
ker tag understands the EPC proto
ol, it 
an be designed to have a more

benevolent behaviour, perhaps blo
king only a 
ertain subset of the ID spa
e (for

example only medi
ines) or disabling itself when being presented with a properly

authenti
ated reader. While this atta
k works in the appli
ation layer, another

atta
k, presented in [17℄, a
hieves similar fun
tionality at the physi
al layer. The

atta
k of [17℄ prevents tags from even hearing the reader by 
reating a 
ompeting

signal in the same frequen
y range as the reader. This atta
k is made easier by the

fa
t that while the RFID reader performs frequen
y hopping to help it share the

air with other devi
es, the RFID tag listens undis
riminately to all signals in its

range.

Skimming atta
ks allow the atta
ker to impersonate a tag. These atta
ks

are 
ommonly laun
hed against tags designed to o�er proximity-based priveleges,

su
h as allowing a 
ar to start only when the key is present, or allowing restri
ted

a

ess to a fa
ility only to persons inje
ted with a subdermal RFID tag[8℄. For

the simplest tags without a 
hallenge-response proto
ol, it su�
es to re
ord the

signal ba
ks
attered from the tag under atta
k as it is queried by a reader and

replay on demand [56℄. This 
an be performed even without understanding the bit

stru
ture of the tag-reader 
hannel, as long as the re
ording is done at su�
ient

resolution. More robust tags with 
hallenge-response proto
ols 
an be subje
ted

to relay atta
ks. This sort of atta
k is 
arried out by two 
olluding atta
kers, as

shown in [26℄. One atta
ker (the �ghost�) is lo
ated next to the reader and another

(the �lee
h�) is next to the tag. The tag-reader data ex
hange is relayed between

the two 
olluding atta
kers by an external 
hannel.



CHAPTER 3

Theoreti
al Ba
kground

This se
tion will des
ribe the theoreti
al aspe
ts of our work. It will des
ribe

the family of tags we atta
k, and how we intended to atta
k them.

3.1. The EPC Standard Family

The RFID system we 
onsidered was the EPC system, used in tags atta
hed to

items of mer
handise in retail and other supply-
hain s
enarios. The standards body

governing the 
on
epts of this system is EPCGlobal, a not-for-pro�t organization

formed around MIT's Auto-ID Center in 2003[18℄.

The EPC standards de�ne the 
apabilities of the tag and reader and determine

how the two should 
ommuni
ate. The 
ommuni
ations proto
ol 
onsists of two

layers:

• The physi
al layer (also 
alled the air interfa
e) de�nes the radio 
har-

a
teristi
s of the proto
ol, in
luding the way bits and symbols are repre-

sented and the allowed frequen
ies and power levels used by the reader.

• The appli
ation layer de�nes the set of 
ommands the reader and tag

should ex
hange. It also de�nes how the tag should respond to the 
om-

mands it re
eives.

The EPCGlobal ar
hite
ture de�nes in [45℄ 6 
lasses of tags, ranging from Class 0

to Class 5. Class 0 tags are the weakest � they are read-only devi
es 
apable only

of emitting a 
ertain �xed ID they were assigned when they were manufa
tured.

Class 5 tags are the most powerful, being for all pra
ti
al issues full-�edged portable


omputers with support for the EPC air interfa
e. The most 
ommon tag 
lass,

and the one dis
ussed here, is the Class 1 tag. It de�nes a passively-powered tag

with no 
omputational resour
es other than a small amount of read/write memory

and the logi
 required to a

ess this memory.

The Class 1 EPC proto
ol went through two generations. The �rst generation

was de�ned by MIT's Auto-ID 
enter in [5℄. While it was never formally rati�ed,

the Generation 1 proto
ol was a

epted by the industry and was deployed in hun-

dreds of millions by late 2005 [9℄. The parts of the proto
ol whi
h were vague or

in
ompletely spe
i�ed were implemented arbitrarily by manufa
turers, leading to

23



24 3. THEORETICAL BACKGROUND
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Data

Figure 3.1. The general stru
ture of a tag

some in
ompatibility problems and to the emergen
e of a de-fa
to standard based

on imitation of the leading vendors' implementations (see for example [50℄).

The 
urrent re
ommended standard is 
alled Class 1, Generation 2 (C1G2), and

is de�ned in [19℄. While both generations of the Class 1 proto
ol share a 
ommon

air interfa
e, their appli
ation layer is quite di�erent

1

.

We will now dis
uss the parts of both proto
ol layers whi
h are relevant to our

atta
k.

3.1.1. The Physi
al Layer. The aspe
ts of the physi
al layer we will dis
uss

are the frequen
ies and power level used, how power is supplied to the tag, and how

tag and reader 
ommuni
ate.

3.1.1.1. The General Stru
ture of a Tag. Figure 3.1 on page 24 shows the gen-

eral stru
ture of a passive UHF tag, as des
ribed in [24℄.

The tag's antenna is its link to the outside world. The signal in
ident on the

antenna 
ontains both the power required to operate the tag and 
ommands from

the reader. The power extra
tion 
ir
uit 
onverts the low-amplitude AC input to a

5V DC voltage whi
h is provided to all other modules. The demodulator, or de
oder,

1

The 
ommon air interfa
e was 
hosen to allow Generation 1 readers to support Generation 2

tags without 
hanging the hardware. The MPR6000 reader we used was a
tually supplied with

Generation 1 �rmware and was upgraded to Generation 2 using software from WJ's web site.
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extra
ts the data from the in
oming signal and forwards it to the 
ontrol logi
. The


ontrol logi
 module, whi
h is in 
harge of implementing the tag's 
ommand set, is

generally 
onstru
ted of a �nite state ma
hine that has a

ess to ele
tri
ally erasable

and programmable memory (EEPROM). The EEPROM is used by the tag to store

long-term, non-volatile data su
h as the tag's ID. The modulator is used to 
onvey

responses from the tag ba
k to the reader. This is done by dynami
aly 
hanging

the impedan
e of the tag and thus the magnitude or the phase of the signal it

re�e
ts ba
k to the reader's re
eive antenna (see Subse
tion 3.1.1.5). Re
alling our


ryptanalyti
 intentions, it is apparent that while all six modules mentioned above

have an e�e
t on the transient power 
onsumption of a tag, the se
ret information

we are after is 
ontained only in the power 
onsumption of the 
ontrol logi
, the

EEPROM, and the bus 
onne
ting the two.

3.1.1.2. Frequen
ies and Power Levels. The EPC system operates in the industrial-

s
ienti�
-medi
al (ISM) frequen
y band. The ISM band is unique in the sense that

low-powered transmitters 
an be used in it without being individually registered

and li
en
ed. The exa
t 
hoi
e of frequen
y for the ISM band varies between 
oun-

tries, but it is generally between 860 and 960MHz.

In a passive RFID system, the ele
tromagneti
 �eld generated by the reader is

used to power the tags it interrogates. The amount of power available for the tags

de
ays quadrati
ally as the distan
e between the tag and the reader grows, and all

tags require a 
ertain minimal amount of power to operate. Thus, for any �xed tag

design, the maximum transmit power a reader 
an use immediately determines its

maximum range.

The di�erent national standards institutes de�ne the maximum power allowed

for an RFID reader. As shown in [12, subse
tion 4.2.5.2℄, this maximum power

limit is 
ommonly measured using the e�e
tive isotropi
 radiated power (EIRP)

rating. EIRP is de�ned in [11℄ as �the power that would have been radiated by an

isotropi
 antenna with the same power density as the real antenna in the dire
tion

of maximum gain�.

Pra
ti
al antennas do not have a uniform power distribution in spa
e, but rather

follow some radiation pattern. For example, a dipole antenna generates a strong

�eld on the plane normal to its axis and in
ident on its 
enter, while it radiates no

power along the axis of the dipole itself. The EIRP measurement method means

that users 
annot try to in
rease the range of their readers while staying within

the regulated power 
onstraints by using a high-gain, highly dire
tional antenna

2

.

Figure 3.2 on page 26 shows the radiation patterns of several types of antennas,

2

A passive tag's radiated �eld is always mu
h weaker than the reader's �eld. However, the tag's

dipole antenna is nearly isotropi
 while the reader's antenna is usually dire
tional. We found this


reates points in spa
e where the tag's signal is mu
h stronger than the reader's signal, making

our atta
k easier to 
arry out (see Subse
tion 4.2.2).
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EZNEC Demo

Dipole in free space

EZNEC Demo

NBS Yagi (ANT. BOOK p. 18-7)

Radiation pattern of a 

dipole antenna

Radiation pattern of a 

Yagi directional antenna

Radiation pattern of a 

theoretical omnidirectional

antenna

Figure 3.2. The radiation patterns of di�erent types of antennas

plotted using EZNEC [33℄. The 
ontour line in the �gure represents areas in spa
e

with similar power density.

The exa
t de�nition of the allowed frequen
ies and power levels for EPC tags

varies between 
ountries. In the USA the Federal Communi
ations Commission

(FCC) de�nes a frequen
y range of 902�928MHz and a maximum EIRP of 4W.

In most of Europe the European Tele
ommuni
ations Standards Institute (ETSI)

de�nes a frequen
y range of 865.6�867.6MHz and a maximum EIRP of 3.2W[2℄. As

of late 2006, RFID regulation in Israel was still a work in progress � the suppliers

we 
onta
ted sto
ked both FCC and ETSI-
ompliant tags.

EPC tags transmit their responses to the reader by modeulated re�e
tion of the

reader's signal. Due to this property, the operating frequen
y of a tag-reader system

is 
ompletely determined by the reader. Thus, a single tag 
an be made to be both

FCC- and ETSI-
ompliant.

3

In general, a tag operated outside its re
ommended

frequen
y range will still work, but its usable read range will be dramati
ally lower.

3.1.1.3. Power Supply to Passive Tags. The 
arrier wave generated by the

reader is used both to provide the tag with power and to send it data. While

this subse
tion will fo
us on power extra
tion, the next subse
tion will deal with

the data payload 
arried by the reader's signal.

A

ording to Maxwell's equations, pla
ing a 
ondu
ting antenna in a variable

ele
tromagneti
 �eld 
auses a 
urrent to �ow through the antenna. Conversely,

passing an alternating 
urrent through a 
ondu
ting antenna generates an ele
tro-

magneti
 �eld around it. In standard appli
ations of radio-frequen
y data transfer,

su
h as FM radio, the signal indu
ed on the antenna by the external ele
tromagneti


3

Tag vendors may have an in
entive to 
reate tags whi
h are not usable throughout the world.

Limiting a tag to a spe
i�
 market and frequen
y range allows vendors to tune the tag to a narrow

frequen
y band. This lets the tag operate at a higher �Q fa
tor�, allowing a more e�
ient energy

transfer into the tag 
ir
uit and thus improving its usable range. A

ording to [11℄, higher-Q tags


an also use shorter antennas than low-Q tags, improving their form fa
tor.
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�eld provides the data signal (for example, the musi
 on the radio), while power is

provided by another sour
e. Passive tags, on the other hand, have the ability to

extra
t their operating power from the 
urrent indu
ed on their antennas.

The reader powers the tag by generating a sine wave with the approximate fre-

quen
y of 900 MHz. If the tag antenna is properlymat
hed to this signal, a standing

wave will develop on the tag's antenna. This standing wave is an alternating voltage

di�erential whi
h 
auses 
urrent to �ow through the tag 
ir
uitry.

As stated in Subse
tion 3.1.1.2, real-world antennas are not isotropi
, meaning

that their orientation in spa
e has an e�e
t on the power of the signal they re
eive.

Tag makers are usually interested in maximizing the tag's usability, regardless of

its orientation, so tags usually use half-wave dipole antennas, whi
h are relatively

omnidire
tional. These antennas are 
onstru
ted from a straight segment of 
on-

du
ting material with a length equal to half the wavelength of the signal (in our


ase approximately 15
m). Vendors usually meander the antenna in a somewhat


urved pattern to minimize the e�e
t of the dipole's �blind spots� dire
tly along

the antenna's axis.

To maximize the transfer of energy from the antenna to the IC, the tag's internal


ir
uits are designed to expose a purely resistive load toward the antenna. This is

done by 
an
elling out any 
apa
itive or indu
tive loads generated by the tag's

internal 
ir
uitry by an additional network of 
oils or 
apa
itors.

We 
an now use the standard mi
rowave engineering equations to dis
over the

power available to the tag.

To see the total power available to the tag 
ir
uit's power extra
tion module,

we 
an measure the proportion of the sphere of energy surrounding the reader whi
h

is 
aptured by the tag antenna's e�e
tive area. This gives us the formula

(1) P
Tag

= P
Reader

·
A
Tag

4πr2

The e�e
tive area is a measure whi
h depends on the antenna's geometry and the

in
ident wavelength. For a tag with a half-wave dipole the e�e
tive area is de�ned

in [12℄ as

λ2

2π
. Assuming a 900MHz signal, for whi
h λ = c

9·106 = 33.31
m, we arrive

at A
Tag

≈ 88.3
m2
. Assuming a tag lo
ated 3 meters away from an ETSI-
ompliant

reader with an isotropi
 antenna transmitting at 3.2W, the total amount of power

available to the tag is approximately 250µW .

This power is presented to the tag as a standing wave U0 generated on the tag's

antenna. A

ording to [12, p. 125℄, the amplitude of this standing wave is de�ned

as

(2) U0 = ℓ0 · E
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where ℓ0 is the e�e
tive length of the tag's antenna and E is the ele
tri
 �eld

strength of the in
oming wave. The e�e
tive length is a fun
tion of the antenna's

e�e
tive surfa
e area A
Tag

, of the wireless medium's 
hara
teristi
 wave impedan
e

Z
F

and of the antenna's radiation resistan
e R
R

. The strength of the ele
tri
 �eld

is a fun
tion of the reader's e�e
tive isotropi
 transmitted power and of its distan
e

from the tag:

ℓ0 = 2

√

A
Tag

· R
Rad

πZ
F

, E =

√

P
Reader

· Z
F

4πr2

Combining the two equations we obtain

U0 =

√

A
Tag

· R
Rad

· P
Reader

π2r2

For a standard half-wave dipole antenna R
Rad

≈ 73Ω[12℄. Assuming that

A
Tag

≈ 88.3
m2
, we arrive at the �nal approximation of 0.258

√

P
Reader

r
Volts. Re-

turnimg to the previous example, the tag des
ribed there 
an expe
t a voltage

di�erential of about 0.15 Volts.

To redu
e 
osts of tags and enable high-volume manufa
turing, tag 
ir
uitry is

usually 
onstru
ted from older-generation CMOS sili
on, whi
h requires a 5V DC

operating voltage. To 
onvert the low-voltage AC signal re
eived on the antenna

to a reasonable DC sour
e, the tag makes use of a 
ir
uit 
alled a 
harge pump. As

shown in [24℄, this 
ir
uit re
ti�es and ampli�es the standing wave into a higher-

amplitude DC voltage and �nally uses it to 
harge a 
apa
itor that powers the

rest of the 
ir
uit. The power extra
tion pro
ess is inherently lossy, meaning that

typi
ally only 15% of the power in
ident on the tag's antenna will a
tually be

available to power the tag's internal 
ir
uitry (see [24, subse
tion V℄).

3.1.1.4. Data Transfer from Reader to Tag. The EPC proto
ol is based on a

reader-talks-�rst methodology, in whi
h the tag may only transmit data as a dire
t

response to reader queries. The 
ommuni
ation proto
ol is half-duplex : at any

stage in time only one of the two devi
es may transmit data.

In both generations of the EPC proto
ol the reader sends the tag 
ommands in

the form of pa
kets, ea
h of whi
h 
onsists of a sequen
e of symbols. Ea
h symbol


onsists of a series of binary bits. The symbols have variable lengths, generally


onsisting of 2 to 8 bits. The di�erent lengths for ea
h symbol form a basi
 Hu�man

en
oding that allows 
ommon 
ommands to be sent and handled more e�
iently.

Ea
h bit is sent by varying the strength of the reader's �eld between two levels

over time, using a s
heme 
alled pulse amplitude modulation (PAM) or amplitude

shift keying (ASK)

4

. The 
hanges between the high and low levels are not abrupt

in pra
ti
e. Instead, the output signal is low-pass �ltered, resulting in a gradual

4

The Generation 2 standard o�ers two additional modulation methods, SSB-ASK and PR-ASK,

whi
h are not dis
ussed here
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Bit is 
decoded 

here

Generation 1 Symbols

T0/8

T0

T0*3/8

T0

TARI*1.75

PW

TARI

PW

“0” bit:

“1” bit:

Generation 2 Symbols

“0” bit:

“1” bit:

Figure 3.3. Bit shapes of Generation 1 and Generation 2 symbols


hange in power levels. This ensures a narrow reader bandwidth, whi
h is required

by regulations.

Both generations of the EPC proto
ol use similar bit shapes, as shown in Figure

3.3 on page 29 (see [5, subse
tion 5.3℄ and [19, subse
tion 6.3.1.2.3℄):

The values of the parameters TARI, T0 and PW used in the diagram are

de�ned by the proto
ol and 
an very between di�erent regulatory domains. Note

that in both proto
ols the value of the bit 
an be measured by 
al
ulating the

distan
e between a rising edge and the following falling edge. Thus, a
tions that

must be 
arried out on
e per bit are probably performed as soon as the falling edge

is dete
ted by the tag.

Be
ause the tag extra
ts its operating power from the reader signal, there

is a 
orrelation between the symbols transmitted by the reader and the amount

of power available for the tag. Parts of the signal in whi
h the data modulation

requires a lower amplitude supply the tag with less power, so both proto
ols spe
ify
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symbols whi
h have a relatively high duty 
y
le. In fa
t, Generation 2 high-powered

operations that write to the EEPROM (tag write and tag kill) require that the

reader provide the tag with a long stret
h of unmodulated 
arrier wave (CW) while

the 
ommand exe
utes (see [19, subse
tions 6.3.2.10.3.3 and 6.3.2.10.3.4℄). This

CW sequen
e o�ers the highest amount of possible power to the tag, ensuring these

two power-hungry 
ommands will exe
ute 
ompletely.

The proto
ol allows some variability in two parameters of the shape of indi-

vidual bits � the symbol length and the depth of modulation. A shorter symbol

length allows a faster symbol rate but in
reases the bandwidth of the reader signal.

A deeper modulation in
reases the di�eren
e between high and low power levels,

in
reasing the reliability of the tag's demodulator and thus allowing an in
reased

range, but again at the pri
e of a higher-bandwidth signal. In general the FCC al-

lows shorter symbols with deeper modulation to maximize speed and range, while

ETSI uses longer and shallower symbols to minimize the e�e
t of the EPC system

on other ISM band users (see [5, subse
tion 5.3.1℄).

As stated in the previous se
tion, the tag is powered by the reader's signal.

Sin
e this form of modulation 
auses the amplitude of the reader's signal to vary in

time, the power extra
tion module of the tag uses an intermediate power storage in

the form of a large 
apa
itor. Generally speaking, the 
apa
itor is 
harged during

periods in whi
h the reader's signal is at its high level, providing power to the rest

of the tag's 
ir
uit while the reader's signal is relatively weak.

3.1.1.5. Data Transfer from Tag to Reader. Upon re
eiving a 
ommand from

the reader, the tag 
an send a response to the reader using the ba
ks
atter modu-

lation prin
iple. As noted in Subse
tion 3.1.1.3, any 
urrent �owing through the

tag's antenna immediately 
auses an ele
tromagneti
 wave to be generated around

it. By 
ontrolling the 
urrent �owing through the antenna, the re�e
ted �eld 
an

be modulated and thus used to 
onvey meaningful information to the reader.

Assuming a �xed input voltage on the tag's antenna terminals, the tag 
an


ontrol the 
urrent �owing through the antenna by 
hanging the impedan
e exposed

to the antenna by the tag's internal 
ir
uitry. Changing the resistan
e of the tag's

internal 
ir
uit has an e�e
t on the amplitude of the re�e
ted �eld. Changing the

rea
tan
e of the 
ir
uit has an e�e
t on the phase of the re�e
tion. As demonstrated

in [24, subse
tion 3.B℄, the tag 
an swit
h rapidly between two impedan
es and thus

modulate its response to the reader. To swit
h between the two impedan
e values,

the tag uses transistors to 
onne
t or di
onne
t an additional sub
ir
uit 
onsisting

of a 
apa
itor (for 
hanging phase) or a resistor (For 
hanging amplitude) in parallel

to the other tag fun
tions.

The use of phase modulation is re
ommended by the Generation 2 proto
ol

designers sin
e it allows the tag's 
ontrol logi
 to re
eive the same amount of power
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Figure 3.4. The reader-tag 
hannel and its equivalent 
ir
uit

regardless of whether the tag is transmitting a '1' bit or a '0' bit (see [24, subse
tion

IV.B℄). In pra
ti
e, this form of phase modulation 
an also be dete
ted by an AM

re
eiver at the reader be
ause the phase di�eren
es 
ause interferen
e (either de-

stru
tive or 
onstru
tive) with the reader's transmitted signal, resulting in di�erent

amplitudes for di�erent phase di�eren
es. Be
ause the intereferen
e 
an be either

destru
tive or 
onstru
tive depending on the relative positions of the tag and the

reader, the tag 
annot tell beforehand whether re�e
ting a stronger signal will make

the reader's re
eived signal weaker or stronger. To get aronud this obsta
le, the tag

modulates the response data into the timing of the 
hanges between high and low

states, not into the high or low values themselves. This is a
tually a basi
 form of

frequen
y modulation, 
ommonly known as frequen
y shift keying (or FSK). From

this point we will fo
us on 
hanges of amplitude due to a varying resistive load,

sin
e this e�e
t is more relevant to the atta
k we present.

The exa
t relation between the tag's internal impedan
e and the strength of its

re�e
ted �eld 
an be derived by observing the equivalent 
ir
uit of the tag-reader

system. As shown in Figure 3.1.1.5 on page 31, the system 
an be viewed as an

alternating voltage sour
e U0 representing the ele
tromagneti
 �eld falling a
ross

the dipole antenna, a 
omplex impedan
e Z
E

representing the tag's e�e
tive internal

loading and another 
omplex impedan
e Z
S

representing the signal transmitted

through the antenna and into the air. Assuming the 
ase of a mat
hed 
ir
uit,

in whi
h the antenna is properly tuned to the frequen
y of the reader's signal,

the impedan
es be
ome real, Ohmi
 loads, whi
h are marked R
E

and R
S

. In the

equivalent 
ir
uit representation, power falling on R
E

is used to power the tag, while

power falling on R
S

is a
tually radiated from the antenna. While R
S

is generally a


onstant depending on fa
tors su
h as the shape of the antenna and the wavelength

of the in
ident signal, R
E

is a time-varying quantity depending on the tag IC's

internal state.
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The relation between P
E

and P
S

(the power 
onsumption of R
E

and R
S

, re-

spe
tively) is 
al
ulated using the standard voltage divider equation:

P
S

(t) = I(t)2R
S

=

(

U0

R
S

+ R
E

(t)

)2

· R
S

(3)

P
E

(t) = I(t)2R
E

(t) =

(

U0

R
S

+ R
E

(t)

)2

· R
E

(t)

U0 is determined by the strength and wavelength of the reader's �eld and by the

properties of the tag's antenna and is independent of the tag's power 
onsumption.

A plot of the relation between the internal resistan
e R
E

, the absorbed power

P
E

and the re�e
ted power P
S

is shown in Figure 3.5 on page 33. The graph

is normalized su
h that P
S

= P
E

= 1 when R
S

= R
E

. We 
an make several

observations on this graph. First, the absorbed and re�e
ted power do not sum to

a 
onstant along the graph. This 
ounterintuitive result stems from the fa
t that

some power is transmitted through the tag without being absorbed or re�e
ted. Two

interesting end-
ases for this relation are when R
E

= 0 (short-
ir
uit), in whi
h the

re
eived signal is 
ompletely re�e
ted, and when R
E

→ ∞ (open 
ir
uit), in whi
h

it is 
ompletely transmitted. In both of these situations zero power is available for

the tag's internal 
ir
uitry. The maximum e�e
tive power available to the tag is

found when R
S

= R
E

, indi
ating the power extra
tion 
an never rea
h an e�
ien
y

of more than 50%.

This detail of the EPC proto
ol is a
tually quite signi�
ant in our atta
k �

the ba
ks
atter modulation method, used by the tag to send data to the reader,

is also how power 
onsumption data is leaked to the adversary. To get a taste of

this e�e
t, assume that the tag's resistan
e at the idle state is equal to R
S

. A

momentary power draw 
aused by a transition in the 
ontrol 
ir
uitry 
auses the

tag's e�e
tive resistan
e to lower momentarily. Turning again to Figure 3.5 on page

33, we 
an see this will 
ause the tag's working point to move left on the graph,

resulting in a momentary surge in the amount of re�e
ted power.

3.1.2. The Appli
ation Layer. The two generations of EPC proto
ols de�ne

many 
ommands whi
h 
an be ex
hanged between tag and reader. Most of them are

outside the s
ope of this work. We will survey two interesting areas of fun
tionality

� the tag singulation proto
ol and the kill 
ommand. More 
ommands are des
ribed

in [5℄ and [19℄.

It is important to re
all throughout this subse
tion that the primary require-

ment from EPC tags is for them to provide their 96-bit ID (or payload) to the

reader, so that the item to whi
h they are atta
hed may be identi�ed. A se
ondary

requirement is for them to be programmable by a reader � for a fresh tag to be

provided with an ID or for an existing tag to be rewritten.
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Figure 3.5. The relation between internal resistan
e and re�e
ted

power, based on [12, p. 124℄.

3.1.2.1. Tag Singulation. Radio is inherently a broad
ast medium. At any time

the radio environment may 
ontain many devi
es, all sharing the same wireless


hannel. This is espe
ially the 
ase when 
onsidering the primary appli
ation of

EPC tags in supply 
hain management (supermarkets and warehouses), in whi
h

hundreds of tags may be present simultaneously in the �eld of one or more readers.

The singulation proto
ol is designed to allow the reader to sele
t a single

tag and 
ommuni
ate with it ex
lusively

5

. There are di�erent singulation proto
ols

for Generation 1 and Generation 2 tags.

The Generation 1 singulation proto
ol is de�ned in [5, subse
tion 4.2.2℄. The

result of a su

essful Generation 1 singulation is usually the tag's 96-bit payload.

The payload also serves as the unique address of 
ommands sent to the tag. There

are three variants of the singulation proto
ol, designed to address di�erent pop-

ulation densities and se
urity 
on
erns (see [46℄). Assuming the tag's payload is

5

While both generations of the proto
ol also o�er 
ommands that address targeted groups of tags

a

ording to some sele
tion 
riteria, these 
ommands are outside the s
ope of this work. The kill


ommand we dis
uss is always addressed to a single tag.
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known beforehand, it is not generally ne
essary to perform singulation against a

Generation 1 tag.

The Generation 2 singulation proto
ol is de�ned in [19, subse
tion 6.3.2.10.1℄.

As opposed to the Generation 1 proto
ol, the end result of a Generation 2 singula-

tion is always a 16-bit random handle and not the tag's payload. This identi�er is

generated afresh ea
h time the tag is powered up, so a Generation 2 tag may not

parti
ipate in most 
ommands unless the reader expli
itly performs singulation to

dis
over the tag's random identi�er.

3.1.2.2. The Kill Command. The kill 
ommand is designed to irrevo
ably dis-

able a tag and render it unusable. This kill feature was designed as a priva
y

bene�t, in response to 
on
erns raised by various organizations. The kill fun
tion

prevents the 
ontents of the tag from being dis
losed after it has left the supply


hain and then being used to tra
k the individual bearing the item.

Sin
e the Generation 1 proto
ol was never formally rati�ed, vendors ended up

misapplying the kill 
ommand's original intentions. Instead of irrevo
ably disabling

the tag, most vendors 
hose instead to delete all tag data upon re
eipt of a kill


ommand (see [50, p. 26℄). This means that the tag still parti
ipates in proto
ol


ommands, but the ID it sends out is an all zero string. Of 
ourse, this means

the bearer of the tag 
an still be tra
ked due to the existen
e of the blank tag on

his person. The adversary 
an even rewrite the blank tag with a unique value and

tra
k this new value in the future.

The Generation 2 proto
ol stri
tly demands that tags be 
ompletely disabled

when they re
eive a kill 
ommand. A dead Generation 2 tag should not respond to

any 
ommand sent by the reader. In pra
ti
e some tag vendors still disregard this

requirement, but the brand we tested implemented it

6

.

The Generation 1 kill 
ommand, as de�ned in [5, subse
tion 4.2.2℄ (and elabo-

rated upon in [50, pp. 26℄), is shown in Figure 3.6 on page 35. Both this �gure and

Figure 3.7 on page 36 omit for 
larity several implementation-related �elds, su
h

as parity 
he
ks, message headers and preamble sequen
es.

An exe
ution of the Generation 1 kill 
ommand 
onsists of a single pa
ket

being sent from the reader. The pa
ket spe
i�es the tag's entire 96-bit payload, a


he
ksum, then the 8 se
ret bits of the kill password, another 
he
ksum and �nally

the pattern for binary '1' repeated for 30 millise
onds. If the tag's payload mat
hes

the spe
i�ed payload, the kill 
ommand is 
orre
t and the 
he
ksums mat
h, the tag

should erase all of its non-volatile memory and respond to no further 
ommands

from any reader. Otherwise, it ignores the 
ommand. In both 
ases, the tag is


ompletely passive during the entire pro
ess and does not send any reply indi
ating

the su

ess or failure of the kill 
ommand.

6

Please see Subse
tion 4.3.1 to see why even this requirement is still not enough to ensure priva
y.
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Reader Tag

Tag ID (96 bits)

CRC (16 bits)
Kill Password (8 bits)

(dies)

Figure 3.6. The Generation 1 kill 
ommand

There were several problems with the Generation 1 implementation. The �rst

and most easily noti
eable problem is the small key spa
e � with only 256 possible

kill passwords, it is trivial to 
ondu
t a brute-for
e sear
h for the kill password of the

tag and disable it. Another more subtle problem was dis
ussed by [46℄ and is related

to the assymetry in signal strengths between tag and reader. Sin
e the reader emits

a very powerful signal, it is reasonable to 
onsider a passive adversary who 
an listen

only to reader 
ommands, but not to tag responses. During the kill 
ommand

the entire 
ontents of the tag memory are broad
ast by the reader, allowing su
h

an adversary to learn of the dead tag's former identity from a potentially mu
h

larger distan
e, even beyond the dete
tion range of the tag. Finally, we must re
all

that vendors implemented this kill 
ommand improperly, severely 
ompromising its

se
urity bene�ts.

The Generation 2 kill 
ommand was designed to solve these problems. The

key spa
e was 
hanged from 8 bits to a more adequate 32 bits, raising the time of

a brute-for
e atta
k from under a se
ond to around 8 months. The Generation 2

proto
ol is designed to a

omodate the assymetri
 
hannel between tag and reader

� the reader never broad
asts in
riminating data su
h as the tag's EPC 
ode or the

kill password itself. Finally, the proto
ol stri
tly de�nes that a killed tag should

be honestly and truly dead, preventing tag vendors from merely 
learing their tag

memories.

Exe
ution of the Generation 2 kill 
ommand is more 
omplex than the previous

generation. This is be
ause tags must be singulated before being sent the kill


ommand, and also be
ause the entire 32 bits of the password are not sent in a

single iteration, but rather in two. This design 
hoi
e was made in order to trim

16 bits from the amount of internal storage required in the tag, sin
e the tag has

only to remember 16 bits of 
over 
oding instead of 32, as shown below.

The Generation 1 kill 
ommand, as de�ned in [19, subse
tion 6.3.2.10.3.4℄, is

shown in Figure 3.7 on page 36.
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Reader Tag

“Query”

Random Handle (16 b
its)

Acknowledge Handle

(dies)

Payload 

“Kill”, Handle

Random number (16 b
its)

Handle, upper 16 bits of kill 
password XOR random number

Random number (16 b
its)

Handle, lower 16 bits of kill 
password XOR random number

Figure 3.7. The Generation 2 kill 
ommand

First, the reader and tag perform the singulation proto
ol 
ommon to all Gen-

eration 2 
ommands. The singulation proto
ol ends with the tag identifying itself

with a 16-bit random handle. Next, the reader requests 16 random bits from the

tag, and responds with the �rst 16 bits of the kill password, XORed with the ran-

dom bits the tag just sent. The proto
ol 
ontinues with the tag sending the reader

an additional 16 random bits and the reader replying with the se
ond half of the

password. If all 32 bits mat
h, the reader is expe
ted to send a long stret
h of CW

whi
h provides the tag with su�
ient energy to delete its long-term storage. It 
an

be noted that the tag a
knowledges ea
h 16 bit segment in turn, but only 
he
ks for


orre
tness after the entire 32 bits of the password have been sent. This prevents

the atta
ker from laun
hing a trivial form of a meet-in-the-middle atta
k taking 216

attempts on average to brute for
e the two halves of the password seperately.

The form of data ex
hange in whi
h one party's transmission is XORed with

the random 
hallenge sent by the other is 
alled 
over 
oding in the EPC parlan
e.

Cover 
oding makes it ne

essary for an adversary to 
apture both the reader's
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transmitted request and the tag's response before it 
an dis
over the kill password,

prote
ting against asymmetri
 atta
kers.

Careful observation will show that the tag 
an be designed so that it never

uses mu
h more than 48 bits of temporary storage throughout the kill proto
ol (16

bits for the handle, 16 for the 
over 
oding, 16 bits for CRC 
al
ulation), and that

32 of these bits are expli
it outputs of the internal 16-bit random generator and

are not further manipulated. Random a

ess memory is a very s
ar
e resour
e in

low-
ost RFID tags, 
osting at least 6 gate elements per bit. Minimizing the gate


ount is one of the most e�e
tive tools RFID 
ir
uit designers have to minimize

the 
ost and in
rease the range of their devi
es. This fa
t leads us to believe that

tags do not store the entire 32 bits of the kill password in memory, but instead


he
k the �rst 16 bits and 
arry only a single bit of state (whether this half of

the password was 
orre
t or in
orre
t) into the se
ond 16 bits. This behaviour

should be also observable by power analysis (although we did not have the time

to run this experiment), theoreti
ally allowing the atta
ker to laun
h a 216
time

meet-in-the-middle atta
k.

3.2. The Parasiti
 Ba
ks
atter Channel

As stated in Subse
tion 3.1.1.5, momentary 
hanges in the internal resistan
e of

the tag result in 
hanges to the strength of the tag's re�e
ted �eld. This ba
ks
atter


hannel is used by the tag for intentional 
ommuni
ation with the reader. We set out

to examine whether we 
ould also observe the minute 
hanges in internal resistan
e

whi
h result from the internal state of the 
ontrol 
ir
uits, thus enabling a power

analysis atta
k from a distan
e.

3.2.1. Estimating the Power Consumption from the Re�e
ted signal.

The power supplied to the tag by the reader is shared by two 
onsumers � the power

re�e
ted by the tag and the power it 
onsumes internally. Be
ause of this fa
t, the

re�e
ted power P
S

= I2R
S

is a fun
tion of the tag's internal power 
onsumption

P
E

. Taking (3) and solving for RE , we obtain:

(4) RE(t) = U0

√

R
S

P
S

(t)
− R

S

Assuming U0 is known and R
s

is 
onstant, (4) gives us a dire
t way of obtaining

the power 
onsumption of the tag by measuring its re�e
ted power.

There are several simpli�
ations that have to be noted at this point. First, we

assumed the tag's load is purely Ohmi
. This may not be true, but it is 
ertainly

a good enough approximation of the instantaneous resistan
e of the tag. Se
ond,

we assume U0 is well known. In fa
t, U0 is the time-varying �eld generated by the
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Figure 3.8. The multiple sour
es of the adversary's tra
e

reader and may 
ontain noise or undesirable artifa
ts. Finally, it assumes we 
an

a

urately measure the power re�e
ted from the tag in the presen
e of the mu
h

stronger signal generated by the reader itself. As we will see, these simpli�
ations

do not prevent our atta
k.

3.2.2. Methods of Atta
k. All of our atta
ks had a 
ommon stru
ture. Us-

ing a 
ooperating reader, we sent a series of kill 
ommands with in
orre
t passwords

to the tag under atta
k. We then measured the power re�e
ted over time from the

tag, taking 
are to minimize the e�e
t of the reader on our measurements. Taking

several su
h tra
es and 
omparing them, we tried to measure the e�e
ts of di�erent

password values on the shapes of the tra
es.

While the signal re�e
ted from the tag has a strong dependen
e on the tag's

power 
onsumption, it also has other external in�uen
es whi
h are not found in 
on-

ventional power analysis tra
es. To show this fa
t, let us derive a simple expression

for the reader signal vR (t), as in
ident on the tag's antenna:

(5) v
R

(t) = a
R

(t) cos (2πfct + ϕ) + n (t)

In this equation the reader signal v
R

(t) is a sinusoid with 
arrier frequen
y

fc (typi
ally in the area of 900MHz for UHF tags), amplitude modulated by the

varying signal a
R

(t), and �nally su�ering from some additive noise. As mentioned

in Subse
tion 3.1.1.4, the 
hanges in a
R

(t) are used by the reader to provide the



3.2. THE PARASITIC BACKSCATTER CHANNEL 39

tag with 
ommands and with their parameters. While (5) should also in
lude some

path losses due to the distan
e between the tag and the reader, we 
hose to absorb

them into a
R

(t).

This re
eived signal is ba
ks
attered by the tag with a varying re�e
tion 
oe�-


ient determined by the tag's power 
onsumption, as di
ussed in Subse
tion 3.2.1:

(6) v
T

(t) = Ka
T

(t) v
R

(t) + n
T

(t) = Ka
T

(t) a
R

(t) cos (2πfct + ϕ) + n (t)

Finally, this signal is re
eived on the atta
ker's antenna 
ombined with the

reader's signal:

(7) v
A

(t) = K1v
T

(t + ϕ1) + K2v
R

(t + ϕ2)

Where the phase di�eren
es stem from the di�erent distan
es the reader and tag

signal have to travel before they rea
h the atta
ker. While there may be some

additional data en
oded in the phases, our AM re
eiver was not designed to make

use of them, so we ignore them from this point on. Substituting (6) into (7), we

see that the inter
epted signal is a
tually an amplitude-modulated version of the

reader's signal, whi
h is itself amplitude modulated:

(8) vA (t) ≈ K3

(

K4 + a
T

(t)
)

a
R

(t) cos (2πfct + ϕ) + n (t)

We 
an now pass this signal through our AM demodulator to re
eive our amplitude

tra
e:

(9) T (t) ≈ K3

(

K4 + a
T

(t)
)

a
R

(t)

The value of a
T

(t), whi
h is somewhere inside the above equation, is fun
tionally

equivalent to the tra
es provided as an input to 
onventional power analysis atta
ks,

and our goal is to extra
t it.

Let us �rst examine a reader whi
h is transmitting a sinusoid of 
onstant ampli-

tude

(

a
R

≡ const
)

. This mode of transmission is 
alled 
arrier wave, or CW, in the

EPC spe
i�
ations. In the 
ase of a reader transmitting a CW signal a wideband

AM re
eiver tuned to fc would be enough to extra
t the value of a
T

(t) and send

us on to the power analysis part. A long stret
h of CW, however, is rarely found

in the atta
k-worthy parts of 
urrent proto
ol implementations

7

.

We are for
ed, then, to �nd a pra
ti
ally plausible way of extra
ting the tag-


ontributed signal a
T

(t) from the above signal. We are fortunate in the fa
t that,


ompared to a
T

(t), the reader signal a
R

(t) is both slower-varying and more pre-

di
table. Several approa
hes to extra
ting a
T

(t) from the 
ombined tra
e are

7

One 
an argue that in the 
ase of a pro
essing-intensive task, su
h as an AES en
ryption or a

modular exponentiation, the reader will a
tually try to provide the tag with as mu
h power as

possible, so stret
hes of CW will probably be the norm and not the ex
eption when atta
king


ryptographi
ally-enabled tags.
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Troughs –

tag performs 

calculations

Pulses – tag 

charges up

Direct 

observation

Pulse power 

measurement

Figure 3.9. The atta
k methods 
ompared

presented below, as well as advan
ed approa
hes we did not have the resour
es to

try.

3.2.3. The Dire
t Observation Atta
k. In this atta
k we attempted to

dire
tly 
apture v
A

(t) and then analyze it o�ine. Our wideband re
iever performed

AM demodulation for us, leaving us with a tra
e of the form

(

K + a
T

(t)
)

a
R

(t).

The main problem with this atta
k is an instrumentation problem � the in-

ter
epted signal has a very large amplitude range, most of whi
h is 
aused by the

�u
tuations in the reader signal a
R

(t), while modern digital os
illos
opes only have

about 1% a

ura
y in the verti
al s
ale. This means that we had to 
hoose between


apturing the whole gamut with a high measurement noise or limiting the measure-

ment to parts of the verti
al s
ale and risk losing meaningful data. As we will see

later, for our atta
k it su�
ed to look only at the tops of the peaks of the original

signal.

3.2.4. The (Theoreti
al) Di�erential Observation Atta
k. The instru-

mentation problem en
ountered in the dire
t observation atta
k 
ould be solved if

we 
ould somehow 
an
el out the e�e
t of a
R

(t) on the tra
e. In the following

subse
tion we use T1 =
(

K1 + a
T

(t)
)

a
R

(t) to indi
ate the AM-demodulated tra
e

re
eived by the adversary.

First, assume that the atta
ker 
an expli
itly generate a
R

(t). This is not so far-

fet
hed � the EPC proto
ol is well known and the sequen
e of bits sent by the reader

is either �xed or easily predi
table. The exa
t shape of the waveforms generated
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Tag is nearly isotropic

Reader is highly directional

Adversary can separate 

reader and tag signals

Figure 3.10. Using the dire
tionality of the reader to re
onstru
t

the reader signal

by the spe
i�
 reader under atta
k 
an be easily re
overed by the adversary by

monitoring the reader when no tag is present. Sin
e the reader is usually in a

�xed lo
ation and has a robust power supply, there is only a very low amount

of variation in the shapes of the signals it sends out, allowing many tra
es to be

averaged together to arrive at a reliable estimate. One should also note that the

regulatory demands on the reader's transmitted bandwidth are very stri
t � only

100KHz in some 
ases [19, Annex G℄ � so the amount of noise whi
h 
annot be

�ltered out is minimized.

Assuming the adversary 
an dire
tly estimate â
R

(t), the atta
k 
an now be

performed on the signal T1 · 1
ˆa
R

(t) . The arithmeti
 operation performed on this

waveform is simple enough to be 
arried out by an external 
ir
uit before entering

the digital os
illos
ope, thus minimizing the dynami
 range of the 
aptured signal

and maximizing the s
ope's verti
al sensitivity. We must note the pri
e to be paid

by taking this approa
h in terms of the measured noise. T1 is an AM-demodulated

version of a signal 
orrupted with additive noise. We now note that this tra
e T1 is

multiplied by

1
ˆa
R

(t) , and thus the noise is also subje
ted to this ampli�
ation. At

points in time in whi
h the reader transmits a very weak signal the noise will be

subje
ted to a high degree of ampli�
ation and the �nal tra
e will be very unreliable.

In some 
ases the adversary may be unable to predi
t â
R

(t). This may be

be
ause of the limited resour
es of the adversary. It 
ould also be the 
ase that the

reader's signal is sent from a less predi
table sour
e, su
h as a portable reader or

even a �xed reader in a 
rowded, 
hanging environment. In this 
ase the previous

approa
h 
an be simulated by using a pair of antennas, ea
h lo
ated in an area in
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whi
h the reader's �eld is re
ieved with di�erent magnitude. Be
ause readers are

usually meant to interrogate only tags in a spe
i�
 lo
ation (su
h as tags passing

through a gate or on a 
onveyor belt) they are usually quite dire
tional, meaning

that the distribution of their transmitted power in spa
e will have large �u
tuations

even over a short distan
e, as illustrated in Figure 3.10 on page 41. In our tests we


ould see a 27dB (x600) di�eren
e in the magnitude of our reader's �eld between

two pla
es lo
ated 10
m apart. The tag's dipole antenna, on the other hand, has a

relatively uniform power distribution on all lo
ations equidistant from the dipole,

as long as the re
eiving antenna is oriented in parallel to the tag.

Using a pair of antennas will leave the adversary with two tra
es of the form

T1 =
(

K1 + a
T

(t)
)

a
R

(t) and T2 = (K
2

+ aT (t)) a
R

(t), where K1 and K2 hope-

fully di�er by orders of magnitude. By solving the two eqations for a
T

(t) we

obtain:

(10) a
T

(t) =
T2K1 − T1K2

T1 − T2

If we assume that K1 ≫ K2, we 
an use the following approximation:

a
T

(t) ≈ K1T2 ·
1

T1 − T2

This mathemati
 manipulation 
an still be applied before the digitizing step,

allowing the approximation of aT (t) to be 
aptured dire
tly using the s
ope's high-

est measurement sensitivity. One ni
e feature of this equation is that it does not

require the adversary to estimate neither K1 or K2 beforehand.

Note that the drawba
k of the previous approa
h manifests itself even more

powerfully in this 
ase. Sin
e both T1 and T2 are 
orrupted by noise, whi
h is

un
orrelated to a
R

(t), the value of 1
T1−T2

will have strong �u
tuations when a
R

(t)

is low and 
ause the approximation of a
T

(t) to be even less reliable as a
R

(t) grows

weaker.

The di�erential approa
h 
an also be enhan
ed using an array with more than

one antenna and DSP beamforming te
hniques.

3.2.5. The Pulse Power Atta
k. This atta
k is based on the observation

that signi�
ant de
isions about the 
orre
tness of the password are made on
e per

reader bit. Both generations of the air interfa
e use pulses of di�ering widths to

di�erentiate between 1 and 0 symbols. The tag's demodulator's de
ides on the value

of the bit at the falling edge, whi
h in
identally 
omes at a time when the tag's

internal power storage is relatively full (see Subse
tion 3.1.1.5). It is reasonable to

assume that bit-dependent 
omputations are then performed at the trough between

two 
onse
utive pulses, at whi
h time the tag re
eives very little power from the

reader and uses its internal storage to power itself. We 
an assume, then, that the
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tag will attempt to replenish this internal storage during the next pulse it re
eives,

and that it would be �thirstier� if it had to �ip the values of many bits during the

previous trough. Integrating the power 
onsumed by a tag over the period of an

entire pulse will then give us an indi
ation of how hard the tag worked after the

previous falling edge. Be
ause it measures over a relatively long period of time,

this atta
k is less sensitive to noise, again at the risk of losing some data. We also

believe this form of atta
k is the most easily adaptable to low-
ost atta
k devi
es.

3.2.6. The Probing Atta
k. In this form of atta
k, we illuminated the tag

with a probe signal 
onsisting of a pure sine wave of 
onstant amplitude at one

frequen
y, while performing a normal transa
tion with a reader tuned to a slightly

di�erent frequen
y. The amplitude of the probe signal was made as low as possible,

so that it in itself will not be enough to provide the tag with power. If the reader

and probe frequen
ies are set far enough apart, the amplitude of the boun
ed probe

signal will only indi
ate the power 
onsumption of the tag without in
luding any

residual data from the reader. This allows us to get a lower dynami
 range and thus


apture the entire re�e
ted waveform at high verti
al a

ura
y. This atta
k has the

disadvantage of requiring additional equipment and of announ
ing the presen
e of

the adversary. Our results do not make use of the added power o�ered by this

atta
k, although it seems to have pra
ti
al advantages, espe
ially when looking

into time segments with low or unstable reader power.





CHAPTER 4

Our Atta
k in Pra
ti
e

This se
tion will dis
uss the physi
al aspe
ts of our atta
k and present our

results. We will begin by des
ribing the physi
al and logi
al stru
ture of our lab

setup, along with the design 
hoi
es leading to this �nal setup, then present our

results.

4.1. Lab Setup

4.1.1. Physi
al Setup. As dis
ussed in the previous 
hapter, our atta
k re-

quired us to send reader 
ommands to a tag and measure the tag's ba
ks
atter as

a

urately as possible. Sin
e the lab was being built basi
ally from s
rat
h, we

also needed the lab setup to be relatively inexpensive. To a
hieve this we ended

up renting or borrowing most of the equipment, and even manufa
turing some of

it in-house. An additional requirement was to have a setup whi
h is as portable

as possible, in 
ase we needed to run tests in a nearby ane
hoi
 
hamber. We also

needed the ability to 
arry out long unattended test runs by 
reating automated

s
ripts.

Our �nal lab setup, built to satisfy these requirements, is shown in Figure

4.1.1 on page 46. From right to left, the �gure shows the wideband re
eive antenna

(Frat
us EZConne
t)

4©, the tag

3©, the dire
tional antenna (MaxRad MP9026)

2©,

the digital os
illos
ope (Le
roy 9304C)

6© on top of the wideband re
eiver (Agilent-

HP E4405B-AYX)

5©, [12℄, and �nally the PC 
ontaining an internal RFID reader

(WJ MPR-6000)

1© and our data 
olle
tion software

7©. The HP E4405B is a
tually

a spe
trum analyser with a baseband output, but we used it only as a very sensitive

AM re
eiver. For the probing atta
k the setup was augmented with a HP 8530

swept signal generator (not shown), 
on�gured to send out a sine wave of 
onstant

amplidute at 900 MHz.

A logi
al view of the setup 
an be found in Figure 4.1.1 on page 46. The PC was


onne
ted to the reader via its internal PCMCIA bus. The reader was 
onne
ted

to the antenna using a 
oaxial MMCX 
able. The dire
tional antenna, tag, and,

wideband antenna were lo
ated on a lab table at a distan
e of about 1m. The

wideband antenna was 
onne
ted via 
oaxial BNC 
able to the wideband re
eiver's

RF input, as were the re
eiver's baseband video output and the digital os
illos
ope's

45
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Figure 4.1. Our lab setup

Reader

PC Control

Digital 
Oscilloscope

Wideband 
Receiver

Wideband 
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(in reader’s dead zone)

Directional 
Antenna

Tag Under 
Attack

Figure 4.2. Blo
k diagram of lab setup

signal input. Finally, the PC was 
onne
ted to the s
ope using both a modi�ed

Centroni
s parallel 
able (for sending external triggers) and a serial RS-232 
able

(for retrieving tra
es).

We will now des
ribe ea
h 
omponent in this setup. In Subse
tion 4.1.2 we will

des
ribe how these 
omponents worked together to help us 
arry out our atta
k.

4.1.1.1. Wideband Re
eiver. Sin
e we were interested in extra
ting data from

an amplitude modulated signal, the 
entral pie
e of equipment in our setup was

the wideband AM re
eiver. Re
all that an amplitude modulated signal has the

form a(t) cos (2πfct). In general, wideband AM re
eivers are di�erentiated by two

main 
hara
teriti
s: their frequen
y range and their resolution bandwidth. The

frequen
y range of an AM re
eiver determines the allowable frequen
ies of the 
arrier

wave fc. In our 
ase the 
arrier frequen
y was 860�960MHz, as de�ned by the

EPC standards. The resolution bandwidth of the re
eiver determines the maximum

possible bandwidth of the data bearing signal a (t). In our 
ase, the resolution
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bandwidth requirement was derived from the advertised 
lo
k rate of generation 2

EPC tags, 1.92MHz[47℄, whi
h meant that we needed at least 4MHz of resolution

bandwidth (and preferably mu
h more) to be sure that our signal 
aptured all data.

FM radio, for 
omparison, has a maximum bandwidth of 75KHz [52℄.

Table 1 on page 48 des
ribes several alternatives for use as a wideband re
iever.

The most straightforward (and most expensive) option was a wideband TEMPEST

re
eiver su
h as the Dynami
 S
ien
es R-110B. Designed spe
i�
ally for EM atta
ks,

these re
eivers have a very high resolution bandwidth and very low internal noise

levels (see [31, subse
tion 2.2℄ for more praise of these devi
es). Unfortunately,

these devi
es are very bulky and expensive and generally require additional instru-

mentation (PC with data a
quisition 
ard, spe
trum analyser) to be truly e�e
tive.

In addition, the more advan
ed TEMPEST re
eivers are 
lassi�ed as munitions by

the US authorities and require a spe
ial export li
en
e.

On the 
heap end, one very interesting option was to use a tuner box taken

out of a broken-down TV or VCR

1

. UHF television has similar 
hara
teristi
s to

our signal - the bandwidth allo
ated to a single station is 8MHz, and the frequen
y

band is 400MHz-860MHz � just below the output range of our reader[53℄. The

authors of [41℄ demonstrated that a tuner box 
an be pushed to work reliably at

frequen
ies as high as 1GHz. We a
tually performed some initial experiments with a

tuner box taken apart from a dis
arded VCR, provided by a helpful lo
al TV repair

shop. There are several advantages to using this tuner box, as opposed to building

our own wideband re
eiver � it has a shielded en
losure that keeps noise down, an

industry-standard antenna input ja
k, and a frequen
y range 
ompatible with UHF

RFID tags. It also has a pri
e that 
an't be beaten. Its disadvantages � a relatively


lumsy set-up requiring three laboratory power supplies, an intermediate-frequen
y

output whi
h is still beyond the range of low-
ost s
opes and requires an additional

down
onverter

2

to 
ome down to baseband. Perhaps most signi�
antly, using a TV

tuner would have introdu
ed an additional unknown quantity to an already risky

endeavor. We think a low-pri
ed atta
k setup 
an 
ertainly be built around su
h a

devi
e, now that the existen
e of the parasiti
 ba
ksatter 
hannel is established.

Our �nal 
hoi
e for the wideband re
eiver was a HP/Agilent spe
trum analyser.

The model we pi
ked was the mid-range portable E4405Bmodel, with the additional

AYX option whi
h provided a baseband output we 
ould 
onne
t to a digitizing

s
ope. The spe
trum analyser met our performan
e requirements at a mu
h 
heaper

1

A

ording to our helpful TV repairman, the most fault-prone 
omponent of a TV is its 
athode-

ray tube, while the most fault-prone 
omponent of a VCR is its tape handling me
hanism. Most

dis
arded TVs and VCRs have fully fun
tional tuner boxes.

2

The baseband analog television signal has a non-trivial internal stru
ture, 
onsisting of a pair of

video and audio signals whi
h are ea
h individually subje
ted to frequen
y modulation. For that

reason, it would have been problemati
 to keep the tuner box inside the TV and then use the

TV's own internal down-
onverter and demodulator.
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Property TEMPEST

Re
eiver[31℄

Spe
trum

Analyser

Tuner Box[41℄

Model

Compared

Dynami
 S
ien
es

R-110B[21℄

Agilent/HP

E4405B-AYX[51℄

Panasoni


NV-7200[34℄

Frequen
y

Range

1KHz�1GHz 9KHz�1.5GHz 80MHz�920MHz

Resolution

Bandwidth

50Hz�200MHz 10Hz�5MHz 8MHz

Output

Format

Baseband Baseband 47MHz

Intermediate

Frequen
y

Pri
e in late

2006

$130000 $29000

($1K/month

lease)

Free

(broken-down

VCR required)

Table 1. Our wideband re
eiver, 
ompared to expensive and in-

expensive alternatives. Our requirements were a frequen
y of

900MHz and a resolution bandwidth of at least 4MHz

pri
e and with higher portability than the TEMPEST re
eiver. We were even able

to lease this spe
trum for a monthly fee, further redu
ing our total 
osts.

There are some advantages to using a spe
trum analyser as opposed to the

TEMPEST re
eiver. Most notably, the spe
trum analyser has the ability to fun
-

tion as a, well, spe
trum analyser, a fa
t that was instrumental whe trying to

understand the frequen
y-hopping behaviour of the reader and the dire
tionality of

the antennas.

4.1.1.2. Transmit and Re
eive Antennas. The reader antenna we used was di-

re
tional, as are the antennas atta
hed to most deployed readers. Dire
tional an-

tennas tend to have null zones, in whi
h the power of the �eld radiated from the

antenna approa
hes zero. The tag's antenna, on the other hand, is a relatively

omnidire
tional dipole. As long as we pla
ed the adversary's antenna in one of the

reader's null zones, we would pra
ti
ally pi
k up nothing but the tag's signal. This

fa
t allowed us the luxury of atta
hing an small omnidire
tional wideband antenna,

properly lo
ated, to the adversary's re
eiver.

For our atta
k, we used the pair of antennas supplied to us with the MPR-6000

reader development kit. One antenna (the MaxRad MP9026[16, p. 56℄) was a

highly dire
tional panel antenna. We atta
hed it to the reader. The other (the

Fra
tus EZConne
t[43℄) was an omnidire
tional 
hip antenna. We atta
hed it to

the adversary's re
eiver. Both were spe
i�ed to work in the frequen
y range of

902�928MHz, but the small 
hip antenna had better performan
e than the panel

antenna outside this advertised frequen
y range.
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A pra
ti
al atta
ker working in an RF-saturated environment will most prob-

ably atta
h a dire
tional antenna to his re
eiver. Most dire
tional antennas for
e

some trade-o� between dire
tional gain, bandwidth and the size of the antenna.

However, the only RF sour
es found in our lab setup were the tag and the reader.

The 900MHz signal we were dealing with was in�uen
ed strongly by the physi
al

environment. Pla
ing a hand near the lab table was enough to o�set the experi-

ment's result. We even had to repla
e a �exible tripod we had originally used for

lo
ating the tag in spa
e with a 
ardboard box, due to the strong re�e
tions from

the tripod's metal base. This sensitive behaviour all but for
ed us to use automated

measurement tools and run unattended tests.

4.1.1.3. RFID Reader. The RFID reader we pi
ked was the MPR-6000 from

WJ Communi
ations. This RFID was 
hosen for its tight PC integration, whi
h

helped us run our tests more e�
iently. While most readers we 
ould �nd were

designed to be standalone wall-mounted devi
es, 
omplete with rugged pa
kaging

and a very narrowly-de�ned programming interfa
e, the MPR reader is plugged

into a 
omputer's PCMCIA port and 
an be 
ontrolled relatively well by the PC. A

developer's kit we ordered 
ontained the reader, a few sample tags and two antennas

- one dire
tional and one omnidire
tional. Sadly, the kit we re
eived was assembled

in 2004 and did not have generation 2 tags or the �rmware required to support

them. We were able to upgrade the �rmware with help from the manufa
turer, and

generation 2 tags were provided to us by several lo
al suppliers.

The reader identi�es itself to the PC as an extra serial port, using a well-

des
ribed 
ommand language to send and re
ieve 
ommands to tags [20℄. The

reader's �rmware o�ers some en
apsulation of the low-level EPC proto
ol. For

example, sending a Generation 2 kill 
ommand requires only a single 
ommand

to be sent to the reader's �rmware, with the �rmware performing the singulation

and going through the kill proto
ol. The reader was also supplied with a demo

appli
ation that 
ould read, write and kill tags. Examining the debug outputs of

this program and mimi
king its behaviour was very useful in the development of

our own 
ontrol software.

In 
omplian
e to FCC regulations[40, �15.247℄, the WJ reader uses frequen
y-

hopping spread spe
trum modulation to minimize its impa
t on other users of the

unregulated ISM band. This meant that the reader progresses through a sequen
e

of 
arrier frequen
ies, sending ea
h 
ommand on a di�erent pseudorandomly 
hosen


arrier frequen
y. This behaviour was very 
onfusing for us at �rst, sin
e this pro-

gression was over a frequen
y range of 25 MHz, while our re
eiver had a resolution

bandwidth of only 5 MHz, resulting in some 
ommands we 
ompletely missed. For-

tunately, we dis
overed that the pseudorandom sequen
e had only 50 entries and

that the reader swit
hed frequen
ies only on
e every user 
ommand, even though
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the �rmware may translate this 
ommand into any number of over-the-air trans-

a
tions. To allow all measurements to be performed at a 
onstant frequen
y we

simply followed ea
h relevant 
ommand we wished to send by 49 dummy 
ommands

(Generation 0 reads, to be exa
t).

4.1.1.4. Digital Os
illos
ope. The digital os
illos
ope used in our experiments

was a LeCroy 9304C[7℄. We were lent this s
ope by Prof. Amir Ya
oby, to whom

we are grateful. This s
ope o�ers a 50,000 sample memory at its top sampling

rate of 100 Megasamples per se
ond, for a total of 500µSe
 per tra
e. The s
ope


an be 
ontrolled by a PC over a serial port, at speeds of up to 56Kbps. The PC


an use this interfa
e to send 
ommands to the s
ope and to download tra
e data.

The tra
es were provided in a proprietary format, and we wrote a small s
ript to

translate them into Matlab-
ompatible �les.

The main drawba
k of the 9304C was its low verti
al resolution. The s
ope we

used has an 8-bit ADC, allowing only 256 possible output levels. Any value falling

between two sampling points will be subje
ted to a rounding error, also 
alled the

sampling noise. The average rouding error in this 
ase is approximately 0.2% of the

total verti
al range 
hosen for the tra
e. In our experiments we 
ould see that the

amplitude of the parasiti
 ba
ks
atter signal was about 0.6% of the reader signal's

amplitude. Thus, we were for
ed to 
hoose either to zoom in verti
ally on the tra
e

or to 
apture the entire verti
al range and su�er an unbearable amount of sampling

noise. In both 
ases we risked losing so mu
h information that the tra
e would

be useless. The do
umentation of the s
ope suggests that the e�e
tive verti
al

resolution 
an be raised either by averaging many tra
es together or by passing the

tra
e through a low-pass �lter. The drawba
k of the �ltering approa
h is that it

lowers the e�e
tive sampling rate of the s
ope to the 
uto� frequen
y of the �lter.

The s
ope has several built-in �lters whi
h trade o� an e�e
tive resolution gain

(in bits) versus a redu
ed s
ope bandwidth. Sin
e the s
ope has a relatively low

sampling rate of 100 Megasamples per se
ond, we 
ould only gain one more bit

of verti
al resolution using this method without going below our required e�e
tive

sampling rate of 10 Megasamples per se
ond. The results 
ontained in this thesis

re�e
t the result of averaging many tra
es without additional low-pass �ltering.

The relatively small sample memory of the s
ope, together with the need for

averaging many tra
es of the same event, required us to have good 
ontrol over the

exa
t point in time in whi
h the s
ope was triggered. We initially a
hieved this

obje
tive by 
onne
ting a 
ustom-made 
able from the PC's parallel port to the

s
ope's external trigger input. At some point in time after the 
ommand was sent

to the reader, we programmed the 
ontroller software to send a pulse to the s
ope

through one of the parallel port's data lines. The exa
t value for the delay between

the 
ommand and the trigger was spe
i�ed as part of the 
ontrol s
ript.
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This approa
h was problemati
 for several reasons. First, we 
ould not a
hieve

the sub-millise
ond time pre
ision required to propery align a 500µS sampling win-

dow. There were simply too many sour
es of random time jitter in our setup � the


ontroller software was run on a multitasking Windows ma
hine with limited time

resolution and arbitrary s
heduling, and the WJ reader's �rmware and serial inter-

fa
e introdu
ed additional un
ertainty. All in all, only 30% of the tra
es re
orded

through this method were of any use for our 
al
ulations. A more fundamental

problem with this approa
h was the intimate 
onne
tion between the reader and

the adversary � a 
onne
tion not likely to be found in a real-world atta
k s
enario.

We improved on this situation by making use of a s
ope feature 
alled �smart

triggering�. In smart trigger mode, the s
ope 
an be de�ned to trigger when a


ertain 
ondition on its inputs is satis�ed. In our 
ase, we 
ounted the amount

of transitions between low and high levels on the input. The smart trigger was

not fazed even by the Generation 2 pseudorandom 
over 
oding (see Subse
tion

3.1.2.2) sin
e both '1' and '0' Generation 2 symbols have 2 rising edges per bit

(see Subse
tion 3.1.1.4). We still needed some guidan
e from the PC, in the form

of a signal from the parallel port, so that the s
ope would be able to tell apart

the �real� 
ommand from the 49 �dummy� 
ommands we used to get around the

frequen
y hopping. However, the time variation of this external trigger did not

a�e
t the a

ura
y of the smart trigger, bringing us to a nearly 90% yield in later

experiments

3

.

Moving the tra
es between the s
ope and the PC was the most time-
onsuming

part of our experiment. While the s
ope 
aptured 50,000 8-bit data points per

trigger, these tra
es were represented very ine�
iently in the s
ope's proprietary

format, ending up with 160K of data per tra
e. This data was transferred to the

PC via a 56Kbps serial 
onne
tion, requiring about 20 se
onds to transfer ea
h

tra
e and a total of 2 hours for every bat
h of 300 good tra
es.

More expensive and better 
apable s
opes do exist, albeit at a higher pri
e than

our budget allowed. A high-end modern s
ope o�ers a top sampling rate measurable

in tens of gigasamples per se
ond (whi
h translates into better verti
al resolution at

lower sampling rates, aided by a strong �lter). These s
opes also have mu
h deeper

sample memory (as many as 64 million samples) and more advan
ed triggering

options whi
h 
ould have done away with trigger hints from the PC altogether.

Some s
opes even o�er a gigabit Ethernet port, o�ering a potential data rate of

1Gbps and an expe
ted sub-millise
ond transfer time per tra
e.

4.1.2. Logi
al Setup. Our atta
k was 
omposed of a su

ession of identi
al

experiments. Ea
h experiment 
onsisted of sending a kill 
ommand from the reader

3

There were still some unusable tra
es in 
ases where the Windows s
heduler a
tually got around

to exe
uting the parallel port trigger only after the radio-interfa
e 
ommand was �nished.
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(with an in
orre
t password � we wanted to keep the tag alive), demodulating the

response of the tag using the spe
trum analyser, 
apturing the baseband signal

using the digital os
illos
ope and �nally transferring the 
apture to the PC. In

initial tests the s
ope was triggered by a signal sent from the PC while further on

we 
on�gured the s
ope to trigger on a spe
i�
 wave shape. Ea
h atta
k 
onsisted

of about 300 su
h experiments and ea
h experiment took a bit under 25 se
onds,

most of whi
h was spent transferring data from the s
ope to the PC through the

slow RS-232 serial port. This gave us a total time of just under two hours per

atta
k. Considering the fa
t that a kill 
ommand takes about 10 millise
onds to

exe
ute, the net time of ea
h atta
k (whi
h 
ould be easily a
hieved with a more

integrated atta
king devi
e) was only a few se
onds.

After the data has been transferred to the PC, we loaded the samples into

Matlab, normalized and aligned them, and �nally analyzed them both visually and

via a suitable program.

The programming e�ort related to this proje
t was divided into two main areas

of fun
tionality:

• A 
ustom-
oded Visual Basi
 appli
ation to 
ontrol the reader

• A set of Matlab and perl s
ripts to manipulate the results

The sour
e 
ode for both parts is in
luded in the 
ompanion CD. All in all, the

proje
t required a total of about 1000 sour
e lines of 
ode. We used the open sour
e

RCS system[35℄ for revision tra
king and sour
e 
ontrol.

4.1.2.1. The Reader Controller. The 
ontroller program was designed to o�er

easy a

ess to the MPR-6000 internal reader and allow the results of tests to be

e�
iently gathered and pro
essed. We 
hose to write the 
ontroller in Visual Basi


sin
e VB o�ers ex
ellent string handling along with a

ess to internal Windows

fun
tionality su
h as parallel port I/O and sub-millise
ond timers.

The 
ontroller is s
riptable � it exposes an obje
t model that 
an be a

essed by

other programs written in Visual Basi
, and in
ludes a built-in Visual Basi
 s
ript


ompiler, based on [10℄. This allowed us to write relatively 
omplex unattended

runs that 
ould 
y
le through various s
enarios.

To avoid the frequen
y-hopping aspe
t of the reader, the 
ontroller performs

49 dummy 
ommands (Generation 0 reads) after every real 
ommand. It also has

the ability to send a trigger to the digital os
illos
ope after a mi
rose
ond-a

urate

delay (subje
t to jitter � see the previous subse
tion).

4.1.2.2. Matlab and perl S
ripts. Sin
e our adversary model relied on radio

inter
eption instead of 
onne
ting dire
tly to a devi
e's power supply, our signal

was typi
ally noisier than 
ommon power analysis tra
es. To over
ome this fa
t,

we 
olle
ted between 80 and 300 tra
es per experiment and averaged them.
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To properly align the tra
es we wrote a set of Matlab fun
tions that applied

some heuristi
s to the tra
es. We had both to de
ide whether the tra
es are worthy

of being used at all (re
all that only 30% of the initial tra
es were good enough

to use), and to �nd the best relative displa
ement to 
ombine them. We ended up

trimming the top and bottom halves of the tra
e, normalizing it and then �nding

the displa
ement that would provide a maximum 
ross-
orrelation with a referen
e

signal. Using this algorithm on a dual-pro
essor Xeon server running Linux and

Matlab R13, we 
ould align approximately 5 tra
es per se
ond.

We also wrote several basi
 shell s
ripts to 
onvert the tra
e data from the

proprietary LeCroy format to a format Matlab understands.

4.2. An Atta
k on Generation 1 Tags

4.2.1. Obje
tive. The atta
k on Generation 1 tags was 
arried out in several

steps:

First, we demonstrated that the signal ba
ks
attered from the tag has �inter-

esting� information. Next, we showed that this signal is a�e
ted by the tag's power


onsumption in a measurable way. Finally, we showed that the 
ontents of the tag's

internal memory had an e�e
t on its power 
onsumption, thus opening the way to

power analysis atta
ks.

4.2.2. Test Exe
ution. The experiment began by lo
ating the dire
tional

antenna's null zone. This was a
hieved by sending a 
onstant signal through the

reader antenna and moving the atta
ker's antenna around the reader in a 
ir
le

with 
onstant radius until we found the dire
tion with the minimal re
eive power.

We then a�xed a Generation 1 tag to a 
ardboard stand and pla
ed it on a lab

table fa
ing the dire
tional transmit antenna. Our assumption was that the less

power available to the tag, the more signi�
ant (relatively speaking) would be its

parasiti
 ba
ks
atter. To rea
h the point at whi
h the least power is available to

the tag, we varied the distan
e between tag and reader and the reader's transmit

power until the tag was at the very end of its operating range. We 
ould observe

a 28dB rise in the amount of power re
eived on the adversary's antenna when the

tag was pla
ed on the desk. This shows that although the reader emits a signal

whi
h is mu
h stronger than the tag's ba
ks
atter, we 
an e�e
tively ignore it if we

properly lo
ate the adversary's antenna.

4.2.3. Results. This se
tion shows our main result � a remote power analysis

atta
k against Generation 1 tags.

4.2.3.1. Di�eren
es Between the Reader Signal and the Tag's Ba
ks
atter. This

�rst result demonstrates that a tag modulates its ba
ks
atter even when it is sup-

posed to be 
ompletely passive.



54 4. OUR ATTACK IN PRACTICE

300 310 320 330 340
0.45

0.5

0.55

0.6

0.65

0.7

0.75

0.8

Signal sent from reader
has no modulated pattern

300 310 320 330 340
0.5

0.55

0.6

0.65

0.7

0.75

0.8

0.85

0.9

Signal reflected from tag
has significant modulated pattern

Time (microseconds) Time (microseconds)

R
ef

le
ct

ed
 P

ow
er

 (
re

la
ti
v
e 

sc
al

e)

R
ef

le
ct

ed
 P

o
w

er
 (

re
la

ti
v
e 

sc
a
le

)

Figure 4.3. Signal re�e
ted from Generation 1 tags has a signif-

i
ant modulated pattern

To generate Figure 4.3 on page 54, we measured both the signal sent to the tag

and the one re�e
ted from the tag as the tag was re
eiving a long string of zeros

from the reader. In the sub�gure shown on the left, the experiment was performed

in the absen
e of a tag. In the sub�gure shown on the right, the re
eive antenna

was pla
ed in 
lose proximity to a tag but in the reader antenna's dead zone, giving

the tag signal a 28dB advantage over the reader signal. Approximately 80 tra
es

were averaged to 
reate ea
h sub�gure. We stress that a

ording to the Generation

1 proto
ol the tag is not supposed to be transmitting anything at this stage.

This experiment shows how the RF front end of the tag in�uen
es the signal

s
attered by the tag. The �gures show the topmost part of the signal. The ampli-

tude of the parasiti
 ba
ks
atter modulation in this 
ase was about 22dB less than

the overall peak-to-peak amplitude of the measured signal, or a bit less than 1%.

As shown in Subse
tion 3.1.1.4, the peaks in re�e
ted power 
orrespond (perhaps


ounter-intuitively) to areas with higher power 
onsumption.

Referring again to the various 
omponents of a tag, as des
ribed in Figure 3.1 on

page 24, one 
an attribute the distin
tive sawtooth shape to several di�erent sour
es

in the tag. We 
an qui
kly rule out the modulator as the sour
e of this pattern,

sin
e the tag is not transmitting anything at the moment. The 
ontrol 
ir
uit 
an

also be ruled out, sin
e the tag under dis
ussion is known to perform 
al
ulations

only on
e per rising edge, while the sawtooth pattern is �ner (5 distin
tive ridges

for every rising edge). This leaves two possible 
ulprits � the demodulator and the

power extra
tion 
ir
uit.
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Figure 4.4. �Thirsty� tags re�e
t more power

It is probable that the demodulation 
ir
uit is based on a dete
tor similar to

the one shown in [24, Subse
tion III.C℄. As stated in Subse
tion 3.1.1.4, the reader

uses pulse width modulation, using a longer pulse to signify a �0� symbol and a

shorter pulse to signify a �1�. This means the tag 
an be expe
ted to measure the

width of the in
oming pulse to de
ide on the value of the in
oming bit. On
e a


ertain threshold width is passed, there is no need to 
ontinue measuring the width

of the symbol, sin
e the symbol is 
learly a �0�, o�ering a possible way of explaining

the lower power 
onsumption. In our spe
i�
 
ase the �rst large ridge seems to be

too narrow to allow for this explanation. We 
ould also see the same ridged pattern

when observing a �1� bit, ruling out su
h a dire
t 
onne
tion.

The other potential sour
e for this pattern is the power extra
tor module.

Without knowledge of the spe
i�
 tag's RF front end, it is hard for us to explain

how the power extra
tor 
an 
reate su
h a shape. However, we 
an 
laim that the

�rst ridge in every pulse is taller sin
e the power extra
tor has to 
ompensate for

the drain on the internal 
apa
itor during the period of low transmit power.

4.2.3.2. E�e
t of Power Consumption on Ba
ks
atter. In this experiment we

sent the Generation 1 tag a sequen
e of ones and zeros and measured the di�eren
es

in re�e
ted power levels.

Compared with a '0' bit (shown plain or with light horizontal hat
hing), a

'1' bit (shown with 
ross-hat
hing) has a wider gap followed by a narrower pulse.

Now, examine the wider gap before a '1' bit. As mentioned in Subse
tion 3.2.5, the

tag's internal power storage is depleted during these low-power gaps. At the end

of the long gap whi
h forms the beginning of the '1' bit, the tag's power supply

is relatively low. This makes it draw more power from the next pulse it re
eives.
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As the tag 
onsumes more power, it 
auses a stronger 
urrent to �ow through its

antenna. Be
ause of this stronger 
urrent, the tag radiates a stronger re�e
ted �eld,

as shown by the 
ross-hat
hed pulses.

The '1' bit has more than a wider gap � it has a narrower pulse as well. This

means the tag's power storage is not fully 
harged up even at the end of the 
ross-

hat
hed pulse. As a result, the tag also draws more power from the next '0' bit,

as indi
ated by the horizontal hat
hing. As the tag re
eives more '0' bits, it slowly


harges up, redu
ing the 
urrent �owing through its antenna. This �nally 
auses

the tag to re�e
t less power, as witnessed in the plain areas.

While this result shows that the tag's in
reased power 
onsumption is observ-

able from the in
rease in the strength of its ba
ks
attered �eld, this in itself is not

enough to show the possibility of power analysis atta
ks. To laun
h su
h an atta
k

we need a su�
iently high signal-to-noise ratio in the re�e
ted tra
e to provide

insights about the 
ontrol 
ir
uitry. However, the relatively large amount of noise

that exists in the RF medium, together with the relatively simple 
ir
uitry running

on the tag's 
ontrol 
ir
uit (resulting in a weak signal), mean that there is still

the 
han
e that the power analysis tra
es embedded in the ba
ks
atter will have a

SNR whi
h is too low for pra
ti
al use. We address this 
on
ern in the following

subse
tion.

4.2.3.3. E�e
t of Internal Tag Memory on Power Consumption. In this exper-

iment we sent the in
orre
t kill 
ommand to a tag whi
h was programmed with

various di�erent IDs. As stated in Subse
tion 3.1.2.2, the Generation 1 kill 
om-

mand is simply a listing of the tag's entire internal memory. In this experiment we

a
tually looked at a part of the internal tag memory (ITM) whi
h was not related

to the kill password. Instead, we modi�ed parts of the payload.

The top sub�gure of Figure 4.5 on page 57 was obtained while the tag was

programmed with a payload of 10FF00000000x, while the sub�gure on the bottom

was obtained while the tag was programmed with 1000FF00000000x. The di�er-

en
e between the two tra
es is shown in the middle. Observing this di�eren
e, we


an see that the tra
es behave in one way where the memory is identi
al (time

1.5�3.5*10−4
) and in another way in areas in whi
h the tag memory is di�erent

between tra
es (time 3.5�5*10−4
).

This result shows the �rst link between the goings-on of the 
ontrol 
ir
uits

and the tag's ba
ks
atter. In the next subse
tion we show how the kill password


an be examined by similar means.

4.2.3.4. A Power Analysis Atta
k on the Kill Password. Our �nal result against

generation 1 tags shows a 
orrelation between the kill password assigned to a tag

and the tag's ba
ks
atter.
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Figure 4.5. Internal tag memory has an e�e
t on power 
onsumption

Figure 4.6. The lo
ation of the tra
e shown in Figure 4.7 on page 58

Figure 4.7 on page 58 shows a 
lose-up view of the last 2 bits of a kill password

being sent to a Generation 1 tag, followed by the �rst parity bit following them.

Figure 4.6 on page 57 indi
ates in red the exa
t lo
ation of the tra
e we are about

to see: the �nal bits of the kill password, right at the end of the VALUE parameter

of the 
ommand.

The exa
t format of a generation 1 kill 
ommand is de�ned in [5, subse
tions

4.1 and 4.2.2℄ and des
ribed in this work in Subse
tion 3.1.2.2.

Let us now 
ompare the two tra
es shown in Figure 4.7 on page 58. In the

experiment shown on top, the tag expe
ts a kill password of FFh = 11111111b
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Figure 4.7. Re
overing one bit of the kill password

(reading from left to right), while on the bottom it expe
ts a password of 01h =

00000001b. In both 
ases the kill password sent to the tag is 00h = 00000000b.

Let us examine this situation in detail. Both experiments involved the same

tag at the same lo
ation re
eiving the same data. Turning to the general desription

of a tag, as dis
ussed in Subse
tion 3.1.1.1, we note that there is no 
hange to

the inputs of the power extra
tion 
ir
uit or of the demodulator. Thus, it is safe

to assume the di�eren
es in power 
onsumption between the two experiments are

solely the result of 
hanges in the 
ontrol logi
, in the EEPROM, or in the interfa
e

between the two.

The next step requires some insight into the internal workings of the tag. Sin
e

we did not have the equipment required to reverse-engineer the tag under atta
k,

we have to make some assumptions on the tag's design. In general, the tag should


ompare the password bits 
oming in to the stored password, and kill itself only if

the entire set of 8 bits mat
hes its stored value. There are two ways to go about

this � the tag 
an either 
ompare the bits 
oming in one by one, or a

umulate

the entire 8 bits in s
rat
h memory before 
omparing them to the stored password

in a single bat
h. As stated dis
ussed in the previous 
hapter, tag vendors try to

minimize the amount of internal storage they use. Thus, we assume that the tag


ompares in
oming bits one by one

4

.

4

Storing bat
hes of bits may still be a possible design 
hoi
e if the extra memory was di
tated

by another tag feature and simply reused in the exe
ution of the kill password. However, it is

less likely that longer passwords (su
h as the 32-bit Generation 2 password or any future larger

passwords) will be stored in their entirety. In the 
ase that tags 
ompare several bits at a time,

power analysis 
an be used to dis
over the Hamming weight of this group of bits. As des
ribed in

[38℄, this data 
an still be used to 
ompromise the se
urity of the devi
e under atta
k.
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We also assume that when the tag re
eives the �rst in
orre
t bit it will 
onsume

more power than does when it re
eives a 
orre
t bit. This observation is based

on pra
ti
al experien
e, and 
an be justi�ed by noting that the tag has to rea
t

to an in
orre
t bit by transitioning to a spe
ial error state and performing other

�housekeeping� tasks.

The tag in question evaluates the password bits 
oming in from left to right.

This means that the tag shown in the top sub�gure tag already knows the kill


ommand will fail, having previously re
eived many wrong bits. The bottom tag,

however, only learns that the kill password is wrong after the falling edge identifying

the last '0' bit. This �ex
iting� event 
auses the tag to 
arry out 
ertain additional


omputations in the trough between this �nal �0� bit and the parity bit whi
h

follows, resulting in a larger power draw from the tag's internal 
apa
itor. When

the next rising edge arrives, the tag's power extra
tion 
ir
uit has to replenish the

internal 
apa
itor, requiring it to draw more power from the reader's �eld. The

in
reased power 
onsumption of the tag in the lower tag 
an be seen by the spike

it exhibits as it starts re
eiving the parity bit, as 
ompared to the gentler slope

on the top sub�gure, as indi
ated by the hat
hed area. This demonstrates how a

single bit of kill password 
an be extra
ted via power analysis over the air.

4.3. An Atta
k on Generation 2 Tags

The obje
tive of this atta
k is the same as the atta
k on Generation 1 tags

� the re
overy of the kill password using a linear time e�ort. There are several


ompli
ations in atta
king Generation 2 tags, as mentioned in Subse
tion 3.1.2.2.

In a future work we hope to fully demonstrate how Generation 2 passwords 
an also

be extra
ted by a somewhat more 
ompli
ated version of the parasiti
 ba
ks
atter

atta
k. What we show here is that the priva
y of Generation 2 tag users 
an be


ompromised using the same atta
k.

The test was exe
uted in the same way as the Generation 1 atta
k. However,

the newer Generation 2 tags we used were more power e�
ient than the Generation

1 tags, requiring the tag to be repositioned to a
hieve borderline performan
e.

4.3.1. Results. Figure 4.8 on page 60 shows a tra
e similar to Figure 4.3 on

page 54, 
omparing the signal transmitted by the reader and the signal re�e
ted

by the tag. The noti
able addition of the 
usp shows that the tag is modulating its

re�e
ted signal. It is also evident that tags A and B, ea
h from a di�erent vendor,

have di�erent RF signatures.

In our experiments we noted that a dead tag (i.e., a tag whi
h has re
eived a kill


ommand with the 
orre
t kill password) presents essentially the same ba
ks
atter

signature as a live tag. Dead tags do not parti
ipate in EPC inventory 
ommands
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Figure 4.8. Signal re�e
ted from Generation 2 tags has a signif-

i
ant modulated pattern, whi
h di�ers between tag vendors

and, as su
h, are 
onsidered invisible in the 
onventional RFID se
urity model.

However, a killed tag's RF front end is still fun
tional, and thus a dead tag modu-

lates its re�e
ted �eld in pra
ti
ally the same way it does when the tag is a
tive.

This means that the existen
e of a killed tag 
an be dete
ted by an adversary using

an atta
k te
hnique similar to ours, even though the tag's payload has been erased

as part of the kill 
ommand. The di�erent design 
hoi
es made by tag vendors in

implementing their RF front ends 
ause ea
h brand of tag to modulate the reader's

signal in a slightly di�erent way. Thus, not only is it possible to tell apart a dead

(or priva
y-enhan
ed) tag from a re�e
ting surfa
e whi
h does not modulate the

in
ident signal, su
h as a short segment of wire, but it is even possible to dis
over

the brand of a spe
i�
 dead tag, simply by observing this tag's ba
ks
atter. By

sweeping a dire
ted beam with 
hanging polarization over a person, an adversary


an thus learn about the type and orientation of the various tags 
arried by this per-

son, even if the tags are dead and 
annot be interrogated. This 
alls into question

the entire 
on
ept of appli
ation-layer priva
y and gives 
reden
e to the opinion

that only physi
ally destroying a tag 
an truly silen
e it[23℄.



CHAPTER 5

Dis
ussion

This se
tion will dis
uss the pra
ti
al impli
ations of our results, ways to avoid

their detrimental e�e
ts and some future dire
tions for resear
h.

5.1. Pra
ti
al Impli
ations

As stated before, 
ountermeasures against power analysis 
ome at a pri
e �

they usually in
rease the 
ost and de
rease the range of the tag. In addition,

implementing any type of 
ountermeasure requires vendors to 
ommit resour
es

to its design and its testing. Unless the atta
k des
ribed in this work is widely

publi
ised and reprodu
ed, there is little 
han
e of vendors making this e�ort. The

pressure on vendors to redu
e the 
ost and in
rease the range of their devi
es for
es

them to 
ompete for the lowest gate 
ount. Any non-essential fun
tionality of the

devi
e, su
h as the ability to withstand an esoteri
 atta
k on an old generation of

tags, will be under �er
e s
rutiny to justify its existen
e.

This means that for all pra
ti
al purposes, devi
es produ
ed in the next year

or two should be 
onsidered inse
ure. Tag integrators 
on
erned about the se
urity

of their implementations may be for
ed to resort to other measures to prevent their

tags from being killed or rewritten by rogue atta
kers. Fortunately, the EPC proto-


ol spe
i�es a stopgap measure 
alled permalo
k that 
an prote
t today's systems.

As shown in [19, subse
tions 6.3.2.9 and 6.3.2.10.3.5℄, tags 
an be programmed in

su
h a way that they may never be killed or rewritten, regardless of the password

supplied to them. Se
urity-sensitive appli
ations should make sure the kill 
om-

mand is disabled by use of this permalo
k me
hanism. Obviously, this 
ompromise

does away with the priva
y prote
ting 
apabilities of the tag � a permalo
ked tag


an be killed only by physi
ally destroying it. It should be noted that given the

industry's tra
k re
ord in properly implementing se
urity 
ommands, integrators

should always test to see whether the permalo
k feature works as designed in the

parti
ular brand of tags they use.

5.2. Countermeasures

This work 
on
entrates on atta
ks rather than on defen
es. Nevertheless, we

will review some 
ommon 
ountermeasures and explain why they are problemati
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to implement by RFID 
hip designers. The interested reader is invited to look at

the introdu
tion to [48℄ or at [38℄ for a more detailed survey.

5.2.1. Mitigation and Prevention Countermeasures. In general, power

analysis 
ountermeasures fall into one of two 
ategories: mitigation and prevention.

Mitigation 
ountermeasures try to redu
e the signal-to-noise ratio of the se
ret

information lo
ated in the power 
onsumption tra
e, either by attenuating or by

hiding it in noise. Prevention 
ountermeasures try to 
ompletely remove se
ret

information from the tra
e.

A 
ommon type of mitigation 
ountermeasure involves the addition of random

noise to the power 
onsumption of a devi
e[29℄. Sin
e power is supplied to tags by

the reader, it sounds tempting to add this noise sour
e to the reader's signal and

not to the tag, thus saving a painful redesign of the tags and keeping their 
osts

low. However, there are several reasons why this approa
h won't work. First a

di�erential setup su
h as the one des
ribed in Subse
tion 3.2.4 will not be a�e
ted

by this added noise. Se
ond, the reader 
an only add very limited narrowband noise

to the signal be
ause of the stri
t regulatory 
onstraints pla
ed on its high-powered

output.

An example of a prevention 
ountermeasure is the introdu
tion of balan
ed logi


� a method of designing the 
ir
uit su
h that the same number of outputs swit
hes

between states every 
lo
k 
y
le [30℄. The unintuitiveness of this requirement 
an

be eased by using prefabri
ated hardware des
ription language (HDL) 
omponents

whi
h en
apsulate this behaviour (see for example [49℄). The main drawba
k of

this approa
h is in the pri
e 
ir
uit designers have to pay � the added gate 
ount

raises the 
ost of every devi
e, while the larger amount of transitions per 
lo
k


y
le translates immediately into a higher power 
onsumption and thus a lower

read range. It may be tempting to isolate the 
ir
uit into se
ure and non-se
ure


omponents and apply logi
 balan
ing only to the se
ure 
omponents. However,


are must be taken when de
iding whi
h parts are se
ure and whi
h are not. For

example, a 
hip designer may try and prote
t against the password-sni�ng atta
k

by balan
ing only the one-bit register 
ontaining the result of the 
omparison of

the 
urrent password bit and the re
eived bit. However, if the tag's data bus is not

balan
ed, it is still possible to dete
t individual bytes of the password as they are

read from memory and learn about their Hamming weights.

5.2.2. Double-Bu�ered Power Supply. A feasible solution, whi
h is per-

haps the most 
ompatible with the 
urrent RF front ends found on tags, would

be the separation of the power supply from the power 
onsumption by use of a

double-bu�ering power supply me
hanism as des
ribed in [48℄. As shown in Figure

5.1 on page 63, this me
hanism 
onsists of a pair of 
apa
itors swit
hed by power
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Figure 5.1. The double bu�ered power supply

transistors. At any stage in time, one 
apa
itor is 
harged by the reader while

the other is being dis
harged by the 
ir
uit. With proper design, this approa
h


an almost eliminate the power 
onsumption information. Moreover, it involves


hanges only to the RF front-end of the tag, making it the qui
kest to roll out. To

make this 
ountermeasure more e�e
tive, large �at 
apa
itors 
an be atta
hed to

the plasti
 inlay next to the printed antenna. Tag vendors 
an easily produ
e two

versions of their ICs � a prote
ted version for se
ure appli
ations and an inse
ure

version for 
ost-
ons
ious appli
ations � while sharing the internal logi
 and only

dropping in di�erent RF front ends. To further redu
e 
osts, vendors 
an 
reate

a single IC with redundant 
onta
t points. Su
h an IC will o�er power analysis

resistan
e when �xed to inlays with the extra 
apa
itor and degrade to inse
ure

operation when �xed to inlays without su
h a 
apa
itor. Tags using this prote
-

tive me
hanism still have to take 
are that power 
onsumption does not leak out

through the intentional ba
ks
atter modulation me
hanism, whi
h has to 
ome out

of the 
ir
uit proper and 
onne
t to the antenna.

5.3. Improving the Current Atta
k

5.3.1. In
reasing the Sensitivity. One issue involved in bringing this atta
k

from the lab out into the open revolves around the issue of its maximal range. Sin
e

the parasiti
 tag modulation uses a similar me
hanism to the tag's intentional

ba
ks
atter, the maximum read range of a tag is an approximate upper bound on

the range of our atta
k.
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As of early 2006, tag vendors 
laim to have a read range of around 8 meters in

ideal 
onditions. Tags have been shown to be dete
table using a single antenna from

as far away as 21 meters [44℄. The atta
kers of [44℄ used a high-gain dire
tional

Yagi antenna to fo
us only on the signal re�e
ted by the tag and ignore noise


oming from other sour
es. Sin
e the ba
ks
atter me
hanism used for intentional

tag responses is the same me
hanism we use for our atta
k, this 
an be assumed as

a reasonable bound on the range of our atta
k. However, one must remember that

an in
rease in the dire
tionality of a Yagi antenna usually 
omes with a redu
tion of

its usable frequen
y bandwidth. The bandwidth of an intentional tag ba
ks
atter

is on the order of 50 KHz, whereas our atta
k used a resolution bandwidth of 5

MHz.

The authors of [31℄ were fa
ed with a similar dete
tion s
enario when trying to

laun
h TEMPEST atta
ks against video displays. In [31, p. 95℄ they suggest using

an array of Yagi antennas in a grid pattern to maximize dire
tionality while keeping

the usable bandwidth of the antenna array over 10% of the 
enter frequen
y. A
-


ording to their 
al
ulations, a 24-antenna (4×6) array of 4-element Yagi antennas

tuned to 900 MHz will �t inside a 1m × 1m× 33
m panel and have an impressive

dire
tional gain of over 22dB while maintaining a signal bandwidth of 90MHz.

5.3.2. Lowering the Cost. Our atta
k was performed using lab equipment

under lease. The rental 
ost of this equipment was under $1000 per month. There

are several ways of redu
ing the 
ost even further.

The most expensive pie
e of equipment we used was the HP4405B-AYX spe
-

trum analyzer. There are several ways of repla
ing this devi
e with a lower-pri
ed


ounterpart. First, TV and VCR devi
es 
ontain a sensitive RF re
eiver. As dis-


ussed in Subse
tion 4.1.1.1, we 
an use this tuner box to 
onstru
t a homebrew

spe
trum analyzer[41℄. If we 
an keep the RF environment in whi
h the tag is op-

erating reasonably 
lean, one 
an also assume that the only signal of non-negligible

amplitude in
ident on the atta
ker's antenna is the tag signal itself. This 
an be

pretty 
lose to the truth if the atta
ker uses a high-gain dire
tional antenna pointed

at the tag and having a narrow re
eption bandwidth 
entered around the reader's

operating frequen
y. In this 
ase, a trivial AM dete
tor 
onsisting of a S
hottky

diode and a lowpass �lter 
an be used as a 
heap repla
ement for the spe
trum

analyzer.

An interesting alternative for the entire lab setup is a 
ellphone with modi�ed

�rmware. UHF tags and GSM 
ell phones have very similar operating frequen-


ies. The 
ell phone's antenna has the right shape for talking to RFID tags. The

transmitter is strong enough. The re
eiver is more than sensitive enough. The air

interfa
e proto
ol of modern 
ell phones is mu
h more 
ompli
ated than the RFID
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air interfa
e . This means that with the appropriate �rmware a 
ellphone 
an be

modi�ed to atta
k UHF tags. HF tags have di�erent frequen
ies and antennas, but

more and more vendors are adding HF reader 
ir
uitry to their phones. With some

�rmware modi�
ations. these so-
alled "wallet phones" will be 
apable of atta
king

HF tags. We have not tested these ideas, but we see no insurmountable te
hni
al

di�
ulties in 
arrying them out.

5.4. New Dire
tions of Atta
k

5.4.1. Atta
king HF Tags. The dis
ussion so far was fo
used on UHF (EPC)

tags, whi
h operate in the 900 MHz frequen
y range. These tags have a higher read

range whi
h makes them easier to atta
k. Another 
ommon type of tag is HF tag

(ISO/IEC 14443), whi
h has an operating frequen
y of 13.56 MHz. These tags

rely on slightly di�erent prin
iples to provide power to the tag. As opposed to the

radiative form of tag-reader 
onne
tion used in UHF tags, HF tags use indu
tive


oupling. This form of 
oupling has a wavelength-related maximum read range

imposed by the physi
s of the indu
tive 
oupling method. For standard ISO/IEC

14443 tags, this range is about 3.6 meters [55, p. 43℄, although the regulatory re-

stri
tions on the reader's output power typi
ally 
ause the maximum read range to

be mu
h lower. In pra
ti
al situations, the range of near-�eld tags is on the order

of 10
m, and in nearly all 
ases no more than 50
m[27℄.

The theoreti
al power-analysis atta
k shown in Figure 5.2 on page 66 is designed

to work in this short-range s
enario. It 
ontains a sensitive ammeter 
onne
ted to

a 
oil antenna whi
h is to be sandwi
hed between the tag and the reader. Be
ause

of indu
tive 
oupling, 
urrent �owing through the tag's 
oil antenna will 
ause a

proportional 
urrent to �ow through the adversary's antenna and to be pi
ked up

by the ammeter. This signal will be superimposed on the powerful 
urrent 
aused

by the reader's signal. By measuring the minute 
hanges in the 
urrent �owing

through the ammeter, the atta
ker 
an estimate the 
urrent �owing through the

tag and, through that, measure its power 
onsumption.

Many HF readers are lo
ated in semi-publi
 pla
es su
h as entran
eways and

subway stations. Considering the �at form fa
tor of 
oil antennas, an adversary


an design his atta
king devi
e in the form of a sti
ker 
ontaining a 
oil antenna, a

basi
 signal-pro
essing front end and some non-volatile memory. The reader under

atta
k will even be generous enough to provide the atta
ker with a free power

supply. The atta
ker 
an paste this devi
e on top of the reader's surfa
e, let it


apture raw data about a day's worth of tags, then peel o� the atta
k devi
e and

take it ba
k to his se
ret hideout for o�ine pro
essing. Given the proliferation
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Reader

Adversary

Tag Under Attack

A

Figure 5.2. A theoreti
al remote power analysis atta
k on HF tags

of sti
kers already found in retail and publi
 transportation lo
ations, this extra

sti
ker will be reasonably hard to dete
t

1

.

5.4.2. A Smart Fault Atta
k Based on Jamming. The work of [17℄ shows

how simple it is for a rogue devi
e to 
orrupt the operation of readers in its vi
inity.

If we somewhat re�ne this result we 
an adapt it to form a smart fault atta
k. We

do this by noting that a tag re
eiving invalid data will probably transition to some

error state or even reset itself. By 
arefully 
ontrolling the point in time in whi
h

a reader's signal is jammed, the atta
ker 
an preempt another reader's in
oming

signal right in the middle of a 
al
ulation and for
e it to transition to the error

state at any desired lo
ation in time.

Sin
e for
ing a devi
e into the error state 
hanges its registers to some prede-

�ned state, the power 
onsumed by a tag when it is suddenly jammed is related

to the Hamming weight of its internal registers. By for
ing a reset by smart jam-

ming and then measuring the power 
onsumed by the tag the atta
ker 
an perform

remote fault analysis of the tag and learn about its internal state, again without

physi
al manipulation. This atta
k will be mu
h more e�e
tive if the atta
ker 
an


ontrol the reader as well as the jamming devi
e.

A more esoteri
 fault atta
k 
an be based on destru
tive interferen
e. If the

reader is in a �xed lo
ation and the atta
ker has time to prepare, he 
an 
reate a

devi
e that generates �null zones� on demand. This fault-generating 
ir
uit, pre-

sented in Figure 5.4.2 on page 67, 
onsists of a re
eive antenna, a delay line and

ampli�er, and �nally a properly polarized transmit antenna. The devi
e re
eives

the reader's signal, 
hanges its relative phase using the delay line and sends it ba
k

1

It is important to note that HF tags have more generous power budgets and, as su
h, are more

easily modi�ed to in
lude power analysis 
ountermeasures. This is espe
ially the 
ase with indu
-

tively 
oupled 
onta
tless smart 
ards, whi
h typi
ally inherit the power analysis 
ountermeasures

from their physi
ally 
oupled siblings.
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Power from 
Reader to Tag

TagReader 

Receive Antenna

Destructive 
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Transmit Antenna

Time 

Delay
Amplifier

Figure 5.3. A theoreti
al setup for 
reating destru
tive interfer-

en
e, to be used for remote fault analysis

in the dire
tion of the tag. By 
on�guring the phase and the amplitude to mat
h

and oppose the reader's signal, the signal presented to the tag 
an be de
reased

arbitrarily. We noti
ed in our tests that we 
ould see more pronoun
ed power 
on-

sumption information when tags were pla
ed in a relatively weak �eld, so weakening

the reader using this method is one pra
ti
al way of remotely raising the signal to

noise ratio of the atta
ker.





CHAPTER 6

Closing Remarks

In this work, we have shown how power analysis, a well known 
ryptanalyti


atta
k method whi
h was extensively resear
hed in the �eld of smart
ards, 
an be

applied to the �eld of passive RFID devi
es, even though they have no expli
it


onne
tion to an external power sour
e.

The big players in the �eld of smart 
ards aggressively promote their brand

names. Smart
ard vendors 
ompete on the se
urity of their produ
ts, and smart


ard 
ustomers (both end-users and system integrators) realize the beni�ts of a

higher-se
urity devi
e and understand why they should pay more for it. RFID

tags, on the other hand, are ubiquitous devi
es whi
h play a very minor role in the

life 
y
le of a produ
t. RFID system integrators do not generally 
are whi
h spe
i�


brand of tag they use, leaving tag vendors to 
ompete mainly on pri
e. This fa
t

is exa
erbated by the limited feature set and stri
t standardisation of tags, whi
h

leaves vendors little room for innovation.

The spe
i�
s of the RFID market mean that it will be di�
ult to 
onvin
e tag

vendors to o�er a higher-se
urity tag at a higher pri
e and with redu
ed range,

unless the advantage provided by this added se
urity is 
learly understood. Tag

vendors have all the tools they need to 
reate safer tags today, but they will only be


reated if the power analysis threat is well understood by system integrators, driving

a demand for these safer tags. A
hieving this requires the a
tive parti
ipation of the

resear
h 
ommunity, and there are many ex
iting dire
tions in whi
h these results


an be extended.

69





Bibliography

[1℄ Manfred Aigner and Elisabeth Oswald. Power analysis tutorial. Online, De
ember 2000.

http://www.iaik.tugraz.at/aboutus/people/oswald/papers/dpa_tutorial.pdf .

[2℄ Henri Barthel. UHF RFID regulations. Online, June 2006.

http://www.ep
globalin
.org/standards_te
hnology/uhf_rfid.html .

[3℄ Matt Blaze. Safe
ra
king for the 
omputer s
ientist. Online, De
ember 2004.

http://www.
rypto.
om/papers/safelo
ks.pdf .

[4℄ David Brumley and Dan Boneh. Remote timing atta
ks are pra
ti
al. Computer Networks,

48, 2005. http://
rypto.stanford.edu/~dabo/papers/ssl-timing.pdf .

[5℄ Auto-ID Center. 860MHz�930MHz 
lass I radio frequen
y identi�
a-

tion tag radio frequen
y & logi
al 
ommuni
ation interfa
e spe
i�
a-

tion 
andidate re
ommendation, version 1.0.1. Online, November 2002.

http://www.ep
globalin
.org/standards_te
hnology/Se
ure/v1.0/UHF-
lass1.pdf .

[6℄ Anantha P. Chandrakasan, Samuel Sheng, and Robert W. Brodersen. Low-power

CMOS digital design. IEEE Journal of Solid-State Cir
uits, 27(4):473�484, April 1992.

http://ieeexplore.ieee.org/sear
h/wrapper.jsp?arnumber=126534 .

[7℄ LeCroy Corporation. Le
roy 9300C series digital os
illos
opes. Online, January 1998.

http://www.le
roy.
om/tm/library/manuals/9300Series/OperatorsManual/9300_OM_REVA.pdf .

[8℄ Veri
hip Corporation. Veriguard se
urity suite. Online, 2006.

http://www.veri
hip
orp.
om/images/VeriGuard(web).pdf .

[9℄ Raghu Das. RFID tag sales in 2005 � how many and where. Online, De
ember 2005.

http://www.idte
hex.
om/produ
ts/en/arti
les/00000398.asp .

[10℄ Tim Dawson. Using .NET languages to make your appli
ation s
riptable. Online, May 2003.

http://www.divil.
o.uk/net/arti
les/plugins/s
ripting.asp .

[11℄ Daniel Dobkin. The RF in RFID. Online, O
tober 2005.

http://www.enigmati
-
onsulting.
om/Communi
ations_arti
les/RFID/RF_in_RFID_index.html .

[12℄ Klaus Finkenzeller. RFID Handbook : Fundamentals and Appli
ations in Conta
tless Smart

Cards and Identi�
ation. John Wiley & Sons, 2003.

[13℄ International Organization for Standardization. ISO/IEC 14443-2 � identi�
ation 
ards �


onta
tless integrated 
ir
uit(s) 
ards � proximity 
ards � part 2: Radio frequen
y power and

signal interfa
e, Mar
h 1999.

[14℄ Jovan Dj. Goli¢ and Christophe Tymen. Multipli
ative masking and power analy-

sis of AES. In Burt Kaliski and Çetin Kaya Koç, editors, Cryptographi
 Hardware

and Embedded Systems - CHES 2002: 4th International Workshop, Le
ture Notes

in Computer S
ien
e, volume 2523, pages 198�212. Springer-Verlag GmbH, August 2002.

http://www.springerlink.
om/openurl.asp?genre=arti
le&issn=0302-9743&volume=2523&spage=198 .

[15℄ Louis Goubin and Ja
ques Patarin. DES and di�erential power analysis (the "dupli-


ation" method). In Çetin Kaya Koç and Christof Paar, editors, Cryptographi
 Hard-

ware and Embedded Systems - CHES 1999: 1st International Workshop, Le
ture Notes

71

http://www.iaik.tugraz.at/aboutus/people/oswald/papers/dpa_tutorial.pdf
http://www.epcglobalinc.org/standards_technology/uhf_rfid.html
http://www.crypto.com/papers/safelocks.pdf
http://crypto.stanford.edu/~dabo/papers/ssl-timing.pdf
http://www.epcglobalinc.org/standards_technology/Secure/v1.0/UHF-class1.pdf
http://ieeexplore.ieee.org/search/wrapper.jsp?arnumber=126534
http://www.lecroy.com/tm/library/manuals/9300Series/OperatorsManual/9300_OM_REVA.pdf
http://www.verichipcorp.com/images/VeriGuard(web).pdf
http://www.idtechex.com/products/en/articles/00000398.asp
http://www.divil.co.uk/net/articles/plugins/scripting.asp
http://www.enigmatic-consulting.com/Communications_articles/RFID/RF_in_RFID_index.html
http://www.springerlink.com/openurl.asp?genre=article&issn=0302-9743&volume=2523&spage=198


72 BIBLIOGRAPHY

in Computer S
ien
e, volume 1717, pages 158�172. Springer-Verlag GmbH, July 1999.

http://link.springer.de/link/servi
e/series/0558/bibs/1717/17170158.htm .

[16℄ PCTEL Antenna Produ
ts Group. MaxRad 800/900 MHz dire
tional panel antenna series.

Online, May 2005. http://205.234.153.66/images_
atalog_group/pdf_do
s/PCTEL_EXW05.pdf .

[17℄ SCISSEC Se
urity Resear
h Group. RFID vulnerabilities un
overed in new UHF tags. Online,

April 2006. http://s
isse
.s
is.e
u.edu.au/wordpress/?p=39 .

[18℄ EPCglobal In
. The EPCglobal network: Overview of

design, bene�ts, & se
urity. Online, September 2004.

http://www.ep
globalin
.org/news/EPCglobal_Network_Overview_10072004.pdf .

[19℄ EPCglobal In
. EPC radio-frequen
y identity proto
ols 
lass-1 generation-2 UHF RFID

proto
ol for 
ommuni
ations at 860 MHz � 960 MHz, version 1.0.9. Online, September 2005.

http://www.ep
globalin
.org/standards_te
hnology/EPCglobal2UHFRFIDProto
olV109122005.pdf .

[20℄ WJ Communi
ations In
. MPR series PC 
ard UHF generation 2 
lass 1 appli
ation program-

mer's interfa
e. Online, February 2006. http://www.wj.
om/Support/Appli
ationNotes.
fm.

[21℄ Dynami
 S
ien
es International. R-110B wide range AM/FM re
eiver. Online, August 2003.

http://www.dynami
s
ien
es.
om/R110.pdf .

[22℄ Ari Juels, Ronald L. Rivest, and Mi
hael Szydlo. The blo
ker tag: sele
tive blo
king of

r�d tags for 
onsumer priva
y. In CCS '03: Pro
eedings of the 10th ACM 
onferen
e on

Computer and 
ommuni
ations se
urity, pages 103�111, New York, NY, USA, 2003. ACM

Press. http://doi.a
m.org/10.1145/948109.948126 .

[23℄ Günter Karjoth and Paul Moskowitz. Disabling RFID tags with visible 
on�rma-

tion: Clipped tags are silen
ed. In Workshop on Priva
y in the Ele
troni
 So-


iety � WPES, Alexandria, Virginia, USA, November 2005. ACM, ACM Press.

http://domino.watson.ibm.
om/library/
yberdig.nsf/papers/D25E54DB29DAA9AA8525707C00702C9F/$File/r
23710.pdf .

[24℄ Udo Karthus and Martin Fis
her. Fully integrated passive UHF

RFID transponder IC with 16.7-µW minimum RF input power.

IEEE Journal of Solid-state Cir
uits, 39(10):1602�1608, O
tober 2003.

http://www.ee.washington.edu/resear
h/seal/internal/files/RFID_Karthaus_Fis
her.pdf .

[25℄ Matthai Philipose Kenneth P. Fishkin, Bing Jiang and Sumit Roy. I sense

a disturban
e in the for
e: Unobtrusive dete
tion of intera
tions with RFID-

tagged obje
ts. In Itiro Siio Nigel Davies, Elizabeth Mynatt, editor, UbiComp

2004: Ubiquitous Computing, 6th International Conferen
e, Le
ture Notes in Com-

puter S
ien
e, volume 3205, pages 268�282. Springer-Verlag GmbH, January 2004.

http://www.intel-resear
h.net/Publi
ations/Seattle/062420041544_244.pdf .

[26℄ Ziv K�r and Avishai Wool. Pi
king virtual po
kets using relay atta
ks on 
on-

ta
tless smart
ard systems. Cryptology ePrint Ar
hive, Report 2005/052, 2005.

http://eprint.ia
r.org/2005/052 .

[27℄ Ilan Kirs
henbaum and Avishai Wool. How to build a low-
ost, extended-range RFID skim-

mer. Cryptology ePrint Ar
hive, Report 2006/054, 2006. http://eprint.ia
r.org/2006/054.

[28℄ Paul Ko
her, Joshua Ja�e, and Benjamin Jun. Di�erential power

analysis. Le
ture Notes in Computer S
ien
e, 1666:388�397, 1999.

http://www.
ryptography.
om/resour
es/whitepapers/DPA.pdf .

[29℄ Paul Ko
her, Joshua Ja�e, and Benjamin Jun. US patent 6,327,661: Using unpre-

di
table information to minimize leakage from smart
ards and other 
ryptosystems, 2001.

http://www.
ryptography.
om/te
hnology/dpa/Patent6327661.pdf .

http://link.springer.de/link/service/series/0558/bibs/1717/17170158.htm
http://205.234.153.66/images_catalog_group/pdf_docs/PCTEL_EXW05.pdf
http://scissec.scis.ecu.edu.au/wordpress/?p=39
http://www.epcglobalinc.org/news/EPCglobal_Network_Overview_10072004.pdf
http://www.epcglobalinc.org/standards_technology/EPCglobal2UHFRFIDProtocolV109122005.pdf
http://www.wj.com/Support/ApplicationNotes.cfm
http://www.dynamicsciences.com/R110.pdf
http://doi.acm.org/10.1145/948109.948126
http://domino.watson.ibm.com/library/cyberdig.nsf/papers/D25E54DB29DAA9AA8525707C00702C9F/$File/rc23710.pdf
http://www.ee.washington.edu/research/seal/internal/files/RFID_Karthaus_Fischer.pdf
http://www.intel-research.net/Publications/Seattle/062420041544_244.pdf
http://eprint.iacr.org/2005/052
http://eprint.iacr.org/2006/054
http://www.cryptography.com/resources/whitepapers/DPA.pdf
http://www.cryptography.com/technology/dpa/Patent6327661.pdf


BIBLIOGRAPHY 73

[30℄ Paul Ko
her, Joshua Ja�e, and Benjamin Jun. US patent 6,510,518: Balan
ed 
ryptographi



omputational method and apparatus for leak minimizational in smart
ards and other 
ryp-

tosystems, 2003. http://www.
ryptography.
om/te
hnology/dpa/Patent6510518.pdf .

[31℄ Markus G. Kuhn. Compromising emanations: eavesdropping risks of 
omputer displays.

Te
hni
al Report 577, University of Cambridge Computer Laboratory, De
ember 2003.

http://www.
l.
am.a
.uk/Te
hReports/UCAM-CL-TR-577.pdf .

[32℄ Butler W. Lampson. Hints for 
omputer system design. Operating Systems Review, 15(5):33�

48, O
tober 1983. http://resear
h.mi
rosoft.
om/~lampson/33-Hints/WebPage.html .

[33℄ Roy W. Lewallen. EZNEC demo v. 4.0.28. Online, August 2006. http://www.ezne
.
om/.

[34℄ Panasoni
 Limited. Operating instru
tions for NV-7200. Online, O
tober 1982.

http://www.panasoni
.
o.uk/
ustomer-Support/download-
entre.asp?did=128753&fmt=pdf .

[35℄ RCS Maintainers. O�
ial RCS homepage. Online, August 2005.

http://www.
s.purdue.edu/homes/trinkle/RCS/ .

[36℄ Stefan Mangard. Exploiting radiated emissions � EM atta
ks

on 
ryptographi
 ICs. In Pro
eedings of Austro
hip 2003, 2003.

http://www.iaik.tu-graz.a
.at/resear
h/s
a-lab/publi
ations/pdf/Mangard2003ExploitingRadiatedEmissions.pdf .

[37℄ Thomas S. Messerges, Ezzy A. Dabbish, and Robert H. Sloan. Power analysis atta
ks of

modular exponentiation in smart
ards. In Çetin Kaya Koç and Christof Paar, editors, Crypto-

graphi
 Hardware and Embedded Systems - CHES 1999: 1st International Workshop, Le
ture

Notes in Computer S
ien
e, volume 1717, pages 158�172. Springer-Verlag GmbH, July 1999.

http://www.springerlink.
om/openurl.asp?genre=arti
le&issn=0302-9743&volume=1717&spage=144 .

[38℄ Thomas S. Messerges, Ezzy A. Dabbish, and Robert H. Sloan. Examining smart-
ard se
urity

under the threat of power analysis atta
ks. IEEE Transa
tions on Computers, 51(5):541�552,

May 2002. http://dx.doi.org/10.1109/TC.2002.1004593 .

[39℄ Tim "Minime" and Christopher "Mahajivana". RFID zapper. 22nd Chaos Communi
ation

Congress, De
ember 2005. https://events.


.de/
ongress/2005/wiki/RFID-Zapper(EN).

[40℄ U.S. Government Printing O�
e. Code of federal regulations, title 47 � tele
ommuni
ation,


hapter I � federal 
ommuni
ations 
ommission, part 15 � radio frequen
y devi
es. Online,

November 2005. http://www.a

ess.gpo.gov/nara/
fr/waisidx_05/47
fr15_05.html .

[41℄ Green Bay Professional Pa
ket Radio. Homebrew RF test equipment and software. Online,

2001. http://www.qsl.net/n9zia/wireless/appendixF.html#9 .

[42℄ Patri
k Rakers, Larry Connell, Tim Collins, and Dan Russell. Se
ure 
onta
tless smart
ard

ASIC with DPA prote
tion. IEEE Journal of Solid-State Cir
uits, 36:559�565, Mar
h 2001.

http://ieeexplore.ieee.org/sear
h/wrapper.jsp?arnumber=910496 .

[43℄ Fra
tus S.A. Fra
tus EZConne
t Zigbee/RFID 
hip antenna. Online, May 2006.

http://www.fra
tus.
om/868-915mhz.htm .

[44℄ Greg Sandoval. Ha
kers' prowess on display at Def
on 
onferen
e. MIT Te
hnology Review,

August 2005. http://www.te
hnologyreview.
om/arti
les/05/08/ap/ap_080405.asp .

[45℄ Sanjay Sarma and Daniel W. Engels. On the future of RFID tags and pro-

to
ols. Te
hni
al Report MIT-AUTOID-TR018, Auto-ID Center, June 2003.

http://www.autoidlabs.org/single-view/dir/arti
le/6/176/page.html .

[46℄ Sanjay E. Sarma, Stephen A. Weis, and Daniel W. Engels. Se
urity and priva
y aspe
ts of

low-
ost radio frequen
y identi�
ation systems. In First International Conferen
e on Se
urity

in Pervasive Computing, 2003. http://theory.l
s.mit.edu/~sweis/pdfs/sp
-rfid.pdf .

[47℄ J. S
hroet. Gen 2 tag 
lo
k rate � what you need to know. Online, O
tober 2005.

http://www.impinj.
om/page.
fm?ID=Do
ument_Center .

http://www.cryptography.com/technology/dpa/Patent6510518.pdf
http://www.cl.cam.ac.uk/TechReports/UCAM-CL-TR-577.pdf
http://research.microsoft.com/~lampson/33-Hints/WebPage.html
http://www.eznec.com/
http://www.panasonic.co.uk/customer-Support/download-centre.asp?did=128753&fmt=pdf
http://www.cs.purdue.edu/homes/trinkle/RCS/
http://www.iaik.tu-graz.ac.at/research/sca-lab/publications/pdf/Mangard2003ExploitingRadiatedEmissions.pdf
http://www.springerlink.com/openurl.asp?genre=article&issn=0302-9743&volume=1717&spage=144
http://dx.doi.org/10.1109/TC.2002.1004593
https://events.ccc.de/congress/2005/wiki/RFID-Zapper(EN)
http://www.access.gpo.gov/nara/cfr/waisidx_05/47cfr15_05.html
http://www.qsl.net/n9zia/wireless/appendixF.html#9
http://ieeexplore.ieee.org/search/wrapper.jsp?arnumber=910496
http://www.fractus.com/868-915mhz.htm
http://www.technologyreview.com/articles/05/08/ap/ap_080405.asp
http://www.autoidlabs.org/single-view/dir/article/6/176/page.html
http://theory.lcs.mit.edu/~sweis/pdfs/spc-rfid.pdf
http://www.impinj.com/page.cfm?ID=Document_Center


74 BIBLIOGRAPHY

[48℄ Adi Shamir. US patent 6,507,913: Prote
ting smart 
ards

from power analysis with deta
hable power supplies, 2003.

http://patft1.uspto.gov/neta
gi/nph-Parser?patentnumber=6507913 .

[49℄ Danil Sokolov, Julian Murphy, Alexander Bystrov, and Alex Yakovlev. Design and analysis of

dual-rail 
ir
uits for se
urity appli
ations. IEEE Transa
tions on Computers, 54(4):449�460,

April 2005. http://dx.doi.org/10.1109/TC.2005.61 .

[50℄ STMi
roele
troni
s. UHF, EPCglobal 
lass 1b, 
onta
tless memory 
hip

96 bit ePC with inventory and kill fun
tion. Online, O
tober 2005.

http://www.st.
om/stonline/produ
ts/literature/ds/11097/xra00.htm .

[51℄ Agilent Te
hnologies. E4405B-STD ESA-E standard analyzer, 9 kHz to 13.2 GHz. Online,

2006. http://www.home.agilent.
om/
gi-bin/pub/agilent/Produ
t/
p_Produ
t.jsp?NAV_ID=-536902958.536894443.00 .

[52℄ International Tele
ommuni
ations Union. Re
ommendation ITU-R BS.450-3 - trans-

mission standards for FM sound broad
asting at VHF. Online, November 2001.

http://www.itu.int/re
/R-REC-BS.450-3-200111-I.

[53℄ International Tele
ommuni
ations Union. Re
ommendation ITU-R BT.1701-1 - 
hara
teris-

ti
s of radiated signals of 
onventional analogue television systems. Online, February 2005.

http://www.itu.int/re
/R-REC-BT.1701 .

[54℄ Wim van E
k. Ele
tromagneti
 radiation from video display units: An eavesdropping risk?

Computers & Se
urity, 4:269�286, 1985. http://
ryptome.org/emr.pdf.

[55℄ Roy Want. The magi
 of RFID � just how do those little things work anyway? ACM Queue,

2(7):40�48, O
tober 2004. http://doi.a
m.org/10.1145/1035594.1035619.

[56℄ Jonathan Westhues. Cloning a veri
hip. Online. http://
q.
x/veri
hip.pl.

http://patft1.uspto.gov/netacgi/nph-Parser?patentnumber=6507913
http://dx.doi.org/10.1109/TC.2005.61
http://www.st.com/stonline/products/literature/ds/11097/xra00.htm
http://www.home.agilent.com/cgi-bin/pub/agilent/Product/cp_Product.jsp?NAV_ID=-536902958.536894443.00
http://www.itu.int/rec/R-REC-BS.450-3-200111-I
http://www.itu.int/rec/R-REC-BT.1701
http://cryptome.org/emr.pdf
http://doi.acm.org/10.1145/1035594.1035619
http://cq.cx/verichip.pl

	Abstract
	Acknowledgements
	List of Figures
	Chapter 1. Introduction
	1.1. The RFID Tag -- the World's Simplest Computer
	1.1.1. General Structure of an RFID System
	1.1.2. A Taxonomy of RFID Systems
	1.1.3. The Case for Security in RFID -- Present and Future

	1.2. Side-Channel Cryptanalysis
	1.2.1. Power Analysis
	1.2.2. Protection from Side-Channel Attacks

	1.3. Our Contribution
	1.4. Structure of this Document

	Chapter 2. Previous Work
	2.1. Password Guessing Attacks
	2.2. Power Analysis of Smart Cards and Other Cryptosystems
	2.3. Remote EM-based Attacks
	2.3.1. Screen Sniffing
	2.3.2. Smart card Emanations

	2.4. Attacks on RFID Tags
	2.4.1. The RFID Threat Model
	2.4.2. Current Attacks on RFID Tags


	Chapter 3. Theoretical Background
	3.1. The EPC Standard Family
	3.1.1. The Physical Layer
	3.1.1.1. The General Structure of a Tag 
	3.1.1.2. Frequencies and Power Levels
	3.1.1.3. Power Supply to Passive Tags
	3.1.1.4. Data Transfer from Reader to Tag 
	3.1.1.5. Data Transfer from Tag to Reader 

	3.1.2. The Application Layer
	3.1.2.1. Tag Singulation
	3.1.2.2. The Kill Command


	3.2. The Parasitic Backscatter Channel
	3.2.1. Estimating the Power Consumption from the Reflected signal
	3.2.2. Methods of Attack
	3.2.3. The Direct Observation Attack
	3.2.4. The (Theoretical) Differential Observation Attack
	3.2.5. The Pulse Power Attack
	3.2.6. The Probing Attack


	Chapter 4. Our Attack in Practice
	4.1. Lab Setup
	4.1.1. Physical Setup
	4.1.1.1. Wideband Receiver
	4.1.1.2. Transmit and Receive Antennas
	4.1.1.3. RFID Reader
	4.1.1.4. Digital Oscilloscope

	4.1.2. Logical Setup
	4.1.2.1. The Reader Controller
	4.1.2.2. Matlab and perl Scripts


	4.2. An Attack on Generation 1 Tags
	4.2.1. Objective
	4.2.2. Test Execution
	4.2.3. Results
	4.2.3.1. Differences Between the Reader Signal and the Tag's Backscatter
	4.2.3.2. Effect of Power Consumption on Backscatter
	4.2.3.3. Effect of Internal Tag Memory on Power Consumption
	4.2.3.4. A Power Analysis Attack on the Kill Password


	4.3. An Attack on Generation 2 Tags
	4.3.1. Results


	Chapter 5. Discussion
	5.1. Practical Implications
	5.2. Countermeasures 
	5.2.1. Mitigation and Prevention Countermeasures 
	5.2.2. Double-Buffered Power Supply

	5.3. Improving the Current Attack
	5.3.1. Increasing the Sensitivity
	5.3.2. Lowering the Cost

	5.4. New Directions of Attack
	5.4.1. Attacking HF Tags
	5.4.2. A Smart Fault Attack Based on Jamming


	Chapter 6. Closing Remarks
	Bibliography

